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ABSTRACT

Traditional and widely used access control mechanisms have been
proved to be not able to effectively support the dynamicity and
scaling needs of IoT contexts. Furthermore, as more end-users
start using smart devices (e.g. smart phones, smart home
appliances, etc.) the need to have more understandable and easy to
use access control mechanisms increases. In this paper we present
a capability based access control system, which is being
developed in a EU project harnessing IoT technologies in
industrial and automation environments, showing that it can better
address IoT needs and can be more easily applied to end users-
centric scenarios like smart houses and e-Health.

Categories and Subject Descriptors
D.4.6 [Operating systems]: Security and Protection — Access
controls, authentication, information flow controls.

K.6.5 [Management of computing and information systems]:
Security and Protection — Authentication, unauthorized access.

H.1.2 [Models and Principles]: User/Machine Systems — Human
factors.

General Terms
Management, Reliability, Security, Human Factors.

Keywords
Authorization, Access Control, Capability Based Access Control,
Rights Delegation, Rights Revocation, Internet of Things.

1. INTRODUCTION

The Internet of Things (IoT) presents novel security challenges
that require new solutions or a substantial revision of existing
ones. Access control is one of these challenges as we highlight in
the following. This paper provides a description of the Capability
Based Access Control (CapBAC) system being developed in the
EU FP7 IoT@Work project (http://iot-at-work.eu) to address
specific issues in an IoT world. In particular, The IoT@Work
project focuses on harnessing IoT technologies in industrial and
automation environments. In the following sections we provide a
quick analysis of the IoT access control issues and a survey of our
CapBAC approach in the light of issues more specifically related
to consumer’ devices (e.g. smart phones, tablets) and scenarios
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(e.g. domotics, e-Health) for which, we think, CapBAC is more
effective and usable as compared to traditional access control
approaches. The paper is organized as follows: Section 2 provides
an overview of IoT access control issues, in general, and specific
issues related to the indicated consumer’s devices and scenarios;
Section 3 provides a quick survey of capability based security and
related work; Section 4 provides an overview of our CapBAC
system, of its features and functional elements, as well as some
specific aspects related to the indicated scenarios; Section 5,
finally, reports the CapBAC system current status and future
work.

2. 10T ACCESS CONTROL ISSUES

The Internet of Things has not only to master a wider
heterogeneity of connected systems, communication technologies
and resource constraints (for processing, storage and
communication), but has also to face issues related to the potential
unbounded number of interacting subjects (devices, applications,
humans), as well as a substantial difference in the interaction
patterns ([1], [2]), which evolve from a predominance of more
planned and long-lived to short-lived, often casual or spontaneous
ones. Additionally, IoT envisages an enhanced relevance of the
context awareness ([3]), higher needs to support the orchestration
and integration of different services, as, for example, envisaged by
the DiY (Do it Yourself) sociocultural practice ([4]) and
scalability, manageability and usability ([5]).

As far as access control is concerned IoT requires solutions that at
least:

e are able to face the loT scalability challenge;

e are easy to manage;

e can be even deployed on simple devices (e.g.: minimize
resources  requirements for  storage, processing,
communication, etc.);

e are secure and flexible;

e support advanced features (e.g.: access rights delegation,
auditability, etc.);

e can provide an easy to use interface suitable for
consumers and devices needs.

The next paragraphs will provide a concise analysis of traditional
access control mechanisms and of some of the requirements listed
above.

2.1 Access Control Systems

The objective of any access control system is to provide features
to control who (entities that are normally called subjects) can do
what (actions normally called operations or rights) on which
resources (called objects). Therefore an access control system can
be modeled, in general, as a set of objects O, which represents the
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resources whose access has to be controlled, a set of subjects S,
which collects the actors (e.g. people, applications, etc.) that can
exercise actions on objects in 0, a set of rights R, and, finally a set
of rules p connecting objects, subjects and rights:

pi(o,w,r) whereg €S, w €0, r€R

The rules can be conveniently arranged in the so called Access
Control Matrix ([6]) a bi-dimensional matrix M (o, w)that, for
each combination of (o, w), specifies the rights subject o as on
object w.

The most common form of access control is based on access
control lists (ACLs) that are being provided by the most widely
used operating systems. ACLs become very complex to manage
when the number of subjects or resources increases, or in
situations in which subjects often change their rights.

To overcome the burden of basic ACLs systems, Role Based
Access Control (RBAC) systems ([7], [8]) were designed; they add
an intermediate layer assigning rights to roles instead of granting
them directly to subjects, and then assign roles to subjects. This
approach can heavily reduce the effort required to manage the
access control rules, even if it can still require a lot of effort for
example due to roles explosion when the number of resources
grows or when the access control system covers a number of
administrative domains (e.g. web sites arranged in a circle of trust
providing a Single Sign On service [9]).

Attribute Based Access Control (ABAC) systems, well exemplified
by the XACML standard ([10]), try to solve the issues of RBAC
systems making possible to directly use properties associated to
subjects (e.g.: age, location, position in an organization, etc.), as
well as resources and environmental properties, to specify access
rules. ABAC systems still require that attributes be defined
consistently within a domain or across different domains;
additionally, 4BAC systems require specialized services (e.g.
service able to provide subject’s attributes) and normally require
more processing power and storage capabilities.

All the above systems make hard to enforce the least privilege
principle ([11]) (also known as Principle of Least Authority) that,
as originally defined by Saltzer ([12]), states “every program and
every privileged user of the system should operate using the least
amount of privilege necessary to complete the job”. Furthermore,
in widely open contexts like SOA and Grid Computing the above
access control systems present serious scalability issues and
envisage increasing management effort ([28], [13], [14]). Finally
they do not provide flexible and easy to use rights delegation
features.

2.2 Access Control Systems and Usability

With the widespread usage of ICT in everyday life, the usability
of devices (e.g. smart phone, tablets), applications (e.g.
iPad/Android apps) and services is becoming a key, distinguishing
element. As Adams and Sasse stated ([15]) “... security
mechanisms are designed, implemented, applied and breached by
people, human factors should be considered in their design” and
this has to be applied to access control features also, especially
when these features move from enterprise’s systems and services
to consumer’s everyday devices and environments. The usability
of access control has so far received limited attention ([16]) in the
research community, even if in these years some interesting
analysis have been performed especially for issues related to
home systems ([17], [18]).

For consumer’s devices and scenarios, like domotics and e-
Health, RBAC/ABAC systems present relevant usability issues.
Indeed roles cannot actually be defined in a consistent and general
way being each user (almost) autonomous and their meaning and
usefulness difficult to be caught. Furthermore these contexts do
not usually have enough computing resources to deploy the
supporting services RBAC/ABAC systems require (e.g.: access
rules repository, policy decision points). Additionally
RBAC/ABAC systems require the availability of authentication
and identity management features, further increasing the usability
barriers for consumers and citizens and resource requirements.
Finally these access systems are not able to face the dynamicity
present in the everyday life (for example to easily and quickly
manage temporary delegation of rights for home appliances when
the householder goes on holidays).

3. CAPABILITY BASED SECURITY

Capability based security is a security model in which “... a
capability (known in some systems as a key) is a communicable,
unforgeable token of authority. It refers to a value that references
an object along with an associated set of access rights” (see
http://en.wikipedia.org/wiki/Capability-based_security).

As depicted in Figure 1, while in a traditional access control
system it is the service provider that has to check if the user is,
directly or indirectly (for example via a role owned by the user),
entitled to perform the requested operation on the requested
resource, in a capability based system the user has to provide
his/her/its authorization capability (and demonstrate he/she/it
owns it) to the service provider.

Jetc/passwd

Ju/markm/foo Bob

/etc/motd

Figure 1. ACL vs Capability-based authorization models.
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Thus in a capability based system the service provider (e.g. your
smart phone or your home appliance) does not have to manage
sets of access rules/policies or be able to support authentication
protocols and trust relationships: it is only required to be able to
check the access capability correctness, the proof of ownership the
requester has provided and the compliance of the access capability
with the requested operation on the requested object (of course the
service provider has to be able to trust the issuer of the capability.
This in many situations simply means trusting the issuer’s digital
signature).

3.1 Related Work

Capability based security is not a new concept ([19], [20], [21])
and it has been used to devise the SPKI Certificate Theory
standardized by the RFC2693 [22] document. SPKI defines a sort
of PKI focused on an authorization mechanism based on the
definition and exchange of a sort of authorization certificate.
X.509 has included since 1997 Attribute Certificates ([23], [24])
as a mean to specify subject’s information (e.g. group
membership, role, security clearance) useful for authorization
management. In recent years capability based security models has



been used to address usability issues (see for example the XEROX
Casca application [25] or the XPOLA access control system [14])
or rights delegation in grid or service oriented systems ([14],
[26]). Skinner [13] has proposed a capability based authorization
approach to address the dynamicity and scalability issues of
Digital Ecosystem environments; while Jun Li [27] and Karp
([28], [29], [30]) suggest to use capability based models to address
similar issues as well as to effectively address rights delegation.
Factor and his IBM colleagues [32] have proposed a capability
based access control mechanism for storage area networks to
address issues of storage access in Cloud Computing.

A more detailed analysis and comparison of capability based
security features and issues against traditional approaches have
been provided by Miller and his colleagues in [21].

3.2 Advantages of Capability Based Security
As highlighted above IoT is more demanding in terms of
scalability and manageability [5], as well as envisages a wider
range of communication and processing capability of the involved
entities (smart sensors, smart actuators, smart phone, etc.) and the
presence of more casual and spontaneous interaction patterns.
These issues directly impacts access control management that can
become a nightmare in IoT if not addressed with new approaches.

Indeed, RBAC and ABAC “... have been found to be inflexible,
don’t scale well, and are difficult to use and to upgrade” [28].
Furthermore these systems have substantial management
overhead, security issues (e.g. confused deputy problem [33],
rights revocation), and complex arrangements to support
delegation and transitivity, as well as for managing access policies
and assure policy compliance ([28], [30]). Capability based access
control and rights delegation systems more easily can support the
following features:

e the Principle of Least Authority (PoLA): a capability
grants specific set of rights on an object to a subject. PoLA
is therefore the default;

e a more fine-grained access control because each object
can have its how rights;

e less security issues (e.g. no confused deputy problem);
can externalize and distribute the management of the
authorization process among many subjects thanks to the
easy support of delegation mechanisms;

e relieves the management of issues related to complexity
and dynamics of subject’s identities.

Additionally, identity management and authentication issues are
less relevant in capability based systems providing huge
advantages in cross-domain contexts or in consumers or citizens
scenarios.

The main reasons behind our choice to design and implement a
capability based access control system for the EU FP7 loT@Work
project are to address the following needs:

e manage a significant number of subjects (suppliers,
maintainers, etc.) belonging to different companies that
need to access resources in the production plant;

e assure compliance with the Principle of Least Authority;

e support easy-to-use rights delegation (and delegation
control) assuring, at the same time, full auditability of
Tesource access;

e offload management to face external subjects dynamics.

The next sections quickly describe our CapBAC systems and its
features.

4. THE CapBAC SYSTEM

The CapBAC described in the following borrows ideas and
approaches from previous works extending and adapting them to
address [oT requirements and specifically the EU FP7 loT@Work
project’s ones. Indeed in loT@Work, the CapBAC system is used
as the access control system of the ENS (Event Notification
Service) automation middleware that acts as a common collector
of events acquired from disparate sources in an industrial plant
and dispatched, in a controlled way, to a set of listeners (events’
consumers). Our CapBAC system provides the following features:

e delegation support: a subject can grant access rights to
another subject, as well as grant the right to further
delegate all or part of the granted rights. The delegation
depth can be controlled at each stage;

e capability revocation: capabilities can be revoked by
properly authorized subjects, therefore solving one of the
issues of capability based approaches in distributed
environments. Thanks to the delegation feature, a given
access capability can have capability sub-trees where each
child capability grants some or all parent capability
delegable rights to another subject. The owner of an
access capability has the right to revoke one or more of
his/her/its descendant capabilities;

o information granularity: a capability can even specify
dynamic adaptation of the granted rights (e.g. specify a
“level of details” for a read access right on a specific piece
of information). In this way the service provider can refine
its behavior and the data it has to provide;

e XML representation: access capabilities (Capability
Tokens) are represented by digitally signed XML files;

e SAML/XACML based: we use/extend SAML/XACML
for capability token’s elements.

As an example, Figure 2 depicts the usage of access capabilities to
control access to Bob’s car information and services (e.g.: car’s
location in Figure 2 (a), car’s engine status in Figure 2 (b)). The
involved subjects are: Bob Smith, the car’s owner; Alice Cooper,
Bob’s wife (interested in having information on Bob’s car
location); the City Traffic Management Service (interested in
monitoring cars’ location); the Car Manufacturer’s Maintenance
Service (the application service in charge of monitoring engines
status); Dave Jones (manager of the car’s manufacturer
Maintenance Service). As depicted in the figure, Bob provides
access capabilities to Alice, the City Traffic Management Service
and to Dave. In particular: Alice’s access capability grants her the
right to query Bob’s car location with high precision (see Access
Capability a2); the City Traffic Management Service’s access
capability grants the same right but with a Block Level precision
(see Access Capability al); Dave’s access capability grants him
Query and Change rights on Bob’s car engine status (see Access
Capability B1 in the figure). Additionally Dave’s access capability
grants him the right to further delegate his rights. As indicated in
Figure 2 (b), Dave, on the basis of his access capability, has
created an additional capability (Access Capability $2) for the car
manufacturer’s maintenance service that periodically monitors
Bob’s car engine status providing it a subset of his rights.



Bob’s Car Location

Access Capability a2
Resource ID: _ Car Location p
Assigner ID:  Bob Smith { 1
Assignee ID:  Alice Cooper
Rights: Query / Alice Cooper
Granularity:  High {Bob's wife)
Sinee: dd1fmm1 /vyl
Until: dd2/mm2fyy2 Bob's Car Location
Auth Capability: Root Capab. Access Capability a1
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Rights: Query
Bob Smith Granularity:  Block Level
(Car's owner) Since: dbel/mxlfynl

until: A2/ M2y
Auth Capability: Root Capab.

Asslgner Signature: $%8.@

Operation Request
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Operation: Query “Car Location’
Requester Rights: Capability a1

Requester Signature: SHE®

Bob's Car

(a)

Bob's Car Engine Data °
Access Capability 1 —,

Resource ID:  Engine Status J
Bob Smith

- Assigner ID:
o Assignee ID:  Maint, Srv Mgr Dave lones
Rights: [Car's Manuf. Maint.
* Query (Delegable) Sarvice Wanager)

* Change (Delegable)
Bob Smith Since: ddil/mmilfyyll

{Car's awner) Until: dd22/mm22/yy22

Auth Capability: Root Capab.

Bob's Car Engine Data
Access Capability f2
Resource ID: _ Engine status
Assigner ID: Dave Jones
Assignee ID:  MaintSrv@CarMan.com

Assigner Signature: $%8@

Rights: Query
Since: dd33/mm33fyy3s
Until: dddd/mmdd/yyad

Auth Capability: Capab. i1

Assigner Signature: SH&®

Operation Request
Resource ID:  Engine Status J

Requester ID:
MaintSrv@CarMan.com
Operation: Query ‘Engine

Requester Rights: Capability f2 \.-.\

Requester Signature: SH&@ Maintenance Service
Bob’s Car (Car’s Manufacturer)

(b)

Figure 2. CapBAC — Examples of potential scenarios.

Figure 2 also shows two service requests submitted to Bob’s car
control unit. Each request states what is requested to the control
unit and includes: the access capability granting the access rights
on the resource the request asks to act upon, the requestor’s
identity and the proof of identity ownership. Bob’s car control
unit has therefore all the elements to evaluate if the access request
is acceptable or not. As a final remark it is worthwhile to highlight
that the service provider (e.g. Bob’s car control unit in the
example) has full visibility of the authorization chain and,
therefore, each subject is fully accountable.

4.1 CapBAC Functional Elements

To fully address even complex environment’s needs, like the ones
targeted by our loT@Work project, our CapBAC architecture
envisages a set of functional elements (sketched in Figure 3),
which have not to be necessarily deployed in all environments.

The uniquely identifiable and actable upon resource (e.g. a
RESTful resource) on which rights are granted (Acme Ltd Service
A in the figure) is the access capability object. It can be a specific
piece of information (e.g. your heartbeats as measured by a sensor
and made available via your smart phone), an application service
(e.g. Alice’s mailbox IMAP service) or a mix of services.

Access Capability (11 Access Capability 'l
Resource ID: Service A Resource ID: Service A
Assigner ID;  Alice@Acme.com Assigner ID:  Bob@Cartoonia.com
Assignes ID:  Cartoonia Cust. Service Assignee ID: il
Rights: Rights:
* Operation Al {Delegable) * Operation A1
* Operation A2 {Delegable]
o L Since: dd11/mm11fyy1l
Alice Since: ddL/mm1/yyl until: ddz22/{mm22{yy22
(Acme Ltd COO) | yptil: dd2f/mm2/yy2 Auth. Capability: Capability £1
Auth. Capability: Root Capability \\.
Assigner Signature: SHE®@
Assigner Signature: $%& @ )
Access Capability (12
Capability Revocation L1 — Resource ID:  Service A
" Bob Assigner ID:  Bob@Cartoonia.com
—1 ::f:::a‘:'m ::S‘:‘, - (Cartaonia ine Customar | Assignee ID:  Cartoonia Man, Service
(1 Revoker ID:  Bob@Cartoonia.com | S°VI<e Manaeer) Rights:
* Operation Al
Amettdserdees |peunle S AT Since: i el
Capability Revocation Service |po /oL o ot Until: dded)fmma2 iy
Auth, Capability: Capability 21
Operation Request asigner Slgnature: $%8@

Resource ID;  Service A
Requester ID:  MonServ(@Cartoonia.com

Operation: Operation AL
. Requester Rights: Capability 02
< () |Requester signature: s%8@

Acme Ltd Service A Acme Ltd Service A

Cartoonia Inc
Monitering Service

Figure 3. CapBAC- functional elements.

The authorization capability details the granted rights (including
the delegation rights and their delegation depths), the resource on
which those rights can be exercised, the issuer’s and grantee’s
identities (currently they are simple identifiers tied to X.509
certificates; the only constraint is that these identifiers can be
univocally tied to the access capability proof of ownership when
an access request is actually submitted), as well as additional
information (e.g. capability validity period — an authorization
capability is valid as specified within the capability itself or until
it is explicitly revoked, XACML conditions, access capability
digital signature, etc.). As stated, a capability is a communicable
object and therefore it can be provided to the subject (grantee)
using any communication mean (see Access Capability Ql,
Access Capability Q2, and Access Capability 'l in Figure 3).

The capability revocation revokes one or more capabilities (i.e. a
single specific capability, or a specific capability together with its
descendants, or all descendants of a specific capability). Like a
capability, it is a communicable object a subject having
appropriate rights creates to inform the service provider that
specific capabilities have to be considered no more valid (see
Capability Revocation L1 in Figure 3).

In the CapBAC system, a service/operation request (See
Operation Request in Figure 3) is the service request expressed
and communicated as envisaged by the provided service with the
only additional characteristics to refer or include, in an
unforgeable way, a capability. For example, for a RESTful
service, an HTTP GET request has to include the capability and
its proof of ownership to use our access control mechanism.

Such service/operation requests are managed by the resource
manager (see ACME Ltd Service A in Figure 3) that is the service
provider in charge of managing the identified resource and of
providing the requested service. From a CapBAC point of view, it
is in charge of validating the capability in the service request and
the congruence of the request against the provided access
capability. The resource manager, as normally happens, has to act
like an XACML Policy Enforcement Point (PEP) taking into
account the validation outcomes of the Policy Decision Point.

The Policy Decision Point (PDP — see ACME Ltd Service A PDP
in Figure 3) is a resource-agnostic service in charge of managing
resource access request validation and decision. More specifically,
in our CapBAC system it is in charge of validating the access
rights granted in the capability against local policies and checking



the revocation status of the capabilities in the delegation chain. As
for an XACML PDP the outcome of this evaluation is an A/low or
Deny.

Finally, the Capability Revocation Service is in charge of
managing capability revocations (see ACME Ltd Service A
Capability Revocation Service in Figure 3). Its work, therefore,
envisages both the validation of the received -capability
revocations, as well as updating PDP capabilities database and
access policies accordingly.

As evident from the above description, the CapBAC system main
differences with traditional access management systems relies on
these additional elements: access capability, capability revocation
and revocation service. These elements add flexibility to the
authorization framework providing more granularity, scalability,
easy support for access rights delegation, and full accountability
of the authorization chain. The main drawback of the CapBAC
system is that it requires issuing capabilities to all involved
subjects, even if this management issue can be easily split among
many subjects and be deferred until a new subject actually need to
have access to the managed objects.

4.2 CapBAC and Consumer’s Scenarios

A capability based access control system, as highlighted, is based
on the provision to subjects that need access to a resource of a
specific digital token. This token directly identifies the granted
subject and the granted rights. Additionally the granted rights can
be tailored for a managed resource. The only constraint is that the
granted rights are known to the service provider. These
peculiarities well addresses the dynamicity and heterogeneity of
consumer’s scenarios (e.g. domotics, e-Health) where a user,
starting from a very basic set of information about a service
(information that could be embedded in smart devices or
appliances by the manufacturers or installers) can easily catch the
CapBAC basic concept “if someone has to access your appliance
or device you have to provide him/her an access token. It is up to
you to actually define what rights you grant via the token to the
subject and for how long” and act accordingly. For a householder,
for example, is immediate and natural to manage temporary
delegation of rights for his/her home appliances providing a
CapBAC access token to his/her neighbor when he/she has to go
on holidays.

The processing power and storage or communication resources
required by our CapBAC system are compatible with commercial
smart phones or tablets or any device that is able to process XML
files of some Kbytes and manage X.509 certificate based digital
signature. For less powerful devices the processing and storage
requirements could be further reduced using an EXI (Efficient
XML Interchange) based encoding and ECC based cryptography.

(CT) AccessRightType

(E7) ActionType : string

[E ] PermittedAction : ActionType Y ——

«ff  [[£] Delegable : boolean (4| DelegationDepth : integer

(CT) ConditionType

[ £ | Conditions «f2 [E] Condition : ConditionType

0.1 (35 #3 [E] <Ref> :Expression

Figure 4. CapBAC XML schema.

Our CapBAC schema, as shown in Figure 4, envisages the
possibility to embed in an access capability also Conditions
defined according to the XACML ConditionType indications,
therefore enabling the possibility to add flexibility, on a token by
token basis, to the access control mechanism. Indeed, these

Conditions can be used for example to specify the granularity or
precision of the provided information (as discussed for Figure 2)
or to add constraints like the usability of an access capability only
when the user is in a specific environment or condition.

5. CONCLUSIONS AND FUTURE WORK
The CapBAC system offers the advantages listed in Chapter 3.2
and it is being implemented in Java as a set of libraries, tools and
services. Some modules are OSGi based to be deployable on
small devices. We have a first version of the required libraries and
tools, as well as of the CapBAC PDP and the Revocation Service.
These two services are Java web applications, providing an AJAX
UI for their management and REST APIs. As stated the system is
used to manage access control to the IoT@Work ENS
middleware. Some CapBAC features are also being evaluated in
the EU FP IoT6 project (http:/www.iot6.eu), in particular by the
University of Murcia in a CoAP based context.

In the immediate future we plan to revise the system taking into
account the feedbacks coming from our loT@Work and IoT6
validations.

The CapBAC system is being made available openly (Apache
License V2) in order to both speed up its adoption and to refine
and enhance it.
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