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Abstract. Self-organized sensor networks are expected to automatically
configure sensor nodes into networks. Node addresses are essential for network
communications, and the address size has a substantial impact on the amount of
energy consumption during the long-term report of small sensing data. This
paper introduces a Scalable and Dynamic Infrastructure based Configuration
scheme (SDIC), which addresses the problem of how to organize a large
number of sensor nodes to configure small addresses with scalability and
energy efficiency. The special features that make our approach unique are the
exploitation of an optimized autoconfiguration infrastructure that is inspired by
the flight formation of migration birds. SDIC enables sequential address
assignment in a deterministic manner without address conflicts. SDIC utilizes
mechanisms of the optimized server term control to achieve the scalability of
infrastructure and configuration operation. The evaluation results of SDIC show
that it achieves small-size address with few conflicts and with energy
efficiency.

Keywords: Self-organization, bird flight formation, address autoconfiguration,
network infrastructure.

1 Introduction

Two features distinguish the sensor networks with the conventional Internet. One is
the self-organization of sensor nodes. The other is energy efficient operations in the
network. Small sensor nodes are deployed in a region of interest to observe physical
phenomena such as temperature, humidity, or solar radiation. Battery-powered sensor
nodes are expected to self-organize into networks and provide long-term operations of
reporting data and keeping network connectivity [1],[2].

The IP addresses have a high energy cost for sensor nodes. It is possible for a
sensor node to adopt a local unique address as its network-layer address, because
delivery and process of sensing data in a sensor network are generally carried out
inside a task area, such as a monitoring region [3]. In other words, each node in a
distributed system can have a node address that is unique with respect to the
connectivity of the network. A network-wide local unique address has a potentially
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short address size. For instance, a typical sensor network of a few hundred nodes
could use as few as 10 bits if the addresses were locally unique. Although sensor
attributes, such as temperature, humidity and location, can be used to partially identify
the sensor destinations in an information query, attribute addresses can not distinguish
individual sensor node and the sources of sensing data.

To configure addresses for a large number of nodes, it is difficult to manually
allocate the addresses to a number of nodes in sensor networks, and a reasonable
option is to use autoconfiguration of sensor addresses. The address autoconfiguration
is a self-organization procedure. It selects, allocates, and assigns a unique network
address to each unconfigured node. However, most of conventional autoconfiguration
schemes deal with the IP address configuration, generally within a large address space
[41,[51,[61,[71,[8],[10],[12],[13]. Although a few schemes of Non-IP address
autoconfiguration have also been adopted to configure addresses, these configuration
schemes either assume using a pre-defined large address space for small scale nodes,
or configuring the addresses that are not unique in the network [9], [11]. To configure
small-size addresses of sensors, it requires that addresses being assigned within a
potential smallest address space for a number of sensor nodes. This leads to a high
probability of address collisions.

This paper introduces a Scalable and Dynamic Infrastructure based Configuration
scheme (SDIC), which self-organizes sensor nodes to efficiently configure addresses
in a small address space. SDIC utilizes the model of the birds’ flight formation, in
which all birds shares the responsibility of being lead bird by rotation to keep the
team consistency and have energy saving [15]. Like the role rotation among birds in
flight formation, SDIC constructs a controllable network infrastructure by utilizing
dynamic roles of address server and address client among sensor nodes. The address
servers manage the use of address space in a deterministic manner and assign address
in a sequential way. Each address server only maintains small amount of state
information (such as the address sequence) during the configuration. SDIC utilizes the
optimized control of the server term that manages the role rotation of sensors to avoid
overuse of energy at a certain node. As a result, SDIC has a temporary centralized
infrastructure, which, however, operates in distributed manner for the long-run.

The rest of the paper is organized as follows: Section 2 presents related work.
Section 3 describes the flight formation inspired infrastructure self-organization in
SDIC scheme. Section 4 describes the basic SDIC autconfiguration. Section 5
describes the optimized control of address-server’s term. Section 5 presents the
simulation results of the proposed SDIC protocols. Section 6 concludes.

2 Background and Related Work

Conventional approaches of address autoconfiguration can be categorized as
infrastructure-based or infrastructureless-based according to the utilization of
predefined network infrastructure. In traditional IP networks, the address
configuration is infrastructure-based due to the use of address servers. Dynamic Host
Configuration Protocol (DHCP) operates based on centralized server-client
architecture, is an effective address assignment approach in the IP Internet [8].
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In mobile ad hoc networks, address configurations are infrastructureless: without the
dependence of predefined address server. Autoconfiguration of node addresses in ad hoc
networks has been extensively studied in recent years. There are mainly two types of
address autoconfiguration in ad hoc networks, stateful autoconfiguration and stateless
autoconfiguration. Stateful address autoconfiguration adopts address allocation table to
maintain uniqueness of addresses, such as MANETconf [4], prophet [13]. Stateless
autoconfiguration utilizes the on-demand duplicate address detection, such as WDAD,
IETF zero-configuration [5],[14]. Many of them are based on Duplicated Address
Detection (DAD) approach, which operates based on full distributed self-organization
architecture [6]. The existing address autoconfiguration approaches are generally
utilized for IP address configuration (for the ease of installation) in a relative small
network. These approaches have a general target of dealing with the invalid address
configuration caused by the network merge and partitions [4],[5],[7]. But such a target is
not the ultimate goal in sensor networks, the topologies of which are generally static and
energy efficiency is of more importance than the mobility issue.

A few approaches of address autoconfiguration have been proposed in sensor
networks. Random addressing lets each sensor node select an address randomly in a
defined address space. Random addressing is a simple way for each node to get an
address. It is an infrastructure-less approach and operates in a full distributed
organized manner. But the uniqueness of the address can not be guaranteed, and the
incidence of address collisions will be high when the address size is short [9].
Treecast addressing has also discussed node address issues in sensor networks [10]. It
is an infrastructure-based approach, however, it utilizes a static centric organized
architecture assuming there are special sink servers already deployed in sensor
networks. Furthermore, Treecast addressing does not consider the energy efficiency
aspect for node addressing in sensor network, such as configuring small-size
addresses. A MAC addressing scheme has been proposed in [11], which achieves
small MAC address by adopting address reuse in the networks. However, the
proposed approach cannot be utilized for configuring unique network-layer addresses.
[16] has proposed energy-efficient MAC and network-layer addressing schemes in
sensor networks. However, it have not addressed and analyzed the efficient
organization of sensor nodes and the infrastructure optimization for address
configuration. Spatial-time based address configuration was proposed in [17], in
which the location of nodes and time of configuration are used to represent the node
address. Due to the large configuration space of location and time, there are few
address conflicts. However, the spatial-time configuration has not considered the
problem of large address size caused by the using location and time in the address.

3 Flight-Formation Inspired Network Infrastructure
Self-organization
3.1 Network Model

A sensor node consists of sensing, computing, and communication capabilities. The
node address of a sensor is configurable in that the address and its size can be set up
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in an on-demand manner rather than being predefined before the node joins the
network. Unlike the conventional Internet nodes, the sensor node generally has a
power constraint.

A self-organized sensor network does not depend on the predefined network
infrastructure such as network servers. In contrast, sensor nodes cooperatively
perform the role of network infrastructure, automatically configuring sensor nodes
into a network. A typical self-organized sensor network operates as follows. Sensor
nodes are firstly deployed in a field with a certain density that enables nodes to be
connected, and sufficiently cover the sensing area. Then, the nodes, which operate in
an unattended mode, self-organize into a network. Node addresses are essential for
nodes to cooperatively form the network, and communicate with each other. After the
configuration, sensor nodes start to collect and report the information about their
surroundings. Each sensor node connects to others by either one hop connection or
multi-hop connections.

The task of address autoconfiguration is to assign each node a unique address in an
automatic manner. To configure small-size unique addresses, it requires configuring
addresses within potential smallest address space for a number of sensor nodes.
However, it is difficult to utilize the individual operation of node configuration such
as distributed random address selection and assignment, which is widely used in
conventional autoconfiguration schemes. This is because there will be many collisions
to configure a number of addresses in a small address space. The cooperation of self-
organized sensor nodes is necessary to efficiently manage the address space.

3.2  Flight Formation Model

The self-organization for sensor nodes to cooperatively configure addresses is
inspired by the formation flight model of birds. Many species of large birds, such as
goose, duck, and other migration birds, fly together in formation. A group of such
birds will typically fly in a large “V” type [15]. In the “V” type formation, generally
there is one bird in the lead position at the vertex of “V”, and others trail behind in
two lines, as shown in Fig.1 (a).

Researchers who have studied formation flight believe that birds fly in this way for
two reasons. The first reason is that the shape of formation reduces the drag force that
each bird experiences compared to it flying alone [18]. The second reason that may
explain the flight is that the “V” formation allows the birds to communicate more
easily with good visual contract of each other.

The formation flight keeps the consistency of speed and direction of birds as a
group. Each bird takes the advantages of the power of the formation. But the lead bird
in the vertex of “V”” consumes more energy than others. When the lead bird gets tired,
it will rotate back in the wing, and another bird takes the lead position, as shown in
Fig.1 (a). This results in the dynamic formation of “V” to keep the energy balance
among birds [15].
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Fig. 1. Overview of SDIC address configuration. The bird flight formation model describes that
all birds share the responsibility of being lead bird by rotation to keep the team consistency and
to have energy balance. This brings insights into the self-organization of sensor networks for
address autoconfiguration.

3.3 Insights from Flight Formation to SDIC

The bird flight formation model brings important insights into the self-organization of
sensor networks for address autoconfiguration. First, flying birds as a group represent
a well established team with shared goal (such as flight migration). With the flight
formation, the team operates in a consistent manner with regard to speed and
direction. Further, the formation result in the energy saving of birds during the flight.
Second, to maintain the flight formation, each bird in the flight has its own roles and
responsibilities for the entire group. The lead bird takes most of the responsibility
during the flight, but other birds also become leaders when needed.

In SDIC configuration, a mutlihop server-client formation is self-constructed by
sensor nodes. The server node manages the use of address space and assigns address
to client sensors in a deterministic manner and keeps the consistency of address
usage. This formation allows sensor nodes to configure address with little address
conflicts, keeps the address assignment within the smallest necessary address space.
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The sensors take advantage of the server-client formation with a high successful
configuration rate, and save the configuration energy by using easy communication of
unicast between server and clients.

In SDIC, like the flight formation, each sensor node has a role of becoming address
client or address server. A node in the server state acts as an address server, and then
takes the responsibility of address assignment, while a node in the address client state
might issues the configuration request or relay packets for other sensors.

Like the lead bird in flight formation, the server node consumes more energy than
other nodes. Thus it will rotate back to client after a certain term of server operation.
In this paper, the optimized server term is studied by both of analysis and simulation.
The server rotation avoids the overuse of energy at one node, balancing the energy
consumption of the network. Further, server rotation provides the configuration
scalability in the network.

4 Fundamental SDIC Address Autoconfiguration

SDIC configures addresses in a potential smallest address space by assigning address
sequentially from low to high without the overuse of address space. The sequential
assignment of node addresses requires a deterministic operation rather than an
opportunistic operation so as to maintain the consistency of address configuration in
self-organized sensor networks.

To realize these functions, SDIC scheme self-organizes sensor nodes into a
dynamic server-client based network infrastructure. Each address server is
automatically elected among sensor nodes, and has a limited server term, after which,
another sensor node will be selected as a new server. As shown in Fig.1 (b), the
address server performs the address assignment in its term to the address clients,
which are nodes that have not had their address configured yet. In the configuration,
an address client (e.g. node A) that asks for an address sends an address-request
(AREQ) message to the server (e.g. S1). In response to the AREQ message, the
address server selects an unused address in the address space and sends an address-
reply (AREP) message, which includes the assigned address, to the address client.

At the beginning of configuration, when a node needs an address to be configured
and does not have any information about the address server, the node searches for the
address server by broadcasting a server-query message at a random time. If an address
server already exists, the server should inform of its presence to the node that is
searching for a server. If a searching node receives no reply within a certain period of
time, it turns into a server initiation state, assigns itself as an address server, and then
announces its status to other nodes by broadcasting a server-announcement message.
Each sensor node that receives the server-announce message records the server
address and also the source route to the address server for future connections. Thus,
the route for an address client to deliver an AREQ message to an address server is
obtained from the source route of a server-announcement message. And the route for
the server to deliver an AREP message to an address client is obtained from the source
route of the AREQ message from the address client.
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SDIC utilizes the server term control to obtain the infrastructure scalability. The
server term control computes and sets an optimized term for each address server. It
controls the server rotation (as shown in Fig.1 (c)) among sensors to achieve both
deterministic and distributed operation, leading to the server robustness by avoiding
the overuse of server energy. A node in a server state perform the server role in a
server term that is measured by a certain number of AREQ/AREP rounds in the
configuration.

With the central control of address servers, node addresses can be assigned in a
sequential manner to sensor nodes. This results in the smallest necessary address
space and few address conflicts during the configuration procedure. That is, the
address server assigns each address in a sequential increasing order, beginning at 0. A
sequence of addresses is maintained at each server, and the address sequence is
delivered to a new server from the server that finishes its server term.

5 Optimized Address-Server Term Control

Note SDIC sets each address server a server term. As shown in Fig.2, after an address
server (such as Sn in the figure) has assigned addresses n times, it selects a new server
from the clients that obtained its address in its server term. In this paper, the last client
that is assigned with an address from current address server will be the candidate of
new address server (e.g. Sn+l in the figure). After a new server is selected, the
address sequence is delivered from the current server to the new server so as to keep
the consistence of address configuration. A simple procedure of server rotation can
just includes the new server assignment by delivering the address sequence message
to the next server.

There should be a certain condition with regards to the server numbers, by
adjusting which the energy consumption at the servers could be optimized. We
calculate the server number that results in the minimum energy consumption at a
server since the server generally consumes the largest part of energy.

At first we calculate the configuration cost in a centric address configuration
operation without server rotation. We define following parameters.

N The total number of nodes in the network

K The number of address servers during the configuration
E Energy consumption at an address server
EA

Energy consumption at an address client

E,,  Energy consumption of address server initiation

E,. Energy consumption of the address server configuration
Eg,  Energy consumption of the address server rotations

E,, The energy consumption of transmitting a packet

E., The energy consumption of receiving a packet
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Fig. 2. Server term control. After an address server finishes its term, a new server will be
selected to assign addresses to sensors.

The energy consumption at a server, E[i] , includes three parts: the energy
consumption E, in the server initiation, E,. in the address configuration, and Eg, in

the server rotation. It can be computed as

1
Eg[ll=Eg + Egc + Eg (1)
N -1

=En X2+ (Egy + Eqx )XI[ ]
+ (Egy + Ezx )X (K —1)
i>1; 2)

Eglil=Eg + Eg¢c + Eg
N -1

=E; X1+ (Egy + Epy ) X[ ]

+ (Egy + Eqx )X (K =1)+ Egy )

where k is the number of servers during the configuration, each sever assigns (N/K)
addresses. In this paper, we adopt the simple procedure of server rotation which just
includes the new server assignment by delivering the address sequence message to the
next server, and requires the new server to initiate an announcement broadcast. The
server announcement lets other node the new server’s ID and route so as to avoid
much overhead of broadcasting for address clients to find server. The minimum
energy consumption at a server can be expressed as follows.
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min( E [i]) = min( Eg, + Eg. + Eg) i=l;  (3)
=min( E,, X2+ (Ep + E,y )><[N _1]

+(Ey + E )X (K =1))

min( Eg[i]) =min( Eg + Egqe + Egp) i>l; (4

-1
= min( Epy X1+ (Egy + Epy ) X[

]
+((Egy *Erx )X(K =1)+ Egy)

To derive the optimal server number K that yields the minimum E[;], we calculate the
derivative of E[i] with respect to K as follows.

d . d
%Es[z]:E(ESI+ESC +Eg) )
N -1

KZ

=(Egy + Epx )X (= )+ (Epy +Epy)

When K =[N -1], iEs [i]=0 and the E[i] has the smallest value. The
dk

corresponding server term is [%]. Thus, substituting K =[+/N —1] to equations (3)

and (4) gives the minimum energy consumption at a server.

min( Eg[i]) = Eqgy X2+ (Egy + Epy )X[W/N = 1]+ i=l;  (6)
(Epx + Erx )X (IWN —1]-1))

min(E[i]) = Epy X1+ (Egy + Ep )X[VN -1+ i>l; (7)
(Egy + Ep )X (WN =11=1) + Epy
As for the address clients, the corresponding energy cost is as follows.
min(E, ) =2X(Egy + Ep )+

N 8
(Egxy + Erx )X(WN —-1]-1 ®)

From the above analysis, we find that there is an optimized server number that gives
rise to the lowest energy consumption at servers, leading to both small and balanced
energy cost among sensor nodes.

6 Simulation Evaluation

6.1 Simulation Setup

Unless otherwise stated, the simulation is setup as follows. The number of sensor
nodes varied from 20 to 256. Each sensor is equipped with a radio module that has a
transmission range of 10m. The sensor nodes are distributed over the rectangle fields:
field of 100mx20m for 20 nodes, 100mx50m for 50 nodes, 100mx 100m for 100
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nodes, 100mx 150m for 150 nodes, 100mx 200m for 200 nodes, and 100mx 250m for
250 nodes. Each node boots at a random time within 0-300seconds.  Each node has
a 32 bits unique temporary address, the difference of temporary address, temporary
configured addresses, and configured addresses are identified by the packet type field
in the packet header. As for SDIC used in the simulation, each server rotates its role
to another node after it has assigned addresses 5 times. That is, a default number of
addresses assignment in a round service of one address server is 5. The configuration
message is assumed with the same packet size. The proposed SDIC scheme is
evaluated and compared with a random address configuration (DAD) approach,
because DAD is a widely used approach for address autoconfiguration in self-
organized networks[4], [5], [6]. In DAD, each node configures address individually
by randomly selecting a candidate address for configuration, and then detects its
validity in the network. If the selected address is duplicated with other nodes, the
node should configure again by selecting another candidate address.

6.2  Numerical Results

A. Configuration Procedure Efficiency

Fig.3. shows the configuration procedure efficiency that is measured by the total
number of configuration attempts during the configuration. Here a configuration
attempt refers to a round of address request and reply. As shown in the simulation
results in Fig.3. (a) and (b) , to configure addresses for 100 nodes in an address space
of 128, random address configuration (DAD) requires 205% configuration attempts of
that of SDIC. And to configure addresses for 250 nodes in an address space of 256,
DAD requires about 425.2% configuration attempts of that of SDIC, as shown in
Fig.3. (c) and (d). DAD requires much more attempts and has many reconfigurations
to have each sensor node a valid address. This is because that the probability of
address conflicts is high for configuring a number of addresses in a small address
space by the random address selection. In contrast, SDIC has a high efficiency for
each sensor node to successfully get a valid address in each configuration attempt.
This is because that SDIC utilizes a temporarily centralized and deterministic
operation of address servers, leading to few address conflicts.

Configuration Procedure Efficiency (Node number:100; Address space: 128)

140 “ —e— Random address configuration (DAD)|™ 105 Reconfiurations
T T

Address space (128: 7bits)

Configuration attempts before every node gets a valid address

(a) Performance of DAD approach for configuring 100 nodes in address space of 128
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(b) Performance of SDIC approach for configuring 100 nodes in address space of 128

Configuration Procedure Efficiency (Node number:250;-Address space: 256)
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(c) DAD approach for configuring 250 nodes in address space of 256

Address Space
(256: 8bits)

Configuration Procedure Efficiency
(Node number:250; Address space: 256)

i 51 101 151 201

Configuration attempts before every node gets a valid address

(d) SDIC approach for configuring 250 nodes in address space of 256

Fig. 3. Configuration procedure efficiency. To configure addresses for 100 nodes in an address
space of 128, random address configuration (DAD) requires 205% configuration attempts of
that of SDIC. And to configure addresses for 250 nodes in an address space of 256, DAD
requires about 425.2% configuration attempts of that of SDIC.
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B. Configuration Scalability: The Impact of Server Term Control

Fig.4 shows the impact of server number during the configuration on the average
energy consumption at the server nodes. The energy is measured by the energy unit
that is the energy consumption in transmitting or receiving a configuration message.
Since every server has the same server term, the number of servers reveals the server
term of a server. More number of servers means small server term of an address
server. The energy consumed at the server nodes is large in cases of either the server
number is very small or the server number is very large. When there is only one
server in the configuration, much configuration messages, such as AREQ and AREP,
overhead will focus on the server, leading to large energy consumption. Further, there
is a much unbalance of energy consumption between the address server and clients.
On the other hand, when the entire nodes are selected to perform a server’s role the
energy consumption is large at both server and client. This is because that many
servers causes much server rotation operations, leading to the large energy
consumption.

One the other hand, we can observe that there is a optimized number of servers,
which achieves the smallest energy consumption at the server nodes. When the server
number approaches to a certain number such as 10 in the network of 100 nodes, and
15 of a network with 200 nodes, the energy consumption of servers has the
lowest level. This result is in accordance with the analysis of the optimized server
number.

Node Number: 100
300 —

All server case

= =®= - Server energy consumption (Average)

250

200

150

100

50

Configuration energy consumption (units)

Number of Servers

(a) The impact of the server number (100 nodes case)
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Node Number: 200
500 - e - — ]

|' -®--Server energy consumption L\\Cl'dg&‘!l ; 2,’,

400 G-t B All'server case /- S

’

N One server case |

Configuration Energy (U nits)

1 10 100

Number of servers

(b) The impact of the server number (200 nodes case)

Fig. 4. Impact of the server term control. There exist optimized server numbers, which result in
the smallest energy consumption at server nodes.

7 Conclusion

This paper introduced a SDIC approach that self-organizes the sensor nodes like the
flight formation of birds to cooperatively configure energy efficient addresses. SDIC
configures addresses for a large number of sensor nodes within a small address space
by constructing a controllable and optimized network infrastructure. Like the role
management among birds in flight formation, sensor nodes are self-organized with the
roles of address servers and address clients to manage the use of address space. SDIC
controls server term for the server’s rotation among sensors to achieve server
robustness and the energy efficiency of configuration. Consequently, the roles and
duties of server/clients are dynamically assigned to sensor nodes and are performed in
a distributed way.

SDIC configures local unique addresses sequentially, leading to small address size.
The configuration is scalable with regard to address conflicts, energy consumption of
servers, and information maintained in the servers. Simulation results show that SDIC
avoids address conflicts and requires little reconfiguration compared with the
conventional address autoconfiguration schemes, especially when there are many
nodes in the network. With the efficient server term control, SDIC achieves low and
balanced energy consumption among sensor nodes. The use of energy-efficent
addresses in sensor network and the bird-flight formation inspired self-organization
also highlight the future applications of sensor networks, in which sensor nodes can
perform various sensing tasks by cooperatively sharing the roles of network
managements with energy efficiency and scalability.
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