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ABSTRACT
The multi-input single-output (MISO) Gaussian wiretap channel
with delayed channel state information (CSI) available at the trans-
mitter and at the eavesdropper is investigated. This scenario may
occur when the legitimate receiver sends its channel state to the
transmitter via a delayed feedback link which can be also overheard
by an eavesdropper. We show that delayed CSI, even completely
outdated, offers the opportunity to ensure the secrecy. Namely, by
aligning the artificial noise at the legitimate receiver, a secrecy de-
grees of freedom (SDoF) of 1/2 can be achieved. It turns out that
the result is irrelevant to whether the transmitter knows the legit-
imate channel or the eavesdropper channel with a delay and both
cases yield the equivalent opportunity. The artificial noise scheme
can be further extended to the case of broadcast channel with two
confidential messages.

Categories and Subject Descriptors
H.1.1 [Models and Principles]: Systems and Information Theory;
E.4 [Coding and Information Theory]

General Terms
Theory, Security

Keywords
Physical layer security, Wiretap channel

1. INTRODUCTION
Although transmitter perfect channel state information at transmit-
ter (CSIT) may not be available in most practical scenarios due to
time-varying nature of wireless channels, many wireless applica-
tions must still guarantee secure and reliable communication. In
fast fading scenarios, the channel estimation/feedback process is

often slower than the coherence time and CSIT may be further out-
dated. In [1], the authors considered such scenario in the context
of multi-input single-output (MISO) broadcast channels. By as-
suming delayed CSIT from each receiver and perfect CSI at the
receivers, they established the optimal sum degrees of freedom
(DoF). These results show that, by a careful design of linear pre-
coding schemes, completely outdated CSIT which is independent
of the current channel state can significantly increase the DoF. Re-
cently, [2] extended the work for the two-user multi-input multi-
output (MIMO) broadcast channels. The same feedback model has
been also studied in [3] where the authors proposed the so-called
retrospective interference alignment for networks with distributed
encoders.

The secrecy capacity of MISO Gaussian wiretap channels is not yet
fully understood for the case of partial or imperfect CSIT (see [4]
and references therein). Due to the difficulty of the complete char-
acterization, a number of contributions have first focused on se-
crecy degrees of freedom (SDoF) capturing the behavior in high
signal-to-noise (SNR) regime (see e.g. [5–8]). References [5–7]
have studied compound models where the channel uncertainty is
given as a set of finite states and the channel remains in one of
these states during the whole communication. In this paper, in-
spired by the previous works on delayed CSIT, we study the impact
of delayed CSIT on the MISO Gaussian wiretap channel where the
transmitter wishes to convey a confidential message to the legit-
imate receiver in the presence of an eavesdropper. Namely, we
assume that the legitimate receiver sends its CSI over a delayed
feedback link which is overheard by the eavesdropper as well. It is
shown that, analogy with the conclusions in [1, 3], delayed CSIT,
even though completely outdated, can increase the SDoF. More
precisely, a SDoF of 1/2 can be achieved by a simple artificial
noise scheme which aligns the artificial noise at the legitimate re-
ceiver. Interestingly, the result is irrelevant to whether the transmit-
ter knows the legitimate channel or the eavesdropper channel with
a delay, but both cases yield the equivalent opportunity. Finally,
we consider the broadcast channel where the transmitter wishes to
send two confidential messages respectively to two receivers while
keeping each of them secret to the unintended receiver. We show
that by generalizing the artificial noise scheme a SDoF of 1/3 can
be achieved for each receiver.

This paper is organized as follows. Section II introduces the system
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model and main definitions while in Section III noise alignment
schemes are derived. Finally, Section IV concludes the paper.

In this paper, we adopt the following notations. Let [x]+ = max{0, x}
and define the indicator function 1{·}. We use ||a||, |A|,A†,AH , tr(A)
to denote the norm of a vector a, the determinant, the transpose, the
hermitian transpose, and the trace of a matrix A, respectively. De-
note the n-length vector xn = (x1, . . . ,xn) and let diag(a1, . . . ,aT )
be a block-diagonal matrix where the t-th row contains at for t =
{1, . . . , T}. We let In,0n×m denote a n × n identity matrix, and
a n×m matrix with zero entries.

2. SYSTEM MODEL
Consider the Gaussian MISO wiretap channel where the transmitter
with M antennas sends a confidential message to the legitimate
receiver in the presence of an eavesdropper. The corresponding
channel models are given by

yτ = h†τxτ + nτ , (1)

zτ = g†τxτ + ντ , (2)

for τ = {1, . . . , n}, where (yτ , zτ ) denotes the observations at the
legitimate and the eavesdropper receivers at channel use τ , associ-
ated to M -input single-output channel vector hτ ,gτ ∈ CM×1, re-
spectively, and (nτ , ντ ) are assumed to be independent and identi-
cally distributed (i.i.d.) additive white Gaussian noises∼ NC(0, 1),
the input vector xτ ∈ CM×1 is subjected to the power constraint
n∑
τ=1

tr(xτxHτ ) ≤ nP . We assume that any arbitrary stationary fad-

ing process where {hτ} and {gτ} are mutually independent and
change from a channel use to another in an independent manner.

DEFINITION 1 (CODE AND ACHIEVABILITY). A (2nRs(P ), n, ε)-
code for the Gaussian MISO wiretap channel consists of a sequence
of stochastic encoders

{
FnS : Wn × H n−1 7−→ X n

}
for a

random variable S ∈ S unknown at the decoder, a message set
W = {1, . . . , 2nRs(P )} with w ∈ Wn uniformly distributed over
Wn and a legitimate decoder

{
φ : Y n ×H n 7−→ Wn

}
where

H n is the set of possible channel state vectors. A rateRs is achiev-
able if for any ε > 0, there exists a (2nRs , n, ε)-code that simul-
taneously satisfies the average error probability of the legitimate
receiver

P (n)
e ≤ ε

and the equivocation rate

nRs(P )−H(W |Zn, Gn, Hn−1) ≤ nε. (3)

Notice that (3) requires perfect secrecy of the confidential message
at the eavesdropper with delayed state knowledge. The achievable
SDoF is defined by

ds = lim
P→∞

Rs(P )

logP
. (4)

ASSUMPTION 2.1. It is assumed that both the transmitter and
the eavesdropper have delayed CSI of the legitimate channel, i.e.
at time τ they know h1, . . . ,hτ−1. In addition, at each time τ
the legitimate and the eavesdropper receiver know h1, . . . ,hτ and
g1, . . . ,gτ , respectively.

An achievable rate is given by the following expression:

Rs(P ) ≥ lim inf
n→∞

sup
(Xn,V n|Hn−1)

1

n

[
I(V n;Y n, Hn|Hn−1)− I(V n;Zn, Gn|Hn−1)

]
,

(5)

where the supremum is taken over all sequences of random vari-
ables (V n, Xn) satisfying Vτ ←→ (Xτ , Hτ , Gτ ) ←→ (Yτ , Zτ )
for all τ = {1, . . . , n} and the power constraint, where (Vτ , Xτ )
do not depend on (Gn, Hτ , . . . , Hn).

3. ARTIFICIAL NOISE ALIGNMENT WITH
DELAYED CSIT

3.1 Staggered fading channel
Hereafter, we focus on the two-antenna case M = 2 without loss
of generality 1.

Let us first recall the optimal linear strategy for the staggered fading
channel where the eavesdropper channel varies twice faster than the
legitimate channel, i.e. Tr = 2 and Te = 1, given by the following
block diagonal matrix [8]

H = diag(h†1,h
†
1), G = diag(g†1,g

†
2), (6)

where g1 and g2 are linearly independent. The transmitter knows
the structure of the channel but does not know the specific realiza-
tions (h1,g1,g2). In this case, we adapt the artificial noise (AN)
scheme [9] to the specific channel structure and form the transmit
vector of dimension over two symbols x = [x†1,x

†
2]
† as

x =

[
1
03

]
v +

[
I2
I2

]
u, (7)

where v ∼ NC(0, P̃ ) denotes the symbol corresponding to the con-
fidential message and u ∼ NC(0, P̃ I2) denotes the AN, indepen-
dent of v, and we let P̃ = P/3. By ignoring the Gaussian noise,
the observations over two symbols at the legitimate receiver and the
eavesdropper are respectively given by[

y1
y2

]
=

[
h1[1]
0

]
v +

[
h†1
h†1

]
︸ ︷︷ ︸

rank 1

u (8)

[
z1
z2

]
=

[
g1[1]
0

]
v +

[
g†1
g†2

]
︸ ︷︷ ︸

rank 2

u.

It follows immediately that the artificial noise aligns in one dimen-
sion at the legitimate receiver while it occupies two full dimensions
at the eavesdropper. As a result, the confidential message spans in
one dimension which yields the SDoF=1/2. It has been proved
in [8] that this is indeed the optimal SDoF.

3.2 Delayed CSIT over i.i.d. varying channel
Assume now an i.i.d. fading with the delayed CSIT assumption 2.1.
The artificial noise alignment of (7) can be suitably modified here
to provide a positive SDoF as summarized in the next theorem.

THEOREM 1. The MISO Gaussian wiretap channel with M ≥
2 transmit antennas under the assumption 2.1 achieves the SDoF=1/2.
1The extension to M > 2 is rather trivial and the results remain
unchanged.
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PROOF. Let us consider two consecutive symbols and form the
transmitted vector xt such that

x1 =

[
v
0

]
+ u, x2 = c

[
h†1u
0

]
(9)

where v ∼ NC(0, P̃ ) is the confidential symbol and u ∼ NC(0, P̃ I2)
is the AN of dimension 2, and c is any constant chosen to satisfy
the power constraint where P̃ = P

3
. Notice that at time 2, only one

of the antennas, say antenna 1, is used to send the AN observed
by the legitimate receiver in symbol 1. By ignoring the Gaussian
noise, the observations over two symbols at the legitimate receiver
and the eavesdropper are respectively given by[

y1
y2

]
=

[
h1[1]
0

]
v +

[
h†1

ch2[1]h
†
1

]
︸ ︷︷ ︸

rank 1

u (10)

[
z1
z2

]
=

[
g1[1]
0

]
v +

[
g†1

cg2[1]h
†
1

]
︸ ︷︷ ︸

G

u.

By following the same lines as the previous staggered model in (8),
here the AN term u is aligned at the legitimate receiver while it
spans in two-dimensional space at the eavesdropper (h1 and g1 are
linearly independent almost surely due to independence assump-
tion over users). Again, one confidential symbol can be secretly
conveyed over two channel uses. More precisely, we have the fol-
lowing mutual informations

I(v; y21 |h1,h2) = I(v; y1 − ch2[1]y2) (11)

= log
(
1 + P̃ |h1[1]|2

)
(12)

I(v; z21 |h1,g1,g2) = log

(
1 +

P̃ |g1[1]|2

1 + P̃ tr(G)

)
. (13)

By repeating the same strategy every two channel uses and plug-
ging the above expressions into (5), it follows that a SDoF=1/2 is
achievable.

Remark 3.1. It is interesting to remark that the same SDoF can
be achieved when the transmitter has the delayed channel state of
the eavesdropper channel instead. In this case, we consider two
consecutive slots and form the input vectors as follows.

x1 =

[
v
u

]
, x2 = c

[
g†1x1

0

]
(14)

where v, u denotes the confidential symbol, the artificial noise and
c is a constant to satisfy the power constraint. It is not difficult
to see that at the legitimate receiver both the useful signal and the
artificial noise span one dimension, whereas the eavesdropper is
unable to detect v from the observation spanning in a single di-
mension.

Remark 3.2. Comparing (7) and (9), the artificial noise is re-
peated over two time slots such that it is aligned at the legitimate
receiver but spans in the full dimension at the eavesdropper. The
way how it is repeated depends on the side information available
to the transmitter. On one hand, in the staggered fading channel
there is no CSIT but the encoder exploits the structure of the fading
process, namely h2 = h1, in the upcoming two symbols. On the
other hand, in the delayed CSIT model the encoder learns h1 at the
time 2. In both cases, the side information enables the encoder to

identify in which subspace the vectors [h1,h2] lie in. Namely, the
subspace of the staggered model is given by

[I2 I2]h

while the subspace of the delayed CSIT model is given by

[02×2 I2]h+ [h1 02×1]

for h ∈ CM×1. Clearly both subspaces have two dimensions.
Such partial knowledge is sufficient to align the AN at the desired
receiver.

Remark 3.3. The SDoF of Theorem 1 might be pessimistic over
the temporally correlated fading channel if the transmitter can (al-
most) perfectly predict the channel via the delayed CSIT. The Doppler
process [10] corresponds to such a case. A well-known example of
the Doppler process is the Jakes correlation model. Let us assume
that the covariance2 is given by E[hτ+ih

†
τ ] = Ri for any τ and i.

With the knowledge on {Ri}, the transmitter can predict the chan-
nel for t ≥ 2 and can send the AN in the null space at each symbol
rather than applying the AN over symbols. By repeating this for T
channel uses the SDoF=T−1

T
−→ 1 for T arbitrarily large.

Although we are not able to prove the optimality of the SDoF
stated by Theorem 1, it is possible to show the optimality by lim-
iting ourselves to the class of linear Gaussian schemes with artifi-
cial noise, as already proposed for other multi-user networks with
delayed CSIT [1, 3]. In general, by stacking T blocks such that
x = [x†1, . . . ,x

†
T ]
†, the input vector of dimension MT can be ex-

pressed as3

x(T ) = v(T ) + u(T ),

where v(T ) corresponds to the useful symbols of the legitimate
receiver, and u(T ) independent of v(T ) is destined to the other
receiver (in our case this is the AN to perturb the eavesdropper).
Accordingly, we consider the MT -input T -output MIMO system
with block diagonal matrices H = diag(h1, . . . ,hT ) and G =
diag(g1, . . . ,gT ). With this precoding scheme, we have

I(v(T );y(T ))− I(v(T ); z(T )|h(T−1)) = H(z(T )|v(T ),h(T−1))

−H(y(T )|v(T )) +H(y(T ))−H(z(T )|h(T−1)). (15)

By letting Rv,Ru denote the covariance of v(T ),u(T ), respec-
tively, we perform the Choleskey decomposition such that Ru =
UUH and Rv = VVH . Then, it is not difficult to see that an
achievable SDoF over a block length T is given by

Td(T )
s = rank(GU)− rank(HU) (16)

+ rank(H(U+V))− rank(G(U+V))

≤ rank(GU)− rank(HU)

where the last inequality comes from the fact that G does not de-
pend on U and V. Finally, we have the following result.

2If there is no spatial correlation, Ri = J0(2πFi)I where F de-
notes the maximum Doppler frequency shift.
3Here we assume that the input vector is repeated as an arbitrary
large number of m channel uses with n = mT .
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PROPOSITION 3.1. Under the assumption 2.1, we have

Td(T )
s ≤ min {rank(HU), T − rank(HU)} (17)

which implies

d(T )
s ≤ 1

2
. (18)

PROOF. Let us rewrite HU as [U1h1 · · · UThT ]
† where U†t ∈

CMT×M is the t th subblock matrix of U such that U = [U†1 · · · U
†
T ].

Defining k , rank(HU) and assume, without loss of generality
that, the first k rows of HU are linear independent, i.e.,

rank
(
U†1H1, . . . ,U

†
kHk

)
= k.

Let S denote the associated row subspace with dim(S) = k. It is
readily shown that the rows in Ut should lie in S for t ≥ k + 1.
Otherwise, there would exist a linear combination defined by Ht

such that rank(HU) > k, which contradicts the assumption. Thus,
we have

rank
(
U†k+1, . . . ,U

†
T

)
≤ k. (19)

It implies that the rank of the last T − k rows of GU, rewritten as

diag
{
G†k+1, . . . ,G

†
T

}
[U†k+1 · · · U

†
T ]
†

cannot exceed min{k, T − k} since for matrices A and B,

rank (AB) ≤ min {rank (A) , rank (B)} . (20)

Finally, we have

rank (GU)− rank (HU) ≤ min{k, T − k}. (21)

4. BROADCAST CHANNEL WITH CONFI-
DENTIAL MESSAGES (BCC)

Consider now the two-user MISO broadcast channel with confiden-
tial messages (BCC) in which the transmitter sends two confidential
messages (W1,W2) to the receivers 1 and 2, respectively. Each of
these messages must be kept secret from the other. We assume de-
layed CSIT from both channel states which means that at the time
τ the states (hτ−1,gτ−1) are available to the encoder and the re-
ceivers as stated below.

ASSUMPTION 4.1. It is assumed that hτ−1 is known to the
transmitter and receiver 2 while gτ−1 is known to the transmitter
and receiver 1 at time τ . However, both receivers know perfectly
their own channels.

An achievable rate region is given by the convex hull of the set of
rates

R1(P ) ≥ lim inf
n→∞

1

n

[
I(V n;Y n, Hn|Hn−1, Gn−1)

− I(V n;Un, Zn, Gn|Hn−1, Gn−1)
]
, (22)

R2(P ) ≥ lim inf
n→∞

1

n

[
I(Un;Zn, Gn|Hn−1, Gn−1)

− I(Un;V n, Y n, Hn|Hn−1, Gn−1)
]
, (23)

where the union is taken over all sequence of random variables
(V n, Un, Xn) satisfying (Uτ , Vτ )←→ (Xτ , Hτ , Gτ )←→ (Yτ , Zτ )

for all τ = {1, . . . , n} and the power constraint, where (Uτ , Vτ , Xτ )
do not depend on (Gτ , . . . , Gn, Hτ , . . . , Hn). Then, an achievable
SDoF region is given by the set of positive numbers

dk = lim
P→∞

Rk(P )

logP
, k = 1, 2. (24)

In the next theorem we show that the AN scheme previously de-
rived can be suitably modified to convey two confidential messages.
Interestingly, the scheme coincides with the linear precoding strat-
egy [1] proposed for the MISO broadcast channel to the MISO-
BCC.

THEOREM 2. The two-user MISO Gaussian BCC achieves a
pair of SDoF (d1, d2) = ( 1

3
, 1
3
) under the assumption 4.1.

PROOF. We extend the AN scheme of (9) to the case of two
messages by considering an additional (third) symbol. Namely, we
form the transmit vector xt such that

x1 = v + u, x2 = c1

[
h†1u
0

]
, x3 = c2

[
g†1v
0

]
(25)

where v,u ∼ NC(0, P̃ I2), mutually independent, corresponds to
the vector of the confidential message to receivers 1 and 2, c1, c2
are constant so that the power constraint is satisfied and we have
P̃ = P

4
. By interpreting the confidential message destined to the

other user as artificial noise, the above coding scheme is a straight-
forward extension of (9), where the artificial noise overheard by
receiver 2 is repeated in the third symbol. It essentially coincides
with the interference alignment first proposed in [1]. The output
observations over three symbols are given by

 y1
y2
y3

 =

 h†1
01×2

h3[1]c2g
†
1


︸ ︷︷ ︸

H

v +

 h†1
ch2[1]h

†
1

01×2

u,

 z1
z2
z3

 =

 g†1
c1g2[1]h

†
1

01×2


︸ ︷︷ ︸

G

u+

 g†1
01×2

c2g3[1]g
†
1

v. (26)

It readily follows that the unintended symbol vector is aligned in
one dimension at both receivers while the useful symbol vector
spans in two dimensions. More precisely we have the following
mutual informations

I(v; y3,h3) =I(v; y1 − c1h2[1]y2, y3)

= log
∣∣∣I3 + P̃HH

H
∣∣∣ , (27)

I(v; z3,g3|u,h2) = log{1 + P̃ (1 + |c2g3[1]|2|g1|2)}. (28)

By plugging these into (22) and repeating the same strategy every
three symbols, it follows that d1 = 1

3
. By symmetry, we also have

d2 = 1
3

.

5. CONCLUSIONS
Inspired by recent results [1–3], we studied in terms of secrecy de-
grees of freedom (SDoF) the impact of delayed CSIT on the MISO
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Gaussian wiretap channel. It is shown that even with completely
outdated CSIT, either on the legitimate or the eavesdropper chan-
nel, a simple artificial noise alignment scheme enables the encoder
to achieve a SDoF=1/2. Furthermore, this scheme can be suitably
extended to the broadcast channel with two confidential messages
and yields a sum SDoF=2/3. Although we focus on simple sce-
narios and achievability results, more complex scenarios and upper
bounds on the corresponding SDoF have to be further investigated.
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