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ABSTRACT

Orthogonal frequency division multiplexing (OFDM) has
been chosen as the physical layer solution for a large variety
of emerging and future wireless networks, due to its robust-
ness in coping with frequency selective channels and efficient
transceiver implementation. Its adoption in the transmis-
sion architecture should therefore be properly taken into ac-
count when designing or analyzing security solutions at the
physical layer. We consider a jamming game with OFDM
transmission, that is a zero-sum game between transmit-
ter/receiver and jammer where the payoff function is the
mutual information between the transmitted and received
symbols, and we assume complete knowledge of the channel
states and uncorrelated jamming. By establishing similar-
ity with a MIMO Gaussian channel we evaluate the payoff
function at the Nash equilibrium and derive the optimal sig-
naling strategies to be implemented by the transmitter and
the jammer.

Categories and Subject Descriptors

C.2.0 [Computer-communication networks]: General—

Security and protection; C.2.1 [Computer-communication
networks]: Network architecture and design— Wireless com-
munication

General Terms
Security

Keywords

OFDM, jamming, mutual information game

1. INTRODUCTION

Jamming has traditionally represented a serious attack to
the availability of transmission over wireless links. Since the
last century, a lot of attention has been devoted to devis-
ing effective strategies against it, especially in the field of
military communications.
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However, a game-theoretic formulation of the jamming prob-
lem has only been proposed in the ‘80s [3, 4]. Such formu-
lations describe it as a zero-sum game played by two ad-
versaries: the transmitter/receiver pair on one side, and
the jammer on the other. The payoff function, which the
transmitter seeks to maximize, and the jammer to minimize,
is the mutual information between the transmitted and re-
ceived signals, while constraints on the possible strategies
are set by power and energy limitations. Starting from the
first results on the Gaussian channel, extensions to differ-
ent scenarios have followed, such as multiple-input multiple-
output (MIMO) channels [5, 12, 11], the wideband channel
limit [14], and fading channels [12, 1, 2]. In most cases the
jamming game has a saddle point solution, that is a pair
of strategies (one for the transmitter/receiver, the other for
the jammer) that are each one optimal for the corresponding
player, given that the opponent follows his optimal strategy.
Thus they represent a Nash equilibrium, although conver-
gence to it is not guaranteed.

When expressing the jamming game in information theoretic
terms, it is not customary to consider a particular modula-
tion format. On the other hand, orthogonal frequency divi-
sion multiplexing (OFDM) has been chosen in recent years
as the physical layer technique for a large variety of emerging
and future wireless networks, due to its robustness in coping
with frequency selective channels and efficient transceiver
implementation. Therefore we feel that its adoption in the
transmission architecture should be properly taken into ac-
count when designing or analyzing security solutions at the
physical layer. Little has been done in the literature with
respect to the jamming problem within an OFDM frame-
work: for example [6, 7] consider the robustness of the mul-
ticarrier scheme to certain types of jammers (single tone,
narrowband Gaussian, etc.). To our knowledge, the only
attempt so far to apply an information theoretic jamming
game to the OFDM channel is given in [16] where, however,
the system is modeled as the parallel of M channels, each
independently jammed. We prefer to relax this assumption
and allow abitrarily correlated inputs for both the transmit-
ter and the jammer, and look for saddle point solution in
this model.

The paper is organized as follows. In Section 2 we introduce
a general system model, comprising different OFDM vari-
eties, and the jamming model. In Section 3 we formulate
the jamming game as a minimax problem under trace con-
straints. Then, in Section 4, we obtain an elegant solution



by relaxing some constraint, then in Section 5 investigate
in what cases the constraint relaxation has no effect on the
optimal solution, so that the one derived in Section 4 can
still be used. In Section 6 we present results in the more
general case, and eventually draw conclusions.

As regards the notation, we will use boldface lowercase let-
ters for vectors (rows or columns), and boldface uppercase
for matrices. The complex conjugate (Hermitian) of a ma-
trix A will be indicated as A*, while the (positive semidefi-
nite) square root of a positive semidefinite matrix is denoted
by v/A. We indicate the partial ordering within positive
semidefinite matrices as -, that is we write A > B to state
that A — B is a positive semidefinite matrix.

2. SYSTEM MODEL

The model we use comprises both the discrete multitone
(DMT) systems with cyclic prefix (CP) and zero pad suffix
(ZS) [13] as well as the filtered multitone (FMT) systems,
both critically sampled (CS) and non-critically sampled (NS)
[8], and is illustrated in Figure 1. Let M be the num-
ber of used subcarriers, T' the OFDM symbol period and
F' the subcarrier spacing, so that each subcarrier frequency
is fi=m;F,i=1,..., M with m; a suitable integer. Then,
the (baseband equivalent of the) transmitted signal for a
packet of K symbols can be written as the combination of
the transmit waveforms

K M

2(t) = 323 wi(kT)i(t — kT) (1)

k=1i=1

with u;(kT') being the data in the ith subchannel and kth
symbol, while v;(t) = ~o(t)e??"fi* is the frequency shifted
version of a common waveform 7o (t). Similarly, the demodu-
lator produces the symbols y; (kT") by taking the inner prod-
uct between the received signal and the receiver waveforms

yi(kT) = / oi(t— kT)y(t)dt 2::11]\}? )

where @;(t) = po(t)e??™i*. Note that the peculiar structure
of the transmit and receive waveforms allows to efficiently
implement both the modulator and demodulator via fast
Fourier transform (FFT).

The channel is assumed to be linear and time-invariant and
hence act as a filter gr(-) on the transmitted signal, so that
its output is

=D > w(kT)yi(t—kT)  (3)

k=11i=1

z'(t) = z * gr (1)

with v; =7, * gr.

Within this general frame, different OFDM types are iden-
tified by the relation between carrier spacing F' and symbol
period T', and by the expression of the basic waveforms ~o(t)
and @o(t), as given in Table 1. Note the difference between
wo and o in the DMT, which accomodates for the chan-
nel delay spread, and avoids interchannel interference with
linear time-invariant channels shorter than T, =T — 1/F.

Along with legitimate transmission the receiver is also sub-
ject to jamming, that is an unwanted signal s(t) transmit-
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ted by an adversary, which, through another linear time-
invariant channel g;(-), reaches the receiver as s'(t) = s *
g1 (t). Hence, by also including the noise w(t), modeled as
circularly symmetric complex Gaussian with power spectral
density (PSD) 2Ny we get

y(t) = 2'(t) + 5'(t) + w(t) (4)

By gathering all data symbols of a packet into a single col-
umn vector u = [ui(7T),...,un(KT)]T, and all transmit
waveforms into a row ¥(t) = [y1(t =T),...,vym(t — KT)]
we can rewrite (1) as

z(t) = y(t)u (5)
Hence, we express the instantaneous transmitted power as
2 ()* = v(tyuu"y" () = tr fun"y" (£)v(¢)] (6)

and the mean energy per packet as

E —E {/ (1)) dt} - {/tr fau™y* (£)(8)] dt}(?)
=tr [E {uu” }/ dt] = tr (KuE~) (8)

where K, is the correlation matrix of u and E- is the matrix
of cross energies between waveforms in +(¢). Similarly, the
output of the legitimate channel can be written as z'(t) =

~' (t)u with v'(t) = [ y(u)gr(t — u) du.

If we write the receiver output as a column vector y =
[y (T),...,ym(KT)]T and the waveforms as a row vector
pt) = [p1t—=T),...,om(t — KT)], from the decomposi-
tion of the received signal in (4), we have

y:/cp*(t)y(t)dt:x+s+w

with
x= [¢'va =/¢%hﬁmﬂ=&wu (9)
w:/cp dt , w~N(0,Kw) , Kw =2NoE, (10)
s= [ews =/¢wmww ()
In (11) we have introduced ¢’(t) = [ p(u —t)du, so it

is easy to see that only the Components of s( ) lying in the
span of the waveforms ¢}(t — kT') give a nonzero contribu-
tion to the receiver output, and can influence the receiver
performance. Without loss of generality, we can therefore
assume s(t) = ¢’ (t)v, with v a column vector chosen by the
jammer. Analogously to (8) and (9), we can then write
E,=tr(KvEy) , s=Egv

The so reduced vector-based model is illustrated in Figure
2.

Observe that the above model, introduced with a continuous-
time notation can be converted to discrete-time by properly
sampling the waveforms and replacing integrals with sum-
mations.
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Figure 1: Block diagram of an OFDM system with time-invariant channels and an uncorrelated jammer.

Table 1: Parameters and filters for common OFDM systems in the general model. The notation U(t)
represents the unit amplitude rectangular signal extending from a to b, while rcos(p,z) represents the raised

cosine with roll-off p.

system efficiency transmit and receive filters bandwidth | packet duration
1/F 1/F
DMT/CP | FT = 1+p | v(t) = VFU .(t) wo(t) = VFUY " (t) | Bo > MF T, =KT
DMT/ZS | FT =1+p | ~l(t) =VFUY"(t) ¢o(t) = VFUL(t) | B. > MF T, = KT
FMT/CS | FT =1 Lo(f) = ®o(f) = V/T(1 + p)rcos(p, T(1+ p)f) | Bo = MF T, > KT
FMT/NS | FT =1+p Lo(f) = ®o(f) = /T rcos(p, Tf) B, =MF T, > KT

w
/L y
Tsl By (D) o dest
S

E,

Figure 2: Equivalent block diagram of the system
in Figure 1, corresponding to (9) and (2). Here the
blocks represents matrix multiplications.

3. PROBLEM STATEMENT

We consider a zero-sum game between the transmitter /receiver

pair on one side, and the jammer on the other, where the
payoff function is the mutual information I(u;y) beetwen
the input to the OFDM transmitter and the output of the
OFDM receiver. All the players in the game have complete
knowledge about both channels and the strategy adopted by
the adversary. However, neither the legitimate transmitter
nor the jammer can observe the signal transmitted by the
other. Given that the channel is linear and Gaussian, and
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the energy constraints, the optimal strategies for both the
transmitter and jammer are Gaussian [3, 11]. Moreover we
look for the existence of a common maximin and minimax
solution, so that

maxmin I(u;y) = minmax I (u;y) (12)

u v v u

represents a saddle point in the payoff function. When as-
suming independent Gaussian u, v the mutual information
between u and y is given by

IKx + Kw + Ks|
I(wy) =1 —_— 13
(u y) 0g2 |Kw + Ks| ( )
where
Kx = EA,QPKHE:/LP ,  Ks =E/  KyE,, (14)

as E,/ is Hermitian.

The average energy per packet for the transmitter and the
jammer are constrained by Er and FEj, respectively. For
later use, we also define the transmission signal to noise ratio
(SNR) and jammer to noise ratio (JNR) as the transmitted
signal energy constraints normalized over the noise energy,
pr = E1/(2NoMK) and p; = E;/(2NoM K), respectively.

Formally, we can then write the minimax problem as

. -1
min max {log, [T+ Kx(Kw + Ks) ' |} (15)
subject to:
Ku>0 , tr(KuEy) <Er (16)
Ky >0 , tr(KVE‘P/) < Ej (17)



The payoff function (15) is convex with respect to Ky and
concave with respect to Ky, hence within the convex set de-
termined by the constraints (16) and (17) it admits a saddle
point solution.

By assuming that E,/, and E, are nonsingular and defin-

ing the Hermitian matrices
Q=,/E_/ (18)

we can express the traces in the energy constraints (16)—(17)
as

tr(KuEy) = tr(PK«P)
Then, with the substitutions

-1 — %
E_; E.E
Y T T Ty

tr(KyE, ) = tr(QK.Q). (19)

H=QP ' , K,=PK,P (20)
K. =QK.:Q . Ku=QKwQ=2NQE,Q , (21)
the minimax problem can be written as
rII}(isn rrI;{a;(x {log2 IT+HKH" (K + Ks) ™' |} (22)
subject to:
K.>0 , tr(Ky)<Er (23)
Ke>0 , tr(Ks)<E;y (24)

which is the form of a jamming game for the MIMO trans-
mission channel H, with ideal jamming channel and noise
covariance matrix K.

4. SADDLE-POINT SOLUTION IN THE
HIGH JNR REGIME

Allow us, for the time being, to introduce one more rewriting
of the minimax problem, by letting z = s + w. Then, with
K, = Ks + Ky and K, = QK,Q the problem (22)—(24)
becomes

min max f(f{x7 K,) (25)
K, Kx
with
f(Kx, K;) = log, |1+ K, /"HKH"'K, /%, (26)
subject to:
Ki>0 , tr(Kx)<Er (27)
K, > Ky , tr(Kg) < Ej+tr(Ky) (28)

Now, if we relax the first constraint in (28) to K, > 0,
we obtain a modified problem where the feasibility region
is expanded. The saddle-point solution for such a problem
was given in [11], [10, Theorem 8] as

(K%, K;) =log, [T+ AHH|, (29)

where we have denoted with A the equivalent signal to jam-
mer plus noise ratio (SJNR),

Er

A= e TaEy (30)

Moreover, on writing the singular values decomposition (SVD)
of the channel H as H = UHEL/QV;I, the optimal covari-
ance matrices for the transmitter and the attacker are given
by

Ki=VuaS.Vy , K,=UaS,U;, (31)
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meaning that the transmitter should beamform the informa-
tion carrying signal along the directions corresponding to the
right singular vectors of the channel, whereas the attacker
should distribute the jamming power along the left singular
vectors of the channel. With such covariance matrices, it is
easy to notice that the whole system becomes equivalent to
the parallel of Gaussian channels with SNRs determined by
the values in the diagonal matrices ¥y, ¥« and X,.

Observe that since we have relaxed the constraint for KZ, the
optimal solution (29) to the relaxed problem will in general
yield a value of the payoff function that is lower than or
equal to the solution to the original problem. However, if
the saddle point (31) also satisfies the constraint (28), then
it coincides with the solution for the original problem. It
is clear that if Fj is very high, the feasible region for the
original problem will be large and the two solutions will be
more likely to coincide. Therefore, we call the solution of
the relaxed problem the “high JNR” solution. In Section 5
we will characterize the thresholds on the JNR for which the
solution is feasible.

4.1 AWGN channel case

We start by considering the simple case in which both chan-
nels from the transmitter and the adversary towards the
receiver are additive white Gaussian noise (AWGN) chan-
nels.

Under this assumption, it is possible to show that the energy
matrices for the NS system are all equal to the identity ma-
trix, By = E, = E,» = Ey/, =1, and consequently H =1
and Kw = 2NoI. Hence, the payoff at the saddle point for
the NS system over AWGN channels is

FKLK;) = MK logy(1+A), (32)
with SINR given by

s —
T Ej4+2NgMK’

that is the ratio between the available energy at the trans-
mitter and the sum of the available energy of the jammer
plus the energy of the receiver thermal noise. The saddle
point solution is exactly the capacity of M K parallel Gaus-
sian channels with SNR, equal to A and the Nash equilib-
rium is reached by independent, uniform power allocation
for both the transmitter and the attacker

(33)

Ey
MK

, K;=K;=< +2N0)I.

(34)

When CS transmission is adopted, instead, even if the chan-
nels are AWGN, intersymbol interference (ISI) does arise, as
the CS transmission/reception filters do not comply with the
Nyquist criterion. Although this system can not be modeled
as parallel Gaussian channels, we can show that the CS ar-
chitecture yields the same saddle point reached by the NS
modulation. In fact, the energy matrices of the transmitter
and receiver filters are not diagonal but they are given by
E, =E, = E,» = E,/, = A, where the positive semidef-
inite matrix A can be compactly written in terms of the
Kronecker product as

A=Ak ®Iu, (35)



with the general entry for A x being
k—n

Ak,n = ircos <p7 m

) . kn=1,...,K  (36)

and

™
4
being the inverse Fourier transform of the raised cosine pulse
with roll-off factor p. Then, the equivalent MIMO channel
matrix H is still equal to the identity matrix, as

ircos(p, ) = sinc(z)—[sinc(pz 4+ 1/2) + sinc(pz — 1/2)]

-1
H=QP '=VA! (\/A*lAA**) —1, (37)

and also the noise covariance
Kw = 2NoVA-TAVA-1 = 2N,1L. (38)

Therefore, the CS system provides the same payoff value in
(32) at the equilibrium, but the optimal covariance matrices
for the transmitter and the jammer are now

* ET * EJ
Ki= A Kz_(MK+2NO>A. (39)

Under the assumption that the channels are not frequency
selective, it is possible to also perform the analysis of the
DMT systems. In particular, it is possible to compactly ex-
press the energy matrices also for the non-orthogonal fami-
lies of waveforms of both the architectures; that is, the trans-
mitter waveforms for CP, and the receiver waveforms for ZS.
In the ZS case, we have

E, =B =1Ix ® Buy, (40)
in which the general entry of the matrix B is given by
_ pi2m(mg—my)p
By — leﬁe(mﬁ c 1EL (4
1+p L=t
On the other hand, in the CP case, we have
E,=DBD* , D =Ix®diag(e’*™™")iz1.. m, (42)

Hence, for cyclic-prefix transmission it holds P = vDBD*
and Q = I, whereas, when the zero-padding suffix is im-
plemented, we have P = I and Q = vB~!. In both cases
Kw = 2Nyl and the eigenvalues of HH" are equal to the
eigenvalues of B™1. Then, the saddle point solution for both
DMT architectures is given by

FKLK;) = log, [T+ AB™| (43)

- KilogQ (1 + m@ (44)

i=1

where {\;(Ba)} are the eigenvalues of Byy.

In Table 2 we summarize the cross-energy matrices of inter-
est in the AWGN case.

A simplification of the result (44) can be obtained by con-
sidering a discrete-time model of DMT, where the sampling
frequency is Fs = MF and m; = mo +¢F, ¢ =1,..., M.
Then, the expression of B;¢ changes from (41) to

1 — ei2m(me—mi)p )
BM = 1— ej2ﬂ(mg—m1)/M > # ¢ . (45)
1+p , 1=14
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system E, E, E,, P Q
FMT/NS I I I I I
FMT/CS A A A VAT VAT
DMT/ZS I B I I B!
DMT/CP | DBD* I I DBD-* I

Table 2: Waveform cross-energy matrices for differ-
ent OFDM systems when both the transmission and
jamming channels are AWGN (in this case E,, = E,,
and E,., = E,,).

%0 mutual information [bit/symbol]
— FMT

70 — DMT (44)
DMT (46)

T

50 [F=~<T~¢

40 :

sl o

% s

" -

| o

5 0 5 10 15 20 25
ps [dB]

Figure 3: Mutual information vs. JNR at the Nash
equilibrium, for OFDM transmissions over AWGN
channels. Results are reported for 3 different SNR
values, pr = 10dB (dotted lines), pr = 15dB (dashed
lines) and pr = 20dB (solid lines). Curves obtained
with the continuos time model (44) and with the
discrete time approximation (46) overlap through-
out the whole JNR range.

while (42) still holds. Then, it can be easily seen that By
has only two distinct eigenvalues, A = 1 with multiplicity
(1—p)M and X\ = 2 with multiplicity pM. So, for both DMT
architectures, the saddle point for the AWGN transmission
case can be written as'

FKL,K;) = MK [(1 = p)logy(1 + A) + plogy(1 + A/2()] )

46

which clearly shows the loss incurred for the system redun-
dancy.

Fig. 3 shows the mutual information (measured in bit per
OFDM symbol) that provided by the FMT and the DMT
architectures at the Nash equilibrium over an AWGN chan-
nel.

!The differences between (44) and (46) are due to the fact
that the sampling frequency Fy is smaller than the sys-
tem bandwidth, strictly speaking. Hence, in this case, the
discrete-time model is an approximation of the continuous-
time one.



4.2 FMT systems in channels with a wide co-

herence band
The analysis of FMT systems is also tractable when both
channels from the transmitter and the jammer are frequency
selective, provided their coherence band is wider than the
subcarrier spacing, that is if we assume

Gr(f) = Gr(f:) [ F F}
s el\fi—=,fi+—=| (47
Vadeliidhe  relp-gaeg]
Under the above assumptions, the energy matrices in the NS
system are diagonal that is by letting Ey = E, =1, E,» =
GJG} and E’Y"P = G, with G = Ix ®diag {GT(fl)} and
Gy = Ix ® diag{Gy(fi)}. Then, it is straightforward to
write
= (GrG1)™'%,Q = (GyG)) ' (48)
Kw = 2No(GyG3) ™ H = (GrGH)2(G1G) 712 (49)
Then, the system is equivalent to K M parallel channels and
the saddle point solution writes

M
f KA — FREKY) — M)
f(Kx7Kz)_f(Kx7Kz)_K;lOg <1+A|GJ(fz)|2
(50)
with
ET (51)

By +2NoK 3300, 1/|Gs(fi)]?
Now, we show that the result in (50) holds also for CS mod-
ulation. In this case, as noticed in Section 4.1, the trans-
mit pulses corresponding to different OFDM symbols are
not perfectly orthogonal, hence ISI does arise and the en-
ergy matrices of the transmitter and receiver filters are not
diagonal, but they are given by E, = E, = A. Never-
theless, if the coherence bandwidth assumptions (47) hold,
it is possible to write E,/, = GtA = AGT. Moreover,
E, = GjGJA = AG;G] and the equivalent MIMO chan-
nel appearing in the payoff function (26) is

H-= \/E (EJL E,E_; )~ (52)

= \/E, B, By By (53)

= /(G)G})~1A-1A"G5A-1AGy (54)
(G3G*)"1G%LGT (55)

as for the NS case. Also the energy constraints (27) and (28)

remain unchanged, since
tr(Kw) = 2No tr(QE, Q) = 2Ny tr(QQEy,) (56)
=2No tr(E/ Ey) = 2No tr((G,GJ) 'AT1A) (57)
M 1

= 2K G o

and thus, the payoff at the saddle point is the same for both
the FMT architectures.

5. THRESHOLDS FOR THE HIGH JNR
REGIME

In this section we seek how to determine, for given channels,
the minimum value of pj at which the high JNR regime sad-
dle point is feasible. We deal with FMT and DMT systems
separately.
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5.1 FMT systems

As stated in Section 4.2, under the coherence bandwidth
assumptions, the NS system is equivalent to KM parallel
channels. In this case, with reference to the saddle point
solutions (31), we have that Ug = Vu = I, and the optimal
covariance matrices are diagonal

(K3 K2) = (Bx, 2a). (59)

The optimal power allocation strategies, that is, the entries
of ¥y = diag{os,} and ¥, = diag{c.,}, can be derived
from the results in [16] about the optimal power alloca-
tion for the jamming game over parallel Gaussian chan-
nels. We denote with h; = \;(HH") the diagonal elements
(eigenvalues) of the matrix HH" and we use the symbol
we = A(Kw)/(2Np) to denote the diagonal entries of K
normalized over the thermal noise PSD 2Ny. Then, the ap-
plication of [16, Lemma 1][15] yields

hi

Ox,i = m (60)
hi

Oz, = Wu (61)

in which the constants A, v > 0 are chosen in order to satisfy
the energy constraints

KM
Z Oz, < Bt (62)
i=1
KM KM
ZUZ"L < EJ-l-QNoZlI)g. (63)
i=1 =1

Then, we obtain
v Et
S =A=—-——__ 64
)\ EJ —|— 2N0 Eé Wy ( )

and

hit1/A (65)

- EJ-FQNozl’lI)g ’

Hence, (61) gives a feasible solution when all the elements
of the corresponding diagonal matrix K} are non negative,
that is when

1

w;

0. —2No >0, Vi. (66)

It is straightforward to show that the conditions in (66) are
equivalent to impose ¢;(ps, pr) > 0, Vi, where
MK o0t PI+23 0, By

_ _ hs
Ci(pJ,pT) =pJ —1—22102 — 2W; Z W . (67)
¢ k=1 PT + =5 =—

Observe that since

lim ci(ps,pr) =+00 , Vpr (68)

py—0c0

there exists, for each ¢ and any SNR value pr a threshold
on the JNR for ¢;(py, pr) to be non negative,

Ji(pr) =inf {9 >0 : ci(ps,pr) 20, Vp; 29} (69)

Therefore, we can retrieve a condition on the available JNR
that is sufficient to guarantee the feasibility of the solution
(61), that is

pT = Imax(pr) = m?x@(pT) (70)



It is interesting to explore the behavior of the thresholds
defined above in both the low and high SNR regimes. In the
low SNR regime, that is for pr = 0 we have

IVIKh
ci(pJ,o):pJ+2ng72wiZh—’f (71)
‘ k=1 "

and

~ MK
ﬁi(O)—maX{O,Zl}?th—szg}. (72)
b k=1 [

Hence the threshold

~ MK
Imax(0) :2miax{%}2hk—22u~m (73)
H k=1 4

depends on the maximal attenuation in the main channel,
max @; /h; = max 1/|Gr(f:)|?.

In the high SNR regime, we have

lim Ci(pJ,pT) =p3+ 22’[[)[ —20; MK (74)

pT—00
[

and

lim J;(pr) = max {0, 20, MK — 22@} . (75)

pT —00 P
Hence, in the high SNR, the threshold
lim_ Dmax(pr) = 2M K max {i;} — 2> 1 (76)

— 00 [
T 7

is determined by the maximal attenuation in the jammer
channel, max@; = max1/|Gy(f;)|?>. In Figure 4 we show
the threshold on the JNR as a function of the SNR pr for a
single channel realization. The values of the threshold in the
intermediate SNR regime are numerically evaluated starting
from (67).

Now, we show that this threshold on the JNR is the same
for the CS system. In Section 4.2, we have shown that both
FMT architectures share the same expression for the ma-
trices H, K. and the trace constraints (27), (28). Hence
they share the same minimax solution covariance matrices
(K%, K;), that are therefore diagonal also for the CS case
and whose elements are obtained from equations (60) and
(61). Then, the corresponding optimal covariance matrix
for the jamming signal is KX = Q'K Q! = Q YK} —
KW)Q_l. Then, it is easy to observe that the optimal jam-
mer covariance matrix for the CS system is positive semidef-
inite if and only if the corresponding matrix of the NS case
is positive semidefinite as well, as the matrix Q is positive
semidefinite.

5.2 DMT systems

For the case of transmission with a DMT system, the condi-
tions that guarantee the feasibility of the high JNR solution
are more complicated to express and must be computed nu-
merically. We recall that the equivalent jammer covariance
matrix K} is optimally beamformed along the left singular
vectors of the channels H and the corresponding transmit-
ter covariance matrix K} along the right singular vectors of
H. This way, the system is reduced to the parallel of KM
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Figure 4: High JNR thresholds on p; for the differ-
ent OFDM architectures. The threshold limits for
FMT given in (73) and (76) are shown in dashed
and dotted blue lines, respectively.

orthogonal channels, for which the optimal power allocation
strategies are given again by (60) and (61) with h; being the
i-th element of the main diagonal of Xg. Then, the condi-
tion on the positive semidefinite nature of K is numerically
checked by expressing this matrix as

K =Q 'UaZ,UnQ ' — 2NoE,. (77)

The JNR threshold is then evaluated numerically with a
binary search method, and is illustrated in Figure 4 as a
function of the SNR

6. GENERAL SOLUTION

In this case, the matrix Kw is fixed and deter~mined by the
system, and the jammer can operate only on Ks in order to
disrupt the communication performance. When the power
available to the jammer is limited, and the saddle point solu-
tion in Section 4 is not feasible, it is still possible to find the
optimal jamming strategy for the case when FMT transmis-
sion is implemented. For the DMT system we will propose
an efficient jamming scheme that is shown to converge to the
optimal solution when the JNR enters the feasibility region
described in the previous section.

6.1 FMT systems in channels with a wide co-

herence band
We start by considering the NS case. The parallel channel
structure obtained under the coherence bandwidth assump-
tions can be leveraged to apply to this case the result on
the optimal jamming and transmitter power allocation in
[16, 15]. Since we want to handle the jamming signal sep-
arately and independently from the AWGN at the receiver,



we express the payoff function as

S hio

1 1 ki 78
=S (1 AT ) )
subject to the power constraints

> 0.i < Er (79)
> 0. < By, (80)

in which 0y,i, 0s,; are the diagonal elements of the (diagonal)
matrices K, Ks, respectively. The optimal power alloca-
tions for the transmitter and the jammer are obtained from
[16, Lemma 1], by substituting the noise PSD value with
the corresponding element in Ky, that is with the values
2Now;. Namely,

Oz,i = hi N (81)
T hz > 2Nowi~)\
A(hz + )\/l/) ’ 1-2Now;v
2NQw; A
0 h ’ h’l — 1722701011/ (82)
Os,i = i ~ 2N A
———— — 2Now; s h; e A
TESYD R 7 T2Noww

with A, v > 0 such that the energy constraints (79) and (80)
are verified.

For what we have seen in the previous sections, the CS sys-
tem has the same saddle point solution (Kj,KZ) and the
same payoff function. Moreover, the optimal covariance ma-
trices for CS are obtained as usual by multiplying the diag-
onal matrices (K}, KZ) by the matrix A.

6.2 DMT systems

In this case the system can not be modeled as parallel Gaus-
sian channels, and we must rely on the general MIMO ex-
pression of the minimax problem (22). As explained in Sec-
tion 4, the optimal strategy for the jammer would yield

K. + K} = UaX,Uj;. (83)

However, in the general case with finite JNR, the energy
available at the jammer could be not sufficient to provide a
total interference signal (jamming signal plus thermal noise)
beamformed along the left singular vectors of the channel H.
Nevertheless, we aim to provide a jamming strategy that
exploits the optimal directions as soon as the JNR enters
the feasibility region of Section 5

Kw =Kuw + Aw = Ua3w Ul + Ay, (84)

in which 3, = diag{6u.:}, with 6, ; > 0,fori =1,..., KM
and

Z G = tr(Kyw). (85)

Therefore, tr(Aw) = 0 and the Hermitian matrix A rep-
resents the deviation of the noise covariance matrix from
the optimal noise directions. Analogously, we constrain the
jammer covariance matrix to be written as

K. = Ua3 U + As, (86)
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in which 3¢ = diag{6s,:}, with 6,; > 0, fori =1,..., KM.
Moreover, we choose Ag as

AS = _OfAW7 (87)
with a € [0,1]. Therefore, tr(As) = 0 and we impose

KM

> 6si < Ey. (88)
i=1

The parameter « is chosen as the maximum value in [0, 1]
such that the corresponding matrix K, is still positive semidef-
inite. The idea underlying this choice is to obtain the total
interference covariance matrix

Kw+Ks =Un(Bw + 3)Uf; + (1 — a)Ay (89)

in which the effect of the term (1 — @) Ay is reduced to the
minimum, in order to distribute the jamming signal energy
across the optimal directions determined by the matrix Ugy.
In order to achieve this task, we define a two step optimiza-
tion protocol that leads to the definition of the suitable Kg
to be adopted by the attacker.

Decomposition of Ky

The values of the matrix 3, and the corresponding values
of Ay, in (84), are choosen as the solution of the following
optimization problem

. _ ming{6s:}
ma)g“rlmze ap = m
subject to Gy, >0, 1=1,..., KM,

65:>0,i=1,..., KM,

> 6w =tr(Kw)
[
> 6. < Ej.

For each value of 3, in (90), the corresponding elements in

(90)

33 are computed according to the optimal power allocation?
n (82), by substituting the terms 2Now; with G ;.

Definition of
The optimization problem in (90) provides the expressions
for ﬁ)w,ﬁis and Ay. The last parameter to tune in the
definition of the jamming strategy is « in (87). Again, « is
defined as the solution of a maximization problem, that is
numerically solved, and starts from the initial point
mini{&s,i}
a0 maxe{e(Aw)}’ (01)

On leveraging Weyl’s Theorem (4.3.1) and the Corollary
(6.3.4) in [9], we can state that

Amin(Ks) 2 m_in{&s,i} - a)\max(Aw)y (92)

hence, on choosing a = ap, the corresponding jamming co-
variance matrix is positive semidefinite and it represents a
valid jamming strategy. On top of that, the actual value
of a adopted by the jammer is further optimized, starting

2The optimal jamming power allocation must be computed
jointly with the optimal transmitter power allocation (81).
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Figure 5: Mutual information at the saddle point
vs. JNR, for OFDM transmissions over a single re-
alization of a Rayleigh fading channel for pr = 20dB
(solid lines). The dashed lines indicate the solu-
tion obtained by relaxing the constraint (28) and
the dashed vertical lines indicate the threshold on
JNR beyond which the two solutions coincide. The
dotted lines show the optimal solution obtained by
the transmitter when the jammer chooses v with iid
components, so that K, = o2I.

from «g, as the highest value in [0, 1] the provides a pos-
itive semidefinite Ks. This last optimization is performed
numerically via an iterative binary search algorithm.

Then, once the adopted K, is chosen, the corresponding best
K« for the transmitter is chosen according to the waterfill-
ing principle, as the solution yielding the highest mutual
information given the channel, the noise and the jammer
expressions.

Results for a single realization of a dispersive channel are
plotted in Figure 5, where we can observe that the high JNR
solutions provide a sensibly lower result as py moves further
back from the threshols. It is also possible to appreciate the
gain for the jammer to use the optimal strategy rather than
a simple uniform power allocation across waveforms that are
matched to the receiver ones.

7. CONCLUSIONS

We have considered the mutual information jamming game
in the particular case of an OFDM system. By rewriting
it as a MIMO system we have been able to apply some re-
sults from the literature on the jamming game in a MIMO
setting and to derive the optimal strategies and the value
of the payoff function at the saddle point that solves the
minimax problem. In particular, we have given closed form
expressions for the case in which the channels are AWGN,
and a waterfill-like expression for dispersive channels with
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the FMT system, while for the DMT system in a dispersive
channel we give a numerical solution. We have also identi-
fied the thresholds on the JNR that allow simplification of
the problem, as if the jammer could control the total distur-
bance (jamming + noise).

We remark that in our analysis we assume that all terminals
have perfect knowledge of the channels, and that the jam-
ming is uncorrelated with the information-bearing signal.

As a future work, we wish to extend our analysis to the case
where each player (transmitter or jammer) only has knowl-
edge only on the state of his own channel. Subsequently, we
also aim to the case where the jammer can observe the trans-
mitted signal through the channel that links the transmitter
to the jammer himself, and choose a correlated jamming.
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