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ABSTRACT
Cheating is a major obstacle on the way to realize MMVEs
based on peer-to-peer networks of untrusted nodes. Current
approaches either rely on trusted nodes or use a pessimistic
distributed simulation, with negative effect on the realtime
responsiveness of the virtual world. We propose to use an
optimistic simulation maintaining the realtime immersion of
players. We show how different kinds of cheats can be pre-
vented or detected using this approach based on a broadcast
network. Most importantly, tampering with the world state
by malicious players is prevented. Finally, we show how to
make this approach scalable by using a representative subset
of nodes to decide on the validity of player actions.

Categories and Subject Descriptors
C.2.4 [Distributed Systems]: Distributed applications;
I.6.8 [Types of Simulation]: Gaming

Keywords
Security, MMVE, cheating, peer-to-peer architectures

1. INTRODUCTION
Massively Multiplayer Online Games (MMOGs) like Bliz-

zard Entertainment’s World of Warcraft have become tre-
mendously successful, attracting millions of players world-
wide. MMORPGs are the predominant type of Massively
Multiuser Virtual Environments (MMVEs). The once niche
market has grown substantially. Consequently, competitors
try to enter the market and a lot of new MMOGs are being
developed. All of these MMOGs are based on client/server
technology. The players’ game clients send the player ac-
tions to a central server, the server updates the world state
and sends the state updates back to all interested clients.
This scheme is quite simple, the technology is mature, and
the game provider has full control over the virtual world. On
the downside, buying and operating powerful game servers
is expensive. Furthermore, the lack of scalability makes
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provisioning server capacity difficult. One server can only
support up to a few thousand players. Depending on the
popularity of the game, server capacity is easily under- or
overprovisioned. If the capacity is insufficient, players will
be unhappy with the bad game experience at peak times be-
cause of the overloaded servers. On the other hand, servers
running idle waste resources and money.
Therefore, realizing dezentralized distributed virtual en-

vironments based on peer-to-peer (P2P) technology has re-
ceived a lot of attention in the last years. In an ideal peer-to-
peer system, every peer devotes at least as much resources to
the system as it consumes, making peer-to-peer systems in-
definitely scalable without any server cost for the provider.
However, the bigger vulnerability against cheating is still
an open problem, hindering the realization of P2P-based
MMOGs.
An MMOG is a very competitive environment. A player

takes over the role of a hero in a fantasy world. He controls
his player character or avatar in the world to fight mon-
sters. He wants to advance his avatar, get better equipment,
to defeat the most challenging monsters or other powerful
players. Becoming more powerful requires a lot of time and
effort. Consequently, there will be some players trying to
break the game rules – to cheat. Honest players are very
concerned about the fairness of the game world. If cheating
is possible, players will quit the game.
Sending all player actions to a central server checking

them and storing the whole world state makes enforcing
game rules straightforward in client/server-based MMOGs.
In decentralized P2P-based MMOGs, the world state is dis-
tributed among the participating peers and checking actions
for game rule compliance must be done in a decentralized
fashion. Most importantly, we cannot trust the peers to
run the unmodified code and to not tamper with the stored
state. We need a mechanism to compensate for the lack of
trust by employing additional redundancy to store the game
state and check the game rules.
In this paper, we present our approach to enforce game

rules in a P2P-based MMOG. First, we describe our sys-
tem model and recapture the requirements of P2P-based
MMOGs. We also describe the types of cheating that must
be prevented. Afterwards, section 3 presents our approach
to cheat-proof P2P-based MMOGs using an optimistic dis-
tributed event-based realtime simulation and broadcasting.
We also show how current MMOG rules can be mapped onto
this approach. In section 4, we modify the broadcast-based
approach to use a scalable AOI-cast. Section 5 compares
our approach to related work, while section 6 concludes.



2. FOUNDATIONS

2.1 System Model
In our system model, players use a game program installed

on their Internet-connected PCs to join the virtual world.
We assume player and thus node numbers to be in the range
of thousands. Every node has more computational power
and storage space than necessary to simulate the local view
of the virtual world. We can use these spare resources to per-
form additional redundant calculation and storing of game
data. Direct communication between nodes is reliable and
message ordering is preserved. This is either achieved by
TCP or a reliable UDP protocol.

The nodes have physical clocks we can use to obtain wall
clock timestamps. The clocks of non-malicious nodes are
always synchronized within tight bounds. Using NTP clock
synchronization within 10 ms should be possible.

We assume the game provider operates a certification au-
thority issuing user certificates to control access to the game.
We can use these certificates to identify players. Since a node
is under complete control of its owner, we cannot expect it
to run the unmodified game program. A malicious player
might have its node show byzantene behavior, reading and
writing to the local storage and exchanging any kind of mes-
sage. Furthermore, he might have multiple identities and
nodes for coordinated misbehavior. However, we assume
there is an honest majority of players. After all, cheating
only makes sense when there are enough honest players to
cheat. Without trusted nodes, if there is a malicious coop-
erating majority, it can simply change the game rules in any
way.

The virtual world consists of a set of objects. The state
of all these objects makes up the virtual world state. There
are static objects, never changing their state. Static objects
typically make up the biggest part of the world, represent-
ing the ground, buildings, furniture, trees, and so on. There
are also dynamic objects changing their state over time ac-
cording to the game rules. This includes the position of an
object, if it is mobile. Characters are a typical example for
mobile objects.

Simulating the virtual world is done by updating the vir-
tual world state several times per second in a simulation up-
date loop. In each update, the old world state is inspected
and based on the time passed since the last update, the
new state of all dynamic objects is calculated. For example
the position of a moving entity is calculated by adding its
current movement direction, multiplied with its movement
speed and the time passed since the last update to its old
position. In the same way, the state of AI-controlled charac-
ters or the state of actions performed by a player character
are pushed forward.

2.2 Requirements and Types of Cheating
We have already provided a detailed requirement anal-

ysis of P2P-based massively multiuser online gaming [14].
Therefore, we will only briefly recapture those related to
our anti-cheating approach.

First of all, virtual worlds must allow fast-paced realtime
interaction. Players expect nearly instantaneous reactions
of their avatars and its surroundings to player input. They
also expect the virtual world to evolve according to the game
rules. Players expect the world state to be determined by
the performed actions they perceived. Players will tolerate

sudden unexpected changes of the world state only to a cer-
tain extent and only if they do not happen too often.
The virtual world should also be scalable, being able host

thousands of players and adapt to changing player numbers
between low and peak times.
Finally, players expect fairness. The game rules should be

the same for all players and cheating should not be possible.
This includes all players have to see the same world state
at the same time, so the game world has to be consistent
across nodes.
There are many different ways how a malicious player

might try to get an unfair advantage over honest players.
First and probably the most severe kind of cheat is world
state tampering. A cheater could try to alter its avatar’s
level and equipment, making it stronger or weakening other
players. He could also modify its position, teleporting his
avatar around or make it pass through walls. If a cheater
could directly change the world state, he could basically do
everything. This cheat must be prevented at all costs.
Second, a cheater could also try to break the game rules

by performing actions that are not allowed at a certain time
according to the game rules. Third, he could try to gener-
ate actions for honest player, forcing them to perform bad
actions. Another goal of a cheater is to provide false infor-
mation about the world to players, making the world incon-
sistent and leading the other players to take wrong actions.
He could send out conflicting actions to different other play-
ers or he could also try to blind a player by not sending him
any actions at all for a certain time.
There are also other kinds of cheats. Gaining more infor-

mation about the world than allowed by the game rules is
an example. Timing cheats, where nodes delay messages or
modify timestamps of messages are another severe problem.
These types are not yet covered by our approach.

3. BROADCAST-BASED SIMULATION
Our approach is based on the idea of Timewarp [13]. Time-

warp runs a fully deterministic simulation replicated across
all nodes. All events are timestamped using a physical clock
and broadcasted to all nodes in the system. Consistency
is ensured by executing all events at the same virtual wall
clock time on all nodes. Local lag is used to hide network
latency. Our main contribution here is to show how game
rules of current MMOGs can be implemented using Time-
warp’s event-based approach. Using this approach, we can
protect the world state from being tampered with by mali-
cious nodes.
The basic idea is to exchange player actions instead of

state between nodes. Whenever a player executes some ac-
tion, all nodes check whether executing this action is al-
lowed. Then, this event will be sent to all other nodes.
Assuming all nodes have the same state before this event,
after receiving and processing the event they will end up in
the same new state. If a malicious player modifies his client
to execute an action not allowed by the rules and sends this
event to other nodes, they will not execute it if their game
rules are correctly implemented.
To make a distributed realtime simulation completely con-

sistent across all nodes, they would have to execute all events
at exactly the same wall clock time. On a PC without re-
altime operating system support, it is not possible to force
the game update loop to perform updates at exact points in
time synchronized across all nodes. Therefore, a node uses



a time-ordered event queue to schedule timestamped events
for processing at their designated execution time. When the
game update runs, the world state is not immediately up-
dated to the current wall clock time. Instead, all scheduled
events with a timestamp smaller than the current time are
processed. Starting with the oldest event in the queue, the
node updates the world state and advances the virtual time
to the time of the event, processes the event, removes it
from the queue, and continues with the next event. Using
this mechanism we can make sure that the same event is
executed at the same virtual time resulting in an identical
updated state. With closely synchronized clocks, the events
will also be visible to the user at the same time.

However, we have to make sure all events are processed
at all nodes in time. While we assumed reliable commu-
nication, actually transferring the message might take an
arbitrary amount of time. Events may arrive when the time
already advanced to a time after the event timestamp. There
are two ways to circumvent this problem: the pessimistic
way is to advance the virtual world time only when all nodes
have acknowledged they are not going to generate an event
laying before the new time [5]. This makes the node with
the highest communication delay slow down and dictate the
speed at which the simulation advances, violating our real-
time requirement. The optimistic approach as implemented
by Timewarp always advances the virtual time with wall
clock time. Every node stores the game state in certain in-
tervals and logs all events. When a late event comes in,
the simulation is rolled back to the latest preceding state
and all events including the late event are reprocessed. This
approach is better suited to guarantee a realtime flow of ac-
tion under considerable network delay. On the other hand,
rolling back the simulation means the state of the world from
the time of the late event until the current time was invalid
and will suddenly change from one update to the next. This
inconsistency might be very irritating for the player. How-
ever, using local lag [13] by adding a certain offset to the
event timestamp after the player generated it, delays the
event processing time. Thus, the player will not get imme-
diate response after triggering an event. A local lag in the
area of 100-160 ms was shown to be acceptable to players
maintaining the realtime immersion [13]. If network delay
and clock deviation are smaller than the local lag, the event
will not cause a rollback at the receiver.

In the following, we will explain how typical MMOG rules
can be realized using the event-based realtime simulation.

3.1 Player Movement
Instead of exchanging player positions in fixed intervals

applying dead reckoning [3] for smoothing and extrapola-
tion, movement and rotation vectors model the movement
state of an entity. Whenever a world update occurs, the po-
sition and direction of a player character is updated based
on the old position and direction, the current movement and
rotation vector, and the time passed since the last update.
Since it is quite unlikely that world updates run at the same
time on different nodes, player character positions will not
be consistent most of the time. However, they will always be
consistent when an event is being processed and no rollback
occurs, as the world and thus all entity positions are first
updated to the time of the event. Consequently, when the
player presses or releases a key to start or stop moving or
rotating, he generates a movement change event. This event

will be timestamped using the local lag and sent to all other
nodes. When processing it, the position of the player char-
acter at the event time is calculated and then the movement
or direction vectors are updated. No matter how long the
sequence of player movements and how many intermediate
updates are being calculated, player character positions will
always be consistent when any event occurs as the world
state is always updated to the time of the event. They will
also be consistent when player character stopped moving, as
the position does not change anymore.
However, usually players are not free to move wherever

they want. They will collide with static objects like walls
and stop. In some virtual worlds they will also collide with
dynamic or moving objects. Usually, a geometrically sim-
pler bounding sphere around every collidable object is used
to calculate collisions. In each game update, the bounding
sphere is checked for collisions with other bounding spheres.
If it collides, the movement is stopped. As object positions
have to be consistent, this type of collision detection cannot
run within the regular world update. Instead, the collision
detection has to be scheduled to run at certain times e.g.
in fixed intervals. Depending on the maximum speed of
moving objects and the size of bounding spheres, a mini-
mum frequency for collision detection events is necessary.
Otherwise it might be possible to pass through walls if the
distance travelled between two collision detections events is
big enough to move from one side of a wall to the other.

3.2 Other Player Actions
Besides movement, player characters can perform actions

like attacking an enemy or casting spells. There are game
rules defining the conditions under which these actions may
be executed and the times certain effects occur. For example
casting a spell takes a certain time. When the player finishes
casting the spell, its cooldown is triggered so the same spell
may not be cast again for a certain amount of time. Casting
a spell also costs resources which will be subtracted from the
player character’s resource pool when casting finished. After
that, the target is hit by the spell and a certain amount of
damage based on the power of the caster and the target is
caused.
To realize this kind of timed action, we generate a start

event for this action, apply local lag and send it to all other
nodes. When the start event is processed, the preconditions
for this action are checked. Preconditions might be that
the cooldown for that action must not be active, the target
must be in range and enough resources must be available. If
the preconditions are met, a new event is scheduled in the
event queue marking the completion of the cast time. Con-
tinuously running game updates can be used to update the
state of a progress bar in the user interface. The world state
change only occurs when the completion event is processed.
This event will subtract the resource cost of the spell from
the resources of the player character. It will also activate
the cooldown for the spell. The completion event will also
schedule two new events. First, the event to hit the tar-
get and cause damage will be scheduled for a future time.
Second, the event to reset the cooldown will be scheduled.
Both events will be processed subsequently. It is important
to notice that all events generated after starting the action
are internal events, they are not sent to other nodes. How-
ever, they will be executed at the same time since the start
events are executed at the same time. The scheduled times



and the effects of the events are all part of the game rules.
Executing these events will generate the same result on all
honest nodes, without any further communication.

3.3 Non-Player Entities
Using the event mechanism, the behavior of AI-controlled

game entities (non-player character, NPC) can be synchro-
nized without any communication costs. Normally, the AI
state of an NPC is updated as part of the game update loop.
The AI inspects the state of other entities in the world and
decides where to move or what actions to perform. By us-
ing events to schedule this process for predetermined times
e.g. fixed intervals, the AI on all nodes will inspect the same
world state at the same virtual time taking the same actions.
It can decide to change its moving and rotation vectors to
follow a close target with the game update loop providing
the smooth movement similar to player character movement.
Often AIs implement some kind of random behavior like ran-
domly wandering around. A deterministic pseudo random
number generator with the same initial state can be used to
obtain the same random number at each event on all nodes.
It can also be used to have random results for events like
hitting or missing a target with a spell.

When a player defeats an NPC and it dies, a new event
will be scheduled to remove the corpse of the NPC after a
certain time. After removing the corpse, an event will be
generated to respawn this NPC after a certain time. Thus
the game world keeps regenerating its entities just like it is
done in current client/server MMOGs.

3.4 World State Initialization
Timewarp ensures the game state is eventually consistent

among all honest nodes. However, nodes must have the
same initial state so Timewarp can ensure it stays consistent.
Nodes constantly join and leave the world. Thus we need
a way for new nodes to obtain the current world state. As
we will show, wall clock timestamps alone are not sufficient
for this purpose. In the following, we will explain how a
combination of physical clocks and vector clocks can be used
to obtain the current world state.

After joining the underlying communication network, a
joining node asks all other nodes for their current world state
and starts listening for events and responses to its query.
The other nodes will send a timestamped copy of their world
state while continuing to send and process events. Since
the requests might have arrived at different times at the
other nodes, the world states arriving at the joining node
will have different timestamps and the object state might be
different. Using the events recorded after sending the state
request, a joining node can update the received world states
to the current time. All updated world states of honest
nodes should be equal. Assuming the majority is honest, a
node will pick the correct world state. However, the joining
node cannot be sure the world state it received is actually
valid. Its originator might have received a late event after
sending the world state out and consequently performed a
rollback. This world state cannot be used at the joining
node. However, a node can detect this using vector clocks.

Every node counts its generated player events. Whenever
an event is broadcasted, the event number is included. When
an event is processed, its event number is used to update
the vector clock timestamp of the world state. This vector
clock consists of one component for each player character

in the world. We already described how to apply sparse
vector clocks to be used in MMVEs [18]. The vector clock
timestamp of a world state can be used to find out whether
an event is included in the world state. If the world state’s
vector component of the event originator is bigger or equal
to the event number, the event is already included in the
world state. If not, the event is not included. If the event is
not included and the timestamp of the event is newer than
the world state then the state is valid with regard to this
event. The event can be used to update the world state
to the event time. If the timestamp of the event is older
than the world state time, this event should be included.
However, the vector timestamp says it is not so the world
state is invalid.
If the joining node receives an invalid world state from

a node, it will request a new current world state from this
node until it finally receives a valid world state. Note this
might take a very long time if the latency to this node is
bigger than the chosen local lag. This means every received
event leads to a rollback at that node. Only when no events
are happening for some time, this node is actually able to
send out a valid state.
After receiving the world state from a node, the joining

node might miss events to update this world state to the
vector time of the newest world state it received. This could
happen when an event happened before the node started
joining the world, so it did not receive the event. At the
same time, some other node has a very high latency towards
the event originator and this event is still in transit. Thus,
the joining node might receive a world state without this
event from the high latency node without a chance to receive
the event from its originator. Again, the joining node will
have to request a new world state.
When a player wants to leave the game world, he can gen-

erate an event to turn his character invisible and deactivate
him. The remaining nodes will continue to store the char-
acters state as part of the world state. After successfully
retrieving the initial world state, the player can generate
a matching event to activate his character. Relying on an
honest majority of nodes and at least one node in the game
world, the correct world state is persistently stored even
when nodes join and leave.

3.5 Dealing with Cheaters
By exchanging player actions only, we can make sure the

world state only evolves according to the game rules on hon-
est nodes. Thus, the first type of cheat, state tampering, is
impossible.
The second type, trying to execute actions when not al-

lowed is also prevented. As all honest nodes will finally
obtain the same world state when they receive all events,
they will also deny to execute actions not allowed by the
game rules at a certain time. However, it may happen the
world state on a node is rolled back. Thus, an honest node
may temporarily execute an action that is not allowed ac-
cording to the true world state. Until the late event arrives
and the true world state is calculated, the honest player will
see the cheating player perform actions that are not allowed.
However, these actions will be undone later.
After detecting this case the honest node cannot conclude

the other node is cheating because it should not have sent
out this action in the first place. The other node could have
initiated an action based on a world state that was rolled



back later. Thus, the other node cannot be punished for a
cheating attempt.

The third type of cheat, generating actions in the name of
other players can be prevented using signatures. All events
are signed using the player ID assigned by the central cer-
tification authority. These signatures are checked at the
receiver using the certificate of certification authority.

To detect when a player sends conflicting actions to dif-
ferent nodes, nodes have to compare their world states on
a regular basis to see if they diverge. Using checksums will
be useful to speed up this process. The world state used for
comparison should not be the most recent one so it is un-
likely it will be rolled back. When a difference is detected,
the log of actions must be compared. If conflicting actions
are found, one has to be picked as the true one. It must be
sent to all nodes and if nodes processed the wrong action,
they have to perform a rollback and delete the other action.
Finally, the conflicting actions can be presented to the game
provider as a proof and the cheater can be excluded from
the game.

The fifth type of cheating, malicious nodes suppressing
updates to honest nodes is the most difficult case. When re-
ceiving non-consecutive events according to the event num-
ber or when comparing its world state, the honest node will
finally detect it is missing events. Using the vector times-
tamps of the world states from the other node, it can find
out which events it is missing and request these events from
other nodes. Thus, it is able to obtain the correct world
state. However, until this time the node was successfully
blinded by the malicious node. Furthermore, the honest
node has no way of proving that the malicious node did not
send her the message. All it can do is raise a claim that the
malicious node suppressed events. However, without proof a
malicious node could also raise false accusations. If a claim
is raised, it is only certain one of the two nodes is malicious
since the network is assumed to be reliable.

There are three ways to deal with this type of cheat. First,
the number of times a node is present as the one claiming
or the one claimed to be cheating can be counted. When
a certain threshold relative to the total number of claims
is reached, the central certification authority can finally de-
cide to exclude a player for suppressing events or for raising
false accusations. Second, after raising a claim, a node can
ask the other nodes to forward all events from a node it ac-
cused of suppressing events. Thus, he will only be blinded
for the very short time of additionally forwarding the mes-
sage. Third, honest nodes can employ a tit-for-tat strategy
to blind nodes blinding them. The first and the third ap-
proach should motivate potential cheaters not to try sup-
pressing events, while the second approach alleviates the
problem of being blinded by reducing the blind duration.
All of the three approaches can be combined.

4. SCALABLE SIMULATION
We have shown how a fully replicated optimistic simula-

tion like Timewarp can be used to realize current MMOG
game rules in a P2P broadcast network. We described how
it is able to deal with five types of cheating.

However, the sketched approach has a lot of drawbacks.
The event-based realtime simulation is computationally ex-
pensive. The time it takes to compute a world state up-
date mainly depends on the number of dynamic objects in
the world. Without using events, typical 3D game engines

like Microsofts’s XNA calculate around 60 updates per sec-
ond as default. When using events, each of these updates
will trigger an additional world state update for every event
scheduled for a time since the last update. However, not
every type of event needs the whole world state updated so
optimizations are possible.
The main reason this approach cannot be used in practice

is its lack of scalability. It means every node has to store the
whole world state and simulate the whole world. While we
assumed computational power and storage space is available,
we expect MMVE worlds to be quite large, so this will not
be feasible. However, the most severe problem lies in the
network and communication structure.
Maintaining a full mesh network and broadcasting all events

to all nodes will overload the network even for very small
node numbers. We have developed a prototypical imple-
mentation, using a graphical 3D game client on top of our
Peers@Play networking framework providing a full mesh
overlay network with broadcast capability. We were able
to run a virtual world with a very small number of nodes.
As we increased node numbers and players generated a

lot of events, the network was overloaded soon and rollbacks
kicked in, just as we expected. However, we could see that
the increased update duration was not an issue for the pro-
cessing power of modern PCs, even when a lot of events had
to be processed. Thus, scalability is the remaining major
concern we have to deal with.
In the following section, we will describe how we want

to adapt our approach of exchanging player events only to
obtain a scalable simulation.

4.1 Scalable Event Exchange
It is well-known that the key to achieve scalability is the

fact that a node only has to know the world state in the
local area of the player character. This area of interest (AOI)
resembles the range-limited perception capabilities of human
beings. This means a node only has to store the world state
within the AOI and the world state can be partitioned and
distributed among all nodes. Furthermore, each node is only
interested in events happening within its AOI.
A locality-aware overlay network mapping the positions

of player characters in the virtual world to node positions in
the network can realize an AOI-cast [10]. It allows sending
an event to all nodes whose AOI overlaps the event’s position
in the virtual world. Thus, all nodes interested in the event
can update their part of the world state. The number of
exchanged messages does not depend on the total number
of nodes as is the case when using broadcasts. It depends on
player density. If players are distributed all over the virtual
world, this approach provides the desired scalability.
However, if we combine AOI-cast and world state par-

titioning with our approach to exchange player events to
enforce game rules, two challenges arise. First, nodes only
store a part of the world state. When the node moves into a
different area, it must obtain the current world state in that
area so it has to exchange state information. We also have
to make sure the world state is stored for areas nobody is
currently in. Second, if only a subset of nodes maintains the
world state in a certain area and this subset depends on the
nodes’ positions, it is easy for a malicious player to move
all player characters under his control to a certain area and
modify the world state there.
Since sending an event to all nodes does not scale and



sending an event to close nodes only can be easily exploited,
we propose to additionally send an event to a representative
subset of all nodes. The size of this subset is some prede-
termined constant k. The members of this subset have to
be picked based on properties an attacker can hardly influ-
ence. The certified player ID assigned by the game provider
cannot be influenced by the attacker. If it is bound to the
player’s real life identification or if it is at least expensive to
get an ID, it is very hard for a malicious player to influence
his position in the ID space. We have already developed an
approach to place data replicates equally spaced in a dis-
tributed hash table [15]. We use a similar approach to pick
the nodes an event must be sent to additionally.

If a player has an ID id and the size of the ID space
is n, then the subset of nodes this player has to send any
event to will be the nodes closest to the IDs id+ i ∗ n/k for
i = 1, ..., n − 1. This k-set of nodes has to store the events
from a player and every node knows where to find the stored
events of that player. When inconsistencies between world
states on different nodes are detected, nodes can find out
which events they are missing using the vector timestamps
of the world states. Then, they can request the missing
events from the k-set to calculate the correct world state
within their AOI.

An event is only regarded as valid if a majority of the
k-set agrees on the event. Otherwise a cheater only needs
to control one additional node in the k-set of its node to
create any allowed sequence of events for its node a long
time later, which would be a timing cheat. Choosing k is
a tradeoff between the number of exchanged messages and
the probability the majority of honest nodes in the network
is preserved in the k-set. The bigger k, the less likely an at-
tacker can control nodes at more than k/2 specific positions
in the ID space.

The overhead of sending events to k additional nodes is
significant. However, it only depends on the constant k and
not on the the total number of nodes as is the case when
broadcasting events. Thus, the communication scheme is
scalable. In addition to providing AOI-cast, the underlying
network has to support sending of messages based on IDs,
so events can be sent to the k nodes independent of their
positions in the world. It also has to make sure the stored
events are transferred to neighboring nodes when nodes leave
gracefully and use additional replication in the neighborhood
to increase reliability.

4.2 Dealing with Cheaters
In the following, we will show that our scalable approach

is able to deal with the same cheats as the broadcast-based
approach with a certain probability.

Similar to the broadcast-based approach, nodes have to
compare their world states on a regular basis. When a node
detects a different state of an object in its local world state
compared to the object state on another node, both nodes
have to decide on the correct state. Then, every node has
to show how its world state came to be by providing the
sequence of events leading to this world state based on a
common initial world state. The common initial world state
will be provided by a reliable and secure storage as described
in section 4.3. Even if both nodes are honest, it can always
happen that a node missed some events because not every
event is sent to every node. However, comparing the vector
timestamps of their world states, nodes can find out whose

events they are missing and they can request them from
the k-set of the event creator. Assuming the initial state is
correct and the majority of the k-set is honest, the world
state evolves according to the game rules only and it cannot
be tampered with by cheaters. Similarly to the broadcast-
based approach, actions not allowed can only be executed if
the world state is temporarily inconsistent. Finally, honest
nodes will always obtain the true world state and they will
deny actions not allowed. Thus, cheat types one and two
are not possible.
While processing events retrieved from the k-set, conflict-

ing actions can be detected. Again, nodes must decide which
event is the true event. If the majority of the k-set of the
conflicting events’ originator agrees on an event, this event is
chosen. Nodes can obtain this event whenever they detect
their state is not consistent with another node’s state. If
there is no majority for an event within the k-set, one event
is chosen according to some predetermined criteria and the
other events will be deleted. At the same time, the event’s
originator can be excluded by the game provider, providing
the conflicting events as proof. Thus, cheat type four can
also be detected and punished.
Cheat type five, suppressing events, is handled similarly

to the broadcast-based approach. When an honest node
detects it is missing events it should have received, it raises
a claim and asks the k-set of the event’s originator for the
events. Since the k-set has to agree on an event for it to be
valid, a node suppressing events in its area will always send
these events to the k-set. Thus, the honest node will be able
to retrieve the suppressed event asking the k-set. It can also
request the k-set to additionally forward all events from the
cheating node, receiving suppressed updates with a one hop
delay.
A cheating node could also raise false accusations about

another node suppressing events, which this node would of
course deny. It cannot be decided who is right because
not sending a message cannot be proven. Again, counting
the times a node is involved in claims of suppressing events
might finally be used to identify a cheater and exclude him
from the game. Honest nodes using tit-for-tat by also sup-
pressing events to the cheating node might further encourage
nodes to not suppress events.
As events of a node are only stored in a subset of nodes,

a cheater might also try to suppress events of honest nodes.
However, to succeed a cheater would need a majority in the
k-set, which is hard to achieve.

4.3 Reliable Secure Storage
Nodes must obtain the correct initial world state so they

can calculate the correct current state. Furthermore, since
nodes only store the current world state within their AOI,
there must be a way to persistently store the world state for
areas without any players. Additionally, we cannot expect
the nodes to store all events they ever generated, ever re-
ceived from other nodes in their AOI or from nodes whose
k-set they are in. Over the lifetime of the virtual world this
would require too much storage space and it would make the
calculation of the correct state based on a common initial
state too expensive. Therefore, we propose to use a reliable
and secure storage to save the current world state at cer-
tain points in time persistently. Thus, nodes do not have to
store events with timestamps before that time. We want to
separate the concern of scalable realtime cheat-proof event



delivery from the concern of reliably storing the game state
while protecting it from tampering by malicious players. As
the persistent storing does not have to happen in realtime,
we can pick a different design especially focusing on reliabil-
ity and security.

When a player joins the virtual world, this storage is used
to first obtain the state of the player character. His posi-
tion is used to join the locality-aware overlay at the correct
position. Then, the last stored state of the player charac-
ter’s AOI is loaded. This state is then used as the initial
state to calculate the current state of the AOI based on the
current state of the other nodes in the area, similar to the
broadcast-based approach 3.4.

When players move around, the number of players storing
a copy of a dynamic object might fall until the point where
nobody holds a copy. Before that happens, the latest state
of that object has to be stored persistently. The object state
should also be stored in fixed intervals to lower the chances
of world state being lost or malicious players being able to
provoke a state loss, e.g. by letting all of his nodes in an area
leave simultaneously. When a player enters an area without
other nodes, it has to request the current state of this area
from the secure storage.

The basic design of this storage is based on our previous
work, using equally spaced replication with a replication fac-
tor k to realize a distributed hash table with disjoint path
routing [15]. It provides redundant storing of data with
configurable k to increase reliability and resistance to data
tampering at the cost of increased storage and bandwidth
requirements. The basic idea is similar to the sketched k-set
approach to store data at k positions in the ID-space.

However, we are still in the process of designing a cheat-
proof spatial index we can use to efficiently perform range
queries to request the state of the game world in a certain
area.

5. RELATED WORK
Proposals to realize decentralized distributed MMVEs have

been around for quite some time [8]. Consequently, the prob-
lem of cheating received attention [17]. In [19] the term
cheating was defined and a classification of types of cheat-
ing was developed. This classification is not specific for P2P-
based MMVEs and it does not fit the five types of cheats
we dealt with. They are a subset of the classified cheats but
they do not show up in different categories, although they
have to be treated differently.

Many approaches to deal with cheating rely on decentral-
ized but trusted coordinators [11] or referees [16, 9] able to
take final decisions on players cheating. In contrast, our ap-
proach only assumes the majority of players is honest and
that we can identify and if necessary exclude players using
a central certification authority. This is the weakest rea-
sonable assumptions a system of untrusted nodes can work
with.

In [12], four fundamental ways to deal with cheating are
presented: distributed state dissemination, mutual check-
ing, log auditing and trusted computing. Our approach uses
mutual checking when comparing world states as well as log
auditing when nodes prove their world state to be correct.

Asynchronous lock-step [1] was one of the earliest com-
pletely decentralized protocols to deal with cheating. It
divided game time into rounds advancing when all nodes
have committed their actions for a round until finally re-

vealing their actions. Given game rules that allow execution
of one action per round only, this approach also modifies the
game state according to the game rules. It is additionally
able to deal with timing cheats where nodes delay messages
or modify timestamps. However, its pessimistic algorithm
slows down the progression of the game time with network
latency. A player suppressing actions can delay the game
progression indefinitely.
The pipelining of actions makes high latency players only

slow down the responsiveness of the game and not the rate
at which it advances rounds [3]. NEO [7] and SEA [2] intro-
duced additional timing bounds for players to provide their
actions for a round, so players delaying or suppressing ac-
tions cannot slow down the game progression. A majority
voting scheme is used to decide on the actions that have
arrived in time.
None of these approaches showed how to map rules of re-

altime virtual worlds to a round-based system. We question
the applicability of this scheme when it is not possible for
update loops of computers to run synchronized. Although
committing an action first and revealing it later is useful
to deal with timing cheating, it introduces a two round re-
sponse time to player actions. As all nodes must be able to
reveal their moves within two rounds, the round length must
be chosen to cover a reasonable network delay. So either re-
sponsiveness suffers or higher latency nodes are excluded
from playing the game.
We believe optimistic simulation techniques like Time-

warp [13] are much better suited to provide responsiveness
under changing network delays and based our approach on
Timewarp. An event-based realtime simulation as proposed
in [6] can provide consistent world states on all nodes. Fur-
thermore, approaches to detect timing cheats in optimistic
simulations have already been proposed [4]. They might be
combined with our approach to protect agains state modifi-
cations and timing cheats as well.

6. CONCLUSION
Our contribution in this paper is threefold. First, we have

shown how to map typical game rules of MMOGs to an
event-based realtime simulation. Using a Timewarp-based
optimistic simulation approach, we can ensure responsive-
ness and eventual consistency. Since only player actions are
exchanged, the world state evolves according to the game
rules and cannot be tampered with. We have shown how
four other kinds of cheats, executing forbidden actions, forg-
ing actions of honest players, sending conflicting actions, and
suppressing events can be dealt with.
Second, we have shown how to obtain the correct initial

world state when joining the world. A combination of vector
clocks and physical clocks is used to decide whether a state
is valid or not. The majority of valid world state provides
the correct world state if the majority of nodes is honest.
Third, we have sketched how to make our broadcast-based

approach scalable using a representative subset of nodes
with size k to store events. This k-set receives all events and
decides on the validity of an event when inconsistencies are
detected. A reliable and secure storage persistently stores
the world state and provides the initial state to calculate the
current state. It uses redundant storing to provide the nec-
essary resistance against state tampering by cheaters. We
have shown how the same five types of cheats can be dealt
with using the scalable approach.



However, the overhead to send all events to the k-set, to
detect inconsistencies, and to retrieve missing events from
the k-set is still considerable. Current bandwidth capacities
might not be big enough to realize our scalable approach.
However, the overhead is constant only depending on k. It
does not depend on the number of nodes, so it is inherently
scalable in contrast to the broadcast-based approach. With
rising bandwidth capacities, it is only a question of time
until the necessary capacity is available.

The mechanism to calculate the correct world state after a
cheater has been detected also exchanges a lot of messages.
However, we argue that if a mechanism is in place that suc-
cessfully detects cheating and the punishment is exclusion
from the game, soon there will only be a few people trying
to cheat.

Some open questions remain. We have not yet analyzed
the influence of churn on the reliability of the k-set and the
reliable storage. As nodes join and leave, other nodes might
take over the events stored in the k-set. This gives more
nodes the opportunity to tamper with the stored events,
to create new events or to suppress events. We also need
a mathematical model to quantify the obtainable reliabil-
ity under these circumstances so we can make reasonable
choices for k. We have to develop a way to perform locality-
based queries for retrieving the world state in certain areas
from the secure storage. Finally, mechanisms are necessary
to deal with timing cheating, for our approach to be appli-
cable in practice.
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