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Abstract. This work was motivated by the idea of getting adivie fault-
tolerant and efficient performance in applicatiothew smart sensors are
engaged in ‘in-network’ computing in wireless senswtworks. In such
applications, it is crucial for the sensors to foam optimal network topology
and tune to transmission attempt rates in a way tmimize network
throughput. However, we cannot ignore the influefimam the fault node
occurring in the network when the optimal netwasRdlogy is constructed. In
this paper, we proposed a self-adaptive way whidbntifies the node’s
confidence rate in accordance with its fault pagsibwhich in turn figures out
the weighted volume between any two adjacent nddeseover, we discussed
and tried to solve the problems on FTMAWSS (faaletant maximum
average-weighted spanning subgraph) in weightedhaxind graph initiating
from clustering WSNs. Simulation results confirméte validity of the
proposed algorithm with a high degree of accurawy demonstrated that our
proposed way could be scaled to large networks.
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1 Introduction

The potential range of WSNs applications cover rgdlanumber of domains from
physiological, habitat and environmental monitorimgndition-based maintenance,
smart spaces, military, precision agriculture, $portation and inventory tracking
[1,2]. Because sensing devices now combine the tiimg including sensing,
computing, and wireless communication, so this ssansor may have only modest
computing power but the ability to communicate vallow sensors to organize
themselves into a network and collaborate to exetagks more complex than just
sensing and forwarding the information. This nekgoenvironment is defined as ‘in-
network’ computing.

As we known, a global computation proceeds in smprising of certain local
computations at each sensor. Thus, the fasteretess complete their share of local
computations the higher will the global computatimte be. The more frequently
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exchange of results among neighboring sensors canor,othe more rapidly the
progress of the computation may run. Therefore,nthe computing rate of nodes is
fixed, the packet transport rate is critical capgbifor the preferable ability of

holistic networks computing in sensor networks f&jd also in [6], it gives a way to
optimize communication throughput and form an optimetwork subgraph, which
express best certain performance (computing ratdetay) besides the additional
complexity. However, the decreasing of practicdlugain given subgraph for the
influence of fault node cannot be considered.

Nodes in WSNs are prone to failure due to energyedien, hardware failure,
communication link errors, malicious attack, andoso So it is essential to provide
fault tolerant techniques for distributed wirelsssisor networks. Moreover, there are
some desired ways to work out faults in the WSNBse @mportant approach for
dealing with the inherent lack of structure in sensetworks has been dominating set
based clustering [3,4]. In this paper, we consady ‘soft fault’ which may occur
in a system on either a permanent or a transiesis.bdhe fault nodes could be
detected with special algorithm using transmittatlgs at sink or aggregated node.
Then we could assign nodes with confident rate (C&9pectively and modify
transport attempt probability (TAP) at nodes dyraatly. So the self-adaptive of
sensor networks can be used to construct an optieiaéork subgraph with fault
tolerant in this paper in order to form an effeetipractical subgraph topology.

The remainder of the paper is organized as foll&estion 2 provides briefly some
relation work, and then gives our difference wdskction 3 the two main aspects in
my work are proposed respectively and the algostlame given. Section 4 presents
the simulation experiments and some analysis. Fyisalction 5 concludes this study
and future directions.

2. Related Works

On the one hand, in recent work, many self-agtamlgorithms and protocols have
been developed in ad hoc and sensor networksafiisus aspects, including topology
discovery and control, scheduling, localization asukrgy efficiency, have been
addressed in the papers. For example, topology dtiom and scheduling for
communication networks have been discussed in lig].@ptimal self-organization
topology building , include centralized as welldastributed algorithms, is give in ad
hoc wireless sensor networks in [6]. [7] Presentés&ributed evolutionary algorithm
for reorganizing network communication and a messzfticient clustering algorithm
for sensor networks. Moreover, various self-ada&ptprocedures are described in
[8].0n the other hand; in-network aggregation apphes, such as gossip and hash-
based algorithms are used to minimize the energgptsp the aggregation operation.
Hybrid algorithms have been proposed that methdgitey to optimize the use of
efficient tree aggregation in [9].Dasgupta [10] gmets a tree-based aggregation
algorithm. Heidemann et al. [11] proposes a digtci€usion mechanism in which a
user’s queries are forwarded to an application awansor node based on a least-cost
algorithm.



Our work differs from the previous work in thdléaving aspects. Firstly, different
from the normal aggregation approaches in fusiatespthe infections of fault values
from sensor to the final products will be considene our works. We can alleviate
fault sensor effect to final answer in fusion nodeghest, by means of reducing
confidence rate of fault nodes step by step. Sdgptite better networks throughput
topology in networks will be studied all togeth&¥e achieve a FTMAWSS (fault-
tolerant maximum average-weighted spanning subgraphthe connected graph,
which is modified from MAWSS (maximum average-weighspanning subgraph) in

[6].

3. Sdf-adaptive Fault-tolerant and optimal throughput topology

We assume that a large number of static sensorsrer@eplaced in a region. These
sensors are not only engaged in collecting-andreigtig task but simple integrating
data job. Nevertheless, the uppermost values agtioegs completed in fusion nodes,
which have strong computing and transmitting powéey.1. shows a traffic model for
a sensor node in our computing networks. A simptegrate algorithm running on
each sensor uses local values and data packettfi®mther neighbor sensors. And
the data packet to be sent to the neighbors isequap in a packet queue. The nodes
within the transmission range of a sensor are daggl as its neighbors.
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Fig.1. a traffic model for sensors carrying out values megrate computatic



3.1 preliminaries

LetG(V, E) denote a connected weighted graph with vertex\SéM =N), edge

set E and weight functiony : E -~ R".The weight value of an edgé, j)OE is
denoted by (i, j) . Edge weight values generally include link lengtkip numbers,

and delay times .etc. In our work, the edge weighitbe given in following section.
We assume all sensors transmit using a fixed tranpower. Without loss of
generality, in this paper we assume G is clustewith a fixed sink node and every
sensor nodes in G can sense the same event hapttendeploying field. The fusion
node has enough computing power and transportyabiliachieve data aggregating
and information diffusion. A sensor cannot transamd receive simultaneously.

We assume that time is slotted and channel acsesmndom. In each slot, sensor
i decides to transmit packet with probability and decides to receive with

probability 1—-a;); a;is called tharansport attempt probability (TAP) of sensori ,

which can be defined as data packet transport gimout and modified based on
environment or node state change. When a sensoP iBAhigher, the more data
packets are conveyed to other nodes. The moredngiguexchanges of results among
neighboring sensors can occur, the more rapidly tié overall computation
converge. The more rapid the progress of the coamtipnt the more fast the
variations of a spatio-temporal process that catrdeked. Thus, we could search a
fine way to construct the optimal communicatiorotighput subgraph.

On the other hand, when the sink or aggregated eodeunters fault data from
fault sensor nodes, detecting it and throwingritpact on the aggregative values in
fusion nodes is best choice. So we assmfidence rate (CR) to each sensor nodes
based on deviation between their values with mesdneg, decrease fault effect on
fusion datum, i.e., sensor will be assignedc as confidence rate. Moreover, we

give a relational function between CR and TAP, asd it to tie with these two main
parameters in my task.

3.2 modified self-adaptive fault-tolerant method

In this section, we assume that the sensor graphul§path routing and can be
used with DOI (Duplicate and Order Insensitive) adatructure for duplicate
elimination [12]. After the value from sensor semwgievent and the packet from
neighbor are sent to the sink or aggregated nbéegétection of data failure and the
CR assignment are processed quickly at the sinthisnpaper, fusion sensor includes
the sink or aggregated node.

Firstly we initialize set; =% and then a weighted averaging process is done at

the fusion sensor. The average value is given usimgula (1).
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Where C,is confidence rate of sendawhich is assigned by fusion sensd, is

value from sensori  sense in circumstance. N is the number of nau&s i
Afterward the maximum distance of the value to délwerage is computed. Then,
this value is used to compute dissimilarity of eackle value from the average, see

(2). Formula (3) typically used to find distancetwb objects [13].

m = max({avg - d, |,0i OV}) @

g, <) ©

The current confidence rate value to each nodedmaiverse relation to the
dissimilarity of node to the average. In other vegrdf dissimilarity is large,
confidence is low and if it is low, the confideniselarge. We use (4) and (5) to get
current confidence to each node.

Ci—cur =1- D(d| ,an) (4)

D(d;,avg) = cos(lL-

C =VXCgq tA=))*Cy, yO[0Y) ©)

Where c is final confidence rate at this round of decisinaking process isyis

an empirical parameter. Through this process, ntlikgsare faulty get less and less
weighted so their values get less effective. Fusimsor assigns confidences rate to
detectors; after each round of decision making gesc fusion sensor reevaluates
these confidences. The confidence rate to sendbrbwiincreased if it has large
correlation with final answer in this round and eviwersa. As a result of this
adaptation process, large weights are assignecensoss which their history of
decisions shows more correlation to the decisidnfusion sensor. Besides above
action, the other effect related with transporémgpt probability is given in following
section.[13]

3.3 The relational function between transport attempt probability and
confidencerate

The relationship between transport attempt proligbitr, and confidence rate
¢ will be considered in this paper, it is key fadioour proposed tasks. The objective
we can achieve higher throughput and best faudt-aolt capacity will be come true, if



we find the novel relationship betwegrandc . The following formula (6) is given
as our selective function.

£ if C

2 € ypper

— 2 H .
a = c , |f glower < Ci <€upper' (6)

Where & e

confidence rate respectively.
In order to calculate transport attempt probab{litAP), bounds onc; need to be

established. We consider that the TAR will increase exponentially with the
increase of the CRg, among bounds. Wher; is undek,,, that mean sensor is

fault with high probability and lost his basic tsmorting and computing ability with
higher probability, so we can assign its TAP isozefowever, whenc;in sensor

too much, a; would be assigned much higher fixed value.

and &g are defined as the highest confidence rate antbthest

i exceed &pner

Nevertheless, the receive rate—(a,) is special lower when sensaris assigned a
very higher value, so the small quantity of datekets from neighbors are received.

Therefore, we assign a fixed valugg,, as TAP whenc exceed,, . These
changes can be seen in fig .2. The best boundsrorreated fromc; will be

investigated carefully in order to gain efficiehtdughput topology in given sensor
networks.
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3.4 The algorithm on constructing the fault-tolerant optimal throughput
subgraph

In my applications, the sensors will monitor theviemnment and collect datum
autonomously. Then the sensed values are deliersihk or fusion sensors. Our
work focuses on this paradigm. We consider a randoress communication model.

ING(V,E), let N;(G )is the set of neighbors of and n (G ) is the number of

neighbors ofi in topologyG . Let for every(i, j)0 E, p;, formula (7) give, denote
the probability of successful transmission fromsseni to j and also can be defined
as weight value in eddg j). G(V,E) With p, for every edge(i, j)also can be
defined as weighted connected graph.
_ Od__ , ifa,=0 or a =0
P e (1—aj)P((d—';)’” 2 ), otherwise. ' @

Where dij is the distance between i and j, agljis the near-field crossover

d. d.
distance. The last term in (7) iE’((d—”)_" > [3) where (d—”)_" denotes the path
0 0
loss with exponerp. [ is a given threshold.

Let G =(V ,E)denote a subgraph of a given connected grapiN3(G ) is
the set of neighbors of in topologyG . N, (G') is the number of neighbors df

in topology G .
We can give formula (8) for eath M,(G) may be defined as the average
throughput of sensor.

Mi ( (G ) JDEG?” (8)
£G)=2M,(G) ©

Define a functionéon G as (9), which give the total throughput B and

also we can deflnG argmax_

G [Gsub

é(G) where G, the set of all connected
spanning subgraphs Gf. Moreover, G, is nonempty sinc€ G, . Otherwise,
we recall that TAP g, is tuned by CR, which is adjusted self-adaptive fault-tolerant

method. So we callé the fault-tolerant maximum average-weighted spamni
subgraph (FTMAWSS). Because maximum average-weaigsfganning subgraph



(MAWSS) for directed and undirected graphs is NRiplete [6], FTMAWSS is NP-
complete too.
In the following, we will give centralized FTMAWS&gorithm. The basic idea of

constructing the following subgraph comes from [E]rstly, we let maxe()
denotes the heaviest outgoing edge for modend W maxe{)denotes its weight.
E maxe(G) ={max e(i)|i G} is the set of maximum weight outgoing edges oftwdl
nodes in G. It is clear that FTMAWSS contaihimaxe(G) . Hence if ¢/, Emaxe(G))

is strongly connected, we finished. Otherwise, we onsider
theng/(i, i) =Wmaxe(i)-¢(,j), which help us to construct minimum weight out-
branching rooted at each The minimum weight branch pick out edges with kma

z/u/(i, j) which are the edges with largéi, j) . The resulting graph is taken as an
approximation to the FTMAWSS. Algorithm is followgn

O
Algorithm 1 Algorithm for finding an approximationGto the FTMAWSS of the
graph G

Update CR
1. get measures from sensors in graph G, compatege and confidence rate

for every sensor nodes using formula (1)-(5).
2. send to all sensors with their updated CR(camnfte rate) separately.
3. all sensors determine their TAP(transport giteprobability) separately in
accordance with formula (6)
Create FTMAWSS
O
4. If (V,Emaxe(G)) is strongly connected the = (V, E maxe(G))

5. Else

6. forall (i, j)0E, @, j)=Wmaxe(i) -y, j)and setG,. =(\V,E,¥)

7. For ali OV, find the minimum weight out-branching d&,,, rooted ati , be
defined as E., .

8. G=(V.U,EL)

We can use this algorithm to create fault-tolersutbgraph from a connected or
strongly connected graph. Fig.3. shows topologycstire till 300 slots with 100
random sensors deployed in specify area with ndt faensors. Fig.4. shows
FTMAWSS constructed from Fig.3 with some fault sessIn Fig.4, the red dots are
the fault nodes, which turn to isolated nodes iMBAWVSS.
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Fig.3. Topology discovered till 300 slotc ~ Fig.4. shows FTMAWSS constructed
by 100 sensors with no fault node. from Fig.3 with three fault sensors.

4. Simulation Results

In this section we provide our simulation resutisetaluate its performance using
the NS-2 simulator [15]. In this set of simulatipnsdes are randomly distributed in a
1000m x 1000m region. We have chose scenarios wdookist of several sensors
field of different population sizes ranging fromQl@® 500 sensor nodes. In the
simulation, the propagation model is the two rayugpd model, the MAC protocol is
IEEE 802.11, and the routing protocol is AODV. Thwadcast data packets were
sent using CSMA/CA. The sink node will be locatedtbe top of the network. The
nodes beside the sink would all be sources in éxget field. Table 1 lists the
simulation parameters we have used in our expetsnen

Table 1 Simulation parameters

Parameters value
Simulation time (s) 500
Number of node 100-500
Source data rate (evenMsgs/s) 10
Number of source nodes 100-500
Radio range (m) 20
Transmit energy (mWw) 14.88
Receive energy (mW) 10.25
Dissipation in idle (mW) 8.13

Dissipation in sleep (Mw) 0.012




We assume slot synchronization among sensors. Ve syaopsis diffusion
approach and DOI (Duplicate and Order Insensitida)a structure for duplicate
elimination [14] to guarantee multi-path routindheme in networks initially. In each
experiment we picked the average of ten runs ofatgorithms as the output results.

We used &, =0.85 and &, =0.08 in our experiments and the following metrics

to evaluate our mechanism:
B Average delay: average latency from the momentckegiais transmitted to
the moment it is received at the sink.
B Average packet loss ratio: number of total packettost at nodes to the
number of total packets sent at nodes ratio.
B Average effective packet delivery ratio: numbercofrect packets is received
at sink to the number of total packets is receiesink ratio.
Note that, we will also use term FTMAWSS/MAWSS tendte an algorithm for
adopting a FTMAWSS/MAWSS topology in the followiegperiment.

4.1. the effectiveness of FTMAWSS

Firstly, we consider distinction of networks abyjilin FTMAWSS comparing with
result in MAWSS [6]. Node failures are simulated ibjecting especial values to a
fixed fraction of the nodes simulated. These nadese randomly chosen from the
sensor field and inject fault values at a randanetduring the simulation.

Average delay is particularly important in WSNs kggtions, which demand a fast
and dependable response. Generally, when netwpekisiincreased, the delay gets
higher due to the greater number of hops a packetlt from source to sink. In
MAWSS, packets will backdate then cause higherydetaen meeting drawback
node, because MAWSS don’t consider isolating fawile in his construction. As
shown in the graph of Fig. 5, for a fixed netwoikes say 400 nodes, the delay of
MAWSS with 20% node failures is 90% higher than FAWMSS with 20% node
failures. We also see that the increasing proportibdelay time in FTMAWSS is
lower when the number of failed node is increased.
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Fig.5. average delay with node failures

Sensor network reliability can be measured byverage effective packet delivery
ratio, which reflects the correct rate of packeasms$missions to the sink. Fig. 6 shows
that FTMAWSS is able to maintain a reasonable padkkvery rate even at a high
percentage of node failures. This reason is thatfdéiilure nodes are detected and
isolated by the algorithm which constructed FTMAWS$owever, the effective
packet delivery ratio of MAWSS will get lower wharetwork size is increased.
Especially as network size is 500 nodes, the éffeqtacket delivery ratio is no more
than 0.82. Packet loss ratio is another parametersénsor networks to ensure
reliability and creditability. With the same reasas shown in the graph of Fig. 7, the
packet loss ratio of MAWSS is higher than that ®MAWSS at every network size.
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Fig.6. average effective packet delivery ratio with néaikires
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4.2 the effectiveness of different topologies

In our last set of experiments we add a new topofagpgraph building algorithm,
which include simply process: in connected or giroannnected graph, every node
choose two edges connected to its neighbors rangddiththe subgraph is connected
or strongly connected. If node has only one neigltben choose this edge. We call
this constructed subgraph topology is RANDOM, dalyawhich don’t be considered
with fault tolerant.

Afterward, we fixed the network size, say 500 nodasl change the fault node
percent. Fig.8 shows that FTMAWSS and MAWSS can giady average delay till
the node failure percent is bigger than 10%. Onother hand, as the node failure is
increased, the average delay of RANDOM is raisiagy\quickly. It is clear that the
subgraph randomly created can't achieve the wha twansmission capability;
despite might choose some edges are the best wdights. However, it is surprised
for us that the effective packet delivery ratio RANDOM is higher than that of
MAWSS when the failure node percent is bigger thafe. Fig.9 shows this thing
and express the other instance is natural. We thiik abnormality might be
explained that the probability of packet transmgtthrough fault nodes is decreasing
in RANDOM at high density networks.
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5. Conclusion

In this paper, we propose a self-adaptive fal#irant mechanism in the sensor
networks. In “in-network” computing, the sensor aedare busy with sensing,
computing, and transporting combined packets. We eanfidence rate, the sink
giving, to ascertain and adjust the node transptigmpt rate in order to achieve
holistic best network throughput. Simulation expernts confirm the validity of our
ways and ensure our algorithm is reliability andlability.
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