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ABSTRACT

The rapidly growing market for wireless technologies (BN,
cellular and Wireless LAN) in medical environments has lect
critical need for effective cable replacement solutiongisTwill
enable widespread use of wireless body sensors, utilizitig &n
effective transmission protocol as well as providing propé&as-
tructure support. One of the emerging solutions for the hoely
work is the ZigBee technology; primarily because it utiizemall
format, low-power, long battery life radios . It is geneyallsed
for applications that can tolerate a low transmission raig,de-
mand long battery life. An essential requirement of Body LsAN
for patient care is to guarantee reliable service. In thipeet,
ZigBee faces severe interference problems in the presénegio
ous 802.11 networks, and its viability in the medical ernimant
is greatly diminished. This interference is caused by tloe tfaat
ZigBee shares channel spectrum with the 802.11 protocolthis
paper, we first confirm the claims that ZigBee is vulnerablatr-
ference from 802.11. Then, we propose a solution for mirimgiz
interference from 802.11 in ZigBee medical sensors.
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1. INTRODUCTION

As the medical industry continues to develop new devicessto a
sist nurses and coaches to monitor the health of their gatiraw
technologies have become an essential stepping stonevidipmp
the next level of care. One key innovation is the use of wa®le
technologies. By using wireless technologies, medicahmimh-
tions might be able to leverage the use of additional senadrish
provide deeper insight into a patient’s conditions [6]. Aidehally,
wireless sensors may allow for placements that might haverot
wise been inconvenient, uncomfortable, or simply too cacaped.
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These benefits improve the level of care but also introdueepte
tential issues. The potential exists that these devicdsnidirfere
with one another and cause disruptions in service and iitjab
An "intelligent" method to deal with interference must bevele
oped. This is especially important in an area where mulppdto-
cols coexist.

In the realm of medical sensing, it is ideal to use a technolog
which can be battery powered, lightweight, and does notirequ
frequent charging. For example, the most obvious apptinabi
wireless technology in a medical situation might be a wesglECG
[4]. The LifeSync wireless ECG system uses several Blubtoot
sensors placed around the body. LifeSync argues that aesagrel
ECG would provide not only easier use of an ECG, but also would
avoid potential bacteria that reside on traditional ECGewiitin or-
der for a protocol to satisfy these medical applicationsist be
low power, highly portable, affordable, and reliable. The tmost
obvious choices for these technologies would be ZigBee dune-B
tooth. Bluetooth, however, is more expensive than ZigBegyires
more battery power, and is better suited to situations irckvbbn-
nections are persistent, rather than short quick burstgreasl out
time intervals [7]. Therefore, Bluetooth does not suit éhiggpes of
applications as well as the ZigBee protocol.

The ZigBee protocol shares radio spectrum with the 802.1&-wi
less networking protocol [5]. This means that in the presaf@n
802.11 transmission, a ZigBee transmission could potigniia in-
terfered with, or blocked altogether. In order for an issuartse, it
would be necessary for one of two conditions to happen. I§ziist
would be necessary for a high concentration of ZigBee and102
devices to be within close proximity of each other, sendiatadt
moderate rates. Another possibility would be a smaller remalf
devices, all transmitting at near-maximum rates of spedéar(y,

if a large number of devices were all transmitting at a hige of
speed, this could also cause a problem. This could be a signifi
problem in the medical setting, since there may be a large-num
ber of patients within close proximity of one another, esqlbc

if they are in transmission range of each other. The likelthof
this being a problem will be increased by the presence of1802.
routers, which may serve actual medical purposes, or sipnay
vide patients and visitors a connection to the internet. Xangle
of what such a layout might look like is shown in Figure 1. Over
time, the number of devices on these networks could risektyuic
While a hospital may start with the use of a wireless ECG agvic
they might later extend that to using sensors for situatianare-
ness, or even tracking the whereabouts of a patient. Themres
of 802.11 is particularly concerning, because it has a tmégson
power 30 times larger than ZigBee's, and an intensity 4 tilaegr



Figure 1: Sample layout of a hospital, showing sensors usedrfsituational awareness, 802.11 networks, and medical diees. The

number of potential participants is high.

[11].

In saying this, the potential for 802.11 to overpower a negghng
ZigBee transmission could be high. In addition, the CSMA/CA
schemes implemented by 802.11 do not recognize the trasiomis
efforts of ZigBee devices, meaning the ZigBee devices waeld
ignored if their transmission attempts were detected by8@#11
devices.

ZigBee is a specification for a wireless standard based olctEE
802.15.4 standard [2]. Since it is based on the 802.15.4latdn
ZigBee is susceptible to many of the same problems as th&éB@?2.
standard [12]. It has been claimed that ZigBee will face meie
terference issues in the presence of numerous 802.11 rkestveord
that its viability in such an environment will be greatly divished
[5]- Those who allege that ZigBee will face interferencelessstate
that ZigBee uses channels that overlap with 802.11, andfaaé
at least interference, if not 100% packet loss from compgetiet-
works. However, the ZigBee Alliance has published a whitgepa
refuting these claims and stating that while the channelevdao-
lap, the nature of ZigBee’'s transmission protocols pred@& 11
from interfering with ZigBee transmissions [3]. In theobgcause
ZigBee transmissions are short in nature, and infrequeBstpossi-
ble that 802.11 traffic may leave a large enough time intespah
in its transmissions to allow for successful ZigBee trarssioins.
This paper seeks to establish that the claims that ZigBeel ek
able to interference are accurate, and to propose sevdgaitizd
solutions to the interference problem ZigBee faces. Thetisols
presented will offer a few ways in which the interferencelem
can be dealt with, and show the results of the implementag sol
tions.

2. RELATED WORK

As stated, there has been previous work in trying to detegmin
whether or not there is a genuine interference problem hmiwe
ZigBee and 802.11. Figure 2 is a diagram showing where their
communication channels overlap [5].

In figure 2, ZigBee is the protocol on top, and 802.11 on bottdm
can be plainly seen that these protocols overlap each atheéthis
can most definitely lead to interference. The Crossbow gevap

tion called the Z-Wave Alliance has also done prior researth
this topic [3]. The summary of their findings was that in sfieci
scenarios, they were able to completely prevent ZigBee frans-
mitting any data at all. They also found that if a ZigBee devi@as
physically located on the same piece of hardware as an 802-11
vice, the ZigBee device would never be able to transmit itssage

if the 802.11 device was transmitting. We were able to gatraao
this by staggering the transmission times of both protosolthat
they would not transmit simultaneously; this is explainedieater
detail later on. Thirdly, Musaloui-E et al found that ZigBaed
802.11 experienced interference rates of up to 58% wheribase
ing the potential interference faced by ZigBee in their wdrkere
has been some controversy regarding whether or not inéexéer
is a legitimate interference problem between 802.11 and@&gg
[9]. The majority of papers which have documented the séenar
have suggested that an interference problem exists, arfithdinmgs
agree.

Additionally, Musaloui-E et al performed work in experintemy
with the use of channel hopping to avoid interference. Tiveirk
was able to successfully reduce interference from 802.fianks
from as great as 58% to less than 1%. However, their approach
requires that there are unoccupied wireless channels vaictbe
utilized. For our work, in a hospital setting, it is quite piide
that there may be a large number of networks and that allablail
channels could currently be occupied. As stated by Musdtoeii
al, there exist two channels which can be utilized by ZigBm«,
not by 802.11. However, they also stated that these chaareefm-
tentially occupied by 802.11 in Asia, and therefore caneatdhied
upon. Our method of resolving the interference issue isrectly
reduce the traffic generated by the 802.11 devices. Thisappr
makes more sense for a medical network setting; howevesat a
requires a more complicated hardware solution, and théadititly

of an intermediate hybrid device.

In Omaha, Midwest Surgical Hospital recently incorporaiad@02.11
network into their infrastructure. They found that evemgs802.11
devices with standard medical equipment was a difficult.tdak
some cases, very slight timing issues can cause significabt p
lems. Incorporating a ZigBee network will add an additiolagker

of complexity, and interference between the different sypenet-

uated ZigBee performance in an environment where the ZigBee Work will need to be resolved [10].

and 802.11 channels overlapped. They were able to demtmstra
that in this scenario, a detectable amount of packet los$auasl.
Their work showed that ZigBee might experience packet Igss u
to 5%. We would like to see if something more significant can be
shown. In addition to the work done by Crossbow, an organiza-

Finally, a technology called Wibree is currently being deped
by Nokia [8]. This technology is a low power version of Bluetio,
which does not face the significant interference issueszigiiee
does. By adapting the Bluetooth standard to a lower poweceev
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designed to transmit small amount of data infrequently, viiag

ZigBee does, allows for Bluetooth to largely replace thedrfee a

protocol like ZigBee. Another benefit to Wibree would be tldtb
in frequency hopping methodology used by Bluetooth. Thighti
be an excellent solution when it arrives, but is currently neady

for the market.

3. WIRELESS PROTOCOLS

ZigBee was developed and is supported by a group called the Zi
bee Alliance [2]. This group is composed of notable members i
industry, including Honeywell, Motorola, Philips, SiensgrSam-
sung, Mitsubishi, and Texas Instruments. The ZigBee stanida
currently considered complete, and the last revision wesased

in 2006. Current applications for ZigBee include: heatimg-c
trols, HVAC control, lighting control, automatic meter diag, de-
mand response, environmental controls, home securitypaeti-
cal sensing/monitoring. ZigBee features throughput otk at
2.4GHz, with 16 channels available to it, and 40Kbps at 91&MH
with 10 channels available at that frequency. ZigBee is oigpa
of transmitting data over distances of up to 100 meters. @B
sports a small footprint, requiring as little as 4 kilobytdsystem
resources, and up to 32 kilobytes. This compares to the 802.1
standard which requires over 1 megabyte. ZigBee is alsguaedi
to support a battery life of up to 1000 days based on its lowegso
design. ZigBee is also very scalable, supporting up to ®fe@les
under a single coordinator. These coordinators may bedinée
gether to create even larger networks. These factors majfegi
an extremely attractive option for users who wish to creatpke
devices to sense or monitor conditions wirelessly.

The 802.11 standard was developed by the IEEE LAN/MAN stan-
dards committee to support wireless networks [1]. It is aiffaof
sub-standards that is composed of several modulation itpeim
which use the same basic protocols. The primary sub-stdsdar
include a, b, g, and n. In fact, there are sub-standards that u

lize every letter from a-z (excepting x), but these 4 are thstm
widely used. The intervening standards in between wera ofed

to modify security protocol, international differences, specific
applications. For example, 802.11p was designated for éBN
standard, which stands for Wireless Access for the Vehidtifa
vironment. The a, b, g, and n revisions represented signtfica
changes in technology and user functionality. 802.11a elesased

in October of 1999, operated at the 5GHz frequency rangesand
ported a data rate of 54 Mbps. It had a range of 35m, which was
effectively shorter than other protocols using the 2.4GHiage.
802.11a utilized OFDM to obtain a higher overall throughwbhen
compared to other standards of its time. 802.11b was relesse
the same time as 802.11a, and carried a maximum throughput of
11Mbps, with a range of 38m in the 2.4GHz spectrum. This stan-
dard was offered at a lower price than 802.11a, and became the
defacto wireless standard of its time. Operating in the BIAG
range came with its own issues, since the protocol frequent
perienced interference from objects which included Bla#tale-
vices, microwaves, and cordless telephones. It was |a@@003,
when 802.11g was released. 802.11g was backwards congpatibl
with 802.11b. It operated in the same 2.4GHz spectrum, ted us
OFDM (like 802.11a) to increase its theoretical bandwidtalpto
54Mbps. Due to 802.11g being backwards compatible to 862.11
an 802.11g network was susceptible to poor performance when
ever an 802.11b device signed onto the network. It has been es
mated that 802.11g networks encountered a performancetiealu

of 21% whenever an 802.11b device was a member of the network.
Lastly, the 802.11n standard was developed, but not firthlizhe
802.11n standard utilized MIMO (multiple in, multiple owtlong

with a slew of new features. 802.11n networks are capablg@-of o
erating at both 5GHz and 2.4GHz ranges, and can reach speeds o
up to 108Mbps. Range supported by this draft specificatiar do
bles that of previous wireless standards, at 70m. Each skthe
protocols uses the 2.4GHz ISM band. Since ZigBee operates in
this band, we will only discuss the 2.4GHz band, and not thd5G



band. Each band is divided into channels, 13 in most cowtrie

The first scenario that was tested was with two ZigBee devices

or 14 in Japan. Each channel is spaced 5SMHz apart, and each hasransmitting at 500Bps with no 802.11 interference. In gts-

a width of 22MHz. The channels which may be used once var-
ied from country to country, however, all channels can ballse
the vast majority of countries now. Due to signal attenugtanly
every 4" or 5" channel may be used simultaneously. This may sig-

nario, no detectable interference or packet loss was ete@th

The next scenario would be to repeat the previous scenauio, b
with two 802.11 devices transmitting at the same time. Traated

nificantly reduce the number of channels which may be used in a the scenario in which 802.11 devices would theoreticallgriere

network without experiencing interference.

In general, interference in wireless networks occurs whreola
ject exists in the environment that is physically intenfigrivith the
signal, or when there is a device transmitting its own daté&ckwh
interferes with the signal. Environmental interference ha dif-
ferent effect upon ZigBee in the presence of an 802.11 né&twor

with ZigBee transmissions. When the 802.11 devices trateshi

at 1MBps, the ZigBee devices experienced an 80% packet loss.
However, when the transmission rate was reduced to 300KBes,
ZigBee devices experienced a 20% packet loss. This expetrime
showed that without a doubt, ZigBee was vulnerable to ieterf
ence from 802.11, and that its collision avoidance schemeenat
advanced enough to avoid packet loss in a highly congestad en

though another device might. There have been many schemes deronment.

vised to reduce the chance of device interference happerang-
ing from direct-sequence spread spectrum (DSSS), timenshar
CSMA, and utilizing different channels. Despite these ades,
interference is still an issue when two devices attemptaosmit
data at the same time. This is especially true when theseatevi
use different protocols. This happens because many destcas
similar frequencies, such as the 2.4 GHz ISM band, and each st
dard proposes a different way to mitigate interference aoiti- c
sions. ZigBee supports 16 channels; however, 15 of thesmelsa
overlap with channels used by 802.11. As stated above, 802
networks, 802.11 devices may experience interference from
another if they operate within 4 channels of one another asecl
proximity. With ZigBee utilizing these same channels, ihighly
likely that ZigBee devices will face interference from 8DR.de-
vices. In theory, since ZigBee transmits data in short burit
could be possible for a small ZigBee network to subsist oa thi
sole channel which is not used by 802.11 [12]. However, it

to say that other types of networks might not also use thischa
nel, such as Bluetooth. In addition, when a large ZigBee agtw
is present, it may become necessary for ZigBee devices tdifise
ferent channels. There also exists the possibility of aelamgmber
of small ZigBee networks tied together through their cooatibrs.
Essentially, it is still important to determine whether at Zig-
Bee’s interference model is strong enough to deal with apg tf
interference that may exist in its environment. Howeveraose
ZigBee uses such small time frames to transmit data, andes do
not require a large window of time frequently, it can be reesb
that ZigBee will only have trouble when there is a heavy amioun
of traffic on a channel. As it currently stands, only 802.1¢icks
would sustain a data transmission with both the power and-dur
tion to realistically interfere with a ZigBee device for aofonged
period of time.

In order to determine the effect of an 802.11 network on a Zig-
Bee network, it was necessary to setup an experiment whicldwo
test ZigBee's viability in the face of interference. Forsthex-
periment, an 802.11 ad-hoc network was setup between two lap
tops. These laptops transmitted data at rates between 3B0KB
1MBps, which represent light congestion to heavy congest®c-
ondly, two ZigBee devices were setup and programmed to-trans
mit at a rate of 500 Bps (a realistic real-world transmisgiate).
Both protocols were set to use the same channel so thaticodlis
would be caused by simultaneous transmissions. Howevénein
real world, since 802.11 channels share some overlappgigns

it would be possible that even adjacent channels would gémer
some interference. However, regardless of whether thefénéace

is caused by an adjacent channel or the current channemtbaa-

tant factor is that interference is caused.

4. PROPOSED SOLUTION

First, our work will show that the interference problem éxibe-
tween 802.11 and ZigBee. We propose to do this by setting up
an 802.11 network that will be transmitting data at a higle it
speed, so that it fully occupies the channel. Next, we willige

a pair of ZigBee transmitters to show that the ZigBee devares
interfered with indefinitely. Finally, we will attempt to selve the
interference problem.

The most difficult issue when trying to remedy the interfeen
problem between ZigBee and 802.11 is due to the differentes i
their physical layers. ZigBee devices and 802.11 devicemua-
nicate with different modulation, slightly different fregncies, and
different types of packets, with different headers and paskapes.
One standard cannot communicate with the other withoutfsign
cant modification to the underlying hardware. It is for tréason
that ZigBee cannot issue a packet to the 802.11 devicesaitiic
that it wishes to transmit data. We propose a solution whiitizes

a hardware setup that includes both ZigBee and 802.11 titnsm
ters. This will allow us to transmit both 802.11 and ZigBeesme
sages. This hybrid device would be able to coordinate messag
between 802.11 and ZigBee and act as a mediator betweerothe pr
tocols, thereby solving the more difficult aspect of the fob

There are two primary ways for this hybrid device to intervée-
tween 802.11 and ZigBee. The first method would be to traresmit
802.11 packet indicating that this packet would have an weillys
long duration (perhaps 64ms or so), permitting ZigBee tosmait
during this period in which other 802.11 devices will "slé€phe
second method would be the use of RTS (Request to Send)/CTS
(Clear to Send) messages to clear 802.11 traffic. This idekswo
on the theory that sending out a CTS message will block alli802
devices from transmitting for a specified period of time. Toal

of both of these solutions is to temporarily block out 802mids-
sages for a window of time large enough that ZigBee devicas ca
successfully transmit their messages, thereby resolViagrtter-
ference issue. If 802.11 traffic can be blocked for shortqusriof
time which are long enough for ZigBee devices to transménti

will be possible to develop a market solution that will alkge the
contention issues between ZigBee and 802.11.

Our experiment will focus primarily around the second dolut
The first solution mentioned would not be viable on most neitao
requires an abuse of the 802.11 protocol, and is not guaete
work. In our work, we found the 802.11 devices completely ig-
nored the rogue packets. The second solution will be ablego p
vent 802.11 devices from sending messages. It is important t



note that typically, Windows devices themselves do not tige t Wifis'"t:'f‘;’e'
ender,

RTS/CTS scheme, but that they will still respect the ruldsbge —
this scheme. By developing a solution which will directlyerfere
with the 802.11 protocol’s ability to transmit messagess, stheme
is inherently unfair to 802.11. However, this unfairnessutl not
be a significant issue, as ZigBee transmissions are typivaty
small, very short, and need only a small window of time to qerf
its task. It is also assumed that the nature of ZigBee devicts
transmit small amounts of data infrequently, rather thamaiosmit ZigBee Transmitter
a large quantity of data over a short period of time. Lastlysi

assumed that ZigBee device messages may be life threatamitg

that 802.11 traffic will not be. This means that this solutieif

most likely not be a significant detriment to the performante

802.11. However, in order to guarantee that 802.11 is never c

pletely shut down, it is possible to devise a solution whichits

ZigBee's channel occupancy rate. This way, if the channelioc

pancy is ever too high, ZigBee can back off and allow 802.11 to

transmit, so that the channel can be fairly shared betwezmth

protocols.

WiFi Interferer CTS Jammer
(Receiver)

5. IMPLEMENTATION Figure 3: Experiment Setup

In order to implement our first proposed solution as desdrilite

is necessary to be able to craft our own 802.11 frames and-tran ally high delay values (i.e. 65536 ms) would simply be igubre
mit these packets in a way that is ordinarily not allowed by th ~ or dropped by the target recipients. In addition, we sensehe
network stgck. Most modern 802.11 network c_ards do not germi messages sporadically in the hopes of ZigBee devices béieg a
such promiscuous actions and only allow certain type of &suo to latch onto small periods of open windows during which they
be transmitted due to security issues. Crafting packetsnisid- would be able to transmit packets interference free. Thes ifin-
ered a security threat and as such is not supported by mosirmod  plementation was created to ensure that blocking 802.1kepgc
802.11 network cards. As such, we had to use an older network coyld present some reasonable improvements to the trasismis
card based on the Atheros chip which allowed such activitytt@ of ZigBee data. Our second solution was more controlled sl
software side, in order to support packet injection, we used.or- 3 much more in-depth solution had to be developed. We first cre
con framework to be able to craft our own packets and themtinje ied g ZigBee application that would transmit packets, whias
these custom packets to the 802.11 network card to be tr&nsmi then coupled with the 802.11 interference tool so that tigBZe
ted. The second proposed solution would use the same b&si; se  transmitter would then issue a CTS message followed by agkgB

only it would not be necessary to craft invalid packets. ¥ar, transmission. The CTS message would request a delay of 32sms,
we discovered that falsely declaring the size of a packethapd before, with the obvious advantage this time that the ZigBes-
ing that 802.11 devices would remain silent for the duratibthe sage would be coordinated with its CTS interference mes&age

supposed packet's length was an unviable solution. Thisbeas  should guarantee a highly accurate packet delivery ratio.
cause the other 802.11 devices would simply detect thaththe-c

nel was not in use, and these devices in turn would simplyicoat

with their transmissions without interference. Upon eipenting 6. EXPERIMENTS

with the CTS packets, we discovered that the behavior ofil802. We conducted our experiments in a real world environmenis It
traffic with respect to CTS messages was exactly as was desire more practical to observe real world behavior of wirelesstgr

It was originally thought that Windows devices might ignahe cols rather than observing results obtained from simutatfatual
CTS messages; being able to effectively jam them makesdhis s simulation also allowed us to observe behavior caused bgritie
tion viable. However, one key limitation is that transmmigfiCTS ronment. We used a setup where the ZigBee devices were spaced
packets is possible in Linux, but not in Windows, despite tfdins 5 meters apart and the WiFi interferers were placed in betree

devices respecting the rights of the CTS packets. In a hydwid ZigBee devices as shown in Figure 3. This experiment setopldh
lution, this should be a non-issue. Knowing that 802.11 alevi create a situation in which the maximum amount of interfeeen
would indeed back off after receiving these CTS packets,hea t should occur between the ZigBee and 802.11 devices. This was
moved onto developing our proposed solutions. We then ddcid done to demonstrate the maximum possible 802.11 inteideren
to develop two types of solutions, one of these would pecalth
jam 802.11, and see if ZigBee would be able to fitits messagesi  Next, we measured the interference between the ZigBeeateiric
the empty time frames. The second solution would be to trarsm  the presence of minimal to no 802.11 traffic. The barometém-of
CTS message directly before a ZigBee message, and vertfihnha  terference that we used was the percentage of packets tostdre
ZigBee message has a high delivery rate. the ZigBee devices. In the presence of minimal to no WiFfigaf
we observed 0% packet loss.
For the first proposed solution involving the periodic bleckhe
periodic blocker would simply transmit these CTS packetsoge We then observed the interference between the ZigBee delrice
ically with a lockout of 32 ms. We decided to use 32 ms because the presence of heavy 802.11 traffic. To produce the 802t&t-in
it provides a window of time which is large enough for a ZigBee ference, we used two laptops with 802.11 network cards aciade
transmission to be sent, while minimizing the impact on 802. via an access point in an infrastructure-based WLAN. Ourc®u
In addition, it was observed that CTS messages with exaeptio 802.11 interferer would send 802.11 data packets to an8@#i1



device via a UDP connection. The source interferer wouldlsen
500 Byte data packets every 6@8 for a total of around 750000
Bytes/second, equal to 6 Mbps. With this setup, we observed a
56% packet loss. Furthermore, we repeated the same experime
but in the presence of an ad-hoc network where the 802.16- inte
ferers were connected to each other directly, without tleaisa
router. In this setup, we observed a 33% packet loss. Figure 4
shows a sample timeline of the difficulty that might be facgdb
ZigBee device. Though experiment results were not as clear-
the point is illustrated accurately.

ZigBee Packet
802.11 Packet

.

Figure 4: Timeline showing ZigBee devices unable to find an
open time slot to utilize.

Experiment —ZigBee Completely Locked Out

In theory, if an 802.11 device issued a nonstop stream of C&S m
sages, no other 802.11 device on that network would attempt t
send any messages. This is shown in figure 5. By proving that
802.11 could be locked out with CTS messages, we found that we
had the framework for building a practical interferenceicev

CTS-Interference Packet
802.11 Packet

Figure 5: CTS interferer locking out 802.11 transmissions

Experiment 1—802.11 Completely Locked Out

Next, we needed to test our periodic blocking solution, Whians-
mits a CTS packet randomly in a set time interval. To test our
periodic blocking solution, we repeated the experimenhéyres-
ence of heavy 802.11 traffic, but with our periodic blockgedting
CTS packets at a set interval. With the periodic blockingisoh,
we observed only a 2.5% packet loss when the 802.11 intesfere

were connected via an access point and only an 18% packet loss

when the 802.11 interferers were directly connected viadahat
network.

802.11 Packet
CTS Interference Packet
ZigBee Packet

Figure 6: Periodic CTS messages can help or hurt the odds of
a packet being transmitted successfully.

Experiment 2— Random Interference

Unfortunately when we conducted additional experimentk wir
periodic blocking solution, we noticed that in the presesfaaedium
802.11 interference, the periodic blocking solution woaddually
increase the packet loss rate between the ZigBee deviceshohs

in Figure 6, the randomly timed packets would collide witltlea
other. Sometimes, the result was desirable. Other timesigit
increase the interference faced. When the source 802.litedev

Table 1: Interference caused by Periodic Blocking

WIFI | WIFI+ | WIFI | WIFI +
Jammer Jammer
Send Rate (packets/sef)2000 | 2000 600 | 600
% of packets lost 87% | 40% 17% | 35%

sends around 2.56 Mbps of data to the destination device,owne n
ticed only a 17% packet loss. However, when we activate our pe
riodic blocking solution, we noticed the ZigBee packet loate
increases from 17% to 35%. The results from this experimant c
be seen in Table 1.

Based upon these results, it became clear that a more refined s
lution would be necessary. We then devised a controlledkbigc
mechanism that would only send a CTS message just before the
ZigBee devices sent out a transmission. This required tdinec-
ification of the ZigBee protocol instructing it to transmitGI'S
packet prior to its own transmission. This change could ligibto
ZigBee driver software, running on the assumption that tig8&e
device in question will also have access to an 802.11 deoe.
actual implementation purposes, it would be possible tealahe
presence of an 802.11 device prior to deciding whether otonati-

lize the CTS blocking code. By submitting the CTS packety onl
before a ZigBee device was about to communicate, the cdedrol
blocker would never accidentally interfere with outgoinmBZee
transmissions. With the controlled blocking solution, wergvable

to receive the overwhelming majority of these packets uhdeaxy
802.11 interference from a infrastructure-based WLAN wghg
less than 3% packet loss. In the presence of heavy traffic élom
ad-hoc WLAN, we observed only a 14% packet loss. However,
more importantly, with the controlled blocking solution gl not
observe the same increase in packet loss in the presencelnfme
802.11 traffic. Figure 8 displays the results from the fingdezk
ment using the controlled CTS blocking mechanism. The expec
ordering of packet transmissions is shown in figure 7. Thisrég
shows that we obtain the result we desire.

802.11 Packet
CTS Interference Packet
ZigBee Packet

Experiment 3— Timed Interference

Figure 7: Intelligently timed CTS packets reduce the error rate
significantly.

7. ANALYSIS

The first experiment was conducted to determine whether br no
802.11 traffic presented a genuine interference problerdifiBee
devices. The results obtained from that experiment shotesdtie-
pending upon the network setup, ZigBee devices would piaignt
see between 33%-56% packet loss. This experiment showed tha
in the presence of two 802.11 devices, loss rates couldyeasith
50%. In our experiments, due to some implementation issues,
were only able to achieve 6Mbps with our 802.11 devices.rkds
sonable to conclude that 802.11 traffic can adversely atfecper-
formance of ZigBee devices. We observed that with more 802.1
traffic, it became more and more difficult for ZigBee deviaesdr-
rectly send a message across the network. With the assumtipéib
our 802.11 devices might eventually be able to speed up tdp&M
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Figure 8: Experiment Results with Proposed Solutions

or higher, without a doubt ZigBee devices could be signifigan
hampered. Itis currently assumed that in the presence dfpteul
networks and a larger number of devices, the interferenaielgm

might completely prevent ZigBee devices from sending arg.da

The next experiment sought to show that it might be possiile f
a CTS inducing device to temporarily lock out 802.11 deviaed
allow ZigBee devices to transmit. What happened was thaten t
presence of heavy 802.11 traffic, the CTS interferer was &ble
temporarily lock out 802.11 transmissions for a short perd
time. In doing so, by chance, some of the ZigBee transmission
were able to arrive at their destinations as intended. Tisuarse,
relied on the hope that the CTS interferer would block traesm
sions at precisely the right moments before a ZigBee devaddv
attempt a transmission. The end result was that overalhuhger
of packets that were lost were reduced significantly. Expenital
results showed that the percentage of packets lost wheratiotj
the CTS interferer at a high data rate went from 84% loss tava co
paratively low 40%. While the interference rate was sudodygs
halved, it is still questionable whether or not a succedsuismis-
sion rate of 60% is acceptable. Additionally, it was alsovamin
the second experiment setup that lower levels of 802.1ficrafy
cause the interferer to cause my interference than the 8@t
fic itself. The reason for this is clear, the CTS interferselit is
sending an 802.11 packet, which might themselves interféite
ZigBee devices. If the 802.11 traffic is already sparselfrithisted,
and further transmissions by the CTS interferer are alsolgws-
tributed, the overall result is higher channel use by 802rEk-
sages. This means that overall, more time slots are allddate
802.11 transmissions, when they could've been allocatedzig-
Bee transmission. What may likely be happening is that tf2e180
devices are not transmitting often enough to be interruptethe
CTS interferer, thus making the interferer not only inefffies;, but a
hinderance to ZigBee devices. Acknowledging this problaows
that solving the ZigBee interference problem cannot be cime
ply, or by brute force, and that the solution implementeddor
third experiment was necessary.

Our third and final experiment was the implementation of a Zig

Bee device with an integrated CTS blocker. This implemémmat
included a short CTS message just before every ZigBee tiansm
sion. In this case, regardless of the level of 802.11 traffterfer-
ence was seen to drop significantly, as low as 3%. (in an infras
ture based 802.11 setup) With an ad-hoc network, interéereates
were as low as 14%, in comparison to the baseline of 33%. &kist
case showed significant improvement, and would likely warlaa
viable solution to the interference problem encounteredigee.
This solution worked well because it induced 802.11 delayyg o
when absolutely necessary, and timed each delay so thataney
only before a ZigBee transmission. The result is that a Ewiutb
the problem encountered in the second experiment: regardfe
the level of 802.11 interference, this ZigBee interferetood never
increases the rate of packet loss experienced by ZigBeeafevi
However, this approach has a disadvantage, being thatutresq
an 802.11 transmitter on-board the ZigBee device. In masgsa
for medical applications, this can be prohibitively expgeasand
negate many of the benefits of using ZigBee.

Thus, while both solutions reliably reduce the amount odrifetr-
ence caused by 802.11 devices, there are major complisaition
the applications of these two implementations. The adgentd
using the periodic blocker is that it can be used in an extehival
party device. In theory, a third party device might be abldetect
intervals which ZigBee devices might be using to transmitoii-
der to reduce the randomness of the intervals in which itidiges
CTS messages. Additionally, a third party device could laedost,
effective, and may be able to support several ZigBee devidas
fortunately, in some cases, the periodic blocker will catieadd
to the interference in ZigBee networks and inadvertentigriiere
with ZigBee transmissions causing additional packet |Bssther-
more, the periodic blocker is not friendly to the 802.11 poat
and will indiscriminately interfere with 802.11 transmi@ss. The
controlled blocking solution however resolves the probiehin-
terfering randomly with 802.11, as well as the issue withdosd
transmission rates when 802.11 is not transmitting at hégést
Assuming that ZigBee devices will need to transmit infretlye
and in short bursts, the 802.11 devices will not experiensga
nificant amount of interference. ZigBee devices, howevétex-
perience a significant increase in the reliability of theessages.
Unfortunately, since this requires a hybrid ZigBee/802&tice,
the negation of ZigBee benefits might make this solution anp
cal.

8. FUTURE WORK

The experiments performed show that it is possible to sstakds
block 802.11 devices from interfering with ZigBee devickew-
ever, placing an 802.11 transmission chip could signiflgaaif-
fect the size, performance, and cost of any ZigBee devicd, an
would in fact negate the benefits which ZigBee provides. A pos
sible workaround would be to implement a third party gateway
which itself will contain an 802.11 chip and ZigBee trandenmit
but could serve multiple ZigBee devices. For example, thiga
might take registrations from ZigBee devices, and form adeh
uled time interval for device transmissions, much like iselavith
Bluetooth. Another method might be to passively determihenv

a ZigBee device is attempting to send data, and determitrits-
mission intervals based on that passive data. The formanideld
provide for a more precise device, which would in theoryyvide
802.11 interference exactly when it is needed. Howeverpitld/
also require additional overhead, since this device woldd ee-
quire tight coordination between the gateway and the Zigiee
vice. The latter idea is ad-hoc in nature, but depends upen th



gateway’s ability to detect the attempted ZigBee transionissev-
erytime they are desired. Further work is necessary to sieésif
possible to create such a device that can support the tigipliog

necessary to transmit ZigBee messages in the presence .4f1802

interference.

9. CONCLUSION

In conclusion, we were able to definitively show that it is gibke
for traffic from an 802.11 protocol to effectively preventgBiee
from transmitting data. In a medical device, this can be @safig

important, since many medical applications can mean tterdif
ence between life and death. For example, if ZigBee was used o
a remote ECG, to remove the necessity of wires hanging frem th [12]

patient’s body, this information would need to be transaditto a

receiver in real time. It would not be acceptable to wait for a

802.11 transmitter to finish its transmissions, so therenisea for
immediate transmission. In addition to being able to confinat
802.11 can interfere with ZigBee, we were able to demorestheit

the RTS/CTS scheme we devised was sufficient to block 802.11

traffic.

Finally, we combined the RTS/CTS jammer with an actual ZigBe

transmitter, and showed that it was possible to couple theing

tightly enough so that 802.11 could be blocked in the exaatsp
of time needed to send out a ZigBee transmission. The ZigBee
device modification we made allowed our ZigBee device to suc-

cessfully transmit data in the presence of significant 8Dthier-
ference. In addition to being able to transmit our ZigBeeadate
also preserved some sense of fairness, by not significdfeltiag

the throughput of the 802.11 devices. This method is onlsigdbr
fair, since in this scheme, ZigBee devices are given trassion
priority every time. The reason 802.11 traffic is not beirgng

icantly affected is because the size of ZigBee’s transissare
small, and the interruptions in 802.11 traffic are small vjaing

just as much time as ZigBee needs.
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