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Abstract—Unknown viruses are dangerous for networks, but
traditional approaches for recognizing the features of viruses
are not good at detecting the unknown viruses. To overcome the
bottleneck, a normal model and an immune computation model
were proposed with self/non-self representation to detect
recognize and eliminate worms in a heterogeneous e-learning
network. Inspired from the natural immune system, the
immune computation included the steps of detecting
self/non-self, recognizing known non-self, learning unknown
non-self and eliminating non-self. The self/non-self detection
was based on querying in the self database and the self database
was built on the normal model of the static network system.
After the detection, the recognition of known non-self was based
on querying in the non-self database and the recognition of
unknown non-self was based on learning unknown non-self. The
learning algorithm was designed on the neural network or the
learning mechanism from examples. The last step was
elimination of all the non-self and failover of the damaged Web
system. The immunization of the static network system was
programmed with Java to test effectiveness of the approach,
after the static network system was infected by some worms.
The results of the immunization simulations show that, the
immune program can detect all the worms, recognize all known
worms and most unknown worms, and eliminate the worms.
Moreover, the damaged files of the static network system can all
be repaired through the normal model and immunization.
Therefore, the normal model and the immune computation
model of the static network system are effective in some
anti-virus applications.
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1. INTRODUCTION

THE artificial immune system is a tri-tier adaptive system,
inspired from biological immune system, and the

adaptive immune tier is the most important tier for
keeping the system adaptive, intelligent and robust [1]. The
adaptive immunity of the immune system can transform the
primary immune respond for unknown viruses into the
secondary immune response by adjusting the knowledge
information about the known viruses in some immune cells
[2]. The antibodies can learn unknown viruses and some
immune cells can memorize the results of learning [3-5]. The
adaptive immunity of the system is useful for recognizing and
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eliminating unknown viruses so that the normal state of the
system can be repaired in time to keep robust [6].

The adaptive immunity of the immune system may be
understood by some scientists and immunologists with some
famous immunological theories and models, such as immune
learning [7], immune tolerance [8], immune memory [9],
theory of clonal selection [10], immune network model [11]
and so on. Among the theories and models of adaptive
immunity, evolution is a basic mechanism for the immune
system and its immune cells to process the immune response
against some viruses [12]. Inspired from the adaptive
immunity of the biological immune system, some similar
models are built in the artificial immune to simulate the
immune system, and the models are designed and tested with
immune evolutionary algorithms and neural networks
[13-18].

On the modern network like the Internet, many viruses
such as worms often do great harm to the information society.
Since 1988, the worms of Morris have made surprising loss
on the Internet servers, and Orman summarized the history of
the worms of Morris [19]. Staniford Paxson and Weaver
analyzed the anti-worm problem on the Internet, and for
example some uncontrolled worms could infect the whole
Internet in about 30 second [20]. The whole network would
be terminated or destroyed by the worms, and Balthrop
Forrest and Newman analyzed how harmful spread of the
worms was to the technological networks [21].

To detect and stop the worms, some network techniques
were used. Levy analyzed the types of propagation and attack
for some worms [22]. Gray and Berk designed a rapid
approach for detecting Worms using ICMP-T3 Analysis [23].
Dasgupta and Gonzalez presented a technique inspired by the
negative selection mechanism of the immune system that can
detect foreign patterns in the non-self space [24]. Zou Gong
and Towsley built and analyzed a propagation model of the
Code Red worm [25]. Madhusudan and Lockwood presented
the design and implementation of a system that automatically
detected new worms in real time by monitoring all traffic on a
network [26]. But the traditional detection techniques could
not detect all worms especially such as unknown worms
because traditional approaches depend on matching the
features of non-selfs. To overcome the bottleneck of the
incomplete detection, a normal model was proposed on
space- time properties and a new immune algorithm for
detecting all selfs and all non-selfs was proposed on the
normal model. The new detection approach was on matching
the space-time properties, so unknown non-selfs were
detected by detecting the known selfs.
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II. IMMUNE COMPUTING MODEL OF ANTI-WORM NETWORK

A. Tri-tier Immune Model of Artificial Immune System

The adaptive immune tier is the second tier of the tri-tier
immune model for the artificial immune system, and the first
tier is the innate immune tier and the third tier is the parallel
immune tier [27-30], shown in Fig. 1.

Innate immune tier

Module for detecting selfs and non-selfs

Module for recognizing known non-selfs

Adaptive immune tier

Module for learning unknown non-selfs

Module for eliminating non-selfs

Parallel immune computing tier

Fig. 1. Tri-tier immune model of artificial immune system.

The innate immune tier is comprised of two modules. The
first module is used to detect the selfs and the non-selfs in the
system that the artificial immune system protects. The second
module is used to recognize the features of known non-selfs
and classify the types of the known worms. The approach for
detecting the non-selfs is based on the approach for detecting
the selfs, and the approach for detecting the selfs is based on
the normal model of the selfs.

The adaptive immune tier is comprised of two modules.
The first module is used to learn features and types of the
unknown worms with the knowledge about all the known
worms. The second module is used to eliminate the non-selfs
that have been detected.

The parallel immune computing tier is a parallel computer,
which is used to increase efficiency and load balance in the
artificial immune system.

Definition 1 The self/non-self detection of the artificial
immune system S is represented with the random event D ,
and the probability that the random event D occurs is called

as the probability of self/non-self detection, denoted as P(D).

Suppose the sum of the detected selfs is represented with p,,
the sum of the detected non-selfs is represented with p,, , the
sum of the selfs is represented with s, , and the sum of
current non-selfs is represented with g, , then the probability
of self detection is represented as such.
P(Dy) =", (1)
Ss

And the probability of non-self detection is represented as
such.

P(D,)="". b)
Sn

Theorem 1 On the condition that the time property is
correct, based on the normal model and the tri-tier immune
computing model of the static Web system, the probability of
detecting selfs is 100% and the probability of detecting
non-selfs is also 100%.

Proof The normal state of all the files in the static Web
system is represented with their space-time properties
according to the normal model of the system. Thus, when the
normal model of the system is used to detect the normal files
of the system, the normal files will be all matched in the self
database so that all the normal files can be detected. The other
files of the system are all regarded as the non-self. Therefore,
no one normal file is detected as a non-self, and no one
abnormal file is detected as a normal file. All in all, 100% self
of the system is detected and 100% non-self is also detected.
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Here, ¢; represents a component of the system; N(x)

represents the normal function of the variant x and its value is
1 when the variant x is normal; s(o) represents the state

function of the object o; k represents the sum of files in the
current system; / represents the sum of the directories in the
current system.

Hence, the probability of detecting the selfs and the
probability of detecting the non-selfs are 100%.

After the antigen was determined as a non-self, pattern
recognition of the non-self was started in two ways. One was
matching the features of the non-self, and the other was
learning the non-self. The former was useful at recognizing
known worms through querying in the non-self database,
where the features of all known worms were stored. The latter
was useful at learning unknown worms with neural networks
such as the BP neural network. If the worm was known for
the artificial immune system and its features matched a record
in the non-self database, the destroyer was called to eliminate
the worm. For example, the deletion command of operating
systems was a kind of destroyer. Otherwise, for the unknown
worm, neural network or learning mechanism from examples
was used to learn the worm.

B. Model for Learning Unknown Worms

The model for learning unknown worms is comprised of
the feature space of known worms, the algorithm for reading
the features of non-selfs, the algorithm for searching the most
similar non-self, the unknown worm that is being recognized,
and the result set of learning. Let C be a set of ¢ -dimensional

vector features vectors ¢; , which represents a type of worms.
Define ¢; = (ui,u,2,""*>u,,) » where y ; is the ith feature of

worm ¢; . Assuming that there are M known words, we have



C={c;},j=12,..,M . For example, o-dimension features
of the unknown worm ., are measured, and the known
features are represented with (y Jip Uiy U ) , but the other

features (y Gl Wilys U] ) are unknown. Suppose the most
o

similar known worm to the unknown worm ¢, is ¢ , the

algorithm for searching the most similar worm is denoted
with 4,, then the process for learning the unknown worm
can be represented as such.
Ck:AS((ujl'lsujl‘zs""ujl'{))) ’ 5)
ujlh:uklh,hzl,z,‘“,q—oo (6)
During the process for learning the unknown worm, the
non-self is classified into the type of the most similar known
worm to the unknown one, according to the feature vector of
the unknown worm. The types of known worms are known
and the amount of the known worms is limited. However, the
unknown worm can not be classified into any type of known
worms, and a new type must be created for the unknown one
at that time. With creation of new type repeated, the types of
unknown worms may be unlimited but numerable, as shown
in Fig. 2. The dimension coordinate of the feature space for
the worms is represented with 4;,i =1,2,---,¢ , small balls are

used to denote the non-selfs, and the big circles represent the
type of the worms. For the problem for learning unknown
worms with unlimited type, current approaches of machine
learning are not quite suitable, so that the type of unknown
worms is regarded as a limited variable.
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Fig. 2. Feature space of worms with unlimited type expending.

III. RANDOM SEARCHING ALGORITHM WITH IMMUNITY AND
EVOLUTIONARY COMPUTATION

Suppose the current system that the artificial immune
system protects has k& components, among which the
algorithm for recognizing known worms has regarded k,

components as unknown non-selfs. There is some feature
information for K known worms in the storage of worms,
and each worm has ¢ features that are coded in some tables.
The problem for recognizing the unknown worms can be
solved by finding the most similar known worm to unknown
worm and/or creating a new type for the unknown worm, and
the problem for finding the most similar known worm to the
unknown worm is a constrained optimization problem.
Suppose the difference between the unknown worm and a

known worm is represented with f(c,,c;)=

Cu _Ci| s the
constrained optimization problem is described as such [31].

minimize  f(c,.c;) cu= (1%, 003 %,,) € RT (7)
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Here, r represents the threshold that is used to detemine if
the unknown worm belongs to any type of known worms.
The constrained optimization problem for finding the most
similar known worm to the unknown worm can be solved
with some evolutionary algorithms, and the algorithm for
recognizing the unknown worms is designed with immune
memory, shown in Fig. 3.

'

Initialize the first colony of feature
vectors for random known worms.

!

Read the feature vector of the unknown worm ¢, .
T

Compute the difference between the feature
vector of any worm in the colony and that of

the unknown worm, and select the feature
vector that has the minimal difference.

!

Mutation and crossover of the feature
vectors for other worms and the selected
vectors.

subject to:

New vectors are useful
for known worms?

Yes

Select the feature vector that has the minimal difference
and compute the other features with uncertainty.

The minimal difference

Yes is smaller than r 2

A4

Create a new type for
the unknown worm.

Read the type of the known
worm for the optimal vector.

!

The unknown worm is memorized
and becomes a new known worm.

End

Fig. 3. Algorithm for recognizing the unknown worms with evolutionary
computation and immune memory.



The immune memory means that the unknown worm can
be transformed into a known one after learning, and the
immune learning is enhanced. Before the algorithm for
recognizing the unknown worms is used, the unknown worms
must be detected. The algorithm for detecting selfs and
non-selfs on the normal model is used to detect whether the
object is a self or non-self, and the algorithm for recognizing
the known worms is used to determine whether the non-self'is
a known worm or unknown worm. For recognizing more
unknown worms, the stage for detecting selfs and non-selfs is
very crucial and the stage for recognizing known worms is
relatively simple.

With the space properties and the time properties of the
components, the normal model uniquely identifies the normal
state of each component and the normal state of the whole
system that the artificial immune system protects. Therefore,
the following two theorems show the advantages of the
normal model to the algorithm for recognizing the unknown
worms.

Theorem 1 On the condition that the time properties are
correct, based on the normal model and the tri-tier immune
model of the artificial immune system, the probability for
detecting selfs is 100% and the probability for detecting
non-selfs is also 100%.

[Proof] The normal states of the components in the system
that the artificial immune system protects are represented
with their space-time properties according to the normal
model of the system. Thus, when the normal model of the
system is used to detect the normal files of the system, the
normal components will be all matched in the storage of the
selfs so that all the normal components can be detected. The
other objects in the system are all regarded as the non-selfs.
Therefore, no normal component is detected as a non-self,
and no abnormal object is regarded as a normal component.
All in all, 100% selfs of the system is detected and 100%
non-self is also detected.

ns _ Z?:lmN(S(Ci)) _Ss
Ss Ss Ss
P(py) =tn K ss sy ©)
Sn Sn Sn

Here, p, represents the event that the selfs are detected, p,,

P(Ds‘) = =1, (8)

represents the event that the non-selfs are detected, z,
represents the amount of the selfs that have been detected,
D, represents the event that the non-selfs are detected, 5,
represents the amount of the non-selfs that have been detected,
s represents the amount of the selfs in the current system
that the artificial immune system protects, s, represents the
amount of the non-selfs in the current system that the artificial
immune system protects, s(¢;) represents the state of the
component ¢;, N(-) represents the normal function and the
function value 1 means that the system is normal, while the
function value 0 means that the system is abnormal.

Hence, the probability for detecting the selfs and the
probability for detecting the non-selfs are both 100%. |

Theorem 2 Suppose the event that the artificial immune

system detects the non-selfs by matching the features of the
non-selfs is denoted with pr, the event that the artificial

immune system detects the non-selfs is denoted with py , the

probability for recognizing the unknown worms based on the
normal model is represented with P(R| Dy) , the probability

for recognizing the unknown worms only based on matching
the features of the non-selfs is represented with P(R|DT),

then P(R|Dy) > P(R|Dr) .

[Proof] The artificial immune system recognizes the
unknown worms after the system detects the unknown worms
as unknown non-selfs. Thus, the probability for recognizing
the unknown worms is a conditional probability P(R|D),

which is the probability of the event that unknown worms are
recognized on the condition that the worms are detected.

 P(Dy)=1, P(Dr) <1, .. P(Dy) > P(Dr) -
- P(R|Dy) = P(R) > P(R|Dr) . n

IV. EXPERIMENTS

To test the approach for learning unknown worms with
evolutionary computation and immune memory, a web demo
system is immunized and infected by some unknown worms.
The unknown worms mean that the worms can not be
matched in the storage of worms for the artificial immune
system, and there are three variants of known worms and two
complete-unknown worms among the unknown worms. The
three variants are respectively modified from the loveletter
worm, the happy-time worm and the Jessica worm [32-34].

The selfs of the web demo system are represented with the
normal model, and the normal model is uniquely identified by
the space-time properties of the components when the initial
system is normal, shown in Fig. 4.

The system is a part of web-based e-learning system, which
is developed by some web programming languages such as
HTML JSP, Java and JDBC. The system is used to show how
a fire-fighting robot searches a path to find the fire and put out
the fire, and the initial system is normal. Therefore, at the
initial normal state the normal model of the system is built
and used to represent the selfs.

The immune memory is a kind of rote learning, and the
memory part can be regarded as a function m() in

mathematics. The input vector of the memory function is
(“jil’“jiz""’”ji)’ and the output vector of the memory

function is the combination of unknown features and
unknown type of the unknown worm, as denoted with
(ujy>tejp,ssuj, ,»T) . The immune memory can be searched

directly and easily, and no repeated immune computation is
needed for learning unknown features and type, when the
memory function mu jj gy i) is called [35].

(10)
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Fig. 4. Initial web demo system when the system is normal.
In this example, the three variants yy,y,,y3 are recognized

to belong to three classes of the loveletter worms, the
happy-time worms, and the Jessica worms respectively, and
the three classes are known, shown as the real-line circle in
Fig. 5. The other unknown worms ,,w, are recognized as

two brand-new unknown worms, and two new classes are
created for them, shown as the dashed circle in Fig. 5.
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Fig. 5. Learning results of the unknown worms in the feature space.

The web demo system is immunized by the artificial
immune system and is now immune from some worms. When
many known worms and the unknown worms attack the demo
system that the artificial immune system protects, the innate
immune tier is activated to detect the worms and recognized
the known worms. Detection of all the worms and recognition

of the unknown worms are both quick because of the normal
model and the storage of known worms, shown as the curve
from the time point 0 to ¢, in Fig. 6. After the innate immune

tier confirms that the unknown worms are not any known
worms, the adaptive immune tier begins to learn the unknown
worms with random evolutionary search, shown as the curve
from the time point ¢, to ¢3 in Fig. 6, and the most similar

known worm is found to decide whether the unknown worms
belong to any type of known worms or are really new type of
worms. The learning results are memorized so that the
unknown worms are transformed into new known worms in
the end. If another variant of the loveletter worm attacks the
demo system, the artificial immune system recognizes the
variant as a known worm now and the immune response is
quick from the time point ¢4 to ¢5 in Fig. 6. Here, m,

represents the sum of the worms that have been processed,

and ¢ represents the time coordinate.
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Fig. 6. Immune response to the known worms and the unknown worms.

In Fig. 6, the primary immune response includes the
self/non-self detection and recognition of the known worms,
and the detection is accomplished from the time point 0 to ¢ .

The secondary immune response is from the time point s, to
t3 , which is much longer than the primary immune response.

In fact, the hypothetic immune response from the time point
t4 to ¢5 is a part of the primary immune response after the

secondary immune response.

The experiments are made on the web-based course system,
and the web demo system is a part. Over a hundred of worms
attack the web system, and many files are infected. The
artificial immune system detects all the worms successfully
with the normal model and the approach for detecting selfs
and non-selfs. But only with some intelligent techniques such
as the artificial neural network, the probability for detecting
the non-selfs is smaller, and such result affects the process of
recognizing the worms. With the immune learning algorithm
after detecting the worms with the normal model, the artificial
immune system recognizes the unknown worms with the
higher probability than the result with the artificial neural
network with the BP algorithm.

The immunization simulation was developed and
visualized with Java to test the immune model with the static
network system and worms in 1200 experiments. Some



non-self files are recognized as the infected files of
happy-time worms, which are unknown for the anti-worm
immune static Web system; 90 non-self files are recognized
as the infected files of love worms, which are known for the
artificial immune system, according to the string features of
‘loveletter’ and .copy’ etc. After the worm recognition, the
infected files are eliminated immediately through the deletion
command of the operation system.

V.CONCLUSIONS

Adaptive immunity is very important for the biological
immune system, and the adaptive immune tier is also very
crucial for the artificial immune system. The approach for
learning many unknown worms with evolutionary
computation and immune memory is a useful and effective
new technique, and the normal model is useful for increase
the probability for recognizing the unknown worms.

The web system is a good test-bed for investigating the
anti-worm problem with the artificial immune system, and the
adaptive immune approach is helpful for establishing an
active defending system to keep the web system safe, normal
and robust. In the future, more intelligent techniques should
be used for improving the artificial immune system.
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