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Abstract. In the era of artificial intelligence, data security and privacy protection
have become a core focus. As a distributed ledger technology, blockchain faces
the challenges of data silos and privacy leaks while working with massive amounts
of data. To address these issues, this manuscript proposes a local differential pri-
vacy based on swarm learning (LDP-SL). The method firstly employs localized
differential privacy to ensure that when data is collected and processed on the
end node, personal private data is protected by introducing noise to prevent dif-
ferential and inference attacks. Secondly, leveraging the characteristics of swarm
learning, this manuscript achieves data sharing and the aggregation of collective
wisdom without directly transmitting raw data, which effectively avoids the prob-
ability of data leakage. Furthermore, the manuscript designs a model combining
convolutional neural networks (CNN), which can adapt to datasets of different
types and dimensions. By introducing Laplace and Gaussian mechanism differ-
ential privacy techniques, it ensures privacy protection during the model training
process. This method also does a lot of work on no independent and identically
distributed datasets. Through experimental validation, the method proposed in this
manuscript effectively utilizes massive data in blockchain for data analysis and
decision support while protecting data privacy.

Keywords: Differential Privacy - Swarm Learning - Deep Learning - Blockchain

1 Introduction

With the rapid advancement of information technology, human-beings have reached
the era of artificial intelligence. In this age, data has become one of the most valuable
resources, driving business decisions and serving as a crucial foundation for scientific
and technological innovation [1, 2]. However, the exponential growth and widespread
application of data also present challenges of data leakage and privacy protection. This
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issue is particularly pronounced in the realm of blockchain, where the unique charac-
teristic of a distributed ledger offers new possibilities for data storage, transmission,
and transactions, but simultaneously gives rise to issues such as data silos and privacy
breaches [3, 4].

Data silos emerge when data fails to be shared effectively across different systems
and platforms. This not only hampers the full realization of data’s value but also con-
strains cross-disciplinary collaborative innovation [5, 6]. Furthermore, the risk of privacy
leakage escalates with the increase in data volume, posing the pressing issue of how to
achieve efficient data utilization while protecting personal privacy.

In traditional machine-learning models, data is collected from user endpoints and
uploaded to a central server for training [7, 8]. However, considering of privacy con-
cerns, Federated Learning (FL) has been proposed to alleviate users’ anxiety regarding
the security of their private data. FL has evolved to address the requirements of com-
plicated machine learning scenarios, for example, continuous learning or data diversity,
particularly in the context of distributed training involving data from multiple locations
[9, 10]. Unlike traditional methods, FL. adopts a decentralized collaborative training
philosophy, where a central server is still maintained, but user data does not need to be
uploaded; instead, learning takes place through iterative gradient updates [11]. However,
as technology advances, FL also faces challenges such as insecure servers, gradient leak-
age, and malicious participants, which may lead to the malicious collection or inference
of private data. As a result, swarm learning has emerged [12].

Swarm Learning (SL) represents a decentralized machine learning paradigm that
eschews the need for a central server for training purposes. Within this framework,
multiple nodes take part in the training process without a central authority [13, 14]. In
each iteration of training, a participant node is chosen at random to serve as a provi-
sional aggregator, collecting model refinements from every node involved. This setup
eliminates the necessity for nodes to disclose their proprietary data sets, thereby safe-
guarding the integrity and confidentiality of the model aggregation process. Moreover,
SL combines blockchain-driven peer-to-peer architectures with edge computing to facil-
itate equitable and secure participation among nodes, bypassing the need for centralized
coordination.

Swarm learning, as an emerging data processing approach, pools computing power
from various sources to tackle complex problems. By applying swarm learning to
blockchain, it is possible to break data silos while ensuring the compliant use of data
without compromising personal privacy. This offers new avenues for addressing data
challenges in blockchain systems.

In the Internet environment, SL faces many new challenges that are distinct from
those of mainstream Al paradigms. For example, the development of traditional Al
applications relies on large amounts of training data, whereas in more realistic scenarios
of SL, data is often scattered among different corporate, institutional, or even massive
mobile user groups. Barriers exist between these data silos, making it difficult to integrate
them using conventional means [15]. Meanwhile, growing concern about data privacy
and security has become a global trend. The General Data Protection Regulation (GDPR)
was implemented by the European Union in 2018, the world’s toughest data privacy
protection regime to date, which introduced a series of measures to safeguard privacy
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in the context of big data, mobile internet, and artificial intelligence. China has also
enacted laws such as the Cybersecurity Law and the Personal Information Protection
Law, which include provisions on data privacy protection. In summary, under the current
global wave of data privacy protection, the issue of data silos has become particularly
acute, making it increasingly challenging to fulfill the need for joint group data to build
models and put SL techniques into practice [16].

This manuscript aims to present a method for the compliant utilization of massive
data in blockchain based on swarm learning. Firstly, it examines the main challenges
faced in current blockchain data processing, such as data silos and privacy leakage.
Then, it provides a detailed account of the proposed data processing framework, which
leverages local differential privacy technology and the characteristics of swarm learning.
Furthermore, it demonstrates how to integrate convolutional neural networks to design
a hybrid model adaptable to various types of data, and incorporate differential privacy
technology during the model training process to safeguard data privacy. Finally, the
efficacy of the proposed method is validated through experiments, and its potential and
challenges in practical applications are discussed.

This manuscript employs swarm learning techniques to train and learn from client
users’ personal data assets. To prevent attackers from launching parameter inference
attacks and safeguard data from unauthorized leakage or loss by untrustworthy third
parties, local differential privacy is adopted to inject noise into the swarm learning
model parameters, replacing methods such as homomorphic encryption. This approach
reduces communication costs, computational costs, and latency, making it more widely
applicable on cost-effective and low-performance devices.

The main contributions of this manuscript can be summarized as follows:

1. Development and design of a privacy protection model that ensures high security
and low participation cost, safeguarding user data from collection and storage to the
security of the entire communication chain.

2. Utilization of swarm learning technology to legally leverage user’s personal asset
data, which fully exploits the data available on user devices and addresses the issue
of data silos.

3. Adoption of local differential privacy for perturbing the swarm learning model
parameters, replacing homomorphic encryption and secure multi-party computation,
thereby reducing communication costs, computational costs, and latency. This enables
more widespread application on cost-effective and low-performance devices.

2 Background Knowledge and Related Work

2.1 Background Knowledge

Differential Privacy. A groundbreaking concept introduced by Dwork in 2006,
employs a method of randomized answering to ensure that the influence of any sin-
gle data record on the released dataset remains within a predetermined threshold. This
mechanism effectively thwarts malicious attackers from inferring or extracting informa-
tion about specific records in the dataset by monitoring minute changes in the output,
thereby safeguarding users’ private data.
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First, let’s define differential privacy. Suppose there are two adjacent datasets that
differ by only one piece of data, which we call Data and Data’. For these two adjacent
datasets, there are X objects, which either have a certain property A or not, forming
sets M{ay,ar, - - - ,ajo} (containing a, = 0 or 1) and M'{by, by, - - - - - ,b1o}. If the
property A in the set changes, or if there is only a unique a; such that a; # b;, then we say
that M and M are neighboring sets. A randomized algorithm is one that, given a fixed
input, produces an output according to some mathematical distribution rather than always
producing the same output. Differential privacy refers to a process where, if we run a
certain random algorithm S on two adjacent datasets, the outputs are nearly identical.
Formally, this can be defined as: Pr{A(Data) = O} < €° x Pr{A(Data/ ) = 0}. An
algorithm satisfies differential privacy if, for any adjacent datasets on which it operates,
the probability of obtaining a particular output 0 is roughly the same. The simplest way
to implement differential privacy is to add noise into the data, either at the input or the
output, thus fuzzing the true data. Many studies and applications opt for the Gaussian
mechanism or the Laplacian mechanism to introduce the noise.

Swarm Learning. In the realm of contemporary deep learning, models are often con-
structed using vast datasets housed on central servers, which poses significant privacy
and security risks regarding the raw data. To address these concerns, federated learning
has emerged, allowing data to remain on local participant nodes. Despite this, federated
learning is still susceptible to sophisticated attacks such as data reconstruction and mem-
ber inference, leading to potential data breaches. In response, a novel distributed learning
technique known as swarm learning has been introduced to facilitate fully decentralized
model training.

The architecture of Swarm Learning consists of numerous edge nodes within a
swarm. Each node retrieves an initial model from the network and then refines it using
its own proprietary data. Subsequently, these nodes disseminate their model parame-
ters across the network. Security is bolstered by the authentication, authorization, and
registration of these nodes into smart contracts within a blockchain-based peer-to-peer
network. During the training phase, any node has the potential to be designated as
a temporary aggregator for model synthesis. Once a local model meets a preset syn-
chronization criterion, such as a specific training batch size, the selected nodes convey
their model parameters through the Swarm API. The leading nodes then consolidate
these into a global model using a weighted average approach and distribute the updated
global model parameters back to the participating nodes. This cycle of model refinement
continues until convergence is achieved.

2.2 Related Work

In traditional machine-learning models, data is typically collected by user endpoints
and uploaded for centralized model training. However, this approach has sparked public
concern over the protection of personal data privacy. To address this issue, federated
learning (FL), which does not need a central sever, has emerged. FL enables intelligent
data processing while preserving user privacy, as it allows models to be trained on
multiple dispersed nodes with no need to collect user’s data, thereby reducing the risk of
data breaches. Despite this, FL still faces several challenges, including security issues
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related to unreliable central server, the risk of gradient leakage, and potential threats from
malicious participants, all of which could lead to the exposure or malicious inference of
user privacy data.

To address these challenges, Swarm Learning has been proposed as a more advanced
distributed learning framework. Swarm learning builds on the strengths of FL while fur-
ther enhancing the system’s security and resistance to attacks. By leveraging blockchain
technology and smart contracts, federated learning enables a more decentralized and
democratic training process, where each participating node gets a chance to act as a tem-
porary leader responsible for aggregating model parameters. This decentralized design
reduces dependence on a single central server, thereby lowering the risk of a targeted
attack on the system and enhancing resilience against malicious behavior. As such, fed-
erated learning presents a novel approach to safeguarding user privacy and enhancing
data security.

Xiang et al. [17] proposed an Industrial Internet of Things (IIoT) architecture based
on Digital Twin (DT) and Credibility-Weighted Swarm Learning (CSL) to enhance the
security of traditional swarm learning by calculating the credibility value of each party to
identify high-quality model training and computational capabilities. However, it is unable
to defend against semi-honest parties’ inference attacks. Kang et al. [18] proposed a hier-
archical Stackelberg game-theoretic incentive mechanism for wireless edge networks,
which is applicable to address the issues of uneven distribution of computing resources
and high communication costs in edge devices linked to blockchain. Chen et al. [19] pre-
sented a defense mechanism against backdoor threats in Swarm Learning (SL) by using
a digital signature-based method for node authentication and defining node credibility
as the basis for model verification in the model validation phase and trust update in the
model aggregation stage, thus realizing dynamic measurement of node credibility. Yang
et al. [20] presented an enchanced method of Federated Learning based on YOLOV7,
extending the usage of FL to the field of real-time dynamic data processing. However,
it is still unable to defend against inference attacks by semi-honest participants. Ling
etal. [21] proposed an improved lightweight Paillier homomorphic encryption algorithm,
which utilizes the Chinese remainder theorem to optimize the encryption process, reduc-
ing the time for modular exponentiation. However, it still incurs computational overhead
and time cost for resource-constrained edge devices. Zhang et al. [22] introduced differ-
ential privacy techniques into the federated learning process by adding Gaussian noise
to gradient values to protect node’s private data. However, they only employed relaxed
differential privacy techniques and did not specify strict differential privacy scenarios.
Fan et al. [23] proposed a edge learning method called CB-DSL, which, inspired by
swarm intelligence techniques, employs the particle swarm optimization algorithm to
find the global optimum of complex optimization problems, achieving decent accuracy.
However, it still suffers from high computational costs.

Therefore, to address the data silos problem in blockchain and make massive data
in blockchain comply with usage regulations, this manuscript applies swarm learning to
learn users’ data assets. Inspired by the idea of ‘datais available but invisible’, local differ-
ential privacy technology is employed to prevent semi-honest participants from leaking
or losing data, and the parameters of federated learning are perturbed. Meanwhile, by
combining strict differential privacy and loose differential privacy technologies, which
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are used as alternatives to homomorphic encryption and secure multi-party computation,
the communication cost, computation cost, and time cost are reduced, thus enabling wide
application of swarm learning in edge devices with low performance.

3 LDP-SL Method Design

3.1 Description of the Problem

The rapid growth and wide application of data bring challenges to data security and
privacy protection. Especially in the realm of blockchain, the unique decentralized
ledger characteristics offer new possibilities for data storage, transmission, and exchange.
Blockchain’s on-chain descriptions provide a mechanism for ensuring data immutability
and transparency, as all transactions and data are recorded on a public ledger for verifica-
tion by all network participants. However, this all-transparent method of data recording
is not suitable for all types of data, particularly those that require privacy protection or
are related to business secrets. As a result, many applications opt to store this sensitive
data off-chain to safeguard their privacy and security. While off-chain storage provides
flexibility and privacy, it also gives rise to the issue of data silos. Since off-chain data is
not published, data sharing and interoperability between different blockchain networks
or applications are restricted. Each off-chain storage system may employ different tech-
nology stacks and data formats, further complicating data aggregation. Moreover, the
risk of privacy breaches increases with the volume of data, raising the pressing need to
balance the protection of personal privacy with the effective utilization of data.
Therefore, the goal of this manuscript is to develop a localized differentially private
SL method that enables secure and effective training when clients are honest but curious,
thus protecting the privacy of their data and model parameters from being inferred.
Specifically, during the SL model training process, where T rounds of iterations are
required to complete the global model training, k clients are selected in each iteration ¢ to

Table 1. Relevant Notations and Meanings

Notation Meaning
N Number of participants in federated learning
C; The i-th participant in federated learning

The sum of all participants’ training datasets

5

The dataset corresponding to the i-th participant

[

Privacy budget defined in local differential privacy

The related parameter defined in local differential privacy

z|>

Perturbation mechanism in local differential privacy

Variance of the noise mechanism in local differential privacy

Q

Sampling rate in each learning round of federated learning

Model parameters in federated learning

N R

Total number of communication rounds in federated learning

As Sensitivity in local differential privacy
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train the initial model using their local datasets. Each client then sends the updated model
to the corresponding data provider. To prevent privacy leakage during the transmission
of models trained by clients, it is necessary to design a localized differential privacy
mechanism to protect the model parameters in transit. The symbols and parameters
related to this study are listed in Table 1.

3.2 Local Differential Privacy Mechanism Based on Swarm Learning

To address the probability of data privacy leakage in swarm learning caused by the
presence of semi-honest participants, this manuscript proposes an LDP-SL method, as
illustrated in Fig. 1. The method consists of N swarm learning participants, each having
a local training dataset and an initially trainable model with other participants.

Swarm Edge Node Swarm Edge Node

Swarm Network

Swarm Edge Node Swarm Edge Node

<5 UD“U <= HU[]‘]

Differential
Privacy

Differential
Privacy

Fig. 1. LDP-SL System architecture diagram

The core idea of LDP-SL is to introduce local differential privacy into swarm learn-
ing. Specifically, the participant first selects the model to be trained, finds the correspond-
ing training participants, and acquires the initial model. Then, the participant trains the
model with its local dataset. During the local training process at the participant’s end,
local differential privacy is introduced to disrupts the model parameters. By transmit-
ting the perturbed parameters (not the primary data), the goal of privacy protection is
achieved. The participating parties aggregate all the parameters after receiving the per-
turbation parameters, feed the aggregated parameters back to the parties, and iterate until
convergence.

The model consists of two primary modules: a differential privacy mechanism mod-
ule responsible for adding noise to the locally trained data to enhance data security, and
a swarm learning module that distributes models, collects updates, and uses the feder-
ated averaging algorithm for model aggregation on the server. In addition to these two
modules, there is a console module that, when inputting parameters, determines the type
of data set distribution used during system computation, the local model training on
the user end, the differential privacy mechanism employed, and the size of the privacy
budget in differential privacy calculations, among other parameters. There is also a result
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output function that utilizes a visualization data chart library to plot the accuracy curve
of the aggregated model. Lastly, there is a variable control function that ensures data
consistency across learning processes, assisting the model in training.

The procedure of the algorithm SL_Update is shown in Algorithm 1. First, the list
of model parameters to be trained and the accuracy list of the test set are initialized.
Secondly, the number of iterations is set. In each iteration, k out of N participants are
randomly selected for training with a sampling rate q (where g = ]%). For the selected
k participants, the global model parameters w obtained in the last iteration are passed
to the participant local update algorithm SL_Local (Algorithm 2), which is executed in
parallel by the k participants. The parameters of the model in this iteration are obtained
separately. Finally, after the parties complete the update operation, the training server
aggregates the perturbation parameters, that is, calculates their weighted average to
acquire the global parameters, and uses the test set to calculate the corresponding model
accuracy.

Algorithm 1: SL_Update
Input: Number of participants N, sampling rate q, number of learning rounds T
Output: Accuracy

Step 1: Initialize wy

Step 2: for t from 1to T do

Step 3:  Select k participants from N with sampling rate g
Step 4:  For each of the k participants selected from N, do

Step 5: wk,, « SL_Local(k,w,)
Step 6: Aggregation: W, < %Zi;l wi
Step 7: Calculate model accuracy

Step 8: end for

From the user’s perspective, if a balanced dataset is used, data is randomly sampled
uniformly from each class to form a training set, which is then used for differential
privacy calculations. The perturbed data is then used to train the model provided by
the server, and the updates are sent back to the server. The server uses these updates to
calculate the parameters. If an imbalanced dataset is set, the imbalanced dataset is first
expanded by a factor equal to the number of users, and then the same number of data
points are randomly sampled uniformly from each class to form a training set. This set is
used for differential privacy calculations, and the subsequent steps involving the server
remain the same.
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Algorithm 2: SL_Local

Input: Model parameters learned from the previous roundw,, local model iteration
count E, size of the local dataset m, batch size B for stochastic gradient descent,
learning rate « for stochastic gradient descent, privacy parameters &; and §; for the
localized differential privacy mechanism.

Output: Perturbed parameter values w*

Step 1: fore =1to E do

Step 2: for each data pair b in the training set B do

Step 3:  gradient magnitude g < VL(w, b)

Step4:  Calculate sensitivity As = %

1
As [2qTIn (67)

Step 5:  Compute noise scale g; = .
i

Step 6:  Perturb the parameters w* « w* + N(0, 0%)
Step 7: end for

4 Experiment and Analysis

4.1 Experimental Setting-Ups

Experimental Environment. This section delves into the assessment of the LDP-SL.
approach introduced in this manuscript, alongside a comparative experimental setup. The
testing environment is Windows 10 (64-bit), with Pycharm as the integrated development
environment, Python 3.8 as the scripting language, a 13th Gen Intel(R) Core(TM) 19-
13900H @2.70 GHz processor, and 64 GB of RAM. For the deep learning model training,
PyTorch version 1.11.1 was utilized, employing a Convolutional Neural Network (CNN)
to implement the LDP-SL method outlined here. The CNN architecture comprises 2
convolutional layers with 16 and 32 filters, respectively, equipped with a 5 x 5 kernel
size and a stride of 2. Additionally, a dense layer is included, featuring an input shape of
7 x 7 x 32 and an output dimension of 10. The training regimen employs a batch size
of 64 for gradient descent optimization, with each participant conducting 10 iterations
of local training.

Experimental Dataset. Employing the MNIST dataset, which is a classic and fre-
quently utilized dataset, it consists of handwritten images of the numbers 0 to 9 along
with their corresponding digit labels (the actual numbers the handwritten images rep-
resent). This dataset comprises 60,000 plus 10,000 28 x 28 pixel handwritten digit
images. A balanced dataset refers to a collection of data that follows an independent and
identically distributed (IID) principle. In probability theory, if » numbers are randomly
drawn from a dataset, and these n random variables are mutually independent and follow
the same distribution, then these n random variables are said to be independently and
identically distributed. This dataset is a balanced one. At the outset of machine learning,
it is essential to assume that the sample data is balanced so that the model can be trained
effectively.
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An imbalanced dataset is one in which the data does not conform to the independent
and identically distributed (i.i.d.) assumption. Randomly selected n numbers usually
have bias and cover a wide range of categories. In real-world applications, data often
faces the challenge of variation among different users. Due to individual differences in
preferences, interests, and domains, the collected data features can be heavily skewed,
with some ranges being extremely abundant and others sparse, resulting in an imbalanced
dataset. When dealing with non-i.i.d. data, a common approach is to increase the number
of users to broaden the imbalanced dataset, providing more data points for each feature
range to draw data independently and identically distributed for model training.

The MNIST dataset used in this project inherently satisfies the i.i.d. condition and
is considered a balanced dataset. In this project, the handling of imbalanced datasets
involves doubling the number of users in the drawn dataset and then extracting an equal
number of data samples from each class to form a small balanced dataset for model
training.

Evaluation Metrics. To verify the superiority of this method, the original federated
averaging algorithm, FedAvg, is selected as the baseline. The following three metrics
are primarily used for evaluation:

1. Global accuracy: The global accuracy of a model after several iterations is a key
metric to evaluate the effectiveness of algorithms. Comparing the global accuracy of
various algorithms under the same conditions makes it possible to directly evaluate
their performance.

2. Performance loss: Performance loss is a metric that quantifies the performance
degradation of the model, calculated through a performance estimation mechanism.

3. Runtime: The runtime of an algorithm is a key metric for measuring communication
overhead. The longer the runtime, the higher the communication overhead.

4.2 Model Effectiveness Evaluation Experiment

This section investigates model validity. Utilizing the MNIST dataset, with the number
of SL iterations T = 150, § = 0.01, and each party’s privacy budget &; = ¢, with
o; = 107, First, the impact of the privacy budget on the global accuracy is explored,
with a sampling rate ¢ = 1 and 100 parties (N = 100), using privacy budgets & of
1.0, 5.0, and 10.0, as depicted in the Fig. 2. Next, the effect of the number of parties is
studied, maintaining a sampling rate ¢ = 1 and a privacy budget ¢ of 1.0, while varying
the number of participants: N = 10, N = 50, and N = 100, as shown in the Fig. 2.
By observing the chart, 3 conclusions can be drawn:

1. Under the same number of participants and sampling rate, the higher the privacy
budget in the LDP-SL, the more it indicates that the balance between the privacy
and usability of the swarm learning model can be achieved by adjusting the privacy
budget.

2. Under the same privacy budget and sampling rate, the more participants in the LDP-
SL, the lower the global accuracy of the model, suggesting that an increase in the
number of swarm learning participants can impact the accuracy.

3. Inthe above experiments, the global accuracy of the LDP-SL method tends to stabilize
after about 100 iterations, indicating good model usability.
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(b)Number of Participants

Fig. 2. LDP-SL Model Effectiveness Evaluation Experiment

4.3 Comparison Experiment and Analysis

Global Accuracy Analysis. First, investigate the global accuracy comparison of adding
Laplace noise and Gaussian noise in the proposed LDP-SL method with the case without
differential privacy noise on the MNIST dataset. Set the number of participants N = 100,
sampling rate q = 1, privacy budget &; = ¢, 0; = 107>, and ¢ = 1.0. Figure 3 shows the
experimental results of the global accuracy comparison under different noise conditions
in the swarm learning scheme.

As shown in Fig. 3 above, the following conclusions can be drawn:

1. The global accuracy of the LDP-SL with differential privacy protection on the MNIST
dataset in condition of the same number of participants, is consistently lower than that
without differential privacy noise, indicating that the introduction of noise mechanism
impacts the accuracy of the swarm learning model compared to the scenario without
differential privacy noise.

2. Under the same conditions of both the number of participants and the privacy budget,
the learning model with added Gaussian noise converges faster, suggesting that the
addition of Laplace noise has a more pronounced impact on the accuracy of swarm
learning in the experimental context.

3. Due to the differing complexities of Laplace noise and Gaussian noise, the model
that incorporates Gaussian noise exhibits superior accuracy performance in the
comparative group where noise is added.

Comparison of Performance Loss Rate. Secondly, this study investigates the per-
formance loss comparison between Laplace noise and Gaussian noise in the LDP-SL
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Fig. 3. The Variation of Global Accuracy with the Number of Iterations

method on the MNIST dataset. The parameters are set as follows: the number of par-
ticipants N = 100, sampling rate q = 1, privacy budget &; = & for each participant,
0; = 107>, and & = 4.0. Figure 4 presents the experimental results of performance loss
comparison under different noise conditions for the crowd-sourced learning scheme. As
illustrated in Fig. 4, the LDP-SL method demonstrates a performance loss within rea-
sonable limits under different noise conditions, indicating the feasibility of the LDP-SL
method’s performance.

—— No DP N=100
225 gt --- Laplace £=4.0 N=100
STl - Gaussian £=4.0 N=100

o 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150
Epochs

Fig. 4. The Variation of Performance Loss Rate with the Number of Iterations

Algorithm Runtime Comparison. Lastly, investigate the comparative runtime perfor-
mance of the LDP-SL method proposed in this manuscript on the MNIST dataset when
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different types of noise are added. The number of participants is set to N = 10, with a
sampling rate q = 1, each participant’s privacy budget ¢; = ¢, o; = 107>, and ¢ = 1.0.
Figure 5 illustrates the runtime variations over the number of computation rounds for
two noise addition methods and a no-noise method.

—e— NoDPN=10
—=— Laplace £=4.0 N=10
—4— Gaussian £=4.0 N=10

250

~
8
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@
°

100
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Fig. 5. The Runtime Variation with the Number of Participants

Observing Fig. 5, the following conclusions can be drawn.

1. As the number of computation rounds increases, the runtime of all three methods on
the dataset also increases, indicating that an increase in computation rounds leads to
longer algorithm runtime.

2. Under the same conditions, the noiseless method has the shortest runtime; among
the privacy-preserving schemes that introduce noise mechanisms, the method that
introduces Gaussian noise has the shortest runtime, while the method that introduces
Laplace noise has the longest runtime.

5 Conclusion

Despite progress has been made in applying differential privacy technology to swarm
learning, several pressing issues remain to be addressed. Swarm learning demands an
extremely large volume of sample data, often requiring the collection of hundreds of
millions of user data samples in practical cases to achieve high accuracy. Some intelligent
application companies have found that after deploying localized differential privacy
technology on user devices, models trained with private data require a greater amount
of data compared to those without added noise, sometimes by as much as two orders of
magnitude. Particularly when dealing with high-dimensional data such as autonomous
driving, local differential privacy methods face challenges between data usability and
privacy. Moreover, in localized swarm learning, the absence of a central server for
coordination makes it difficult for users to ascertain information about other users’
data, thereby complicating the determination of an appropriate range for random noise
addition. This may lead to a decline in the global accuracy of the learning model due
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to uneven noise distribution. Therefore, to promote the extensive, efficient, and secure
development of the artificial intelligence field, it is necessary to further delve into and
research these issues to ensure the secure use of data.
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