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Abstract. Blockchain is a distributed digital ledger with tamper-proof
and privacy-preserving features. However, its use of fully replicated data
storage mechanism results in high storage cost and poor scalability. This
paper proposes a consortium chain encoding technique based on LT code
and an LT code dual-fault-tolerant stripping decoder scheme. By combin-
ing LT code block encoding technology, the storage costs for nodes can be
effectively reduced, and the dual-fault-tolerant stripping decoder scheme
ensures that newly joined nodes can safely recover the complete transac-
tion history. We simulated the proposed solution in this paper with node
numbers of 20, 40, 80, 100, 200, and 300, and compared the encoding time
at the same storage optimization cost with the existing popular blockchain
ledger Reed-Solomon (RS) code encoding technique. We also simulated
the decoding time of the proposed LT code dual-fault-tolerant stripping
decoder and the RS code decoding technique in the presence of different
numbers of malicious nodes interference, in order to compare their ability
to securely recover the ledger. Finally, we compared the minimum number
of encoding blocks required for decoding in both schemes. The results indi-
cate that the encoding and decoding time of the RS code scheme almost
linearly increase, while the proposed solution exhibits a generally flat and
slow growth. Therefore, both encoding and decoding in the proposed solu-
tion are superior to the RS code scheme. In terms of the minimum number
of encoding blocks required for decoding, the proposed solution requires
slightly more blocks than the RS code encoding scheme. However, in the
RS code scheme, the dynamic addition or removal of nodes causes other
nodes in the blockchain network to perform re-encoding, that increases
the bandwidth of the blockchain network. Therefore, the proposed solution
effectively improves the accuracy of node recovery in the ledger, maintains
the ledger’s security in the consortium blockchain network, and enhances
the scalability of the consortium blockchain network.
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1 Introduction

Blockchain, as the foundational technology for cryptocurrencies such as Bit-
coin and Ethereum, has played an important role in facilitating decentralized
and trusted transactions. Moreover, it is also gradually having a transforma-
tive impact on different fields such as IoT, medicine, healthcare, and supply
chain. The decentralization, security and scalability of blockchain make it have
great potential.A blockchain node independently verifies each block added to the
chain, stores the entire blockchain ledger, and helps newly joined nodes recover
the entire blockchain ledger. Nodes with these functions are called “full nodes”,
which are the backbone of the blockchain network. However, running a full node
on a resource-constrained device comes at a heavy price in terms of storage and
computational costs. In particular, the storage requirements of the blockchain
are growing at a near-exponential rate. Due to limited computing, storage, and
bandwidth resources, it is difficult for resource-constrained devices to bear the
consensus process of the blockchain and the storage costs of ledgers. For example,
Bitcoin’s total block data is currently over 200 GB, and the Ethereum network
generates around 0.2 GB of data per day. And for high-throughput blockchains
like Ripple [3], storage costs will be a pressing concern in the near future. The
Ripple ledger is already 8.4TB in size and growing at a staggering 12GB per
day.

To address the issue of storage costs, some mainstream permissionless block-
chains like Bitcoin and Ethereum have introduced various technologies such as
lightweight clients [22,27] and the Lightning Network [6]. Lightweight clients
only store block headers to verify the block bodies received from full nodes,
that effectively reduces storage overhead on the client side. The Lightning Net-
work’s fundamental idea is to facilitate multiple small-scale payments between
two accounts and minimize the uploading of final balances to the blockchain, thus
reducing the volume of block data and alleviating storage pressure on each node.
Erasure code has also shown great performance in permissionless blockchains
and is widely adopted as a new method for storage reduction [14]. In fact, it
is not limited to permissionless blockchains; there have been numerous works
on permissioned blockchains that leverage erasure codes for blockchain stor-
age optimization. The authors of [16] considered a fragmented blockchain and
reduced storage by computing encoded fragments through linear combinations
of uncoded fragments. The authors of [25] employed key-based encryption for
dynamic partitioning of the blockchain network. Reed-Solomon (RS) code [20], as
one type of erasure code, has also demonstrated excellent performance in consor-
tium blockchains. RS code can effectively reduce the storage costs of consortium
blockchains and improve the efficiency of recovering historical blockchain ledger
data.

However, there is still room for optimization in these approaches. While
lightweight clients can reduce storage costs for clients, full nodes on the
blockchain still follow the method of complete replication. Therefore, this app-
roach is not effective in terms of storage savings. While the Lightning Network
can alleviate storage pressure on each node, it does not fundamentally disrupt
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the mechanism of full replication. Although previous works using erasure codes
have shown excellent performance in storage optimization, especially with RS
codes meeting our storage reduction requirements and breaking the mechanism
of complete replication, these erasure codes involve complex decoding within
a finite field, resulting in high communication costs for recovering the original
data.

Therefore, in the face of the increasing cost of blockchain storage on the
permissioned blockchain [21], there are three main problems as follows:

– The blockchain ledger data is redundant, and the cost of node storage of
blockchain ledger data is high.

– Malicious nodes will attempt to destroy the blockchain ledger by any means.
For newly added nodes, malicious nodes will attempt to prevent the newly
added nodes from obtaining the complete blockchain historical ledger.

– The decoding of RS code will increase the cost of computing resources of
nodes.

In summary, to meet the high demands for computing power, network band-
width, and storage costs in permissioned blockchains, this paper proposes an
optimized block storage approach based on LT code [17]. On one hand, we employ
the fountain code technique with a no code rate to reduce the storage space of
the blockchain. On the other hand, we design and optimize fountain code encod-
ing strategies and secure decoding methods specifically tailored for recovering
blocks damaged by malicious nodes. Additionally, we propose an LT code double
fault-tolerant stripping decoder for consortium blockchain [8] to reduce recovery
latency and improve decoding accuracy.

The main contributions of this paper are as follows:

– An optimization scheme of consortium blockchain storage based on foun-
tain code is proposed to reduce the burden of blockchain ledger storage on
nodes. When enough encoded blocks are generated in an epoch, each node will
encode the blocks in this epoch using fountain code and store them locally. By
encoding and storing blocks within an epoch locally, the storage overhead of
resource-constrained nodes can be reduced. After experimental verification,
it was found that LT codes have better performance, which can reduce the
storage cost of the historical ledger of blockchain from O(n) to O(m), where
m is a constant much smaller than n.

– During the block recovery process, the recovery node can visit other nodes
and request to download the corresponding encoded blocks until there is a
sufficient number of encoded blocks to restore the block. During the block
recovery process, historical blocks can be recovered with a high probability
of success by accessing a sufficient amount of data from honest nodes and
using the LT code double fault-tolerant stripping decoder for safe decoding.
Furthermore, experimental results have shown that LT codes require less
communication cost during block recovery process compared to RS codes.

– The LT code dual fault-tolerant stripping decoder is used to decode the
encoded blocks. This decoding method identifies and discards tampered
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encoded blocks by matching whether the head of a single encoded block
(droplet) is the same XOR value as the corresponding block head in the
header chain before decoding. After decoding, the LT code dual fault-tolerant
stripping decoder will verify again whether a single decoding block has been
tampered with. This dual integrity check mechanism improves the efficiency
and success rate of decoding.

– The performance of the proposed algorithm is verified through extensive
experiments. The experimental results show that the proposed algorithm can
effectively reduce the communication overhead in the consensus process and
reduce the blockchain storage cost.

The rest of this paper is arranged as follows: Sect. 2 introduces the bac-
knowlegde about erasure codes, consortium blockchain and blockchain storage.
Section 3 introduces the threat model and design goals. Section 4 introduces the
specific design of the protocol. Section 5 conducts the security and privacy anal-
ysis of the protocol. Section 6 introduces the simulation experiment. Finally, we
summarize our contributions in Sect. 7.

2 Background

2.1 Consortium Blockchain

Permissioned blockchains [21] are blockchains that are closed or have an access
control layer. This extra layer of security means that permissioned chains can
only be accessed by authorized users. Permissioned users are only able to perform
blockchain operations within the strict confines of roles assigned to them by the
ledger administrators and require that they authenticate themselves through
certificates or digital identifier methods. This additional permission restriction
provides permissioned blockchains with high levels of privacy and security and
the flexibility of decentralization. As a form of permissioned blockchain, the
consortium blockchain provides significant control and faster processing speed
while ensuring privacy and security, which makes it more efficient and secure in
many aspects. The existing four major consortium blockchain are Hyperledger
Fabric [2], FISCO BCOS [13], EEA Quorum [10] and R3 Corda [5]. Among
them, Hyperledger Fabric, EEA Quorum and R3 Corda are foreign consortium
blockchain, while FISCO BCOS is a domestic consortium blockchain.

2.2 Erasure Codes

Erasure code is a common storage system fault-tolerant technique, and Reed-
Solomon (RS) code [26] is the most common one. There are two configurable
parameters, K and M , in RS code. RS divides the data into K equally sized
segments and encodes them to generate M redundant segments called parity.
K + M segments are called chunks. RS encoding guarantees that any K out
of K + M chunks are sufficient to recover the original data. It is important to
note that erasure coding itself cannot check the correctness of the chunks, and
it may recover incorrect data based on invalid chunks. Therefore, each node in
the blockchain needs to verify the correctness of the received chunks.
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2.3 Blockchain Storage

Storage optimization has always been one of the hotspots of blockchain network
research. For this reason, many scholars have proposed many methods to reduce
the storage cost of nodes. The most common techniques include lightweight
clients or simplified payment verification methods, in which nodes do not need to
store the entire blockchain ledger, only need to store a copy of the block header.
Unlike full nodes, light clients do not participate in validating transactions and do
not interact directly with the blockchain. Instead, they rely entirely on full nodes
in the blockchain network. Light clients may help reduce the cost of storage, but
they will increase the bandwidth of the blockchain network, and may even lead
to privacy leaks, and are vulnerable to attacks such as denial of service. Another
popular technique is block pruning, where nodes delete old blocks and store only
the most recently committed blocks [1]. Compared with light clients, it performs
better in terms of security. However, they only store a small part of the blocks
and cannot help newly joined nodes restore historical blocks, which seriously
damages the decentralization feature.

Erasure codes [19] are excellent at reducing the storage cost of blockchain net-
work nodes without compromising reliability. Therefore, this paper also adopts
erasure codes to reduce the storage cost of blockchain nodes. References [23] pro-
posed low-storage nodes that split each block into small segments of fixed size
and store only encoded segments. Coding fragments are obtained by linearly
combining block fragments with random coefficients. Their main limitation is
that they only consider the situation that a node can exit the blockchain net-
work or the node is inaccessible, and do not consider the situation that malicious
nodes provide maliciously formed coding fragments to interfere with the recov-
ery of historical blocks. The authors in [25] considered the problem of blockchain
networks with confidentiality and reduced storage costs. They propose to dynam-
ically partition the network, then encrypt each block using a specific key for
each region, and distribute the encrypted blocks among nodes in each region
using a distributed storage code approach such as [9,12]. The authors in [16]
consider fragmented blockchain networks and propose to compute encoded frag-
ments by linearly combining unencoded fragments. Reed-Solomon codes (see,
e.g. [20]) are the most commonly used encoding method for generating encoded
fragments.Reed-Solomon codes can be used to recover the original data in the
presence of a limited number of adversarial nodes that provide malicious data
[20]. All these coding schemes such as random linear codes, distributed mem-
ory codes, and Reed-Solomon codes need to operate over sufficiently large finite
fields and lead to high computational complexity for decoding. Therefore, the
improved method based on fountain codes in this paper, especially the LT codes
used, is significantly better in terms of computational cost.

Fountain codes are designed to handle random erasures. While it is possible to
decode from random errors (see, for example, [11,15,18]), perturbing decoding
of erroneous data can be difficult to handle. Typically, the iterative decoding
algorithm of fountain codes easily propagates any errors in the received data
and amplifies them in the recovered data. This is because fountain codes do not
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provide any mechanism for checking the integrity of the decoded data. Therefore,
compared with the previous work, the advantages of the proposed blockchain
storage algorithm are as follows:

– For optimizing storage cost, the proposed blockchain storage optimization
algorithm based on fountain codes not only considers the storage cost, but
also comprehensively considers the selection of coding parameters and the
decoding success rate of coding blocks, so as to build a blockchain network
suitable for PBFT consensus mechanism. In addition, the use of fountain
codes for encoding and decoding has better performance and higher security
than RS codes running on finite fields. Experimental results show that the
proposed blockchain storage optimization algorithm based on fountain code
can effectively reduce the blockchain storage overhead and block recovery
delay.

– For the reliability of block recovery and the security of the blockchain net-
work. Fountain codes use a robust soliton distribution algorithm to select
the encoded blocks, which ensures that they can be decoded with negligible
failure probability when decoding. When a block needs to be recovered, the
node collects the number of encoded blocks needed for recovery from other
nodes to successfully decode the historical block with negligible failure prob-
ability. Moreover, after each node recovers the historical block, it verifies the
Merkle root of the block header in the historical block, which effectively pre-
vents the historical block tampering attack caused by some malicious nodes
providing maliciously tampered coding blocks, and ensures the reliability of
block recovery and the security of the blockchain network.

3 Threat Model and Design Goals

For blockchain storage optimization, our work is aimed at the PBFT [7] consen-
sus on the consortium blockchain, and our main goal is to reduce the storage
cost on each blockchain node. Moreover, in our designed protocol, blockchain
nodes store even less data while being able to recover the complete blockchain
ledger. Furthermore, they can assist newly joined nodes in recovering historical
ledger data. We refer to the nodes with reduced storage cost as droplet nodes
and the nodes newly joining the blockchain network as bucket nodes.

3.1 Threat Model and Assumption

Threat Model. Consider a Byzantine adversary that can control an arbitrary
subset of droplet nodes. These malicious nodes may collude with each other
and may disrupt the blockchain protocol in arbitrary ways. For example, send-
ing maliciously tampered data to bucket nodes, or keeping silent. The remain-
ing droplet nodes are honest and participate in the consensus process of the
blockchain and the encoding and decoding process of historical blocks. Our hypo-
thetical adversary randomly controls malicious nodes. That is, before selecting
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the node to control, it does not know the content stored in the droplet node.
Our goal is to design a protocol, as long as there are no more than f malicious
nodes, the bucket node can recover the historical blocks. This paper measures
the security performance of the encoding scheme by the minimum number of
honest droplet nodes, which are enough to recover the historical blocks with
negligible failure probability.

Assumption. The consortium chain storage optimization method which based
on fountain code assumes that bucket nodes can obtain the correct block header
chain first. Therefore, we assume that the majority of nodes are honest and
actively participate in the consensus. Because the PBFT consensus is not like
the POW consensus [4], the leader mechanism of the PBFT consensus can ensure
that the blockchain will not fork.

3.2 Design Goals

For storage optimization, our main goal is to design that can achieve an optimal
balance between storage savings and recovery cost in the PBFT consensus pro-
tocol. In addition, we expect the protocol to be able to have smaller bandwidth
overhead and computational cost. Besides, the decentralized encoding scheme of
fountain code enables droplet nodes to generate droplets without knowing the
storage contents of other nodes in the blockchain network.

We measure encoding performance using the following metrics:

1. The storage saving factor of a node is the ratio of the total size of a blockchain
block to the size of its stored droplets.

2. The recovery cost of the encoding scheme is measured by the minimum num-
ber of honest droplet nodes that a bucket node needs to visit to ensure that
historical blocks can be recovered with a negligible probability of failure. Note
that the recovery cost of an encoding scheme reflects its security performance.
This is because the recovery cost can be regarded as the minimum number
of honest droplet nodes that the system must contain to guarantee that his-
torical blockchain data can be recovered. The smaller the recovery cost of an
encoding scheme, the better the security performance of a system using that
scheme.

3. Bandwidth overhead refers to the overhead of the amount of droplet data
that the bucket node needs to download. Our goal is to control the bandwidth
overhead to an appropriate threshold and restore the blockchain with a high
probability.

4. The computational cost refers to the time it takes for all nodes in the entire
blockchain network to decode and re-encode when a new node joins, which is
a measure of the required computing resources for the blockchain network.
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4 Protocol Design

4.1 System Architecture

Our coding scheme is able to enable nodes to code independently without relying
on other nodes and to save storage space by storing only a small number of coding
blocks. Recall that we refer to a coded block as a droplet, the node storing the
coded block as a droplet node, and the newly added node to recover the historical
block as a bucket node.

Encoding. We encode the droplets by the number of block growth, where
the encoding period is defined as the time when the blockchain grows by k
blocks. Let B = {B1, B2, ..., Bk} denotes a set of k original blocks from the
blockchain. This set of k original blocks will be encoded into s droplets by each
node independently. Because PBFT consensus does not have a forked chain,
when the number of blocks in a group does not reach k, this group of blocks
will be directly stored in the local node. Once k blocks are reached, the node
encodes the block to reduce the storage cost of the node. Moreover, for the
encoding period, we denote by l.

Next, we define the number of nodes as n, and we select the node numbered
j and observe its encoding process. For the current blockchain of height t, where
t is not an integer multiple of k, j encodes k blocks in every period of k blocks,
outputs s droplets, and then deletes k blocks, and the process continues. Denote
the encoded output droplet of node j as C =

{
C

(j)
1,1 , ..., C

(j)
1,s , ..., C

(j)
l,1 , ..., C

(j)
l,s

}
,

node j finally also stores t − lk uncoded blocks. The specific encoding is shown
in Fig. 1.

Fig. 1. Example of Node j Encoding.
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Decoding. Assuming the current block height is t, after a new bucket node is
added, the bucket node visits any m nodes in order to download the encoded
blocks needed to restore the blockchain. We define the longest period of block
encoding to be e =

⌊
t
k

⌋
; therefore, we collect droplets from the interval of periods

1 ≤ l ≤ e. In addition, bucket nodes also download an additional t − lk uncoded
blocks from the m nodes. Bucket nodes can also access the headchains stored in
other droplet nodes to verify the correctness of the decoded blocks.

4.2 Protocol Workflow

The RS code scheme is commonly used for encoding in existing permissioned
blockchains. RS code is a type of erasure code that encodes a given set of K
data blocks with M parity blocks, known as “parity check”, resulting in N =
K + M encoded blocks. RS encoding ensures that any K blocks among the N
blocks are sufficient to recover the original data. However, the dynamic addition
or removal of nodes in the RS code scheme requires all nodes in the entire
blockchain network to re-execute the encoding process, which greatly increases
the bandwidth overhead of the blockchain network. In this paper, LT code is
used for encoding. LT code is a type of fountain code that can generate infinite
outputs from k inputs. The most important feature of fountain codes is their
ability to recover k inputs with high probability from K (≥ k) output data.
Unlike the RS code, the dynamic addition or removal of nodes in the LT code
scheme does not affect the nodes in the original blockchain network. Each node’s
encoding and decoding is independent of other nodes, so there is no need for all
nodes in the blockchain network to re-encode due to the dynamic addition or
removal of nodes.

The decoder for LT codes is called a stripping decoder (also known as belief
propagation), and its decoding process has a high computational efficiency. How-
ever, the stripping decoder cannot handle the maliciously tampered output data.
The output data method to solve this malicious tampering mainly uses the
header chain of the blockchain as auxiliary information, and uses the Merkle
root stored in the header chain to determine whether the output data has been
maliciously tampered.

LT Code Encoder. In each encoding period, the droplet node encodes droplets
according to the following steps. The node first select a positive integer d from 1
to k based on the degree distribution as the degree of the encoding block. Then,
it uniformly randomly selects d blocks out of k blocks. Finally, it computes the
bitwise XOR of the d blocks to obtain the droplet. Nodes store not only the
generated droplets but also the index of d blocks. Nodes repeat this process to
continuously generate droplets.

In the terminology of LT codes, d is called the degree of the droplet and the
blocks used to compute the droplet are called neighbors. The term comes from
a bipartite graph with k original input blocks as left vertices, s droplets as right
vertices, and an edge connecting the block to the droplet if one of the blocks is
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used to do XOR to generate the droplet. Moreover, the probability distribution
of the degree of sampling on the set {1, 2, ..., k} is called the degree distribution.
This is shown in Fig. 2.

Fig. 2. An example of LT code encoding.

The description of the LT encoding process used by blockchain nodes will be
described in detail below. Coding is the same for all epochs, and we arbitrarily
pick an epoch for analysis. A node calculates its j th droplet Cj(1 ≤ j ≤ s)
without interfering with other nodes, the calculation process is as follows:

–step 1 The degree d of the droplet is selected from the degree distribution function
μ (·).

–step 2 Choose d blocks uniformly at random from the k blocks, and do the bit-
wise XOR operation on these d blocks to generate Cj . Define Cj = {Hj , Tj}
, where Hj is the first Lh bit of Cj , called the head of Cj . Tj is the L − Lh
bit of Cj and is the transaction data part of Cj .

–step 3 Store Cj together with a random number rj that generates a binary vector
of length k through degree d.

In addition to s droplets, each node also needs to store the headchain H of
the original blockchain, because the random number rj is used to generate the
binary vector and the headchain H for data integrity verification in the decoding
process. The binary vector is used to identify which original blocks are combined
to generate Cj , while the headchain H enables the decoder to identify maliciously
formed droplets.
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Let’s review the possible malicious behavior of droplet nodes. In addition to
remaining silent when in contact with bucket nodes, malicious droplet nodes will
have the following two behaviors:

– Store any values of Cl, rl, and H. For some encoding epoch, let G be a k × l
binary matrix where the ith row corresponds to the ith block in the block.
For an honest node j, the binary vectors vj and Cj generated by rj must have
Cj = vjG. However, a malicious droplet node l can store any value of Cl

and rl such that Cl �= vlG in the binary vector vl generated through rl. The
droplets generated by such malicious droplet nodes are called turbid droplets.

– Arbitrary degree of selectivity d, and arbitrarily choose d blocks to count
droplets. But the malicious droplet node will correctly store the encoded block
Cj and the random number rj . The droplets generated by such malicious
droplet nodes are called opaque droplets. The main purpose of this attack is
to increase the probability of decoding failure.

A droplet computed by an honest droplet node is called a transparent droplet.

LT Code Dual Fault-Tolerant Stripping Decoder. The LT code decoder
we redefined for the consortium chain is a fault-tolerant stripping decoder that
can identify malicious data and discard it. Consider a newly added bucket node
on the consortium blockchain, which visits m

(
m ≥ k

s

)
arbitrary droplet nodes

and downloads the corresponding droplet node data. These data include droplets
Cj and random numbers rj . Label the downloaded droplets as C1, C2, ..., Cms.
Since the encoded droplets do not have any useful information about the
blocks, bucket nodes cannot distinguish between transparent, opaque, and turbid
droplets within a droplet.

We assume that bucket nodes have access to honest headchains. Honest head-
chains can be obtained by contacting at least n−2f of the n nodes. The acquired
headchain will be applied to verify the correctness of the decoded data.

Decoding is performed iteratively. At each iteration, the algorithm decodes
at most one block until all blocks have been decoded, otherwise it declares a
decoding failure. The decoding process is shown in Fig. 3.

Next, we describe the steps of the decoding process in the LT code dual
fault-tolerant stripping decoder in detail. Let H1,H2, ...,Hk denote the first k
block headers of the honest headchain.

step 1 Initialization: Use k original blocks as left vertices and ms droplets as
right vertices to form a bipartite graph Y. If block Bg is used to compute Cj ,
there is an edge connecting droplet Cj to original block Bg. For g = 1, 2, . . . , k,
initialize B̂g to a null value. Let the number of iterations i = 1 and Y i−1 = Y .

step 2 For the received droplet Cj and random number rj , first check whether
the droplet Cj has been tampered with. The corresponding binary vector vj

is calculated through rj , and the block head corresponding to the block chain
H is XOR operated according to the binary vector vj . Compared with the
block head Hj in Cj , if it is correct, it continues to participate in the decoding
process, and if it is wrong, it discards the received droplet.
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Fig. 3. The Decoding Process.

step 3 Find a droplet Cl in Y i−1 that is connected to exactly one block Bg, and
such a droplet Cl is called a monomer. If there is no droplet of monomer,
then decoding fails and the decoding algorithm is terminated.

step 4 Let Hl and Tl be the block header and transaction data part of Cl, respec-
tively.
1. Calculate the Merkle root (Tl) of Tl. Let B̂g = Cl if Tl matches the header

Hg at the corresponding position in the headchain H and root (Tl) also
matches the Merkle root stored in Hg.

2. Otherwise, Cl is discarded and the bipartite graph number Y i−1 is
updated to Y i. Let i increase by 1 and go to step 3.

step 5 For all droplet nodes C
′
l connected to Bg in the bipartite graph Y i−1, let

C
′
l = C

′
l ⊕ B̂g.

step 6 Delete all edges connected to Bg and update the bipartite graph number
Y i−1 to Y i.

step 7 Increase i by 1.
step 8 If all the blocks have not been decoded, go to Step 3 and continue the

decoding process.

Compared with the traditional LT code decoder, the LT code decoder rede-
fined for the consortium blockchain can distinguish the stripped decoder with
the ability to detect tampered data from the classic stripped decoder in steps
2 and 4. Specifically, the classical stripped decoder always accepts the decoded
block, no matter whether the block has been tampered with or not. However, the
LT code decoder redefined for the consortium blockchain performs XOR on the
block head at the corresponding position in the header chain through the block
index vector in the droplet data in step 2 to first detect whether the droplet data
has been tampered with. In this way, the tampered droplet data can be discarded
without entering the decoding step, which greatly reduces the complexity of the
decoding process. This method ensures that the droplet data is normal before
the decoding process starts to increase the probability of successful decoding
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during the decoding process. When the droplet is decoded into a single block,
step 4 again verifies whether the header of the decoded block matches the cor-
responding block header in the header chain, further providing a mechanism for
integrity checking. If the block header and Merkle root do not match the data
stored in the header chain, then the fault-tolerant stripping decoder can discard
the tampered data and re-download the drops for decoding to other droplet
nodes.

4.3 Key Functions

Degree Distribution. Although the encoder and decoder can choose any
degree, the probability of successfully decoding the input data from a given
amount of output data depends on the choice of the degree distribution. In this
section, we describe the robust soliton distribution proposed by Ludy [17]. In
[17], robust soliton degree distributions were shown to have good success prob-
ability. The degree distribution function μ (·) is a discrete probability function
in the range of 1 and k integers. To describe the robust soliton distribution, the
following notation is introduced in this paper. The function ρ (·) is defined as
follows:

ρ(d) =
{ 1

k for d = 1
1

d(d−1) for d = 2, . . . , k
(1)

For a given 0 < δ < 1 and c > 0, define:

R = c
√

k ln
(

k

δ

)
(2)

Then, define a function θ (·) as:

θ(d) =

⎧
⎨
⎩

R
dk for d = 1, . . . , k

R−1
R
k ln(R

δ ) for d = k
R

0 d = k
R+1 , . . . , k

(3)

The parameter δ is a bound on the probability of decoding failure after a
certain number of droplets have been downloaded. The parameter c is a custom
parameter that can be adjusted to optimize the number of droplets needed to
recover the historical blocks of the blockchain. Summing and normalizing ρ (·)
with θ (·) yields the robust soliton distribution as follows:

μ(d) =
ρ (d) + θ (d)

β
, for d = 1, . . . , k (4)

where

β =
k∑

d=1

ρ (d) + θ (d) (5)
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5 Security and Privacy Analysis

This section starts by considering a pair of encoding and decoding schemes (Enc,
Dec) according to the performance of the design goals in Sect. 3. Compare the
performance indicators of LT code and RS code for PBFT consensus.

5.1 Storage Savings

The storage savings of LT codes is the ratio of the total blockchain size of data
to the size of the encoded droplets. The storage saving size of droplet node
j is γ = size(B)

size(Enc(B,j)) = k
m . And the storage saving of the RS code [24] is

γ = size(B)
size(Enc(B,j)) = k.

5.2 Recovery Cost

Considering the coding scheme with storage savings of γ in LT codes, for a given
decoding failure probability 0 < δ < 1, the recovery cost of the historical block of
the blockchain needs to be measured by the minimum number of honest droplet

nodes contacted by the bucket node K (γ, δ) =
k+O(

√
k ln2( k

δ ))
m ≤ n− 2f [17]. To

ensure that the historical blocks of the blockchain can be successfully recovered
with probability at least 1 − δ. Therefore, when at most n − 2f honest nodes
in the blockchain network are visited, the historical blocks can be successfully
recovered with probability at least 1−δ using LT codes, and the recovery cost of
the coding scheme reflects the security performance of the system. The recovery
cost of RS codes is K (γ, δ) = k

1 = n− 2f . Theoretically, the recovery cost of RS
codes is higher than that of LT codes.

5.3 Bandwidth Cost

Bandwidth cost refers to the minimum number of droplets that a bucket node
needs to download to guarantee a high success rate for decoding. Specifically,
the bandwidth cost is the number of droplets required to ensure the successful
recovery of the blockchain minus the historical block size of the blockchain to
be recovered divided by the encoded k block sizes. We use the probability to
calculate the visited nodes as honest and malicious. When a bucket node visits
a node to download data, the probability that the visited node is a malicious
node is n−2f

n , and the probability that the visited node is an honest node is
2f
n . Therefore, the formula of bandwidth cost can be obtained as β (γ, δ) =

O

(
n ln2( k

δ )
2f

√
k

)
.

– Proof: From the recovery cost, we can see that the amount of downloaded
data is k + O

(√
k ln2

(
k
δ

))

– Then the bandwidth cost is
k+O(

√
k ln2( k

δ ))−k

k
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– This reduces to
O(

√
k ln2( k

δ ))
k

– The amount of data downloaded by the bucket node is β × 2f
n =

O(
√

k ln2( k
δ ))

k

– Then the bandwidth cost is β (γ, δ) = O

(
n ln2( k

δ )
2f

√
k

)

5.4 Computational Cost

When a new node joins the blockchain network, both the LT code and the
RS code need the new node to restore the historical ledger by collecting the
coded blocks of other nodes. We calculate the decoding time Tdecode−LT and
Tdecode−RS . The re-encoding of the LT code scheme is to re-encode new nodes,
which is denoted as Tencode−LT , and the re-encoding of the RS code scheme is
to re-encode all nodes, which is denoted as Tencode−RS . In the LT code and RS
code schemes, the time from the new node joining the blockchain network to
the end of the blockchain recoding is recorded as TLT and TRS , respectively. We
take them as a comparison of the computational cost of the above two schemes.

6 Implementation and Evaluation

Considering the storage savings, the size of the storage savings of the LT code is
γ = k

s which means a node encodes k original blocks into s droplets. The storage
saving size of RS code is γ=k which means a node encodes k original blocks into
k droplets by default, but the node only keeps its own numbered droplet, and
other droplets will be discarded, so the storage saving size is k. When we use the
LT code, the bucket node needs to visit at least m

(
m ≥ k

s

)
nodes in order to

recover the historical ledger with high probability. During the encoding process,
the larger the encoded droplet s is, the fewer nodes m need to be visited. In
order to reflect the contrast of the experiment, we set s to be the same as the
RS code, both of which are 1, so that the experiment can more intuitively reflect
the gap between the two codes in the PBFT consensus.

We proved the feasibility of LT code applied to the consortium blockchain
through theoretical analysis and carried out simulation experiments aiming
at the characteristics of PBFT consensus in the consortium chain. We down-
loaded the blockchain data on the consortium chain and carried out simula-
tion coding and decoding experiments locally. By setting the number of nodes
n = {20, 40, 80, 100, 200, 300} and then repeat the experiment, taking the aver-
age of the data of 100 experiments for statistics.

First, we test the difference in encoding performance between the LT code
and the RS code in selecting the original coding block k = {8, 14, 28, 34, 68, 102},
as shown in Fig. 4.

Second, we test the decoding time of LT code and RS code when there are no
malicious nodes and when there are malicious nodes f = {6, 13, 26, 33, 66, 99},
as shown in Fig. 5.
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Third, according to the index of bandwidth overhead, we tested the minimum
number of nodes that need to be visited for LT code and RS code decoding. As
shown in Fig. 6.

Finally, according to the indicator of computational cost, we tested the time
required for the blockchain network from the addition of a new node to the end
of the re-encoding, as shown in Fig. 7.

Fig. 4. Encoding Time. Fig. 5. Decoding Time.

Fig. 6. Bootstrap Cost. Fig. 7. Re-encoding Time.

Through the above four comparative experiments, it can be seen that when
the number of nodes increases gradually, the coding performance of RS code
becomes worse and worse in the first experiment, while that of LT code changes
little. This is because the encoding of the LT code is an XOR operation, while
the encoding of the RS code is a matrix operation. In the second experiment,
the decoding performance of the RS code is also worse than that of the LT
code because RS code decoding runs on a large enough finite field. Compared
with LT code which does not need to run on a finite field, RS code decoding
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performance is poor. In the third experiment, there is little difference between
the minimum number of nodes that need to be visited by RS code and LT
code when decoding. LT code needs to visit a little more nodes than RS code,
because LT code decoding is a probability decoder. In order to decode with a high
probability of success, the number of nodes to be visited is slightly more than
the original calculated minimum number of nodes. In the fourth experiment,
comparing the time taken by the RS code and the LT code from the new node
joining the blockchain network to the end of the blockchain network re-encoding,
we found that the calculation cost of the LT code is lower than that of the RS
code. It is because the dynamic addition of nodes will cause all nodes in the RS
code scheme to be re-encoded, while in the LT code scheme only new nodes need
to be re-encoded, so the calculation cost of the LT code is lower.

7 Conclusion

In order to solve the problem of RS code’s insufficient performance in storage
optimization, this paper applies LT code to PBFT consensus for the first time.
We analyze the performance of LT codes applied to PBFT consensus through
four indicators: storage saving, bootstrap cost, bandwidth overhead and comput-
ing cost. We also propose a safe decoding scheme for recovering historical blocks
against the problem of malicious nodes destroying bucket nodes and the secu-
rity of the scheme is analyzed. Also, The integrity checking mechanism provided
by the fault-tolerant stripping decoder is used to identify and discard the tam-
pered droplets during the decoding process, which improves the efficiency and
success rate of decoding. In addition, we applied the control variable method
to do four comparison experiments by setting the number of nodes to compare
the performance of LT code and RS code in encoding, decoding, as well as their
bandwidth overhead and computational cost. The experimental results show
that our proposed scheme performs better in optimizing storage cost, reducing
recovery delay, and improving the accuracy and security of decoding.
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