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Abstract. In today’s large computer systems, it is almost impossible to
locate errors using traditional manual methods in the face of abnormal
conditions due to the unprecedented size and complexity of the system.
As part of computer resources, log data records every step of the sys-
tem operation process, making log data a popular method for detecting
abnormal system status. However, in actual production environments,
normal logs make up most of the log data types, and the log structure
is constantly adjusted with each update for maintenance and upgrades.
Therefore, overcoming the instability of logs caused by these issues has
become a major concern for researchers in the field of log detection. In
this paper, we propose a method to improve log instability and enhance
model detection accuracy by using contrastive learning in the log vec-
torization and detection phases. Contrastive learning is used to train
the vectorization and diagnostic models by aggregating and distinguish-
ing classes in mathematical space, resulting in a more robust vectoriza-
tion model and better generalization of the generated template vector
data. This also improves the feature extraction ability of the diagnostic
model and improves the final anomaly classification results. Experimen-
tal results show that our method improves the handling of unstable log
data in anomaly detection and outperforms the baseline on HDFS and
BGL datasets in terms of experimental performance.

Keywords: Anomaly Detection · Log Embedding · Unstable Log
Data · Contrastive Learning · Deep Learning

1 Introduction

The way of diagnosing systems based on log data has evolved with the devel-
opment of deep learning techniques in recent years. Before AlexNet [14] tech-
nology was proposed, using machine learning to analyze logs was almost the
default approach in the academic community. In this context, approaches such
as using PCA [30], SVM [16,27], clustering [18], rule-based system detection
[2,8,23,32], and pattern recognition-based analysis methodss [19,29] were devel-
oped, amongothers. As deep learning gained popularity in industry and academia
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due to its powerful feature extraction capabilities in space and time, more
researchers began to explore using log data in a deep learning approach for
diagnosing system states. Logs are generated sequentially over time and thus
exhibit a high degree of correlation with each other in the temporal dimension.
This makes techniques like RNN [4,21,22,33] and BERT [7], which are power-
ful at capturing features in the temporal space, well-suited for uncovering deep
temporal features between logs and log sequences to determine the current sys-
tem state. These techniques have achieved experimental results that far surpass
those of machine learning.

Although log data is a valuable resource for recording system states, in prac-
tice the model’s performance can be impacted by the instability of logs. The
instability of log data manifests in two main ways: (1) Since the normal state of
the system is much more common than the abnormal state in real-world environ-
ments, a small amount of abnormal data is often hidden among a large amount
of normal data, resulting in an imbalance between categories. (2) Due to system
maintenance and upgrades, the log template format changes, which can confuse
the running detection model with unfamiliar log templates. Despite extensive
research and progress in the field of log detection, the problem of log instability
remains an important factor limiting the performance of log detection.

In recent years, pre-trained language models and contrastive learning have
achieved good results in computer vision (CV) and natural language process-
ing (NLP) respectively. In many well-known pre-trained models, researchers
have adopted the transformer architecture [26], which allows for simultaneous
observation of moments on either side of a moment in time. The BERT model,
designed using the transformer architecture, has a larger number of parameters
than other neural networks, allowing for a richer learning process during pre-
training. Sentence-BERT [24], proposed by Nils Reimers and Iryna Gurevych,
aims to train a generalized linguistic embedding model, using the model to vec-
torize character sentences in the form of vectors. This approach has achieved
good results in terms of speed and accuracy. The core idea of the contrastive
loss function, proposed in the context of contrastive learning, is to spatially par-
tition different samples such that samples of the same kind are aggregated and
samples of different categories are separated in the embedding space. This makes
contrastive learning well-suited for classification tasks. With the efforts of aca-
demic researchers, contrastive learning-based techniques have achieved excellent
results on both supervised [1,13] and unsupervised tasks [5,6,31].

We expect system state detection models to have high detection accuracy, be
able to handle unstable log data, and exhibit high robustness. Building on the
previously proposed problem, this work proposes the following two contributions
as a solution to the problem.

(1) To address the problem of accuracy degradation caused by the model’s diffi-
culty in dealing with unknown template types introduced by the development
and maintenance process, we propose a Bert-based log template embedding
model. We obtain positive example samples in contrastive learning by two
random dropouts, and finally update the model parameters in an unsuper-
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vised way to obtain semantically more abstract and more generalized vector
data.

(2) In the log data detection phase, we propose a novel detection model that
learns the system state information implicit in the log data and infers the
current system state information accordingly. The model uses LSTM and
CNN modules in parallel to capture temporal and attentional information,
respectively, and the results of both modules are early fused before input to
the MLP projection.

The rest of this paper is organized as follows: Sect. 2 presents the current state
of research on system detection models based on log data and summarizes related
methods for handling unstable logs. Section 3 describes our proposed method in
detail. Section 4 compares and validates the related algorithms, and analyzes and
discusses the results. Section 5 is the conclusion section, which summarizes the
research methods proposed in this paper and discusses potential future research
directions.

2 Related Work

In this section, we summarize the algorithms and research work related to this
study.

2.1 Log Anomaly Detection

Over the past few years, the popularity of deep learning has allowed it to start
replacing traditional statistical and rule-based machine learning in log detec-
tion. Most of these methods use neural networks to learn feature information in
log sequences to determine the current state of the system and have achieved
good prediction results in practice. Lu et al. [20] used convolutional neural net-
works (CNNs) to extract feature information from log data by convolution, which
improved the accuracy of prediction results. The DeepLog model proposed by
Du et al. [4] used the LSTM model, which is better at capturing timing informa-
tion, compared to CNNs, and split the log information into two parts, log keys
and log variables, to be modeled separately, which effectively improved the effec-
tiveness of the detection model compared to other published methods. Meng et
al. [22] proposed a novel log vectorization approach to address the shortcomings
of previous studies on log preprocessing, which more fully exploits the semantic
information of log data, and the model shows stronger robustness in processing
than previous approaches when facing unfamiliar logs. Wang et al. [28] proposed
a multiscale detection model that uses CNNs for feature extraction of both global
and local information and combines features at multiple scales to complement
the expressiveness of feature information. Guo et al. proposed a novel training
approach based on the idea of DeepLog by taking advantage of the transformer’s
ability to simultaneously take into account information from each time period,
which improved the detection accuracy of the model. [7]



150 L. Liu et al.

2.2 Unstable Log Data

In practice, logs evolve as the system is maintained and updated, so they are
not static, and we can assume that the vast majority of environments have far
more normal states than abnormal states, which creates an imbalance in log
data in terms of categories. Although many works have achieved good results
in experiments, this is often based on a closed-world assumption, which is often
affected by unstable log data in real environments. Therefore, Zhang et al.’s
LogRobust [33] proposes a novel vectorization technique that effectively miti-
gates the negative effects of sentence structure and character transformations
by mapping log data onto the data space. The vectorization scheme is further
refined in the LogAnomaly [22] method proposed by Meng et al. by introduc-
ing “template2vec”, which takes into account the synonyms and antonyms of
the characters in the log, making the generated vectors more robust, and also
uses the word Term Frequency-Inverse Document Frequency (TF-IDF) method
to assign weights to different characters to balance their influence on the final
results, ultimately achieving higher accuracy. In terms of both accuracy and
robustness, the final results are excellent. In solving the class imbalance problem
of log data in a practical environment, Shayan et al. proposed a detection model
based on a Siamese network, which is effective for similarity learning and can
learn from both anomalous and non-anomalous data without relying on balanced
training data, achieving good results in dealing with the class imbalance of log
data [9].

3 Method

In this section, we propose a Bert-based Embedding model for log data and
a novel detection model to improve the problem of unstable log data in log
detection systems.

3.1 Data Pre-processing

Raw log data is typically unstructured. In order to convert log data into a form
that can be easily processed by the model, we use the Drain method [10] to
pre-process log data and convert unstructured text into structured text. Drain
uses a fixed-depth parse tree that encodes parsing rules specifically designed to
guide the parsing of log data. It is worth noting that although Drain’s perfor-
mance is excellent and demonstrates its capability in log parsing, some noise will
inevitably still be introduced into the parsing results during the parsing process.
However, our approach is sufficient to handle this problem.

Drain is an online log parsing method based on a fixed-depth tree. When a
new raw log message arrives, Drain preprocesses it using simple regular expres-
sions based on domain knowledge. Drain then searches for log groups (i.e., leaf
nodes of the tree) according to special design rules encoded in the nodes inside
the tree. If a suitable log group is found, the log message is matched to a log
event stored in that log group. Otherwise, a new log group is created based on
the log message.
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3.2 BERT-Based Embedding Model

This method of vectorizing log data is based on the BERT model [3],
which can grasp the semantics globally compared to Word2ver’s vectorization
method.BERT benefits from the Transformer architecture, which can take into
account the character information at each point in time when processing sen-
tence information, making the quantized sentences characterize stronger abstract
information. It has stronger robustness and generalization ability when facing
unstable log data.

Fig. 1. Embedding model training framework

To train the model, we use an unsupervised contrast learning method to
fine-tune a pre-trained BERT model. A fully connected layer is attached to the
output of the BERT model for vector projection. The structure and training
process of the model are shown in Fig. 1. The log data is first input to the BERT
model, and the first CLS sentence vector is taken as the vector representation
of the global data. The data is then input to the fully connected layer to obtain
the projection of the data on the vector space. By using two random dropouts,
different positive examples of the same example are obtained. In the loss training,
unsupervised contrastive learning is used to calculate the loss of the results,
to minimize the distance between positive examples of samples in the vector
space, while maximizing the distance between negative samples. This guides the
model to update its parameters according to the loss results, so that the vector
generated by the final model has a stronger degree of aggregation within the
category and a more obvious distinction between different categories, resulting
in stronger generalization in the results.

3.3 Detection Model Based on Log Data

For log data, it is difficult to manually augment the data while ensuring semantic
invariance. In SimCSE [5] and R-Drop [17], we use a method that doesn’t involve



152 L. Liu et al.

manual processing, but rather leverages the properties of neural networks to
perform data augmentation. This method uses the properties of randomly deac-
tivated neurons in Dropout to augment a piece of data, and it produces good
results. Therefore, we also use a simple “Dropout twice” method to construct
a supervised contrastive learning method for positive samples. The samples are
passed through the feature extraction model twice to obtain different feature
vectors for the same input.

Fig. 2. Detection model structure diagram

In this section, we propose a novel model for log data detection. The architec-
ture of the model is shown in Fig. 2, and the whole model consists of three major
parts, which are log template embedding, feature extraction of vector informa-
tion, and loss calculation during the training update stage. The information on
log template vectorization can be know in detail from Sect. 3.2. For the feature
extraction of vector information, we use Long Short Term Memory Network
(LSTM) [12] and Convolutional Neural Network (CNN) [15] in parallel, LSTM
has the advantage of capturing the temporal sequence of long sequence informa-
tion, which can uncover the implicit semantic expressions hidden between the
sequence information, while CNN model has the advantage of giving different
attentions to uncover the key information, and the output of these two models
is The outputs of these two models are ealry fused and the fused results are
fed into a Multilayer Perceptron (MLP) to obtain two semantically consistent
vectors with different expressions using the randomness of dropout in the MLP.
The role of the projection network is to map the feature-extracted vectors into
final vectors for loss computation. In this paper, the projection network uses
a 256-dimensional fully-connected layer, uses a unit hypersphere for vectoriza-
tion. And the classification network will map the dimensionality to the number
of label categories through a fully connected layer.The final model parameters
will be updated based on the Supervised Contrastive Learning(SCL) loss values
and Binary Cross Entropy(BCE) loss values on the projection and classification
layers.
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Algorithm 1: Anomaly detection model training
input : A batch T, which contains the log sequence xi and its corresponding

label yi, uses e (·) to represent the function of the embedding layer, f (·)
to represent the function of the projection calculation, and g (·) to
represent the function of the classification calculation

output: Updated anomaly detection model
1 foreach (xi, yi) ∈ T do
2 Vectorize the log sequence E(xi) = ei;
3 Input ei twice to the feature extraction model and to the projection and

classification layers, respectively, using f∗(·) and g∗(·) to represent the
computational process when the sample is input to the model a second time;

4 Data is output from the projection layer:f(ei) = fi,f∗(ei) = f∗
i ;

5 Data is output from the classification layer:g(ei) = gi,g∗(ei) = g∗
i ;

6 if yi == 1 then
7 �BCE = (fi, 1) and (f∗

i , 1);
8 �SCL = (gi, g

∗
i , gj �=i, 1);

9 � = λ�BCE + (1 − λ) �SCL;
10 end
11 if yi == 0 then
12 �BCE = (fi, 0) and (f∗

i , 0);
13 �SCL = (gi, g

∗
i , gj �=i, 0);

14 � = λ�BCE + (1 − λ) �SCL;
15 end
16 Update anomaly detection models using loss functions;
17 end

3.4 Loss Function

For the training of the embedding model, we use an Unsupervised Contrastive
Learning approach. We represent the log sequences as {xi}m

i .Simultaneous use
xi and x+

i to represent different samples between the same positive cases.Think
of z as the random mask used by the embedding model in random dropot.We
treat equation hz

i = fθ (xi, z) as the vector result obtained by the model when
processing the log sequence xi and the random mask z.For the same sequence,
we input it into the model twice and use different random masks to get two
different vectorization results. In a batch of m log sequences, the loss function will
be expressed as the following eq. (1),τ > 0 is an adjustable scalar temperature
parameter that controls the separation of classes;

�CL = − log
e
sim

(
h

zi
i ,h

z′
i

i

)
/τ

∑m
j=1 e

sim

(
h

zi
i ,h

z′
j

j

)
/τ

(1)

The BCE loss function in Eq. (2) calculates the cross-entropy loss for each
sample in the batch. The cross-entropy loss is commonly used for binary classi-
fication tasks, where the goal is to predict the probability that a sample belongs
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to the positive class. In this case, the BCE loss function is applied to both the
original sample xi and its corresponding positive example x+

i .
The SCL loss function in Eq. (3) uses supervised contrastive learning to

calculate the loss for each sample in the batch. Supervised contrastive learning is
a technique used to improve the representation learning of a model by contrasting
the features of similar and dissimilar samples. In this case, the SCL loss function
compares the features of each sample with those of every other sample in the
batch, and applies a log loss to the contrastive terms.

The total loss is the weighted average of the BCE and SCL loss functions,
where the weight of each loss is determined by the hyperparameter λ. By setting
λ to different values, it is possible to adjust the relative importance of the BCE
and SCL loss functions in the final loss calculation.

�BCE =
1
2N

∑

i

−
[

yi · log (pi) + (1− yi) · log (1− pi)+

y+
i · log (pi) +

(
1− y+

i

) · log (1− pi)

] (2)

�SCL =
2N∑

i=1

−
[

1
2Nyi

− 1

2N∑

j=1

1i�=j1yi=yj
·

log
exp (f (xi) · f (xj) /τ)

∑2N
k=1 1i�=k exp (f (xi) · f (xk) /τ)

] (3)

� = (1− λ)LBCE + λLSCL (4)

4 Experiments

4.1 Benchmark Dataset

In this thesis, we use the log data provided by the open-source loghub project [11]
for our experiments. Loghub is a well-known dataset for system anomaly detec-
tion based on log data, and has been used by many seminal and groundbreaking
works in the field.

Loghub provides 17 real-world log datasets collected from a variety of sys-
tems, including distributed systems, supercomputers, operating systems, mobile
systems, server applications, and standalone software. In our experiments, we
use two of these datasets, HDFS and BGL, as the data for our experiments.

The BGL dataset is generated by the Blue Gene/L supercomputer and con-
sists of 4,747,963 logs, each of which has been manually labeled as normal or
abnormal. The HDFS dataset contains 11,175,629 logs collected from over 200
Amazon EC2 nodes. The dataset includes 575,061 log blocks, of which 16,838
blocks have been labeled as abnormal by Hadoop domain experts.

In this experiment, we use Drain [10] to parse the logs. Drain is a fast and
accurate parser that can parse logs in a streaming and timely manner. To improve
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Table 1. Details of the datasets.

Datasets Description #Durain #Messages

HDFS Hadoop distributed file system 38.7 h 11,175,629
BGL BlueGene/L Supercomputer log 7 months 4,747,963

its performance, Drain uses a fixed-depth parse tree with specially designed
parsing rules. This allows it to achieve both high accuracy and fast parsing
speeds, making it a superior choice compared to other parsers.

Table 2. Details of the processed datasets.

Datasets #Log Template #Log Sequence #Sequence Anomaly

HDFS 48 575061 16838
BGL 1000 37315 3018

For the HDFS logs, we vectorized all of the templates and used them to
build our diagnostic system. However, to test the robustness of the system, we
only used 100 of the 1000 available templates for BGL logs. The remaining 900
templates were vectorized using a vectorization model, and their similarity to the
selected 100 templates was measured using cosine similarity. The categories of
the unfamiliar templates were then matched to the most similar ones among the
selected templates. This allowed us to evaluate the performance of the diagnostic
system on both familiar and unfamiliar templates.

4.2 Evaluation Criteria

We use Prediction, Recall, and F1-measure to evaluate the performance of the
experimental model. These evaluation criteria reflect the performance of the
model for detecting the system state.

Precision =
TP

TP + FP
(5)

Recall =
TP

TP + FN
(6)

F1 measure =
2× Precision × Recall

Precision + Recall
(7)

4.3 Implementation Details

We used 80% of the dataset for training our model and 20% for testing the
results. We trained the model using the Adam optimizer with a learning rate
of 1e-2, a uniform batch size of 1024, and a dropout of 0.3 for a total of 500
epochs. We selected Deeplog [4], LogRobust [33], CNNLog [20], LogBERT [7],
LogCluster [25], and LogAnomaly [22] as the baseline models for comparison.
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4.4 Evaluation of The Overall Performance

In this section, we compare our method with the baseline method on both the
HDFS and BGL datasets. Additionally, in our proposed method, we compare the
use of the Contrastive loss with versions using only the BCE loss and a mixed
loss of BCE and SCL to verify the effectiveness of the Contrastive loss.

Table 3. Independent test performance metrics of different methods on the dataset
(Precision, Recll, and F1-measure)

Datasets Method Precision Recall F1-measure

HDFS LogCluster 0.87 0.74 0.80
LogBERT 0.87 0.78 0.82
Deeplog 0.95 0.96 0.96
LogRobust 0.98 1.00 0.99
LogAnomaly 0.96 0.94 0.95
CNNLog 0.97 0.99 0.98
Ours(BCE) 0.99 0.96 0.98
Ours(SCL+BCE) 0.99 0.99 0.99

BGL LogCluster 0.42 0.87 0.57
LogBERT 0.89 0.92 0.90
Deeplog 0.90 0.96 0.93
LogAnomaly 0.97 0.94 0.96
Ours(BCE) 0.97 0.93 0.94
Ours(SCL+BCE) 0.97 0.94 0.96

Performance on Log Anomaly Detection. In Table 3, we can see that on
the HDFS dataset, our method using SCL+BCE achieves the best F1 score,
while using only BCE yields the best precision. SCL+BCE performs slightly
worse than BCE in terms of recall and F1. On the BGL dataset, our method
using SCL+BCE achieves the best F1 and precision scores, while the method
using only BCE performs slightly worse in terms of both recall and F1. It should
be noted that for the BGL template data, we only used one-tenth of it for
training and prediction. Despite this, our model still achieved the best results,
demonstrating its robustness in low-quality data environments.

4.5 Visualization Contribution of Contrastive Learning to Category
Clustering

Figures 3, 4, and 5 show images of the BGL data projected by the projection
layer and then reduced in dimension using PCA. Figure 3 shows the results
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of training our model using only the BCE method, while Figs. 4 and 5 show
the results of training our model using the BCE+SCL method with different
temperature hyperparameters. In Fig. 4, τ was set to 0.09, and in Fig. 5, τ was
set to 0.2.

Fig. 3. Vector projection map using only the BCE loss function

Fig. 4. τ is set to 0.09 Fig. 5. τ is set to 0.2

Projection Results. It can be seen that when using only the BCE method,
the normal and abnormal data are less tightly clustered in spatial distribution,
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and similar data are more severely separated from each other. In contrast, when
using the contrastive loss function, the data is more densely clustered within the
same category and more clearly separated between different categories. In Figs. 4
and 5, where τ is set to 0.09 and 0.2, respectively, it can be seen that using a
larger temperature hyperparameter results in better clustering and separation
of the data.

5 Conclusion and Future Work

In this paper, we propose a new approach to address the common challenges of
log template updates and data type imbalance in industrial environments. Our
approach uses a log template embedding model and a novel log detection model
based on contrastive learning techniques. Through experiments on HDFS and
BGL datasets, we show that our approach yields small improvements over the
baseline, while being robust to poor data quality. We attribute the success of
our approach to the use of contrastive learning and data augmentation through
simple dropout. The embedding model produces data with stronger generaliza-
tion, while the detection model benefits from the aggregation of data between
categories and the separation of data between different categories, resulting in
improved detection accuracy.

In future work, we plan to explore the potential of extending our model from
supervised to self-supervised and unsupervised settings. Another area of interest
for us is to investigate how to train detection models on small or unlabeled data,
and reduce the need for manual data labeling. To this end, we propose to study
the feature extraction of data and discuss how to improve its representation in
the context of category imbalance, with the goal of better distinguishing between
data categories and achieving more accurate judgments of system status.
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