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Abstract. In recent years, the rapid development of voice synthesis technologies
has led to an increasing concern about the abuse of fake human voices for mali-
cious purposes, such as deepfake audio, spam calls and social engineering attacks.
This paper proposes a novel deep learning-based model to effectively identify
counterfeit human voices generated by various voice synthesis algorithms. The
proposed model employs a combination of Dense-Style Network to capture both
spectral and temporal features of human speech. The model is extensively evalu-
ated on ASVspoof 2019 datasets. The experimental results indicate that our model
achieves competitive performance compared to existing methods and has a cer-
tain degree of anti-compression ability. In addition, anti-compression research was
conducted to investigate the recognition performance of the model in response to
compressed speech. Our findings pave the way for further research in combating
against the misuse of artificially generated human voices and sound authenticity
verification in general.
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1 Introduction

Speech spoofing [1] refers to the use of specific methods to alter the sound of one’s
voice, leading individuals or systems to misjudge the speaker’s identity and achieve a
deceptive effect. Speech spoofing can be categorized into two types: mechanical spoofing
and electronic spoofing [2]. The first type involves physical means such as manipulating
organs of the human body, covering the mouth, or pinching the nose to alter the voice.
This type is known as mechanical speech spoofing [3]. Although this form of spoofing
can achieve certain results, its effectiveness is limited by the language skills of the
speaker.

Electronic spoofing refers to the manipulation of a speaker’s original voice using
electronic devices or voice processing software. In comparison to mechanical spoofing,
electronic spoofing utilizes electronic devices and built-in algorithms to modify the
temporal or spectral characteristics of the voice, resulting in a more natural-sounding
spoofing. Through various algorithms, digital tools are used to process speech with the
aim of disguising the voice, ensuring that the altered voice does not raise suspicion.
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Compared to mechanical speech spoofing, electronic spoofing poses greater risks, thus
in this study we focus on researching the detection of electronic spoofing, collectively
referred to as speech spoofing. Currently, there are several typical forms of speech
spoofing, including Voice Conversion (VC) [4, 5], Speech Synthesis (SS) [6, 7], Voice
Redubbing [8, 9], and Voice Transformation (VT) [10, 11].

Existing research has shown that speech spoofing poses a threat to Automatic Speaker
Verification (ASV) systems [12—14]. Attackers can utilize speech spoofing techniques
to forge others’ voiceprints or speech samples, thereby deceiving identity authentica-
tion through ASV systems. Currently, research on ASV systems primarily focuses on
two aspects: feature parameter extraction and pattern recognition. Feature parameter
extraction involves analyzing and processing the speech signal to remove irrelevant
information for speaker identification, obtaining essential characteristics representing
individuals within the speech signal. Pattern recognition, on the other hand, classifies
the extracted feature vectors to determine whether the current speaker is a known indi-
vidual. Pattern recognition is one of the core technologies in ASV systems and includes
designing and training classifiers. Commonly used classifiers include Gaussian Mixture
Models (GMM), Support Vector Machines (SVM), and Deep Neural Networks (DNN).
As a gateway safeguarding people’s privacy, the security of ASV systems is crucial for
ensuring privacy protection.

There are various methods related to speech spoofing. In terms of detection models,
Korsh et al. [17] designed a DNN-deep neural network structure that enables the learn-
ing of speech features and classification models together. Dinkel et al. [18] proposed a
deep model for spoofing detection based on raw waveforms, eliminating the need for
any preprocessing or post-processing of data, making training and evaluation a stream-
lined process that consumes less time compared to other neural network-based methods.
Liu et al. [19] introduced an end-to-end anti-spoofing model composed entirely of one-
dimensional convolutional neural networks, specifically for detecting speech spoofing
under noisy conditions. Huang et al. [20] proposed a novel model based on segment-wise
linear filterbank features, combining the advantages of CNN and RNN, which outper-
forms traditional GMM models and exhibits better resistance to overfitting. Gong et al.
[21] presented a new neural network-based model for replay attack detection, utilizing
both spectral and spatial information from multi-channel audio, significantly improving
the performance of replay attack detection. In terms of speech features, Chen et al. [22]
discovered through experiments that the number of minimum value MDCT coefficients
in fake audio is fewer than in genuine audio. Therefore, Renza [23] and Ghobadi [24]
applied watermarks on audio using MDCT characteristics to aid in identifying the forged
sections within the audio. Sathya et al. [25] used Cosine-Normalized Phase based Cep-
stral Coefficient (CNPCC) features to enhance the detection of deceptive speech. Das
et al. [26] proposed an improved version of y-frequency cepstral coefficients to enhance
the performance of spoofing detection. Alzantot et al. [27] designed a network model
based on deep residual networks that combines three different speech features. Zhan et al.
[28] introduced a fragment-based approach for detecting deceptive speech, combining
a constant Q cepstral coefficient-based method with a constant Q cepstral coefficient-
based speech segment extraction method to improve the robustness of embedded systems
based on speech authentication.
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In terms of classifiers, Tian et al. [29] proposed a time-domain CNN-based classifier
and investigated spoofing detection based on unit selection. Zhe et al. [30] proposed the
use of an ensemble classifier set, including multiple Gaussian Mixture Model (GMM)-
based classifiers, as well as two new GMM average super-vector Gradient Boosting
Decision Tree (GSV-GBDT) and GSV-Random Forest (GSV-RF) classifiers. La et al.
[31] employed a linear kernel SVM classifier to classify the extracted i-vector advanced
feature representations. Cui et al. [32] introduced a backend classifier based on dense con-
volution and short connections, combining popular features such as constant Q cepstral
coefficients with Linear Frequency Cepstral Coefficients (LFCC), thereby improving
fusion performance. Sun et al. [33] constructed a novel joint voice detector based on
gamma-tone frequency cepstral coefficient features, combining self-attention residual
networks and light gradient boosting machines. This classifier avoids overfitting, has
low computational complexity, replaces traditional fully connected layer classifiers, and
effectively discriminates between genuine and deceptive sounds.

In this paper, we don’t use any front-end feature. The raw voice data been processed
will feed to the network directly. For back-end classification, we refer to the excellent
DenseNet and design a DNN with a DenseNet-style architecture.

2 Proposed Model

This paper aims to address security issues caused by speech spoofing. The goal is to
establish a model for detecting speech spoofing and classify whether the speech is orig-
inal or manipulated. It is generally believed that deeper networks perform better, but
in the case of speech spoofing detection, spoofed speech often only undergoes minor
modifications on genuine speech. If the network is too deep, the features of spoofed
speech may be lost [34]. Therefore, we should avoid using excessively deep networks.

2.1 Model Structure

We constructed a dense convolutional neural network. The input of this model is all
processed 6 s speech data. The network structure is shown in Fig. 1.

The network has a total of 49 layers, with 971,890 model parameters. The input
tensor size of the speech datais 1 x 96000 (which means channels x sample rates). The
DenseNet-style blocks are used, as shown in Fig. 2.

Each block consists of 10 layers, including a 1 x 3 convolutional layer, batch nor-
malization layer, and ReLu activation layer, each of which is repeated twice for a total of
6 layers. This is followed by a 1 x 3 convolutional layer, batch normalization layer, and
finally a 1 x 1 convolutional layer for the input data of the block. The outputs of these
two layers are concatenated together and passed through the final ReLu activation layer.
The specific network parameters in the entire network structure are shown in Table 1.

2.2 Model Training Strategy

The raw speech data of ASVspoof 2019 vary in length, and preprocessing of the dataset
is necessary to ensure a uniform tensor input size for the model. Additionally, the ratio
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Fig. 2. DenseNet-Style Block

of genuine speech data to spoofed speech data in the original dataset is unbalanced, and
measures should be taken to address this imbalance. The model training includes the
following strategies.
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Table 1. Detailed parameters of each layer of the network model.

Layer Number of layers Input Size Output Size
3x7 Conv, BN, ReLU 3 1 x 96000 16 x 96000
Max Pooling 4 1 16 x 96000 16 x 24000
DenseNet-Style Block 10 16 x 24000 64 x 24000
Max Pooling 4 1 64 x 24000 64 x 6000
DenseNet-Style Block 10 64 x 6000 256 x 6000
Max Pooling 4 1 256 x 6000 256 x 1500
DenseNet-Style Block 10 256 x 1500 512 x 1500
Max Pooling 4 1 512 x 1500 512 x 375
Global Max Pooling 1 512 x 375 512 x 1
flatten 1 512 x 1 512

Linear, ReLU 2 512 256

Linear, ReLU 2 256 128

Linear, ReLU 2 128 64

Linear, ReLU 2 64 32

Linear 1 32

Softmax 1 2

Data Preprocessing. In this paper, we used the ASVspoof 2019 dataset. Since the
duration of speech in the dataset varies, we adopted the method proposed in [35], which
involves truncating or duplicating speech data to ensure that all speech data have a
duration of 6 s, with a default sampling rate of 16 kHz. The input precision of the feature
vectors is 9.6 x 10%, and the batch size is set to 32.

Weighted Cross Entropy. WCE was used to deal with the imbalance of training data
caused by the different number of true and false voices. Assuming we have two categories
(Category 1 and Category 2), the probability of the predicted categories by the model
is p1 and p>. The true category probabilities are y; and y, (y; + y2 = 1), the weighted
Cross entropy loss can be expressed as:

WCE = [w; x y1 x log(p1) +wa X y2 x log(p2)] 9]

Among them, wl and w> represents the weights of category 1 and category 2,
respectively, y; and y» represents the true labels (0 or 1) of category 1 and category
2, respectively, i.e. the first and second elements of the one hot encoding vector, p; and
p2 represents the probabilities of category 1 and category 2 predicted by the model,
which are transformed by the SoftMax function, Log represents the Natural logarithm

The Adam optimizer with a Learning rate of 0.95 is selected for model training, and
the model parameters with the lowest Equal Error Rate (EER) are selected from 100
epochs in the validation set to test the test set each time.
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3 Result

3.1 Corpus

The speech data in the LA subset of the ASVspoof 2019 database is entirely derived from
the VCTK corpus. The VCTK corpus consists of authentic speech from 107 speakers,
including 46 males and 61 females. All the authentic speech samples were recorded using
the same recording configuration without any channel or background noise interference.
The authentic speech samples in the LA subset are directly selected from the VCTK
corpus. The spoofed speech samples in the dataset are generated by applying various
speech synthesis and voice conversion techniques to these authentic speech samples.
The sampling rate for all the speech data is 16 kHz.

The LA dataset is divided into three subsets: the training set, the development set,
and the evaluation set. Both the training set and the development set include spoofed
speech samples generated using six identical speech synthesis and voice conversion
techniques. These six techniques represent known attack types and can be used to train
and adjust the synthetic speech detection system. In contrast, the evaluation set includes
spoofed speech samples generated using two of the aforementioned known attacks and
eleven additional speech synthesis and voice conversion techniques that differ from the
six known attacks. These eleven techniques represent unknown attack types that the
system may encounter.

3.2 Equal Error Rate

The Equal Error Rate (EER) can be used to evaluate the performance of an authentication
speaker recognition system. False acceptance rate (FAR) represents the probability of
incorrectly accepting a non-matching sample as a match without proper authorization.
False rejection rate (FRR) represents the probability of incorrectly rejecting a matching
sample as a non-match. Calculate the FAR and FRR for a range of possible thresholds and
plot the Detection Error Tradeoff (DET) curve, which shows the relationship between
them. EER corresponds to the point on the DET curve where the false acceptance rate
equals the false rejection rate in terms of error rate.

EER is the threshold at which the false acceptance rate equals the false rejection rate.
In other words, the EER is the error rate achieved when the false acceptance rate and
false rejection rate are equal. The EER provides an intuitive and comparable measure of
performance for authentication or speaker recognition systems in balancing error rates.
A lower EER corresponds to better performance.

3.3 Main Result

After preprocessing the data, it was fed into the network. After 100 epochs of training,
the model’s loss curve, as shown in Fig. 3, was obtained. From the loss curve, it can
be observed that the loss gradually decreases smoothly with an increasing number of
training epochs. The decreasing slope indicates that the training effectiveness of the
model is improving gradually. This smooth decreasing trend suggests that as the number
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of training epochs increases, the model reduces prediction errors and captures the pat-
terns and features within the data. The decreasing slope also suggests that the model is
approaching convergence. We achieved the optimal results, as shown in Table 2 finally.
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Fig. 3. Loss (Logarithm Base 10 Scale) Curve of 100 epochs

From the table, it can be seen that the EER of our model’s results are significantly
better than the baseline, as well as outperforming results [37-39], and approaching the
results of [40]. However, our model’s parameters are much smaller than theirs. Even
though the model parameters of [35] are fewer than ours, our EER is lower than theirs.

Table 2. EER (%) between the proposed model and state-of-art method

Method Params Dev Eval
Baseline CQCC+GMM [36] - 2.71 8.09
8 Features+MLP [37] - 0 4.13
Spec+CQCC+ResNet+SE [38] 5.80M 0 6.7

Spec+VGG+SincNet [39] >4.32 M 0 8.01
3 Features+CNN [40] 30.6 M 0 1.86
CQT+Res2Net+SE [35] 092 M 0.43 2.5

Dense-Style Net 097M 0.71 1.98
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3.4 Anti-compression Research

Compressing audio is widely used in everyday internet connections, making it necessary
for models to have good anti-compression performance. In this study, we compressed
the dataset with 16:1 MP3 compression and repeated the experimental steps mentioned
above. The resulting EER results are shown in Table 3.

Table 3. EER (%) between the uncompressed and compressed models.

Dev Eval
No Compressed 0.71 1.98
Compressed 1.66 3.34

4 Conclusion

In this paper, we addressed the problem of spoof speech detection using deep learn-
ing. Our research aimed to lower the EER while reducing the computational complex-
ity.We made several significant contributions in this study. Firstly, we proposed a Dense-
Style convolutional neural network architecture that incorporates attention mechanisms
to enhance feature selection and improve classification performance. Furthermore, we
conducted Anti-Compression studies to analyze the impact of compression in our model.

In conclusion, the results indicate that our model has a lower EER compared to the
existing state-of-the-art model. Moreover, our model performs better even though it has
fewer parameters and lower complexity than the models that outperform ours. In terms
of compression resistance, the research findings demonstrate that our model exhibits a
certain level of resistance to 16:1 MP3 compression.
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