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Abstract. Due to the exposure of transmitted messages in public chan-
nels within Vehicular Ad-Hoc Network (VANET), many authentication
schemes have been proposed to safeguard security and privacy. And in
existing schemes, to expedite the authentication process for Vehicle-to-
Infrastructure (V2I) communication, vehicles requesting authentication
information from Certification Authority (CA) regarding the RSUs they
are expected to encounter before the journey is recommended. However,
the viability of the aforementioned schemes rely on two challenging pre-
requisites: complete trustworthiness of CA and the assurance that the
Onboard Units (OBUs), which store secret keys permanently, remain
impervious to physical attacks and cloning attempts. Hence in this paper,
we propose a route privacy-preserving authentication scheme based on
PUF in VANETSs. Basing on Oblivious Transfer (OT) method, we let
CA complete authentication keys distribution without knowing the route
plan of a vehicle. We utilize Physically Unclonable Function (PUF) to
minimize the exposure of private key. And as the output of a PUF is easily
affected by objective factors, Fuzzy Extractor (FE) is used in our scheme
to correct the challenge-response pair of it. In addition, the detailed secu-
rity analysis proves that our scheme can meet the security requirements.
Finally, the experimental analysis suggests that our scheme is lower than
the other schemes in terms of time complexity.

Keywords: VANETS - Route Privacy - Oblivious Transfer -
Physically Unclonable Function - Fuzzy Extractor

1 Introduction

In modern society, personal vehicles have become increasingly essential for not
only convenience but also for easy mobility. Nonetheless, they give rise to issues
such as traffic congestion and car accidents. To address these concerns, Vehicu-
lar Ad-Hoc Networks (VANETS) have been devised to provide safe and comfort-
able travel for passengers. They enable communication between different entities
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using Wi-Fi technology and, as a result, have become a widely researched tech-
nology [2]. VANETS use Vehicle-to-Infrastructure (V2I) and Vehicle-to-Vehicle
(V2V) communication, primarily relying on Dedicated Short Range Commu-
nication (DSRC) protocol [1]. The three entities taking part in VANETSs are
Certification Authorities (CAs), Road Side Units (RSUs), and vehicles.

As security is an issue that can not be ignored because transmitted mes-
sages are exposed to public channels, requirements such as authentication and
integrity must be achieved [8]. Moreover, In most cases, present solutions pro-
vide unforgeability and non-repudiation of messages for ensuring message legiti-
macy [3]. However, traditional security requirements are insufficient for VANETSs
because of the features of exposed wireless communication, privacy preserving
is critical in VANETS [9].

In order to preserve identity privacy, anonymous identity is proposed to hide
the real identity of a vehicle. As some adversaries are able to link the content
of message if the anonymous identity is fixed [5], many existing authentication
schemes in VANETSs suggest to generate different and temporary pseudonyms
before every communication, which means that unlinkablility is achieved. Mean-
while, aiming at achieving traceability, Conditional Privacy-Preserving Authen-
tication (CPPA) schemes have been proposed to curtail interference by malicious
users by reveal their true identities [4].

However, as real time authentication between RSUs and high-speed vehicles
is intolerable for the delay-sensitive applications in VANETS [7], route planning
is introduced in VANETS to speed up V2I authentication process [6]. For privacy
protection, sensitive information like vehicle’s route must not be disclosed, even
to entities. Due to both CA and RSUs are semi-trusted, additional measures
are needed to preserve route privacy. Moreover, the effectiveness of the exist-
ing route privacy-preserving authentication schemes depends on two demanding
prerequisites which are hard to guarantee: the absolute trustworthiness of CA
and the guarantee that OBUs, responsible for permanently storing secret keys,
remain impervious to physical attack and cloning attempts. Consequently, this
paper proposes an authentication scheme in VANETSs that is able to preserve
route privacy and resist physical attacks.

1.1 Motivation and Contributions

In order to tackle the challenges associated with maintaining route privacy and
countering physical attacks in VANETS, we propose a route privacy-preserving
authentication scheme based on PUF in VANETSs. Our scheme incorporates a
k-out-of-n Oblivious Transfer method, allowing a vehicle to securely request
authentication keys for RSUs it will encounter while keeping its route plan
confidential from CA. Furthermore, we employ a combination of PUFs and
fuzzy extraction techniques to effectively safeguard the private key from physical
attack. Our key contributions are summarized below.

— We propose a route privacy-preserving authentication scheme based on PUF
in designed to fulfill the security and privacy requirements of vehicles in
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VANETS. In our scheme, the V2I authentication process is able to sped up
with the guarantee that the private key will not be exposed by physical attacks
and the achievement of route privacy when CA is not considered to be fully
trusted.

— We conducted a detailed analysis of our scheme while ensuring that it meets
the necessary security requirements. Our findings suggest that the proposed
scheme effectively preserves the privacy of vehicles, even in complex and harsh
conditions. Additionally, our scheme is characterized by low time complexity.

1.2 Outline of the Rest Paper

Related work is outlined in Sect.2 In Sect.3, we introduce the system model
and threat model, meanwhile, a overview of Group Rings, Oblivious Transfer
Protocol, Physical Unclonable Function and Fuzzy Extractor is provided. We
introduce the proposed scheme detailedly in Sect. 4. Next, Sect. 5 evaluates the
security of the route privacy-preserving authentication scheme based on PUF in
VANETSs while Sect. 6 offers a performance evaluation of it. At last, the conclu-
sion of the paper is done by us.

2 Related Work

In this section, we provide an overview of different authentication schemes that
address privacy and security concerns in VANETSs. We examine each protocol
individually, discussing their respective pros and cons.

Security is a crucial concern that cannot be overlooked since transmitted
messages are vulnerable to public channels. Therefore, it is imperative to ensure
that certain requirements, such as authentication and integrity, are met in order
to safeguard the confidentiality and accuracy of the information being transmit-
ted [3]. As Traditional security requirements are inadequate for VANETSs due to
the unique characteristics of exposed wireless communication, privacy preserva-
tion is widely research [9]. Aiming at preserving identity privacy, Mundhe et al.
[11] utilize ring signature to generate identities to prevent property of vehicles
from leakage. Ahamed et al. [12] proposed an efficient anonymous mutual and
batch authentication scheme in VANETS, which is able to perform anonymous
batch authentication. However, the problem is, the achievements of these exist-
ing schemes are not enough for the stability of the system. Because of the lack
of the tracing and punishment mechanism, the adversary can disrupt the system
without any price.

Therefore, in order to reveal the real identity of adversary, the conditional
privacy-preserving authentication is widely researched in the last decades. Based
on public key infrastructure (PKI), Khodaei et al. [18] check the certificate to
verify the identity of a vehicle. However, as the use of digital certificates can
result in increased transmission and storage overhead, CPPA schemes based on
identity are proposed. Utilizing bilinear pairing, Zhang et al. [19] proposed to use
multiple certificate authorities to achieve conditional privacy. Because there are
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some disadvantages in performance of bilinear pairing-based schemes which is
unacceptable in delay-sensitive scenes, another cryptography tool Elliptic Curve
Cryptosystem (ECC) is often used by authentication schemes in VANET'Ss. Based
on ECC, Lin et al. [13] proposed a scheme that organizes the vehicles into several
groups managed by group leaders so as to reveal the real identities of malicious
vehicles. Nevertheless, the high velocity of the vehicle during the journey renders
it unsuitable for delay-sensitive applications [7], route planning is introduced in
VANETS to speed up V2I authentication process [6]. As it is hard to guarantee
the reliability of CA, Liang et al. [22] proposed a route planning authentica-
tion scheme aimed at safeguarding the privacy of vehicle routes while acquiring
authentication keys from CA. Based on China’s remaining theorem, in the route
privacy scheme of Yan et al. [23], the malicious vehicles can be revoked efficiently.

While the aforementioned schemes appear to prioritize security and privacy,
it is important to acknowledge that the security of OBUs is often perceived
as excessively idealistic due to their inherent resource limitations. Given that
OBUs frequently store private keys of associated entities, the system’s security
may be compromised by cloning or physical attacks [24]. In an environment lack-
ing physical security, it is crucial to urgently develop a solution that not only
has low cost implications but also effectively mitigates the risk of adversarial
compromise of remote unmonitored devices. Baseing on unavoidable variations
in the manufacturing process, the Physical Unclonable Function (PUF) is specif-
ically designed to offer a hardware-unique mapping [25]. Renault et al. [26] uti-
lized PUF to spread secret keys by RSUs. According to their scheme, vehicles
have the capability to receive emergency tokens from RSUs, and only authorized
vehicles possess the decryption capability. Likewise, based on PUF, Umar et al.
[28] proposed a identity-based anonymous authentication scheme in VANETS.
They employed fundamental cryptographic operations to reduce costs, while also
incorporating PUF as a countermeasure against physical attacks. However the
schemes mentioned above ignored the fact that chip aging, environmental vari-
ations such as temperature, and other factors can introduce noise, which can
result in bit flipping and potentially impact the response of PUF. Additional
methods should be figured to solve the problem.

In conclusion, the practicality of numerous schemes falls short, prompting
our objective to propose an authentication scheme for VANET'S that not only
safeguards the privacy of vehicle routes but also effectively thwarts physical
attacks on the system. Furthermore, we analyze the differences between the
related schemes, which are shown in Table 1.

3 Preliminaries

In this section, the System Model, Threat Model, Group Rings, Oblivious Trans-
fer Protocol, Physical Unclonable Function, Fuzzy Extractor and Design Goals
of the proposed scheme are described respectively.
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Table 1. Existing Schemes: A Comparative Summary
Scheme Year Methods Strenghts Limitations
[11] |2018Ring Providing signature Lack of providing
signature |unforgeability traceability and
protection for physical
attack
[12] |2018|Bilinear Providing mutual Lack of providing
pairing authentication and data [traceability and
integrity unlinkability. High
computational
overheads
[18] |2021/PKI Providing reduction on |High storage overheads.
certificate revocation Lack of providing
lists distribution protection for physical
overhead attack
[19] |2017|Bilinear Providing simultaneous |Lack of unlinkability.
pairing verification of many High computational
messages overheads
[26] |2021|PUF Providing protection Lack of providing
against physical attack |methods to correct the
noisy response of PUF.
Storing response of PUF
in RSUs which is unsafe
[28] |2021|ECC and  |Providing low-cost Lack of providing
PUF authentication and methods to correct the
rotection against noisy response of PUF
physical attack
[23] |2022]ECC and  |[Providing route privacy Lack of providing
Chinese and malicious vehicles |protection for physical
remainder revocation attack
theorem

3.1 System Model

Figure 1 illustrates the system model of out route privacy-preserving authenti-
cation scheme based on PUF in VANTESs. There are three entities in the model:

Certification Authority (CA), Road Side Unit (RSU), and vehicle.

— CA: CA plays a crucial role in the proposed scheme by utilizing its excep-
tional computing and storage capabilities to perform two primary tasks: stor-
ing information related to RSUs and vehicles, and facilitating the authenti-
cation process between them. Although CA is expected to follow established
protocols, it cannot be entirely relied upon. This is due to the fact that CA has
an inherent interest in obtaining sensitive privacy information about vehicles,

including real-time location and routes.
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Fig. 1. System model.

— RSU: RSUs are strategically placed along the roadside and serve as interme-
diaries between CA and vehicles. Their primary function is to provide driving
convenience to vehicles within their coverage area, including information on
road conditions. Furthermore, RSUs also facilitate communication between
vehicles that are situated within their range.

— Vehicles: Each vehicle is equipped with an OBU. OBU is in charge of com-
municating with other entities: CA, RSUs and OBUs.

3.2 Threat Model

In the proposed scheme, the Initial phase and registration phase are performed in
a secure channel while the security of the communications between vehicles and
the other entities (CA, RSUs, vehicles) could not be guaranteed. What calls for
special attention is that although both CA and RSUs should adhere to defined
protocols strictly, they are curious about the sensitive privacy of vehicles such
as routes and speed. Additionally, the time of all entities is kept in sync and the
identities of all RSUs are public. The assumptions of the adversary model are
described as follows:

— It is assumed that an attacker has the ability to intercept, modify, delete, and
replay any information transmitted over the public channel. This includes all
forms of communication that are not securely encrypted or protected.
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— The entities of the system are facing the risk of physical attacks, secret param-
eters of them are likely to be stolen.

— Besides executing the protocol honestly, both CA and RSUs are likely to
obtain the privacy of the individual vehicles by analyzing legally received
messages.

3.3 Group Rings

For a Given group G and a commutative ring R. The R[G] denote a set
of ZgieG r;g;, where r; € R. In which we have ZgieG a;g; + Zg,:GG bigi =

Z_%EG (ai + bl) gi and ZgieG aigi- ZgieG bigi - ZgiEG (Zgigk':gi ajbk) i [17]
In this paper, we denote Z, [Sy,] for R = Z,; and G is the m-degree symmetric
group. What’s more, M; (Z, [Sy,]) denote a set of [+ matrices that is considered
as a semi-group over Zg [Sp,].

3.4 Oblivious Transfer Protocol

An Oblivious Transfer (OT) protocol [17] is a cryptographic method utilized to
safeguard the privacy of users in electronic commerce. Through the use of OT,
the receiver is able to obtain the desired information without the sender being
made aware of the specific selection. In k-out-n OT scheme, we denote Alice has
n messages and Bob wants to get k of them. Specifically, Bob can only get what
he has chosen, meanwhile, Alice knows nothing about Bob’s choice [10]. Figure
2 shows the process of the mentioned k-out-n OT scheme.

Alice Bob

Given public invertible matrices M, H € My (Z7 [S5]) and
unifomly distributed {X;},_;

“n

Selects private key sk Selects private key skp
Calculates A; = H*% X; M**4, ¢; = h (A;) @& m Calculates B; = H*k» X M2 where j =1 ... n
wherei =1 ... n i; is the index of Bob's choice

{B;}

Calculates K; = Hoka B; M?#*4 for each B;

{K;},{ci} E
Calculates A;; = H—sks K; M~k

Obtains m;; = c;; @ h (Al-]) when ¢ = i;

Fig. 2. k-out-n OT scheme.
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3.5 Physical Unclonable Function

A Physical Unclonable Function (PUF) is a device that transforms an input
bit-string, also known as a challenge, into an output bit, which is referred to as
a response. This transformation is achieved by utilizing a specialized microelec-
tronic circuit within the PUF that is highly responsive to variations in signal
propagation delay. Variations in manufacturing processes result in slight delays
among the fabricated circuits. These delays, combined with the intentional design
of the delay-sensitive PUF circuit, impact the response to identical challenge bits
across different instances of circuit fabrication. As the delay cannot be controlled,
the PUF becomes unclonable, providing a means for unique authentication in
devices that incorporate such embedded PUFs [20]. Let Cha and RE denote
challenge and the response respectively, in this paper, a PUF function can be
described as RE = PUF(Cha).

3.6 Fuzzy Extractor

It’s worth noting that chip aging, environmental variations such as temperature
and some other factors can introduce noise, leading to bit flipping and poten-
tially affecting the PUF response. Consequently, the demand for helper data
algorithms becomes imperative to address errors in PUF responses and ensure
the independence and uniform distribution of response bits. These algorithms
play a crucial role in fulfilling the requirements of PUF-based authentication and
key generation processes [21]. In this paper, we introduce Fuzzy Extractor(FE)
to generate the reproduction parameter to correct the noisy response. The two
algorithms in FE are denoted as Rep() and Gen() respectively. Specifically, let
RE denote the input parameter, (SK, RP) = Gen(RE), where SK is secret
key and RP is reproduction parameter to be saved. The recovery process is
SK* = Rep(RE*, RP) where there is a certain error between RE and RE™*.

3.7 Design Goals

— Route Privacy: Under the assumption that CA is partially untrusted, we
are supposed to ensure that the routes of vehicles remain undisclosed to any
entity.

— Mutual identity authentication: In order to ensure the validity of the
messages transmitted in the public channel, We need to guarantee that only
the senders of the messages could prove that who they are claimed to be.

— Identity Traceability: Once a malicious vehicle is detected, its real iden-
tity could be revealed by the RSU cluster even though all the vehicles use
pseudonyms through the communications.

— Identity Unlinkability: This implies that neither attackers nor any other
entities can deduce the identity of a specific vehicle by linking two authenti-
cation messages transmitted by that vehicle.

— Physical Attack Resistance: It means that even if the OBUs of vehicles
are under physical attack, for instance, being captured by adversaries, the
secret key cannot be obtained by them.
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— Replay Attack Resistance: This implies that the replayed messages are

unable to pass the verification process of any entity within the system.

4 The Proposed Scheme

In this section, we introduce our route privacy-preserving authentication scheme.
Meanwhile, we list the main notations in proposed scheme as Table 2.

Table 2. Main Notations

Notations |Descriptions

ho, h1 Secure hash functions

M, H Invertible matrices

Esym Symmetry encryption algorithm
RSU; The i-th RSU

v;j The j-th vehicle

skca, skuj Private key of each entity

K; Authentication key of RSU;

Kr Symmetric key of all RSUs
RID; Real identity of v;

AID; Associated identity of v;

PID; Pseudonym of v;

PUF Physical unclonable function
Gen, Rep |Generation and reproduction functions of fuzzy extractor

4.1 Initial Phase

In this phase, CA is supposed to set necessary parameters of system with the
coordination of RSUs.

1.

CA chooses a random number skca € Z; as private key, it then selects
a secure parameter A and generates two collision-resistance hash functions
ho : {0, 1}* — Z:; and h1 : M4 (Z7 [55]) — {0, 1}/\.

To meet the requirements of the system, CA selects a symmetric encryption
algorithm denoted as F,,. This algorithm is utilized to encrypt the plaintext
message m by performing the operation ¢ = Egy,, (k, m), where ¢ represents
the resulting cipher and k is the secret key. Subsequently, the received cipher ¢
is decrypted by executing the operation m = Dy, (k, ¢) to obtain the original
plaintext message.

We assmue that there are n RSUs in the jurisdiction of CA which indicated as
{RSU;},_, 9. n- CA assigns n authentication keys {Ki}z':l,z ..  for them
and select one symmetric key Kg. ’
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4.

CA randomly chooses invertible matrices M, H € My (Z7 [Ss]) and uniformly
distributed {X;},_; . Then, CA calculates A; = Hskca X, M5*ca and the
ciphers ¢; = hy (Al-)/@Ki fori=1,...,n.

CA securely retains the values skca and {¢;}i=1,2,---,n. It trans-
mits the symmetric key Kgr to all RSUs through a secure chan-
nel. Additionally, CA publicly broadcasts the following elements:

{h07 hla Esyma Ma Ha {X}izl,...,n}'

4.2 Registration Phase

Every vehicle needs to register into the system through the registration Phase.
Figure 3 reflects the registration process.

1.

Let us assume that there will be a maximum of m vehicles. When a vehicle,
denoted as v; (j = 1,2,--- ,m), signs up, it generates a challenge Cha; and
computes response R; using PUF as R; = PUF(Cha;). Subsequently, in
order to obtain the reproduction parameter RP;, v; calculates (sk,,;, RP;) =
Gen(R;). It is worth mentioning that sk,; will not be stored. Finally, it sends
its real identity RID; € Z; to CA.

Upon receiving the RID; from v;, CA chooses a random number r; for
v; and generates its corresponding associated identity as AID; = RID; ®
ho(skcallrj). It is important to note that CA has the capability to period-
ically update the value of AID;. Then, the pseudonym of v; is generated
by calculating PID; = Esym(Kg, AID;). Subsequently, CA transmits the
associated identity and pseudonym {AID;, PID;}to the respective vehicle.

vUj CA

Generates Cha; to computes R; = PUF(Cha;)

Calculates (sk,;, RP;) = Gen(R;) RID

J
secure channel

Choses a random number 7;

Generates AID; = RID; @ ho(skcal|r;)

Calculates PID; = Eyy,(Kg, AID;)
{AID;,PID;}

secure channel

Fig. 3. Registration phase.
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4.3 Route Planning Phase

In this phase, we introduce the route planning phase before a journey of v;.
Figure 4 reflects the route planning process

1.

The vehicle v; chooses an appropriate shortest path algorithm such as
SPFA algorithm. Suppose that the result of the shortest path algorithm
suggests that v; would pass Path; = {RSUy, RSUs,--- ,RSU,,--- ,RSU,}
(w <=n). Then it obtains R} = PUF(Cha;) and generates it secret key by
calculating sk,; = Rep(R}, RP;).

According to the Path;, the vehicle v; keeps its choice ch (ch = 1,--- ,w), and
calculates By, = H**v inMSk“J‘ for 1 < j; < n. In addition, v; generates the
timestamp ¢o and constructs ¢j1 = ho (AIDj||to), tj2 = h1 (Ber) and sends
{Lj71, 5.2, 0, {Bch} s AIDJ} to CA.

On receiving message from v;, CA checks the legality of AID; and veri-
fies ¢5,1, ¢j,2 and ¢o. If the checking process succeeds, CA computes R, =
HskcaB , Mskoa for ¢h =1,2,-- ,w, generates the timestamp ¢; to con-
structs i = {ho (t1llci)bicq10,.nys B2 = {1 (Ben)}eneqi o, 0y and sends
them back to v; with all ciphers {c;i};c(10 -

In order to get the authentication keys of wanted RSUs in Path;, v, first
verifies p1, po and t;. If the verification succeeds, it computes A; =
H %% R, M %% . Finally, v; could obtain K., = ¢j, @ h1 (4;,) while CA
could not know which ¢; the v; has chosen.

vj CA

Generates Path; = {RSUy, RSUs, +++, RSU,, +++, RSU,}
Computes R} = PUF(Cha;) to obtains sk., = Rep(R}, RP;)
Keeps its choice ch according to Path;

Caloulates By, = H**i X,)]Wm/

G i b to and compute:

g = ho(AID; |[to). 12 = {ha (Ba)}aequ,...,

{Lj,ly ti2rto {Bentenequ, ... uy s AIDj}
| public channel > Check the legality of AID;

Verifies ¢j,1, tj,2 and to
Computes Ry, = H**c4 By, M**ca
Generates timestamp ¢1,

m = {ho (1] \c,)}quz """

<{#1s#2st1s{fz}1 ef12,..ony LB }en E{l,z,...,m)} g2 = {he (Ra)} . \
| = ch) Sch e{1,2,...,w

public channel

Verifies ji1, p2 and t1
Computes Aj, = H™™ Ry, M~
Obtains Ko = ¢, @ ha (4;)

Fig. 4. Route Planning phase.
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4.4 Mutual Authentication Phase

As both of the vehicles and RSUs are probably attacked, before they share
information with each other, they have to do the mutual authentication. Figure
5 reflects the mutual authentication process.

1. When the vehicle v; enters the coverage of RSU;, both of them need to
prove their validation. The vehicle v; selects a random number 7;, € Z7.
Then, v; generates the timestamp ¢ and message mg, to calculates sm;, =

Egym (Ki, AIDj ||ta|| mo | PIDj| 75,), ¢; = ho(PID; |AID;| smy;, [|t2),
where j; € {1,...,n}. Finally, {sm;,, ¢;,t2, PID;, AID,} is sent to RSU;.
2. After RSU; receives, it first calculates content;, = Dsym (K;,sm;j,) to

decrypt the cipher. The checking process is to judge whether ¢; is
valid using hash function hg. If it passes, then it calculates AID} =
Dsym (Kr, PIDj), only if the equation AID; = AID; holds, it means
that the authentication of v; is complete, otherwise, RSU; rejects the
request. Next, RSU; generates the timestamp t3 and message m1, calculates
smi; = Esym (Ki, ho(rj, + 1) ||ts]|m1) and o; = hq (i [|t3] m1[|sm;; ). It sends
{smij,ai,tg,i} back to v; at last.

3. On receiving the response, v; calculates content;, = Dsym (Ki, smij). It then
verifies the validation of o; from content,,, if it passes, the communication
between v; and RSU; is finally established.

5 Security Analysis

In this section, the security analysis is provided to demonstrate that the proposed
scheme has meets all of out design goals.

Theorem 1. The proposed scheme can achieve route privacy.

Proof. During the route planning phase, vehicle v; obtains authentication keys
through Oblivious Transfer (OT). The only relevant parameter for v; in CA’s
possession is B, = Hv inMSk“J'. If CA intends to determine the route, it
must deduce X, by factoring By, into H skoj X ji, and M skv; then identify the
value of j; by comparing X, with other matrices. However, this task cannot be
accomplished due to the protection provided by H ko and Mo*vs , as it is based
on the Group Factorization Problem [29].

Theorem 2. The proposed scheme can achieve mutual identity authentication.

Proof. In the proposed scheme, since RSUs are semi-trusted, RSUs and vehicles
have to complete identity authentication with each other before establishing
communication channel.
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Uj RSU;

Enters the coverage of RSU;
Selects a random number 7,

Generates timestamp t2 and message mo

Calculates

smj, = Egym (Kiy AIDj||t2|| mo ||PID; || 7;).
¢; = ho(PID; ||AID;|| smy, || t2)

{smj.s ¢;» t2, PID;, AID; }

| public channel

Obtains content;, = Dgym (Ki, smj,)
Verifies ¢

Calculates AID} = Dy (Kr, PID;)
Veifies the equation AID; = AID;
Generates timestamp t3 and message m;
Calculates

smy, = Bgym(Ki, ho(rj, + 1)|[ts]| m1)
o; = ho (l Ht;;” mi ” smij)

{Smi]" Oist3y 1}
public channel |

Obtains content;, = Dyym (Ki, Smi,)

Verifies o

( Communication established )

Fig. 5. Mutual authentication phase.

— On the one hand, the vehicle v; obtains the authentication key K; of RSU; in
the route planning phase. If the adversary wants to disguise as a legal vehicle,
it needs to obtain the matrix X, to get K; to encrypt message using Egyr, -
However, it is tough for it as the proof of Theorem 1 mentioned above. If
the adversary wants to tamper the message of v;, RSU; can penetrate the
attack by the hash function hg and reject it.

— On the other hand, RSU; has access to the random number r;, generated
by v;. In order to establish its legitimacy, RSU; is required to respond with
ho(r;,+1). Importantly, only the authorized RSU possesses the authentication
key necessary to decrypt the cipher transmitted by v;.

Theorem 3. The proposed scheme can achieve identity traceability.

Proof. In our proposed scheme, when a malicious vehicle v; is detected, CA is
able to reveal its real identity because AID; = RID; @ ho(skcal|r;) and CA
is responsible to store skca and r;. Moreover, in order to guarantee that the
associate identity can be traced, RSU; is supposed to verifies the availability of
the pseudonyms by calculating AID} = Dsy (Kgr, PID;), only if the equation
AID; = AIDj holds, it means that the authentication of v; is complete. In the
event that a malicious vehicle v; is detected, CA has the capability to disclose
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its real identity. This is possible because AID; = RID; @ ho(skcallr;), and
CA is responsible for securely storing both skc4 and r;. Furthermore, to ensure
traceability of the pseudonyms sent by v;, RSU; is required to verify the validity
of it by computing AID} = Dsym(Kr, PID;). Only when the equation AID} =
AIDj; holds true, it signifies that the authentication of v; is successful.

Theorem 4. The proposed scheme can achieve unlinkability.

Proof. Due to the periodic updating of vehicle pseudonyms, it becomes impos-
sible for an adversary to establish a connection between multiple messages orig-
inating from the same vehicle.

Theorem 5. The proposed scheme can resist physical attack and cloning.

Proof. The private key sk, of vehicle v; is not directly stored in OBU. To
derive its private key, v; is required to compute the noisy results as skn; =
PUF(Chay). Subsequently, it calculates sk, using the reproduction parameter
RP; as sk,, = Rep(skn;, RP;). As a result, even if OBU becomes a target of
physical attacks or cloning attempts, adversaries are unable to obtain sk,; and
exert influence on other entities.

Theorem 6. The proposed scheme can resist replay attack.

Proof. Each time an entity intends to transmit messages via the public channel,
timestamps and random numbers are integrated into the public messages. Con-
sequently, adversaries are unable to successfully pass the verification process due
to the inclusion of freshness indicators.

6 Performance Evaluation

This section presents a comprehensive analysis of the computational and com-
munication workload associated with the proposed scheme, along with a com-
parative assessment against several recent schemes. To assess the computation
overhead, we implemented the proposed scheme using Java 15 on a desktop com-
puter featuring an Apple M1 Pro processor with a clock frequency of 3.20 GHz,
running on macOS 13 operating system. The average operation time of the sim-
ulation, calculated over 1000 iterations, is displayed in Table 3. It is important to
note that the computational burden of certain operations, such as XOR, has been
disregarded due to their relatively minor impact on efficiency when compared to
other operations.

6.1 Computational Overhead

In the proposed scheme, as the registration phase is an one-time process, we
ignore the computation burden of it in this subsection. In route planning phase,
as we assume that the total number of RSUs is n and the path of the vehicles
would include w RSUs. To begin with, in order to obtain its secret key, the
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Table 3. Execution

Notation|Description Execution time (ms)
Th Hash function execution 0.001
Teee Point addition execution on ECC 0.016
Tece Scalar multiplication execution on ECC|0.669
e Matrix inverse execution 0.002
Tmite Matrix multiplication execution 0.003
T Encrytion of AES 0.037
Ta Decryption of AES 0.016
Trur PUF simulation 0.113
Tye Fuzzy extractor execution 0.417

vehicle is supposed to perform PUF and FE once, then it needs to execute
matrix multiplication 2 log sk, +2w times, hash function w+1 times to prepare
for the request. On receiving the response from CA, the vehicle v; is supposed to
perform 2 matrix inverse, 2w matrix multiplications and w +n hash evaluations.
Therefore, (2log sk, + 4w)TH* + (n 4 2w + 1)T;, 4+ 2T + Tpyp + Tpe =
0.006log sk, + 0.014w + 0.001n + 0.58ms is cost by v;. As for CA, it needs to
perform hash function 2w +n+ 1 times and matrix multiplication 2w times. The
total cost of CA is 0.008w + 0.001n + 0.001ms. Figure 6 reflects the relationship
between the system computation burden, the number of RSUs in the route of
vehicle and the total computation burden in this phase.

Table 4. Comparison of computation overheads in authentication phase

Scheme Computation overheads
[10] 8Th + 11T + AT
[14] 11T}, + ATEe
[15] 2Ty, + BTECe
[16] 10T}, + 10T + 3T5°°

Our scheme|5T}, + 2T, + 314

In the mutual authentication phase, the vehicle v; ought to Before sending
message, the vehicle v; ought to perform AES encryption and hash function
once respectively. On receiving the response from RSU;, in order to verify the
validation of RSU;, it has to perform AES decryption once and hash function
once finally. Thus, the computation burden of v; in mutual authentication phase
is 2Ty +T. + T4 = 0.054ms. As mentioned above, in order to check the validation
of v;, RSU; has to obtain PID; and then deduce AID;. Double AES decryp-
tion and a hash operation would be done. Then RSU; needs to execute AES
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Computation overhead of system(ms)

Fig. 6. Relationship between system computation overheads, number of RSUs in the

route of vehicle and total computation overheads.

decryption once and hash function twice respectively to response. The total cost
of RSU; is 3Ty, + T, 4+ 2T4 = 0.072ms. In Table 4, we list the comparison of com-
putation burden between other related schemes as they could be implemented

in the same way.

6.2 Communication Overhead

In this subsection, our focus is solely on analyzing the communication cost associ-
ated with the mutual authentication process, as the route planning phase occurs
only occasionally. To estimate the communication overhead, we make reasonable
assumptions regarding the bit-lengths of the output of hash function (SHA-128)
and symmetric encryption (AES-128) are both 128bits. The length of an ECC
point, a timestamp are 160bits and 32bits respectively. We calculate and com-
pare the communication overhead of the protocols in Table 5.

Hence, our scheme not only offers enhanced security compared to other rel-
evant schemes but also maintains a lower overhead, making it more suitable for

the requirements of VANETS.
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Table 5. Comparison of communication overhead in authentication phase

Scheme Communication overhead
[10] 1216bits
[14] 2784bits
[15] 1280bits
[16] 864bits
Our scheme| 832bits

7 Conclusion

In VANETS, the implementation of most privacy-preserving schemes relies on the
complete trustworthiness of CA and the availability of OBUs. Obviously, guar-
anteeing these two prerequisites is tough in practical environment. As the route
of a vehicle may be obtained by CA and the secret keys stored in OBUs might
be leaked when physical attack and cloning occurs, security and privacy can
not be safeguarded. To address this issue, we propose a route privacy-preserving
authentication scheme based on PUF in VANETSs. While preserving route pri-
vacy, our scheme accelerates V2I authentication speed and defends against phys-
ical attacks. To implement our scheme, a vehicle can plan its route and request
authentication keys from CA for the RSUs it will encounter. We use OT to
ensure that CA has no knowledge of which authentication keys the vehicle has
chosen. Furthermore, a vehicle’s secret key must be generated by PUF using its
challenge. And as s the output of a PUF is easily affected by objective factors,
fuzzy extractor is used in our scheme to correct the noise. Finally, our scheme
has a lower computation burden compared to other relevant schemes.
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