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Abstract. Rumor source detection has long been an important but dif-
ficult problem. Most existing methods only rely on the limit observation
of a single batch of single snapshot during the propagation process in
the spatial graph networks, which neglects temporal dependency and
temporal features of the rumor propagation process. Taking multiple
batches of multiple snapshots as input can reveal the temporal depen-
dency. Inspired by the traditional spatial-temporal graph convolution
network (STGCN), which is a model can combine the spatial and tem-
poral feature. In this paper, we propose an STGCN based model called
Spatio-Temporal Approximate Personalized Propagation of Neural Pre-
dictions (STAPPNP), which firstly learns both the spatial and temporal
features automatically from multiple batches of multiple snapshots to
locate the rumor source. As there are no input algorithms which are suit-
able for multiple batches of multiple snapshots to capture the feature of
nodes’ connectivity in STAPPNP, we develop an input algorithm to gen-
erate a 4-dimensional input matrix from the multiple batches of multiple
snapshots to feed the proposed model. Nonetheless, for deep learning
models, such input of multiple batches of multiple snapshots results in a
long training time as the number of model layers gets large. To address
these issues, we improve the Spatio-Temporal-Convolutional(ST-Conv)
block, in which we adopt the approximate personalized propagation of
neural predictions in the spatial convolutional layer of STAPPNP. Our
experimental results show that the accuracy of the source detection is
improved by using STAPPNP, and the speed of the training process of
STAPPNP outperforms state-of-the-art deep learning approaches under
the popular epidemic susceptible-infected (SI) and susceptible-infected-
recovery (SIR) model in social networks.
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1 Introduction

Social networks have undergone rapid growth during the past a decade and have
dramatically changed people’s lifestyle. In social networks, people share infor-
mation easily, which has the advantage that people can communicate and learn
through it at a low cost. But there are also disadvantages, the information can
be false. Misinformation such as rumor can be spread rapidly and exponentially
in social networks, which may lead to destructive consequences to individuals,
organizations, and even society [1,2]. Consequently, the problem of rumor control
via computational approaches has been studied by many researchers [3,4].
There are a variety of approaches to control the rumor propagation. In gen-
eral, most research can be divided into two kinds of methods for this problem.
One is content-based rumor identification and the other is rumor source detec-
tion. The major computational technique for content-based rumor identifica-
tion [5] is the binary classification, which uses some machine learning model to
classify whether a given text is a rumor or not. These models can be trained
to classify the text by capturing the content features, sentiment features and
user features from input texts. Detecting the rumor source in social networks
is the second kind of method for controlling rumors. The rumor can be con-
trolled if the rumor source is detected at an early stage of the rumor spread.
The problem of rumor source detection has attracted lots of attentions in a
decade ago [6]. In the past, most existing research on the rumor source detec-
tion problem only take a single snapshot observation of the rumor diffusion
graph as input to estimate the source nodes, which neglects the temporal fea-
ture of rumor propagation. Due to the development of location technology, we
can obtain multiple snapshots observed at different stages of the rumor propa-
gation, and these independent snapshots can help reveal the temporal dynamics
of the rumor propagation. Therefore, the research using multiple snapshots [4]
has begun to appear recently. This fact motivates us to adopt a spatial-temporal
graph convolutional network (STGCN) [7] framework that can combine tempo-
ral and spatial information at the same time in the multiple rumor propagation
snapshots. However, the traditional STGCN model still suffers from shortcom-
ing that the input of these models is either using original infection state as node
label or one-dimensional one-hot encoded vector of the infection states, which
limits observation in the underlying connectivity of nodes in the social network,
and thus restricts the precision of source detection. Dong et al. [3] introduce
an input algorithm instead of one-hot encoded to capture the feature of rumor
centrality and source prominence based on connectivity of nodes in the social
network, However, the input algorithm in reference [3] only for a single batch of
single snapshot. For this problem, we introduce an input algorithm in our pro-
pose model Spatio-Temporal Approximate Personalized Propagation of Neural
Predictions (STAPPNP), STAPPNP is a STGCN based model, in which the
input algorithm is applied to multiple batches of multiple snapshots to gener-
ate a 4-dimensional vector for the input of node states in our proposed model.
The 4-dimensional vector can capture the feature of rumor centrality and source
prominence for each node. However, taking the multiple batches of multiple
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snapshots as STAPPNP input requires a long training time. To address these
issues, our propose model adopts the approximate personalized propagation of
neural predictions (APPNP) [8] in the spatial layer that requires less train-
ing parameters than Graph convolutional network (GCN) based model, which
enables much faster training speed. In this paper, we use the infection model [9]
to describe our rumor propagation model in the social network. Additionally, we
conduct extensive experiments on several real world social networks. The main
contributions of this paper are summarized as follows:

o We firstly propose an input algorithm which is applicable to multiple batches
of multiple snapshots input, which can capture the feature of rumor centrality
and source prominence for each node.

e We use the approximate personalized propagation of neural predictions
instead of graph convolutional network in spatial layers, which speeds up
model training.

The rest of the paper is distributed as follows: Sect. 2 discusses the related work.
Section 3 shows the structure and details of the proposed model, followed by the
experiment and analysis in Sect. 4. Section 5 concludes the paper.

2 Related Work

2.1 Graph Convolutional Networks

GCN is a burgeoning deep learning model on graph. The earliest GCN is pro-
posed by Duvenaud et al. [10], literature [10] introduce convolutional-like prop-
agation rule on graphs. Defferrard et al. [11] use chebyshev polynomials to opti-
mize the propagation rule, and the model achieved satisfactory experimental
results. Kipf and Welling. [12] further approximate the propagation rule to a 1-
order approximation, which reducing the computational complexity to linearity.
However, 1-order approximation GCN still has the problem that training time
becomes longer as the size of convolutional layers increases. Hence, Klicpera et
al. [8] propose the Approximate Personalized Propagation of Neural Predictions
(APPNP) algorithm to reduce the size of training parameters so as to improve
the time of training.

2.2 Rumor Source Detection

Shah et al. [13] firstly study on the rumor source detection problem a decade
ago. Wang et al. [14] investigate the problem of locating multiple source nodes,
and propose the Label Propagation based Source Identification (LPSI) algo-
rithm to identify them without knowledge of the underlying propagation model.
Li et al. [15] then attempt to apply the deep learning model named Graph Con-
volutional Networks (GCN). However, Sha et al. [7] prove that the prediction
precision of GCN based approach does not outperform the simple label prop-
agation algorithm in literature [14] for a single snapshot. Hence, Sha et al. [7]
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adopt a spatial temporal graph convolutional network (STGCN) to detect the
source based on the multiple snapshots. But STGCN uses one-hot encoded as
input algorithm which ignores the connectivity of nodes in social network. Dong
et al. [3] introduce an input algorithm instead of one-hot encoded to capture
the features of rumor centrality and source prominence based on connectivity of
nodes in the social network.

3 Proposed Model

3.1 Input Algorithm for Multiple Batches of Multiple Snapshots

Inspired by literature [3], we propose our input algorithm to capture the feature
of rumor centrality [14] and source prominence [16] from multiple batches of mul-
tiple snapshots. The process of our input algorithm is illustrated in Algorithm 1.
Firstly, we concatenate the infection states of all nodes of multiple snapshots as
the infection state matrix X. The shape of the matrix X is @ x T x N, and
(@ is the number of batches of multiple snapshots, T" is the number of snap-
shots, IV is the number of nodes on each snapshot. Each snapshot contains the
infection states of all nodes in social network graph at different times. Infection
state of random node v = +1 means the node is infected and v = —1 means
the node is not infected for the SI model or SIR model (note that v = —1 €
{susceptible(S)state, recovery(R)state},v = +1 € {infected(I)state}). Next,
from step 2 to step 16, we need to generate some matrix that can capture the
feature of rumor centrality and source prominence. We reduce the dimensional-
ity of X to a new 2-D matrix X; € R@*T)XN where R@QXT)*N denotes the
matrix X7 shape as (Q X T) x N, (@ x T') denotes the result of @ x T. P and O
are defined and initialized, they are used to generate ¢ and d. The dimensions of
a,b,c and d are same as X7, literature [3] proves that b can capture the source
prominence, ¢ and d can capture the features of rumor centrality. In step 14 to 16,
the @ € (0, 1) is a hyperparameter, « denotes the percentage of label information
aggregated from neighboring nodes. At step 17, a,b,c and d are concatenated
into a high dimensional vector corresponding to each snapshot. Finally, in step
18, we obtain a 4-D output matrix Y'° by reshaping the 3-D matrix Y”, where Y°
denotes the infection state matrix for all nodes under the observation of multiple
snapshots in (@ x T'). The infection label of each node is a 4-dimensional vector,
which contains the feature of rumor centrality and source prominence.

3.2 Spatio-Temporal-Convolutional Block

Inspired by [8], we propose an improved Spatio-Temporal-Convolutional (ST-
Conv) block, which adopts the Approximate Personalized Propagation of Neural
Predictions (APPNP) as the spatial convolutional layer to extract the spatial
features of the nodes. We use APPNP instead of GCN as spatial layer can
speed up the model training. As illustrated in Fig. 1, we take the output Y of
the Algorithm 1 as the first ST-Conv block input, and Y is in the shape of
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Algorithm 1. Input algorithm for multiple batches of multiple snapshots.

Require: Infection State Matrix X € RO*T*N: degree matrix D; adjacency matrix
A; hyperparameter «;
Ensure: Four-Dimension infection state input matrix Y € R?
1: Defined the normalized matrix U = D_%AD_%7 Q@ is the batch size, T is the
number of snapshots, N is the number of nodes, Identity matrix I;
2: X = reshape(X) € R(@*T)xN
3: define P = Xl,O = X1;
4: for i =0 — len(Q x T) do
5: for j =0 — len(N) do
6.
7
8

XT XN X4,
)

if le, == —1 then
P ; =0;

: else
9: Oi,]’ = 0;
10: end if
11: end for
12: end for
13: a = Xy;

14: b=(1-a)(I —alU) *Xy;

15: c=(1—a)(I —aU)'P;

16: d=(1—a)(I —aU)"'0;

17: Y’ = concatenate(a, b, ¢, d) € R@*XTI*Nx4,
18: Y = reshape(Y') € RO*TxNx4,

19: return Y°;

ROXTXNxCin where Cj,, denotes the number of input channels. As Algorithm 1
expands the label vector of each node to 4 dimensions, thus, the value of Cj,
in the first ST-Conv block is equal to 4. The details of our ST-Conv block are
described as follows:

Temporal Gated-Convolution. The temporal convolutional layer contain a
1-D convolutional neural network (CNN) with a width-K; kernel followed by
gated linear unit (GLU) as activation function. Since the convolutional kernel
size is K3, the time series will be reduced by K; — 1 after passing through a tem-
poral convolutional layer. The temporal convolutional layer can be represented
as follows:

Y1 = GLU(CNN(Y")) € R (T KAL) xNxCh (1)

we use Eq. (1) to capture the temporal feature, in which Y is the input of the
temporal layer, C, is the output dimension of the temporal layer, and Y7 is the
output matrix of the temporal layer, GLU is a gated linear unit and CNN is a
convolutional neural network layer.

Spatial Approximate Personalized Propagation of Neural Predictions.
In the spatial layer we use APPNP instead of GCN to capture spatial features.
The rules of spatial feature extraction are designed as follows:



206 X. Wu et al.

HO =7 = fo(11) (2)

HY = (1 - 8)AHY 4 67 € ROX T Kt xNxCn (3)
v2 = H® = softmaz((1 — 6)AHED 1 §7) € ROX(T-KiADxXNxCh ()

The Eq. (2) using neural networks to predict the class of nodes, fy is a neural
network with a parameter set 6. Y7 represents the input of the spatial layer
and corresponds to the output of the first temporal layer. The Eq. (3) is the
message propagation rule, we use this equation to aggregate information about
neighboring nodes. H(+1) is the matrix of activations in the (I4+1)*". 6 € (0,1] is
a hyperparameter, which represents the restart probability (i.e., the percentage
of label information aggregated from root nodes). In Eq. (4), L denotes the
number of power iteration steps, and ! € [0,L — 2] in Eq. (3). The APPNP
uses softmax as the activation function, with the spatial layer kernel size K.
Through APPNP, the spatial information of each node can be extracted and then
integrated with its neighbors within the area of K layers. As shown in Fig. 1.
After passing the spatial layer, we set the output Y5 of the spatial layer as the
input to the following temporal layer, the following temporal layer is the same as
the first temporal layer in the ST-Conv block. Due to an ST-Conv block contains
two gated sequential convolution layers and one spatial convolution layer, the
time series will be subtracted by (2K — 2) after passing through an ST-Conv
block. Assume that we have L; ST-Conv blocks for feature extractions, then
the time series of the final output matrix will be subtracted by (2L1K; — 2L1).
Thus the final output dimension is Y3 € RX(T—2L1Ki+2L1)xNxCout where Clyyy
denotes the output dimension of the last gated sequential convolution layer.

3.3 Spatio-Temporal Approximate Personalized Propagation
of Neural Predictions

Our STAPPNP is built on the STGCN construction. The construction of STAPP
NP is illustrated in Fig.1. At first, the input is an infection state matrix X of
the shape @ x T x N, which is generated based on multiple batches of multiple
snapshots. The multiple batches of multiple snapshots are observations of the
rumor propagation processes on social network graph. Next, we take X as the
input of Algorithm 1, and the output is a new matrix Y° of the shape Q x T x
N x 4. Then, the matrix Y9 flows via two ST-Conv blocks where each block
contains a spatial layer and two temporal gated-convolutional layers to capture
the spatial and temporal features of each node. Note that the number of ST-
Conv blocks is not necessarily fixed. In practice, multiple ST-Conv blocks can be
stacked together to extract the features of nodes. Finally, the output of the last
ST-Conv block Y3 is sent to the output layer. The temporal convolution layer
attached with one fully connected layer to output the probability of each node
contains the rumor source node. The activation of the fully connected layer is
softmax. The output layer can be written as:

Y = Softmax(FC(GLU(CNN(Y3)))) € RO*N (5)
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Infection state matrix Conv : ﬁ
X € RN — ' Input Algorithm 1 e
Spatial APPNP | | 2
=
| P8
Temporal Gated- 1 ! =
Conv :
Temporal Gated- ‘
Conv : 9
| LA
! =]
Y € RN «——  Output Layer Spatial APPNP | | 2
.-
I Pog
Temporal Gated- |+ | =
Conv :

Fig. 1. Construct of STAPPNP.

the output of STAPPNP is a matrix Y, the shape of Y is QQ x N, which represents
the probabilities that each node in @) batch graphs is the rumor source, and FC
is a fully connected layer.

4 Experiment

4.1 Datasets

Our model is suitable for small or medium social networks. Datasets are divided
into two types. The first type are ER and BA social networks [17]. The second
type is empirical contact social network adopted from High school [18] and SFHH
conference [19], both of which are generated on the dynamic contact sequences.
The statistics of the datasets are listed in Table 1.

Table 1. Statistics of four datasets.

Datasets Nodes | Edges
BA 2000 | 19900
ER 1000 9953
High School | 774 7792
SFHH 403 9565
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4.2 Parameter Setting

Common Settings. In our experiment, we generate 2000 rumor propagation
processes for each social network based on SI and SIR infection propagation
models. 80%, 10% and 10% of rumor propagation processes are used as the
training dataset, the validation set, and the test set, respectively. The batch
size is set to be 50. All the deep learning models are trained for 50 epochs
using RMSProp optimizer, and the learning rate starts from 0.001 and decays
with rate 0.7 every 5 epochs. Since the RSD problem is a multi-classification
problem, cross-entropy is used as the loss function. As shown in Fig. 1, we use
two ST-Conv blocks to capture features of nodes. The input channels and output
channels for the first temporal layer and spatial layer and last temporal layer
in first ST-Conv block are {4, 64}, {64, 64}, {64, 128}. The input channels and
output channels for the second ST-Conv block are {128, 64}, {64, 64}, {64, 72}.

Parameter Setting Under Two Infection Propagation Models. Under
the SI model, the infection rate is set to be 0.05, each rumor propagation process
simulates 15 iterations of rumor propagations to generate 15 snapshots. Then,
we randomly choose 10 rumor propagation infection snapshots. For a small batch
of snapshots under the ST model, we set temporal kernel size (K;) from set {2,3}
and spatial kernel size (K) from set {2,3,4,5}, we find that STAPPNP achieves
the best performance with K; = 2 and K; = 5. Under the SIR model, we set the
infection rate and the recovery rate to be 0.25 and 0.1, respectively. We simu-
late the rumor propagation process with 30 iterations to generate the 30 rumor
propagation infection snapshots, and then we randomly select 16 snapshots as
the inputs as well as we set temporal kernel size from set {2,3,4} and spatial
kernel size from set {2,3,4,5}. For the SIR model, the STAPPNP achieves the
best performance with K; = 3 and K; = 5. In the following experiments, we
adhere to this setup.

4.3 Comparison and Evaluation

We compare our STAPPNP with three popular baseline models in terms of
two types of evaluation metrics, as shown in Table 2. All models are trained on
NVIDIA GeForce RTX 2080 Ti GPU servers.

Evaluation Metrics. We evaluate the performance of the model with the
following metrics:

e Detection accuracy. Detection accuracy is the percentage of true rumor
sources being detected correctly. In this paper, we take the average of the
detection accuracy based on the test set as evaluation metrics.

e Temporal evaluation. The performance of temporal evaluation is usually
compared to the model training time. To verify the temporal superiority, for
each neural, we train 50 epochs based on the same dataset to compare the
training time.
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Table 2. Comparison of STAPPNP and baseline.

Models Training time | Detection accuracy
STAPPNP v v
STGCN(157-order approximation) [12] v v
STGCN(Chebyshev polynomials approximation) [11] | v/ v
LPSI [14] x v

v indicates participation in the corresponding comparison trial and x repre-
sents no participation in the corresponding comparison trial, e.g., we compare the
detection accuracy but not the training time of LPSI with other models. Since the
LPSI algorithm performs rumor source detection in a single snapshot, the input
type of LPSI is different from STAPPNP. Therefore, we do not include LPSI in
the comparison of training time comparison. In the following, we use STGCN
(Cheb) to represent the STGCN (Chebyshev polynomials approximation), and
STGCN (19T-order) represents the STGCN (1°7-order approximation).

Comparison of the Training Time. Table3 summarizes the results for the
training speed of the comparative models. In the experiment, we set the batch
size to 50 and compare the training time under the same social network graph.
For each neural network model, to ensure input algorithms are the same, we use
the one-hot encoding instead of Algorithm 1 as the STAPPNP input algorithm.
The results show that the extent of improvement in training speed of STAPPNP
increases with the scale of the graph and the complexity of the infection model.
STAPPNP achieves the best results in BA networks under both of the two
infection models. It improves the training speed by 57s in SI model and 71s
in SIR model compare to STGCN (Cheb), which is a significant improvement.
STAPPNP also achieves faster training speed than comparing models under
all datasets based on two different infection models. Overall, the results show
that using APPNP instead of traditional GCN as the spatial layer can improve
the training speed under the model significantly. The results demonstrate the
effectiveness of our improvements to the ST-Conv block in improving the training
speed.

Table 3. Comparisons of training time under two propagation models.

Model SI SIR

BA |ER |HighSchool | SFHH | BA |ER | HighSchool | SFHH
STGCN (1%-order) | 821s | 364s | 289s 177s 19498 |670s | 551s 273 s
STGCN (Cheb) 861s|369s|285s 178s |951s|668s|549s 275s
STAPPNP 804s | 353s|282s 173s | 880s|652s | 521s 267 s
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Comparison of Source Detection Accuracy. Since rumor propagation is
consistent with the SI infection model, we only verify the superiority of the
source detection accuracy under the SI infection model. For the STGCN (1%-
order) and STGCN (Cheb), we adopt the one-hot encoding of the node state
matrix as input algorithm. LPSI uses 2000 rumor propagation infection graphs
without dividing the training set, test set, validation set. The LPSI is not a
deep learning model, only deep learning models need to divide the datasets into
training, test and validation sets. Thus we use 2000 rumor propagation infection
graphs without dividing the training set, test set, validation set and take the
last infection result snapshot of each infection graph as LPSI inputs.

As shown in Table 4, which summarizes the result of detection accuracy of
deep learning models and LPSI. We divide the test set into four groups and take
the average of these four groups as the accuracy result. In the BA network, each
deep learning model achieves the best performance. For example, the accuracy of
STAPPNP in BA network compared with ER, HighSchool and SFHH networks,
rumor source detection accuracy performance increases of 9.5%, 15.5% and 29%,
respectively. The results show that for deep learning models, the accuracy of
rumor source detection increases with the scale of social networks graph. And
we notice that the STGCN (Cheb) outperforms STGCN (1%%-order) in a small
size graph, but in the large social network BA, STGCN (1%!-order) achieves a
higher detection accuracy rate than STGCN (Cheb), as stated in [12], the extent
of improvement of 1°7-order approximation GCN over chebyshev polynomials
approximation GCN increases with the size of the social network graph. Further-
more, to verify that using Algorithm 1 as input algorithm can improve the detec-
tion accuracy of STAPPNP, we compare the detection accuracy of STAPPNP
to all baselines and find that STAPPNP outperforms all the baseline methods in
terms of detection accuracy under all types of networks. STAPPNP achieves the
best performance in ER network, the detection accuracy of STAPPNP is 3.5%
higher than STGCN (1%%-order) in ER network. The results show that taking
Algorithm 1 as input algorithm can improve the accuracy of the rumor source
detection. The results demonstrate the effectiveness of taking Algorithm 1 as the
input algorithm to expresses the relationship between nodes for multiple batches
of multiple snapshots.

As shown in Table4, we notice that STAPPNP significantly outperforms
LPSI. For example, in the ER network, the detection accuracy of STAPPNP is
66.45% higher than LPSI. In the BA, High school and SFHH networks, detec-
tion accuracy of STAPPNP increases 64.70%, 60.56% and 46.35% over LPSI,
respectively. For our experiments, LPSI performs rumor source detection based
on a single snapshot and STAPPNP performs rumor source detection based
on multiple snapshots. Therefore, we conclude that the better detection perfor-
mance of STAPPNP is related to much more information obtained from multiple
snapshots.
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Table 4. Accuracy comparison.

Model BA ER HighSchool | SFHH
LPSI 11.80% | 0.55% | 0.44% 1.15%
STGCN (1°%-order) | 76.00% | 63.50% | 58.50% 43.50%
STGCN (Cheb) 75.00% | 65.00% | 59.50% 46.00%
STAPPNP 76.50% | 67.00% | 61.00% 47.50%

5 Conclusion

In this paper, we investigate the problem of rumor source detection (RSD) under
multiple batches of multiple snapshots in the social networks. We propose a
modified spatial-temporal convolutional neural network model called STAPPNP.
For the RSD problem, we find that taking multiple batches of multiple snapshots
as input can improve the detection accuracy. As there is no input algorithm that
is suitable for our observation on multiple batches of multiple snapshots, we
firstly propose an input algorithm to capture node connectivity features of the
multiple batches of multiple snapshots. Our STAPPNP significantly improves the
detection accuracy. Meanwhile, to solve the problem of long training time caused
by taking the multiple batches of multiple snapshots as input, we improve the
ST-Conv block by replacing GCN with APPNP to further increase the training
speed. We conduct the experiments on the real world social networks datasets.
The results indicate the effectiveness of STAPPNP, which outperforms the 157-
order approximation STGCN models by about 3.5% in accuracy of rumor source
detection, and outperforms the Chebyshev polynomials approximation STGCN
8% in terms of training speed, and even by 66.45% in accuracy of rumor source
detection comparing to the LPSI. Since our model is based on the infection
model, in the future, we plan to apply STAPPNP in the influence model, filling
the gap in the influence model where there are no deep learning models that can
aggregate spatio-temporal features.
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