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Abstract. Modelling agroecosystems is a complex process that implies under-
standing the interactions between the different elements of the system. However,
although agroecosystem modelling is becoming more and more important, a spe-
cific modelling framework is missing not only for the modelling of agroecosys-
tems but also for their simulation. Currently, modellers use general modelling
and simulation platforms that non-modellers find difficult to apply. Consequently,
a specific framework for agroecosystem modelling and simulation is required.
This study intends to propose a basis for the development of an independent plat-
form for the creation and simulation of agroecosystem-oriented models. Specifi-
cally, the objectives of this paper are to achieve the requirement analysis and the
domain analysis, to propose a domain specific modelling language and to design
the platform architecture. Using a model-driven engineering and an agent-based
modelling approach, a meta-model has been proposed as the abstract syntax of
the language. Thereafter, the language has been concreted by proposing a graph-
ical notation language. Finally, a multi-layer architecture has been proposed. The
overall proposition takes account of the model development, simulations and their
visualization. The general framework will be developed as part of the next steps.

Keywords: agroecosystem - simulation - agent-based model - meta-model -
domain specific language - domain specific modelling language

1 Introduction

Agroecosystems are cultivated ecosystems composed of abiotic and biotic elements that
interact with each other in an agricultural, pastoral and forestry-type space, modified
by man for the purpose of food production [1]. Agroecosystems are characterized by
a dynamic and structural complexity coming from the interaction between the ecolog-
ical and socio-economic processes in which they are integrated. So modelling agroe-
cosystems is a complex process that implies understanding the interactions between
the different elements of the system. Agent-based models (ABMs) are highly relevant
for representing and modelling agro-ecosystems [2]. ABMs comprise a set of agents

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2025
Published by Springer Nature Switzerland AG 2025. All Rights Reserved

A. Sere et al. (Eds.): AFRICOMM 2023, LNICST 588, pp. 68-78, 2025.
https://doi.org/10.1007/978-3-031-81573-7_5


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-81573-7_5&domain=pdf
https://doi.org/10.1007/978-3-031-81573-7sb {5}

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

A Cloud-Based Drones’ Model for Detection and Tracking 67

. Jiang, H,, Liang, Y.: Online path planning of autonomous Drones for bearing-only stand-off

multi-target following in threat environment. IEEE Access 6, 22531-22544 (2018)

Tampuu, A., Matiisen, T., Kodelja, D., Kuzovkin, 1., Korjus, K., Aru, J.: Multi agent
cooperation and competition with deep reinforcement learning. PLoS ONE 12, 6379-6390
(2017)

Wu, C., et al.: DRONE autonomous target search based on deep reinforcement learning in
complex disaster scene. IEEE 7, 117227-117245 (2019)

Hidayatno, A., Destyanto, A.R., Hulu, C.A.: Industry 4.0 technology implementa-tion impact
to industrial sustainable energy in Indonesia: A model conceptualization. Energy Procedia
156, 227-233 (2019)

Singh, V., Misra, A.K.: Detection of plant leaf diseases using image segmentation and soft
computing techniques. Information processing in Agriculture 4(1), 41-49 (2017)

Suganthi, J., Suganthi, V., Giridharan, S.: Detection and Prevention Mechanism of Snakes
and Insects Biting from Farmers using IOT Monitoring System. Open Access Quarterly
International Journal 2(1), 298-30 (2018)

Vaca-Castano, G., Driggers, R., Furxhi, O., Arvidson, C., Mazzotti, F.: Multispectral camera
design and algorithms for python snake detection in the Florida Everglades. In Algorithms,
Technologies, and Applications for Multispectral and Hyperspectral Imagery XXV 10986,
272-279 (2019)

Implications for herpetology and global health: Durso A.M., Moorthy G.K., Mohanty S.P.,
Bolon I., Salathé M., and Ruiz de Castafieda R. Supervised learning computer vision bench-
mark for snake species identification from pho-tographs. Frontiers in Artificial Intelligence
4, 582-110 (2021)

Bandala, A.A., Dadios, E.P,, Vicerra, R.R.P., Lim, L.A.G.: Swarming algorithm for unmanned
aerial vehicle (drone) quadrotors—swarm behavior for aggregation, foraging, for-mation, and
tracking. Journal of Advanced Computational Intelligence and Intelligent Infor-matics 18(5),
745-751 (2014)

Zhang, Q., Cheng, L., Boutaba, R.: Cloud computing: state-of-the-art and research chal-
lenges. Journal of internet services and applications 1(1), 7-18 (2010)

Jenkins, B.: Watching the watchmen: Drone privacy and the need for oversight. Ky. LJ 102,
161 (2013)

Rahman, A., Jin, J., Wong, Y.W.,, Lam, K.S.: November. Development of a cloud-enhanced
investigative mobile robot. In 2016 International Conference on Advanced Mechatronic
Systems (ICAMechS), pp. 104-109 (2016)

Simelane, P.T., Kogeda, O.P., Lall, M.: A cloud computing augmenting agricultural activ-
ities in marginalized rural areas: A preliminary study. In: 2015 International Conference on
Emerging Trends in Networks and Computer Communications (ETNCC), pp. 119-124 (2015)
Li, C., Sun, X., Cai, J.: Intelligent mobile drone system based on real-time object detection.
Journal of Artificial Intelligence 1(1), 1 (2019)

Fao, I., W UNICEF:. The state of food security and nutrition in the world. Rome, Italy: Food
and Agriculture Organization of the United Nations. (2017)

WORLD HEALTH ORGANISATION: Snakebite Envenoming. Available at https://www.
who.int/news-room/fact-sheets/detail/snakebite-envenoming. (2019)


https://www.who.int/news-room/fact-sheets/detail/snakebite-envenoming
https://www.who.int/news-room/fact-sheets/detail/snakebite-envenoming

66 P. T. Simelane and O. P. Kogeda
9 Conclusion

In this paper, we have managed to identify common snakes that are mostly found in
MRAs and what type of agriculture is mostly practiced. We have also try to discover
mechanisms mostly used to prevent snakebites, killing of snakes, and reasons for killing
them in MRAs. We, therefore, outline that the proposed cloud computing model that
augments the use of ICT to improve agriculture as an activity in MRAs will be of great
help since people living in MRAS seem to be neglected and suffering from snakebites
and envenoming which leads to them to dissert farms. Farmers’ disserting farms lead to
low yields or food security issues in MRAs. The proposed cloud architecture would use
Drones to track and detect snakes in farms. Farmers could observe everything on their
farms via phones connected with drones. This will improve food security, safe farming,
and balance biodiversity.
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ENCOUNTER SNAKE IN THE FARM Effects of eliminating snakes

No l7

Fig. 7. Farmers who encountered snakes in
the farm Fig. 8. Effects of eliminating snakes

In Fig. 797% of the farmers agree that they encounter snakes on their farms. Farmers
eliminate or remove 73% of these snakes, and 67% of the snakes fight back, which may
result in hospitalization or fatality. Farmers being killed by snakes lead to a reduction in
productivity (since some productive and knowledgeable farmers die from snake bites),
and it also leads to the loss of livestock. With more frequent snake bites in MRAs, farmers
surrender farms to snakes leading to fewer farms to grace in. Some-times farmers may
use fire to clear such bushy areas leading to the loss of animals, trees, ecosystems, etc.
Snakes also get killed on farms in rural areas, which creates an imbalance in biodiversity.
While these snakes are eliminated, 54% of the rodents impact their agricultural products,
as presented in Fig. 8.

SECURITY MECHANISM
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Burning tyres
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Fig. 9. Security mechanisms to curb snakes

As shown in Fig. 9 farmers use different strategies to curb snakes in their farms,
however the above-presented security mechanism is not able to the handle death rate of
both farm workers and snakes on farms. The most common strategy or method used by
farmers in farms to get rid of snakes is cats, which is at 65%.
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Fig. 4. Occupation Fig. 5. Type of farming

Data on gender, age bracket, occupation (see Fig. 4), and type of farming (see Fig. 5)
were collected. This was the way of finding out which gender dominates MRAs and
their age bracket, whether they are employed or not, and also how many people they are
supporting. Data on how farming is practiced in MR As were collected, as the tools used
and the type of farming. A total number of 71 farmers were given questionnaires and
participated. In our data, as shown in Fig. 2 we discovered that out of 71 participants,
55% were male and 45% female. Figure 3 also shows that it was mostly farmers aged
46-55 at 31% and followed by youth at 24% aged 26-35, which proves the scarcity of
jobs in MRAs.

Types of crops synonymous to
snake

Sugarcane
23% W Sugarcane

= Maize
® Pumkins leaves

Other

Fig. 6. Types of crops synonymous to snakes

In farms, we also discovered that 86% of crops are synonymous with a snake, as pre-
sented in Fig. 6. Most farmers have planted maize with 70% and 23% of its sugarcane,
as reflected in Fig. 6.
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In Fig. 1, the bottom of the architecture shows different farms with different kinds
of snakes. We have farms from different locations in the Zululand district. A swarm of
drones will fly around the phone, controlled by the farmer’s phone. Farmers have two
options either they download or upload information using the different types of phones
they are using. Since the drones are going to be tracking and detecting snakes in farms.
Using the mobile phone, tracked and detected information is uploaded from the phone to
the cloud wirelessly. And we have a firewall to prevent all trespassers from tamper-ing
with the system. Tracked and detected information is then transmitted to the central
access point connected to the server providing mobile network services. The server is a
database that stores the user’s information about that particular object that is detected.
In the cloud, everything will be processed then cloud controllers process the request to
provide mobile users (farmers) with the corresponding cloud services. When the farmer
opens his/her Swarm of Cloud-based Unmanned Arial Vehicle system on the phone,
he/she will be able to see the real-time navigation of drones as they track and detect
snakes in the farm.

7 Methodology

The most comprehensive investigation used questionnaires to learn about how farming is
practiced in Zululand, which mobile devices are most commonly used in MRAs, current
safety measures used against snakes, the most common snake affecting MRAs, methods
they use to live, detect and handle snake bites. We created the paper-based questionnaire,
and since we were conducting the study in MRAs, we went there physically to clarify
more questions. The questions were both structured and unstructured questions; it was
close-ended questionnaires. We interviewed both farmers and farm workers. The case
study was conducted in the Zululand district. The sample was non-random. We were
questioning the people on a willing basis.

8 Data Analysis and Results

The main objective of this paper was to identify what are common snakes that are
mostly found in MRAs and what type of agriculture is mostly practiced. Mechanisms
are mostly used to prevent snakebites, killing of snakes, and reasons for killing them in
MRAs. We collected data through close-ended questionnaires given to farmers in the
Pongola Zululand district in the KwaZulu-Natal province of South Africa. Farmers lack
skills to improve their security and safety due to a lack of technological tools to help
them improve their farming to conclude our study properly. It was necessary to analyse
the data so that we could correctly test our suggestions as well as answer our research
questions and present the results of the study to our readers in an understandable and
convincing form. A total number of 71 farmers were given questionnaires and partici-
pated. Data on gender, age bracket, occupation, number of people in the household were
collected, crops and types that are synonymous with snakes, frequent encounters with
the snake and What they do with the snake or does it defend itself, and reasons for killing
snakes, common things that are bitten by a snake(s) in farms and security mechanisms
currently in place to curb snakes. The data that answers the above-men-tioned points are
also presented graphically below.
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to have far-reaching effects across today’s society, trans-forming our lives and how we do
business. The agricultural industry seems to have embraced drone technology with open
arms, using these advanced tools to transform modern farming. The advent of drones,
better known as drones, has proved to be beneficial for the overall development of the
human race — both technologically and strategically [28].

Drones-based agricultural robotics, in particular, has attracted immense interest as
is evident in 10-year sales forecasts of the technology [25]. In Agriculture, from crop
monitoring to planting, livestock management, crop spraying, irriga-tion mapping, and
more. Agricultural drones help to achieve and improve what’s known as precision agri-
culture. This approach to farming management is based on observing, measuring, and
acting based on real-time crop and livestock data. It erases the need for guesswork in
modern farming and allows farmers to maximize their yields and run more efficient
organizations, all while enhancing crop production.

There are multiple uses for agricultural drones, including Scouting land and crops,
checking for weeds and spot-treating plants, monitoring overall crop health and manag-
ing livestock, and monitoring for health issues. Drones have propulsion systems, infrared
cameras, global positioning and navigation sys-tems, programmable controllers, and
automated flight planning. Plus, with cus-tom-made data processing software, any col-
lected information can instantly be used towards better management decisions. This will
make it easier for research-ers to track and detect snakes on farms.

In recent years, the cost of agriculture drones has rapidly declined, which has not
only led to the explosion of drone use cases in agriculture but has made it a no-brainer
investment for modern farmers [11].

Multi-rotor Drones are the cheapest, easiest to make and to operate of all the drone
types mentioned above (based on aerial platforms). Single-pilot livestock management
and observation are made possible by including cameras on multi-rotor drones.

6 Proposed Architecture
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Fig. 1. Proposed system architecture



A Cloud-Based Drones’ Model for Detection and Tracking 61

to accurately track snakes while Faster R-CNN would be on image detection since it’s
difficult to spot green snakes in long green grass and sugarcane.

3 Purpose, Objective, and Significance of the paper

The purpose of this study was to ascertain the penetration and use of drones as means
of detecting and tracking snakes in the farming community of rural Zu-luland region,
KwaZulu-Natal. The objective was to develop a model of cloud-based swarm Robotics
for clustered drones to accurately detect and track sta-tionary and motion-based snakes in
an agricultural environment or farm. The model platform could assist the local farming
community from snakebites and envenoming. In addition, the model will help curb
snake killings and enhance biodiversity in rural areas. The expected contribution of
this research is devel-oping a cloud-based swarm DRONE model that facilitates the
intelligent detec-tion and tracking of stationary and motion-based snakes in farms using
PSO and a Faster R-CNN algorithm. This will improve safe farming and biodiversity
con-servation on and also improve food security in developing countries.

4 Cloud Robotics

Cloud computing is a computing style that provides power referenced with In-formation
Technology (IT) as a service [24]. Cloud computing is the type of computing that allows
access to information and computer resources anywhere as long as the network connec-
tion is available. Most organizations and individ-uals have migrated their tasks, data,
and applications to the cloud. Such include but are not limited to Amazon, where we
find Dropbox, Twitter, Instagram, Quora, etc. All these are applications used by millions
of people that use the Cloud.

Cloud Robotics is a topic that has garnered much attention from the research commu-
nity, especially with the proliferation of cloud infrastructure, improved communications
technologies, and commoditized Robotics. Cloud Robotics is any automation system
that relies on either data or code from a network to sup-port its operation [13]. Cloud
Robotics can also be described as any automation system that relies on either data or
code from a network to support its operation. Drones-based agricultural Robotics, in
particular, have attracted immense inter-est, as is evident in 10-year sales forecasts of
the technology [25]. The benefits of Cloud Robotics include shared knowledge databases
that disparate robots have access to, the ability to offload processing-intensive tasks to
cloud infra-structure, and robot access to skill/behaviour databases [26].

In this paper, we incorporate cloud and drones, and agricultural workers will be able
to gather and store data, automate redundant processes, and improve effi-ciency. Since
Drones will be tracking and detecting snakes on farms, the data recorded or snake’s data
tracked will be stored in the cloud for future use.

5 Drones in Agriculture

ICT in agriculture has attracted a lot of attention and researchers for the past few years
all over the globe, as it seems to have outstanding benefits compared to old ways of
practicing farming [27]. Drones technology is a phenomenal inno-vation that continues
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and processing system to detect Burmese pythons on the wild. They have leveraged
IMEC sensor array technology to collect data on the Vis-NIR regions of the spectrum
of several pythons to determine a set of bands that can help with the detection. They
further allude that Hyperspectral measurements and band selection algorithms show
that an optimal solution involves the combination of bands in both visual and NIR.
Due to technological fabrication issues is more difficult and expensive to combine very
broad-spectrum bands in a single mul-tispectral focal plane array. For that reason, they
compare the Vis multispectral sensor vs. the NIR multispectral sensor showing that NIR
multispectral sensor has alead on the task. Consequently, their analysis was concentrated
on the NIR multispectral collection to find an algorithm that performs best in the task of
python discrimination. They first trained a random forest algorithm since it con-siders
only spectral information. Later, they studied the use of deep learning to improve the
detection of pythons in the wild. They discovered that deep learning algorithms need lots
of labeled data to converge. Their collection included less than 100 images. Therefore,
they decided to use a pre-trained model on RGB data and take advantage of transfer
learning by fine-tuning the network using their data. Accordingly, they selected three
bands that are used in substitution of the original RGB bands in the deep network.
They conclude that future research-ers need to cover aspects of studying different deep
network architectures, in-clude more spectral bands on the algorithm; perhaps a new
data collection that supports these networks is required, and finally, actual hardware
implementation of the camera.

Some researchers use a combination of algorithms to achieve the task of classi-
fying snakes [22]. In their study, they investigate human perception and the se-lection of
words in describing a snake based on their visual view. The descrip-tions are presented
in unstructured text, and the NLP processing involves pre-processing, feature extraction,
and classification. Four machine learning algo-rithms (naive Bayes, k-Nearest Neigh-
bour, Support Vector Machine, and Deci-sion Trees J48) were used during training and
classification.

Generally, all existing works related to swarm intelligence were derived from the
group or social behaviour of animals or insects [23]. In their study, they exhibit the com-
patibility of applying swarm algorithm on DRONE quadrotors for aerial surveillance,
search, and reconnaissance operations through flight for-mations and reconfiguration by
abiding swarming patterns and behaviour.

They conclude that the increased number of robots can yield higher accuracy. This
directly implies that the centroid can be controlled accurately by increasing the number
of robots because the resolution of the swarm increases proportion-ally with the number
of swarm members. The foraging behaviour experiment revealed that the time it takes
to hit or reach the desired position decreases with the increase in swarm members. They
suggest that for future purposes, aggregation can be implemented, including other robot
types i.e., underwater or land-based robots. Optimized searching algorithms in three-
dimensional domains can be derived from the foraging behaviour. Lastly, they suggest
that all of this be-haviour can be mixed with other algorithms, such as pheromone and
CNN algorithms, to introduce multi-tasking for the swarm. Adopting their suggestion,
our study seeks to combine Swarm and Faster R-CNN algorithm to track and detect
snakes in agricultural fields in MRAs. Swarm algorithm will guide could-based Drones
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faster automation, digitization, and big data collection that manufacturers and industries
must align with. Efficiency im-provement, reducing costs, and maintaining quality can
be more comfortable than before with the help of these components. So this is what
motivated us to work on such an experiment where the effective procedure of automated
SCDRONE tracking and detection of snakes in farms can somehow help protect farmers
and farm workers from dangerous snakes and also protect the very same snakes from
being killed by farmers for biodiversity purposes. This will help farmers to produce
better and support the integration of industry 4.0.

Many algorithms have been used to try to track and detect plants and animals on
farms. The algorithms take images, make segmentation to extract features from them,
and use the features, and the machine classifies which disease the plant has [19]. In their
study, they develop the design of how machine learning can be used in automatically
detecting plant diseases by seeing the plant leaves. Their objective was to construct a
system that takes images as input, and after precise testing, it gives the disease name
in the output. To implement their proposed method, they collected data manually and
used a faster R-CNN algorithm and some necessary tools. Their implementation process
consists of several seg-ments and pre-processing, which is described below: Dataset
Collection, Ten-sorflow in disease detection, Labelling of the images, and Algorithm
used.

Their expected result is obtained with some computational efforts where the ef-
ficiency of the proposed algorithm can be shown, and the classification of leaf disease
can be specified. They managed to achieve an accuracy value, and that is 67.34%. Their
study is similar to our study because we track and detect mo-tion-based objects (snakes)
while they are detecting stationary plant diseases. We both opt to use the Faster R-CNN
algorithm for image detection because it’s much faster. Another reason we opt for faster
R-CNN is its ability to detect objects in real-time compared to R-CNN and the Fast
R-CNN algorithm. Our model allows a swarm of cloud-based Drones to track and detect
snakes in real-time in MRAs, which is why we also adopt PSO for guiding the Drones’
path. We will improve from the 67.34% accuracy they achieved even though we use
different objects.

Many algorithms have been used to track and detect snakes, to be precise. The
surveillance and tracking of the snakes are difficult due to their size and the nature
of their movement [20]. In their study, they proposed a system that seeks to identify
snakes and small dangerous insects to the farmers and improve productivity using a
classification algorithm. Their classification algorithm and feature extraction describe
the unique features of snakes and small dangerous insects. Then they produce the buzzer
in the current location and display the location use of GPS. In their method, the detection
of motion in the video frame and identification of the objects in the area of motion using
features extraction, which describes the unique features of snakes and small dangerous
insects. They use the platform Raspberry PI, which they say is the sequence of credit
card— sized single-board computers established in the United Kingdom by the Rasp-
berry PI Foundation. The position of the snakes, once detected, is tracked in order to
calculate the distance of snakes with areas of farmers in the agricultural land.

Given the magnitude of the snake problems, better detection tools are needed to
help to find the snakes [21]. In their study, they study the development of a camera
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integrate and evaluate a set of low-cost technologies that allow the detection of explo-
sive landmines autonomously and without com-promising the mission. DRONE was
equipped with cameras that enable visual feedback of the terrain in real-time. By captur-
ing several sequences of images, visual algorithms for landmine detection are applied.
The detection process was performed using the still images captured by the bottom cam-
era of the drone. Outdoor tests were conducted using tuna cans as landmine-like objects
and un-der different sunlight profiles and wind speeds. Some objects were randomly
placed on the surface (fully visible), while others were partially buried.

The difference between their study and the current study is that we are not only
tracking and detecting still objects, but we are also tracking moving objects in the form
of snakes. Our Drones will be capable of tracking and detecting sta-tionary and motion-
based snakes. Our model is also incorporated with the cloud to store this information
and classify the kind of snakes detected, which will help as awareness people of MRAs
to be aware of such snakes and relocate those snakes to areas of safety before they are
killed.

Artificial Intelligence (AI) is a vital technology for the future of drone systems
to improve their independent performance (Yadav and Gaur, 2014). Drones should be
able to perform cloud-based tasks autonomously and have abilities to perform self-
determination of tasks.

Future drones should be able to autonomously plan flight paths based on their respec-
tive missions and corresponding constraints [15]. In our study, Drones fly around the
farm, tracking and detecting snakes. When the constraints changes, Drones should be
able to autonomously adjust the flight path.

One of the characteristics of intelligent Drones in the future is the ability to effi-
ciently perform complex tasks through independent cooperation [16]. Al has played an
increasingly important role in the field of automated control of drones [17]. In their
study, they prove that deep reinforcement learning can be success-fully applied to an
ancient puzzle game Nokia Snake after further processing. A game with four directions
of movement. Through deep intensive learning and training, the Snake (or self-learning
Snake) learns to find the target path autonomously, and the average score on the Snake
Game exceeds the average score on the human level.

Therefore, their proposed Snake algorithm to be able to find the target path au-
tonomously is an attempt and key technology designing of autonomous search and
rescue personnel and material dispatching drones. They apply the reinforce-ment learn-
ing method to the process of simulating the autonomous exploration of the target by the
drone in the game environment of the Snake Game. The snake body is used to represent
the drone, and the hotspot is used to represent the target to be searched.

In their study, a single drone was used for testing, and results were achieved. In our
study, through a combination of PSO and Faster R-CNN algorithm, we used a swarm of
drones to track and detect snakes on a farm. The swarm of cloud-based Drones will be
utilized to track and detect snakes.

In the recent era, the swift development in digital technology has started a new evalu-
ation in the industrial revolution called Industry 4.0 generally [18]. This revolution is all
about introducing modern technologies to connect the compo-nents with the industries
and support sustainability as well. It brings new and augmented algorithms to promote
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The study is similar to ours because we seek to utilize a swarm of Drones in agricul-
ture to detect and track motion-based snakes on farms. The difference is that we don’t
only discuss Drones. Our study develops a cloud-based model to help farmers detect
and track motion-based snakes on farms. The Swarm of Cloud-based Unmanned Aerial
Vehicles (SCDRONE) tracks and detects mo-tion-based snakes that can pose a danger
to farm workers.

According to [12], 80% of the commercial market for Drones is expected to be
occupied by agricultural Drones in the future. They further outlined that by in-troducing
Drones to traditional agriculture, working hours and labour require-ments have been
significantly reduced, and the efficiency of agricultural works has improved significantly.
However, they’ve seen that using a single drone it’s a drawback because it uses the battery
as its main source of power. In their study, they propose a multi-drone system that will
make it possible to carry out coop-erative works simultaneously to curb the inefficiency
of a single drone in terms of time and energy. In their study, they develop a multi-drone
system for agri-culture using the distributed swarm control algorithm and evaluate the
system’s performance, which is also similar to our study because we target the swarm
of Drones.

The difference is that we don’t only check the functionality of the swarm of Drones
in terms of performance and efficiency to execute tasks. Our study de-velops a cloud-
based model to help farmers detect and track motion-based snakes in farms using the
Swarm algorithm and the Faster R-CNN algorithm. Our study is not only beneficial to
farmers. It even helps to protect and save snakes that farmers and farm workers kill. The
Swarm of Cloud-based Un-manned Aerial Vehicle (SCDRONE) tracks and detects any
motion-based snakes that can pose a danger to farm workers. Performance and efficiency
in executing tasks will be observed and improved, cloud and drone interaction will be
checked, and path planning will also be monitored.

Cloud computing can be defined as utilizing the internet to provide technology-
enabled services to people and organizations [3]. Cloud Robotics, to be specific, is a
topic that has gathered much attention from the research community glob-ally, especially
with the increase in cloud infrastructure, improved communica-tions technologies, and
commoditized Robotics. Robotic services are systems, devices, and robots with three
functions: Sensation, actuation, and control [4].

There have been numerous studies in the area of Drones used in agriculture, wildlife
tracking and conservation, Cloud Robotics, drone-based image pro-cessing, and drone-
based path planning.

Cloud Robot and Automation systems a system that relies on either data or code
from a network to support their operation, i.e., where not all sensing, computa-tion,
and memory are integrated into a single standalone system [13]. In their definition,
the researchers are trying to include future systems and many existing systems that
involve network teleportation or networked groups of mobile ro-bots, such as Drones
or warehouse robots, as well as advanced assembly lines, processing plants, and home
automation systems.

Drones have been used to detect explosives landmines [14]. The researchers outlined
that the military has been the first to deploy machines to overcome the risks involved
when a human carries out the landmine detection process. The goal of their study was to
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agriculture. In Sect. 6, we explore snakes. In Sect. 7, we present related work. In Sect. 8,
we present the proposed archi-tecture. In Sect. 9, we discuss the methodology followed
by findings and data analysis. Lastly, in Sect. 10, we present the conclusion.

2 Related Work

Snakebite is a neglected tropical disease and one of the major causes of mortality in
developing countries [6]. They further state that deaths due to snakebites are 2.8% of
total deaths. Most cases are during monsoon 55% and in rural areas 93%. Snake bites
are well-known veterinary emergencies in many parts of the world, especially in rural
areas [7]. They further allude that, Snake-bite is an environmental and climatic hazard.
It results in the death or chronic disability of many animals and people, especially those
involved in farming.

Papua New Guinea has one of the world’s highest incidence rates of snake bites [8].
Papua New Guinea records 561.9 cases per 100 000 population. They fur-ther allude that
in Africa, the annual incidence rate of snake bites in the Benue Valley of northeastern
Nigeria is 497 per 100,000 population, with a case-fatal-ity ratio of 12.2%. In northern
Africa, the species that causes most bites and deaths belong to the family Viperidae,
Echis sp (saw-scaled vipers).

In the case of our study, which is MRAs of Southern Africa, there are some 38 ven-
omous snake species in South Africa (SA), of which approximately half are dangerous
to humans [9]. They further allude that the highest incidence of snakebite in South Africa
is in the rural northeastern coastal belt of KwaZulu-Natal. Small local studies have sug-
gested an annual incidence of snakebite in northeastern parts of the province of 28-96.5
per 100 000. Prevalent species that cause problems in KwaZulu-Natal include Mozam-
bique spitting cobra (Naja mossambica) and puff adder (Bitis arietans), an elapid and
viperid respectively, both of which have potent cytotoxic venom. The black mamba (Den-
droaspis polylepis) and various cobra (Naja) species are elapids possessing potent neuro-
toxic venom and muscle weakness. The boomslang (Dispholidus typus), a col-ubrid with
a haemorrhagic venom, can cause potentially fatal bleeding.

The case study [10] presented that the subtropical low-lying northeast of KZN
accounted for the majority of snakebites, in keeping with other studies showing hot,
humid climates in low-lying rural areas to be hotspots for snakebite for snakes (puff
adder, boomslang, and Mozambique spitting cobra). The 3 districts representing this
region (uMkhanyakude, Zululand, and uThungulu) are all un-derdeveloped and have
primarily rural subsistence populations of KZN.

Drones allow farmers to observe their fields from the sky, which can reveal many
issues on the farm, common among which is irrigation-related problems, soil variations,
and fungal and pest infestations [11]. In their study, researchers discuss the different
types of Drones, and their application in pest control, crop irrigation, health monitoring,
animal mustering, geo-fencing, and other agricul-tural-related activities. The author
further shares the advantages and potential benefits of Drones in agriculture. The study
does manage to present four major types of Drones. Though the multi-rotor drones,
with their ability to hover on the spot and take off and land vertically, seem suited for
agriculture, their limited flight time is a major concern.
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Cloud computing can be defined as utilizing the internet to provide technology-
enabled services to people and organizations [3]. Cloud computing has emerged over
the past years and has become the most common and helpful source of information
between partners and people who are needy and who want to share certain information.
If agriculture were practiced with the latest technologies in MRAs, we wouldn’t face
challenges such as famine, poverty, unsafe farming and wildlife killings, crime, and
rural-to-urban migration.

Robotic services are systems, devices, and robots with three functions: Sensa-tion,
actuation, and control [4]. Providing cloud-based robotic services in agri-culture will
curb many challenges faced by farmers and farm workers in devel-oping countries. About
5.4 million snake bites occur yearly, resulting in 1.8 to 2.7 million cases of envenoming
[5]. They further say there are between 81 410 and 137 880 deaths and around three
times as many amputations and other per-manent disabilities each year. In their findings,
it is also discovered that most of these occur in Africa, Asia, and Latin America. In
Africa, WHO researchers found that there are an estimated 435 000 to 580 000 snake
bites annually that need treatment. 70% of this envenoming affects farmers (both young
and old) in poor rural communities in low- and middle-income countries.

Snakebite is a neglected tropical disease and one of the major causes of mortality
in developing countries [6]. They further state that deaths due to snakebites are 2.8% of
total deaths, and most cases are during monsoon 55%, and from rural areas, 93%.

MRAs farmers and farm workers are not safe due to dangerous snakes that roam
around farms. Maintaining a high level of biodiversity is important to all life on earth,
including humans, and snakes are an important part of that biodiversity. Snakes make
up a significant proportion of the middle-order predators that keep our natural ecosys-
tems working. Killing them also creates an imbalance in the ecosystem. A cloud-based
Robotics model that harnesses a cluster of drones to detect and track stationary and
motion-based snakes that pose a danger to farm-ers and farm workers in the context of
day navigation for better safety of both farmers and snakes can be a solution.

In this paper, we therefore present findings of a preliminary study of how farm-
ers from MRAs conduct farming amid snakes, the type of technologies they are using
to detect snakes, what common snakes are mostly found in MRAs, and what type of
agriculture is mostly practiced, mechanism mostly used to prevent snakebites, killing
of snakes and reasons killing them in MRAs, among other demographic information.
We collected data through close-ended question-naires given to farmers in the Zululand
district in the KwaZulu-Natal province of South Africa. Due to the high likelihood of
illiteracy among MRAs, we were also physically present to explain the questions in the
questionnaire. We com-piled and analyzed the data after it was all collected.

The plan and implementation of the proposed system will be based on the find-ings
of this preliminary study, which provides a solution to the problem of de-tecting and
tracking stationary and motion-based snakes in farms in MRAs to curb the envenoming
and deaths of farmers and farm workers. The system will improve safe farming, maintain
a high level of biodiversity and enhance yields in MRAs.

The rest of this paper is organized as follows: In Sect. 2, we present the pur-pose,
objective, and significance of the paper. In Sect. 3, Cloud robotics and their importance
are explored. In Sect. 4, explore more about Drones. In Sect. 5, we discuss Drones in
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Abstract. Marginalized Rural Areas (MRAs) practice farming as their main
source of food, employment, and income, yet in most cases, they lack the basic
resources and skills to improve their yields and farming techniques. Due to the
lack of information and resources, farmers experience snake bites. Others even
get killed without help due to the long distance they travel to obtain help from
healthcare facilities. Farmers being killed by snakes lead to a reduction in produc-
tivity (since some productive & knowledgeable farmers die), and it also leads to
the loss of livestock. With more frequent snake bites in MRAs, farmers surren-
der farms to snakes leading to fewer farms to grace in. Hence there is a need to
design and develop a swarm cloud-based drone model for tracking and detection
of sta-tionary motion-based snakes in farms for better safety of both farmers and
snakes. We collected data through close-ended questionnaires given to farmers
from the Zululand district in South Africa. The preliminary study results show
that 97% of farmers encounter snakes on their farms, and 70% of the crops are
synonymous with snakes. Farmers eliminate 73% of these snakes, and 67% of
the snakes fight back, which may result in hospitalization or fatality. While these
snakes are elim-inated, 54% of the rodents impact their agricultural products. The
most common strategy or method used by farmers in farms to get rid of snakes is
cats, which is at 65%.

Keywords: Drones - Tracking - Detection - CNN - PSO - Snakes - MRAs -
Agriculture and food security

1 Introduction

Information and Communication Technology (ICT) in agriculture has attracted a lot of
attention and research over the past few years all over the globe, for it seems to have
outstanding benefits compared to traditional farming. ICT has played a major role in
collecting and sharing timely and accurate information on markets, weather, inputs, and
prices in developing countries [1]. The use of drones in agriculture and smart farming
is very effective because drones can give farmers a bird’s eye view of their fields while
remaining close to the terrain and so providing more precise evaluations [2].
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must adopt sophisticated techniques to bypass encryption and navigate authorization
mechanisms [57].

The integration of blockchain and cryptographic technologies may redefine data
integrity and chain of custody practices, enhancing forensic evidence reliability [74]
However, these innovations introduce complexities in data retrieval and analysis, neces-
sitating continuous skill advancement in cloud architecture, network protocols, and
cryptography to navigate distributed data storage and security [43].

6.3 Anticipated Challenges & Opportunities

The evolution of mobile and cloud forensics presents both challenges and opportunities.
The complexity of data structures and encryption mechanisms demands refinement of
data acquisition and decryption techniques. The increasing use of ephemeral messaging
and transient data in both environments requires novel approaches for evidence capture
and preservation [75, 76].

Though privacy-focused legislation and public awareness may limit data access, this
presents potential for creating forensic investigation tactics that respect individual rights
[60]. As the lines between mobile and cloud environments become less distinct, forensic
professionals can employ integrated tools and procedures to produce an extensive digital
narrative [77, 78].

Standardized procedures, innovative technologies, and educational materials will be
made available through collaboration between academics, business, and law enforcement
[79], enhancing the discipline’s effectiveness and encouraging sound answers to new
challenges [80].

7 Conclusion

To summarize, the field of digital forensics investigations, particularly in the domains
of mobile and cloud forensics, is fraught with complexities. The constantly chang-
ing mobile device landscape, with its variety of operating systems and applications,
necessitates ongoing adaptability and technical know-how. Furthermore, the dynamic
and decentralized nature of cloud environments presents challenges that call for novel
extraction, analysis, and preservation techniques for digital evidence. These difficulties
are made more difficult by the quick speed of technical innovation, privacy concerns, and
legal constraints. Collaboration between experts, the creation of cutting-edge tools, and
a profound knowledge of both technological and legal issues will be vital in overcoming
these obstacles and guaranteeing the integrity of digital forensic investigations in the
face of the expanding digital landscape.
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5.5 Enhancing Forensic Tools & Techniques

Mobile and cloud forensics face challenges in navigating encrypted data and robust
security measures. Professionals use techniques like brute-force attacks and crypto-
graphic analysis to decrypt data, utilizing cryptographic expertise and methodologies
[52]. Therefore, forensic tools and techniques have become crucial for mobile and cloud
forensics evolution. Advancements in machine learning, artificial intelligence, and big
data analytics improve efficiency and accuracy [68]. Furthermore, collaborative partner-
ships between experts and developers infuse innovation into investigative methodolo-
gies, enabling forensic professionals to navigate complex scenarios while maintaining
evidentiary integrity [68].

5.6 Improving Legal & Regulatory Frameworks

Mobile and cloud forensics require legal and privacy awareness, compliance with regu-
lations, and ethical practices. Acquiring permissions, consent, and data protection laws
ensures admissibility and reliability of forensic evidence in legal proceedings [60].

Clear guidelines for evidence acquisition, admissibility, and chain of custody enhance
investigative processes, promoting equitable application and public trust [69]. Improved
legal and regulatory frameworks are crucial for mobile and cloud forensics. Addition-
ally, collaborative efforts between experts, policymakers, and practitioners align legal
standards with technological advancements, safeguarding privacy rights and ethical
considerations [60].

6 Future Trends in Mobile & Cloud Forensics

6.1 Mobile Technology Advancements

The development of mobile technology, such as fifth generation (5G) connectivity, virtual
reality (VR), augmented reality (AR), and pervasive computing also known as the internet
of things (IoT) devices, will have a huge impact on the future of mobile forensics [70].

The acquisition, analysis, and interpretation of a larger variety of data formats will
provide issues for forensic practitioners as mobile devices become increasingly inte-
grated into daily life and company processes. To do this, new approaches [71], improved
encryption techniques, and multimedia fusion must be developed [72].

Data analysis and pattern identification will be fundamentally influenced by artificial
intelligence and machine learning, necessitating the adaptation and adoption of these
technological breakthroughs by forensic professionals [73]. To successfully traverse the
changing mobile world after this paradigm change, interdisciplinary collaboration and
ongoing education are required.

6.2 Cloud Computing & Security Innovations

Cloud forensics is closely linked to the evolution of cloud computing and security
innovations. As digital evidence spreads across complex infrastructures, investigators
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5.3 Information Sharing & Collaboration

Collaborative engagement and information sharing are crucial for mobile and cloud
forensics advancement. These platforms enable multidisciplinary expertise to fuse, fos-
tering innovative solutions and enhancing the field’s capacity to tackle complex scenarios
[30]. Furthermore, collaboration plays a crucial role in enabling lawful data access, expe-
diting the investigation process, and preserving data integrity, privacy regulations, and
critical evidence acquisition [53-59].

5.4 Continuous Training & Skills Development

Continuous training and skill refinement are crucial for professionals in mobile and
cloud forensics to remain competent and adapt to evolving landscapes [20]. This culture
fosters adaptability and optimal investigative efficacy.
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4.2 Case Study 2: Cloud Forensics

In the case of Marli van Breda Murder, the accused (Henri Christo Van Brend) was
indicted for the murder of his family members, namely his parents, brother, and sister,
and for an attempted murder for trying to kill his sister. He was also charged for defeating
and obstructing the administration of justice [64].

Cloud forensics was conducted for the purpose of evaluating acquired digital forensic
evidence from several devices, including smartphones and laptops. To establish time-
frames and acquire evidence essential to the trial, cloud forensic experts were involved
in the data extraction and analysis from multiple cloud-based services, emails, and other
digital sources. The accused was then charged with three life sentences in prison for
count one to three- and fifteen-years imprisonment for count four- and twelve-years
imprisonment for count five.

Another instance was of the horrible death of mentally ill patients who were moved
from one hospital facility to the other, where there were no resources for them. This case
of Life Esidimeni tragedy resulted in the deaths of the moved mentally ill patients [65].
Cloud forensic was done on all the available digital records to uncover the decision-
making process that led to the transfers of the patients. A commission of enquiry was
established, and evidence was presented even though justice has still not been served
[65].

5 Discussion and Best Practices

5.1 Forensic Acquisition & Imaging Methods

Forensic acquisition and imaging are crucial in mobile and cloud forensics, ensuring data
integrity and maintaining the evidentiary chain of custody [49]. Traditional methods, like
physical and logical acquisitions, are complemented by advanced techniques like live
acquisitions [31]. Acquiring methods must consider device characteristics, proprietary
software, security measures, and adhere to established best practices [50]. Data can also
be shared across multiple platforms via the cloud environment. An overview of a general
cloud environment setup is shown in Fig. 2.

5.2 Mobile Forensics Standardization

A foundational element of meticulous investigative procedures is the development of
standardized methods in both mobile and cloud forensics. The processes for gathering,
analyzing, and interpreting data are standardized to ensure consistency, dependability,
and uniformity. The reliability and admissibility of evidence in court processes are
increased when forensic experts follow established protocols because they are more
effective at navigating complexity [66, 67]. A reliable and organized approach to digital
investigations is fostered by the collaborative establishment of complete standards that
consider legal, ethical, and technological factors.
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Table 2. (continued)

Challenge Description of Challenge
Challenges of Live Forensics in Cloud Conducting live forensics within cloud
Environments environments introduces distinct challenges due

to the complexity of virtualized systems and the
potential for unintended data alterations.
Effectively addressing the challenges of live
cloud forensics requires specialized expertise in
virtual machine forensics and the
implementation of non-intrusive methodologies
to acquire real-time data without disrupting
cloud services [48]

4.1 Case Study 1: Mobile Forensics

There are several instances of successful prosecution in the South African courts, that
emanated from mobile forensics. The famous and emotional Hannah Cornelius Case
which involves kidnaping, rape, murder and robbery was cracked using the evidence
from a mobile device. The accused persons (Vernon Junaid Witbooi, Geraldo Parsons,
Eben Van Niekerk, and Nashville Julius) were all indicted and charged with robbery with
aggravated circumstances, kidnapping, attempted murder, rape, and murder [61]. When
digital forensics was conducted on the devices, mobile forensics investigation retrieved
the movement patterns of the suspects using Cellular tower information, GPS locations,
and communication records from the mobile phones of the suspects and victims. All the
accused persons were convicted of their indictment.

Another widely televised case was of the Paralympian Oscar Pistorius who shot
and killed his then girlfriend River Steenkamp on the eve of valentine in 2013. The
accused was initially convicted of capable homicide, but the appeal turned the charge
into murder. Mobile forensic was performed on his mobile devices to reconstruct the
events that may have led to the shooting. The suspect was successfully convicted and
sentenced to thirteen (13) years in prison [62].

In the case of Tshegofatso Pule, the boyfriend of the deceased was charged with
premeditated murder of his §-month pregnant girlfriend. His mobile devices were seized
for the purpose of digital forensic investigations. The mobile forensic revealed that there
were calls, WhatsApp and text messages communication between the boyfriend and the
hit man. The hitman ultimately turned himself a state witness and got a lesser charge,
and the boyfriend was sentenced to life imprisonment [63].

Another example is of a South African national soccer team captain, Senzo Meyiwa,
who was shot and killed in an alleged house robbery. In this case, mobile records from
the suspects deduced that they communicated, and the suspects know each other. The
case is still on trial, but mobile forensics has played a crucial role in uncovering clues
about the hidden communications between the suspects and the late soccer star, then
girlfriend.
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Table 2. (continued)

Challenge

Description of Challenge

Cross-Border Data Requests and Legal
Considerations

Cloud forensics involves cross-border data
storage, requiring strict adherence to protocols
and legal issues. Collaboration with foreign
organizations and cloud service providers
ensures evidence acquisition, navigating legal
systems and data privacy laws [44]

Data Fragmentation in Distributed Cloud
Storage

Data fragmentation results from the distributed
storage architecture used in cloud environments,
where data is scattered across various physical
locations [16]. It is extremely difficult to
meticulously piece together disparate facts to
create a consistent evidentiary narrative. To
facilitate the seamless integration of fragmented
data into the investigative process, forensic
investigators must show proficiency in data
reconstruction techniques and correlation
approaches [10]

Cloud Service Misconfigurations and
Security Incidents

Misconfigurations and security incidents can
jeopardize the integrity and confidentiality of
data in cloud settings. A thorough knowledge of
cloud infrastructure, networking, and security
procedures is required to recognize and
analyze[45] cloud service misconfigurations and
security breaches. To preserve evidence and
minimize potential harm, security issues must be
promptly detected and remedied [2]

Dynamic IP Addressing and Tracking
Network Traffic

In cloud systems, IP addresses are assigned
dynamically, which makes it difficult to follow
network activity and attribute it to certain sources
during forensic investigations [46]]. Tracing
dynamic IP addresses and identifying
communication patterns within the cloud
infrastructure require knowledge of network
forensics and the use of advanced network
analysis tools [46]

Preservation of Metadata in the Cloud

A significant problem in cloud forensics is the
preservation of the metadata linked to
cloud-stored data. When conducting
investigations, metadata is essential for proving
the legitimacy, provenance, and contextual
significance of the data. To ensure the
admissibility and dependability of gathered
evidence, careful preservation measures must be
put in place to prevent unintentional metadata
alteration or loss [47]

(continued)
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Table 2. (continued)

Challenge

Description of Challenge

Log Collection, Retention, and Analysis

Critical elements of cloud forensics include the
gathering and examination of logs from cloud
infrastructures. To extract crucial information
about system activities, user interactions, and
potential security incidents from the collection
and retention of logs from various sources,
advanced log analysis techniques are required
[41]. To extract valuable insights from log data,
forensic investigators must have a thorough
understanding of log gathering procedures and
analytical tools [41]

Collaboration & Cooperation with Cloud
Service Providers

An essential component of cloud forensics is
effective coordination and cooperation with
cloud service providers. Clear communication
channels and the development of cooperative
partnerships with cloud providers are required to
obtain the essential data access and cooperation.
This kind of cooperation makes it easier to
acquire data legally and securely, which
improves the effectiveness and precision of
forensic investigations [41]

Coping with Rapid Data Growth in Cloud
Environments

The rapid growth of cloud data volumes presents
challenges in handling, processing, and
analysing vast amounts of information during
forensic investigations [41]. Scalable forensic
methodologies and efficient data handling
techniques are needed to expedite investigations
without compromising accuracy. Continuous
research and development are necessary to
ensure timely and efficient retrieval of relevant
evidence [42]

Handling Transient Data in the Cloud

Due to the dynamic generation, modification,
and deletion of virtual resources, forensic
practitioners encounter difficulties when trying
to capture and preserve volatile material in cloud
systems. For effective analysis and preservation
without interrupting cloud services, live forensic
expertise is essential [43]

(continued)
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3.2 Cloud Forensics: Major Challenges
4 Real-World Instances

There are some real-world instances where mobile and cloud forensics helped the courts
in terms of successful convictions in South Africa. These real-world examples discussed
in the next subsection highlight the value of digital evidence in contemporary court
cases and the difficulties forensic professionals confront when working with developing
technology and digital platforms.

Table 2. Tables of Cloud Forensics Challenges

Challenge Description of Challenge
Data Location and Jurisdiction Due to geographical dispersion and the
Complexities involvement of service providers, cloud forensics

encounters difficulties in locating data and
identifying its jurisdictional consequences. It
takes specialized legal knowledge, global
collaboration, and cutting-edge technical
approaches to resolve these problems [18]

Multi-Tenancy and Data Isolation Strong data isolation methods are needed in
multi-tenant cloud infrastructures to protect the
integrity and confidentiality of forensic
investigations. For effective data management
and customer-specific data security, it is essential
to properly identify and separate
customer-specific data [19]

Data Encryption and Decryption Forensic investigators trying to access and
decrypt cloud-stored data face significant
difficulties due to the widespread usage of strong
data encryption algorithms by cloud service
providers. To overcome the obstacles preventing
data access, the encryption processes used to
strengthen cloud data privacy call for
sophisticated cryptographic knowledge and
cutting-edge deciphering approaches [39]

Responsibility and Security Model in the Cloud forensics faces challenges in delineating
Cloud responsibilities and security measures between
service providers and customers [40]. The shared
responsibility model requires understanding
security responsibilities and identifying
responsible parties in case of breaches or data
compromises

(continued)
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Table 1. (continued)

Challenge

Description of Challenge

Data Fragmentation and Reconstruction

Data fragmentation, in which relevant data may be
scattered across several physical sectors or file
locations, is a common occurrence in mobile
devices [7]. Data carving competence and precise
linkage of scattered fragments are required to
ensure the coherent reconstruction of fragmented
data and to rebuild a coherent evidence picture
[34]. To meet this challenge, data reconstruction
must be approached with care and thoroughness,
assuring the accuracy and validity of the evidence
that is recovered

Overwriting and Data Corruption Risks

When mobile devices are handled incorrectly
during forensic investigations, there is a chance
that important evidence’s integrity could be
jeopardized by accidental data overwriting or
corruption. This problem highlights the
importance of following best practices to assure
data preservation and the accuracy of investigative
results. It also highlights the necessity of using
strict forensic procedures and preservation
methods to prevent against data tampering [35]

Technological Advancements and Updates

The field of mobile forensics continues to face
difficulties due to the constant evolution of mobile
technology, which is characterized by regular
operating system updates and hardware
improvements. To ensure that forensic procedures
and tools are compatible with the modern mobile
landscape, constant research and development
activities are required due to the quick rate of
technological advancement. As a result, to
continue being effective in their research, mobile
forensic practitioners need to keep up with all
current technology developments [36]

Legal and Privacy Issues

Legal and privacy considerations of many
different types have a significant impact on how
mobile forensic investigations are conducted [37].
In the context of gathering digital evidence, it is
crucial to ensure strict adherence to legal
requirements, obtain any appropriate warrants, and
protect the privacy rights of everyone concerned
[38]. The complex interplay between technology
advancements and legal restrictions emphasizes
the necessity of competent legal representation
and in-depth familiarity with relevant legislation
to negotiate this treacherous terrain with caution
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Table 1. (continued)

Challenge

Description of Challenge

Locked and Password-Protected Devices

The ubiquity of password-protected and locked
devices is a significant challenge for mobile
forensic investigators. Data extraction procedures
become more complex because of the strict access
constraints that protect device contents, especially
when dealing with reluctant or unresponsive
device owners [31, 32]. To overcome these
difficulties, specialist forensic methods must be
used to get beyond the authentication obstacles
that prevent the collection of relevant evidence

Cloud Services and Data Synchronization

The prevalence of cloud services and data
synchronization in modern mobile forensics
creates complex scenarios where crucial digital
evidence may be stored in distant cloud
repositories rather than only on the physical
device. The use of cloud-based data
synchronization and storage adds layers of
complexity to the investigation process because it
necessitates abiding by legal requirements and
working cooperatively with cloud service
providers to gain access to, and secure crucial data
kept in oft-site locations [31]

Third-Party Applications and Data Access

In their efforts to obtain and understand
application-specific data, forensic practitioners
face a difficult issue due to the widespread use of
third-party applications within mobile ecosystems.
To successfully recover crucial evidence, it is
necessary to have a thorough understanding of
various application frameworks. Third-party
programs may differ in their encryption and data
storage procedures [31, 32]. Continuous research
and flexibility in response to shifting mobile
application paradigms are necessary to ensure the
seamless integration of various third-party
applications into the forensic workflow

Recovery of Deleted Data

Recovering deleted data from mobile devices is a
difficult task since contemporary smartphone
architectures include tools like TRIM or similar
technologies that hasten the deletion of idle
storage areas [24]. These data-wiping methods
necessitate forensic methodologies and specialist
knowledge to identify and recreate any remaining
traces of wiped data, assuring a thorough and
accurate inquiry [33]

(continued)
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3 Mobile and Cloud Forensics Challenges

The challenges brought about by mobile and cloud technologies in relation to forensic
investigation processes have resulted in research evolving to cover these domains. The
key challenges identified through literature are depicted in Table 1 and Table 2 below.

3.1 Mobile Forensics: Major Challenges

Table 1. Tables of Mobile Forensics Challenges

Challenge Description of Challenge

Device Diversity & Fragmentation Due to the massive diversity of mobile devices,
which are characterized by a wide range of unique
hardware configurations, operating systems, and
proprietary applications, the field of mobile
forensics faces a difficult task [28-31]. The
development of forensic procedures and
technologies capable of accommodating this
broad variety of device types is required due to the
significant fragmentation within the mobile
ecosystem [31]. Considering this steadily growing
device diversity, determining universal
applicability becomes challenging, necessitating
the need for adaptable forensic techniques to
efficiently handle the range of mobile devices
found throughout investigations

Encryption & Security Measures The use of smartphones has grown tremendously,
and this has increased the importance placed on
using strong encryption and security measures to
protect critical data. Mobile forensic practitioners
have a significant barrier when trying to access
and decipher encrypted data without the necessary
passcodes or biometric credentials [31, 32]. To
overcome the obstacles to data decryption,
cutting-edge cryptographic knowledge and novel
methodology must be developed. The deployment
of complex encryption mechanisms to safeguard
user information manifests as a barrier to
conventional forensic procedures [31, 32]

(continued)
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evidence, these disciplines demand the union of technical proficiency, legal grasp, and
methodological rigor [19].

1.3 Research Objectives

The major goal is to explore the many complex problems that arise in the fields of mobile
and cloud forensics. This study attempts to provide a thorough understanding of the
challenges that forensic practitioners face by methodically investigating the complexities
involved in the extraction, processing, and interpretation of digital evidence from mobile
devices and cloud environments.

The study attempts to uncover developing trends, cutting-edge approaches, and
prospective solutions to address these difficulties through a thorough review of the exist-
ing situation. The study also aims to highlight the significance of standard operating
procedures, interdisciplinary cooperation, and ongoing skill improvement as the foun-
dations of efficient mobile and cloud forensics. This research study intends to develop
digital investigative methods and improve the integrity of forensic results by offering
insight on the challenges and opportunities within these disciplines.

2 Methodology

This study followed a systematic review protocol which involved a comprehensive search
for relevant literature on cloud and mobile forensics challenges [22]. Several guidelines
have been developed for conducting systematic reviews [23—-26]. However, to achieve its
main goal of synthesizing and interpreting previous research on cloud and mobile foren-
sics challenges, this study followed the systematic review approach by [27] The stages
involved in this synthesis are as follows: Framing, search and assessment, synthesis, and
interpretation.

2.1 Framing

Digital forensics investigations have grown extremely complex due to the evolving and
extensive use of mobile and cloud technologies. This has resulted in forensic practitioners
encountering new challenges during the different phases of the investigation process.
This study uses existing literature to highlight these challenges. It further provides real-
world instances where the use of mobile and cloud forensics was able to solve cases.

2.2 Search and Assessment

The online databases used in this review were IEEE Xplore, SpringerLink, Google
Scholar, and Science Direct. The search strings used were: “mobile forensics” OR
“mobile forensics challenges” OR “challenges in mobile forensics”, “cloud forensics”
OR “cloud forensics challenges” OR “‘challenges in cloud forensics”. From the results
obtained, paper abstracts were read to identify relevant papers and discard irrelevant
ones. Once all the irrelevant papers were filter out, full text reading of the remaining

papers was done.
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and mined from digital devices, to ensure that there is trust from the side of the mobile
and cloud system users. A general overview of a digital forensic investigations and the
types of forensic investigations is depicted in Fig. 1.

Types of Digital Forensics Investigations

Mobile Forensics Computer Forensics Server Forensics Network Forensics

| i0s I IAndrold

IWindows

MacOS | | Linux

[ windows | | i

| LAN | I WiFI I

Web
Forensics

Cloud
Forensics

loT
Forensics

oT
Forensics

Malware
Forensics

Social Media
Forensics

Live
Forensics

Email
Forensics.

Database
Forensics

Memory
Forensics

Fig. 1. Overview of the types of Digital Forensic Investigations

1.1 Importance of Mobile & Cloud Forensics in Modern Investigations

The scope and complexity of digital investigations have been redefined by the growing
use of mobile devices and the migration of data to cloud systems. The digital traces left
in cloud storage and on mobile devices provide priceless insights into user behavior,
data transactions, and communication patterns.

These observations have been helpful in a variety of situations, including crim-
inal investigations, civil lawsuits, cybersecurity events, business compliance audits,
and more. In an increasingly digital environment, mobile and cloud forensics serve
as accountability pillars by making it possible to find hidden evidence, follow data trails,
and clarify the chronology of events [18]. The significance of these forensic disciplines
cannot be overstated, as forensic disciplines assist in [19] building confidence, main-
taining data integrity, and applying justice in technology environments that continue to
expand [19].

1.2 Overview of Mobile Forensics & Cloud Forensics

A variety of approaches are included in mobile forensics that are targeted at retriev-
ing, analyzing, and deciphering data from mobile devices. The variety of information
included on these devices, from text messages and call logs to application usage his-
tory and geolocation information [6, 20, 21], offers a profound understanding of user
behavior.

Conversely, cloud forensics tackles the intricate challenges posed by virtualized envi-
ronments, involving the acquisition and analysis of data stored remotely in cloud ser-
vice providers’ infrastructure. This includes unearthing evidence from virtual machines,
deciphering encrypted data, and discerning the implications of data fragmentation across
distributed cloud storage [19].

In addition, cloud forensics addresses the complex issues brought on by virtualized
settings and entails the capture and analysis of data kept remotely in the infrastruc-
ture of cloud service providers. To ensure the precise and admissible presentation of
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Abstract. Due to the extensive use of mobile devices and cloud computing, digital
forensics investigations have grown increasingly complex. The main challenges
that forensic investigators in the fields of mobile and cloud forensics encounter are
discussed in this study. The proliferation of various devices, operating systems,
and applications creates challenges for data capture, extraction, and interpretation
in the context of mobile forensics. Additionally, the process is made more difficult
by the usage of privacy and encryption tools. The extraction and analysis of digital
evidence from distributed, frequently encrypted cloud systems is the focus of cloud
forensics, on the other hand. Significant barriers include questions of jurisdiction,
data ownership, and secure access. This presentation examines the evolving field of
digital forensics with a particular emphasis on the complex problems that mobile
and cloud technologies present.

Keywords: Digital Forensic - Digital Evidence - Mobile Forensics - Cloud
Forensics

1 Introduction

The increased use of mobile devices and the general use of cloud-based services have
transformed how individuals and organizations interact with and store digital data in
the modern cyber environment. The important domains of mobile and cloud forensics,
which entail the methodical extraction, analysis, and interpretation of digital evidence
from mobile devices and cloud settings, were created due to this paradigm shift [1-3].
While cloud forensics focuses on the investigation of data stored inside distant cloud
infrastructures, mobile forensics deals with the investigation of digital artifacts present
within smartphones, tablets, and wearable devices [4—17].

To meet the expectations of the legal, corporate, and law enforcement sectors, the con-
vergence of various disciplines is a crucial aspect of contemporary digital investigations.
The complexities of these forensic disciplines are dynamically expanding, bringing pre-
viously unknown challenges and opportunities, as the border between mobile and cloud
technology continues to blur. It is important to ensure that digital evidence can be traced
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For where the clients will be deployed Raspberry Pls are advantageous,

because they are 24.5% cheaper than the cheapest x86-64 client that was inves-
tigated. This provides an extra seat for every four Cloudgate seats that are
deployed, in a rural area where accessibility is more important than speed that
extra seat makes a big difference. Also when considering tens or hundreds of
deployments those 24.5% savings start to add up.
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6.3 Cost of Workstation

As illustrated in Table 3 a Raspberry Pi 4B workstation is 24.5% cheaper than
the Cloudgate client this might not look like a significant difference. However for
every four Cloudgate workstations that are bought that would have provided six
Raspberry Pi 4B workstations. These numbers add up quickly when considering
tens or even hundreds of deployments in a lab or community centre.

6.4 Network Booting and File Management

In the duration of the research project the usage of network booting shaved
off several hours in the management of the different clients, installing software,
transferring files between devices, booting the systems, etc.

The Raspberry PIs came with version 2 of the Python programming language,
but the Selenium automation suite works only with version 3. Therefore version
3 had to be installed on both setups, and network booting cut the installation
time in half. Because the Raspberry Pi clients boot from the same image this
was installed once and made available to both clients, this goes for all other
software that were installed. Network booting also cut all the installation times
to a quarter of the time it would have taken for the x86-64 clients. For the x86-64
clients the required programs had to be installed only in the LTSP server this
made them available to all x86-64 clients.

File management is seamless, after downloading, creating or updating a file
on one machine, and it does not matter whether it is a Raspberry Pi or x86-64
client. The files are automatically made available to all the other devices that
login as the same user that has the file saved. Network booting therefore saves
the administrator of these clients a lot of time. Considering the fact that in rural
areas skills to manage the clients is limited this is a useful feature. The next
section concludes the paper.

7 Conclusions

The main objective of this research project was to investigate cost-effective com-
puting infrastructure that can be used in schools or community centres using
Raspberry Pls. As a solution to this a LAN that can boot both Raspberry PIs
and x86-64 clients was created. The Linux Terminal Server Project was used to
implement this research project and support for Raspberry Pls was manually
added.

In general Raspberry Pi clients performed poorly compared to x86-64 clients,
this is because the Intel processors are well designed for desktop applications.
However Raspberry Pi clients are still usable as desktop computers. Given that
lightweight applications and the right OS are used they do not crash or signifi-
cantly slow down. With the Raspberry Pi 4B providing a smoother experience
that is comparable to x86-64 clients.
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Table 3. Price comparison of Clients

Shop Intel NUC|CloudgateMecer |Pi 3B+ [Pi 4B

TakeaLot |R6020.00 R3649.00 R4549.00
Makro R5889.00
Cloudgate R5404.00
TechHut R6550.00
BidorBuy R'7500.00
PiShop R3360.00|R4080.00

6 Findings and Discussion

This section presents the findings from the different tests that were run on the
two types of clients and general discussion about all the factors that contributed
in the results. Because the deployments will make use of Raspberry Pi4B clients,
only the Pi4B client is mentioned, and compared to the cheapest x86-64 client,
Cloudgate.

6.1 Difference Between ARM and X86-64

Raspberry Pi clients use an ARM processor which is designed for lightweight
applications. On the other hand x86-64 clients are built for heavyweight applica-
tions. This is well illustrated in Fig. 4, where the CPU benchmark test overloads
the clients with complex calculations that heavily utilise the CPU. The Rasp-
berry Pi clients perform poorly as compared to x86-64 clients. This is because
of the difference in their architecture. Figure 3 illustrates the temperature of the
clients when they are overloaded but not doing a lot of CPU heavy calculations
and this performance difference is not seen here.

6.2 Testing Chromium and LibreOffice

As seen on Table1 Raspberry Pi clients performed poorly compared to x86-64
clients with the Pi 4B being 6.6 times worse than the Cloudgate client. This 6X
difference is however not seen in the LibreOffice tests. The comparison of these
two clients on the LibreOffice Writer test is 4.6X in favor of the Cloudgate client.
For LibreOffice Calc it is also 4.6X in favor of the Cloudgate client.

The ratio of 6.6X difference is also not observed in the manual tests of
Chromium, where the Cloudgate client is 2.5-5X faster depending on the website
that is visited. Raspberry Pi clients performed worse at loading the “RUCon-
nected” website than other websites. This could be because of the different ver-
sions in Chromium and its drivers that were used in the different clients. Latest
versions were used for each architecture as a way to provide optimum perfor-
mance.
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running on the background on the client or a poor cooling system. The former
is very unlikely as all running processes were stopped.

5.4 Sysbench

The CPU performance of the x86-64 clients is more than 60x better than that
of the Raspberry Pi clients as illustrated on Fig.4, and the difference comes
from the two architectures being built for different types of applications. This
difference in performance is discussed in detail in Sect. 6.
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Fig. 4. CPU performance of clients

5.5 Cost of Clients

This subsection explores the different prices of the clients that were used. The
prices are for a full workstation which includes a monitor (19”) at the price
of R2000.00 and a keyboard 4+ mouse combo at R150.00. These are shown in
Table 3.

To ensure that prices are fair and markup on the different clients does not
influence the comparisons, we considered the prices from vendors that specialise
in each client be used. Vendors that specialise in Intel NUC and Mecer clients
were not found, two vendors for each were used as an indication of the range
of their cost. This does not affect the conclusions that were made from the cost
comparisons. The clients that are compared are the Cloudgate and Raspberry
Pi 4B. Vendors that specialise in these two clients were found cloudgate.co.za
and pishop.co.za respectively.
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LibreOffice Calc. For this test the Mecer client finished the execution of the
LibreOffice Calc program in an average of 1.4 s. This again represented the fastest
execution time compared to all the tested clients. The execution time of the
Raspberry Pi 3B+ Rev 1.3 was 22.2s which represented the worst execution
time amongst the bunch. Same as with LibreOffice Writer and Chromium tests
most of the recorded time represents the opening of LibreOffice Calc. The actual
computation for the x86-64 clients is less than two seconds and less than 5s for
the Pls.

As seen in the results for the LibreOffice Writer and Calc tests (Table 2)
there is a 48% and 24.8% difference respectively between the Raspberry Pi 3B+
and Raspberry Pi 4B test results. No conclusive reason was reached for this
difference in performance as it is not observed in the Chromium tests and both
clients use the same OS. Further investigation needs to be made to identify what
the reason for this difference is.

5.3 Stress Test User Interface (s-tui)

Because of the Pi4Bs temperature issue that was experienced at the beginning of
implementation stress tests were executed on the clients. This was done to test
the performance of the clients under 100% utilisation and see if any temperature
issues arise, especially on the Raspberry Pi clients. To mitigate any unintended
damage on the Raspberry Pi clients the stress tests were only run for a maximum
of 10 min. After the 10 min the utilisation percentage of the Pi4B was 99.3% and
that of Pi3B+ was 98.9% as illustrated in Fig. 3.
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Fig. 3. Stress test results

The performance of the Cloudgate client was not expected with a recorded
temperature of 74.71 °C. This represented the highest temperature after 10 min
of 100% utilisation. This could be due to other, heavy, processes that might be
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5.1 Chromium Tests

The Chromium web browser was chosen because firstly it comes with both instal-
lations of Raspberry Pi OS and that of Ubuntu OS, and secondly no drivers were
found for Raspberry Pi for Firefox. The FireFox web browser was used by Ingrid
Sieborger [14] in her paper to test her LT'SP Round Robin cluster to be used in
a rural area.

Table 1 shows the comparison of the clients for the Chromium test.

Table 1. Chromium test comparisons

Clients |Intel NUC|CloudgateMecer Pi 3B+ Pi 4B
Time(s) 13 12.9 11.7 875 85.9

As can be seen from Tablel, the clients performed comparatively as
expected with the Mecer client and out performing the rest with an execu-
tion time of 11.7s. The Raspberry Pi 3B+ had the slowest execution time
in the bunch on average taking 87.5s. Some of the challenges that occurred
with this test were the following error messages NoSuchElementException and
NoSuchWindowException. Explicit waits were used to wait for the DOM to load
all of the required elements, these waits make up the bulk of the noted times.

5.2 LibreOffice Tests

LibreOffice was chosen because it is widely used in the Linux ecosystem and
for the fact that it is open source. One of the inhibitors of deployments to
rural communities is lack of funds. Therefore the usage of free and open source
products is essential to reducing costs.

Table 2. LibreOffice Writer and Calc test comparisons

LibreOffice[Intel NUC|Cloudgate Mecer|Pi 3B+ |Pi 4B
Writer(s) 2.8 2.8 1.6 248 12.9
Calc(s) [3.6 3.6 14 222 167

LibreOffice Writer. As was the case with the Chromium browser tests, the
Mecer clients out performed all the other clients as expected. However the dif-
ference between the execution times of the different x86-64 clients is minuscule,
which is 1.3 and 1.1s on the Intel NUC and Cloudgate clients respectively. The
Raspberry Pi 3B+ Rev 1.3 had the worst execution time of 12.9s. In the LibreOf-
fice tests the actual computation time was instant in x86-64 clients being under
a second and for Raspberry PIs under 6. Most of the recorded time is made up
of the time it takes to open the LibreOffice program.
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Chromium Test Script. The Selenium framework was used to create a test
script for the chromium browser. Webdrivers had to be manually installed for
both systems, but a ChromeDriver was sufficient for the x86-64 clients and for
the Raspberry PIs, the Chromium WebDriver was used. A WebDriver is a remote
control interface that enables the control of user agents. A WebDriver provides
a protocol that can be used in multiple programming languages as a way for
programs to remotely control the behaviour of a web browser [18].

The script simulates a user using the Chromium browser, where firstly a
timer is started. The web browser is then opened in incognito mode and loads
all the required elements. It then opens google.com then on the search bar types
“RUConnected!”. It then opens the Rhodes University’s RUConnected website
and inserts login details in the presented login form, in this case my login details
are used. It then navigates to the chosen module page and downloads all past
exam question papers. After the files are downloaded the timer stops.

LibreOffice Test Script. The LibreOffice test programs were also implemented
in Python using an OpenOffice Python package named uno. The Python-UNO
package allows the usage of the standard OpenOffice.org API from within a
Python script, to develop uno programs.

A timer is started, then the LibreOffice Writer script opens LibreOffice, with
an open port to connect to later, using a simple Bash script. On a different
thread the script connects to LibreOffice and writes a Lorem Ipsum letter. After
the letter is done the timer is stopped and LibreOffice is closed.

Similar to the LibreOffice Writer script, the Calc script starts a timer and
opens LibreOffice, with an open port to connect to later, using a simple Bash
script. On a different thread the script connects to LibreOffice and opens a
spreadsheet it then opens a csv file with student names and marks. The csv file
is used to populate two columns of the spreadsheet, the timer is then stopped and
LibreOffice closed. The results to these tests and for benchmarking are discussed
in the following section.

5 Test Results

To test the performance of the different clients, three Python scripts were created
to simulate user interaction as detailed in the previous section. Benchmark test-
ing tools were also used to measure the performance of the CPU of the clients.
Because the setting of the project research is in a rural community one of the
important factors to be compared was the cost of the hardware, which will be
presented at the end of this section. All tests were executed 20 times on each
client and the average was used to compare results.

! RUConnected is the eLearning platform of Rhodes University.
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mentioned in the related work section, this directory contains data for servers.
In this case the PC is an LTSP server.

Operations that are not wanted for booting the Raspberry Pls are manually
deactivated on the file system. These include:

— dphysswapfile: this script manages the Pls swap file. A swap file allows
Linux to use some of the disk space as RAM. When the device starts running
out of RAM, the swap space is used to swap some data from the RAM to the
disk space. This frees up the RAM to do more urgent and possibly important
operations. When the RAM finishes with the prioritised operations, it swaps
back the content from the disk. This functionality is not needed for network
booting, the PIs also don’t have a disk, therefore the server will take care of
all the disk related requirements.

— resize2fs_once: this script resizes the root file system to fill the partition of
the available disk. Because the Pi does not have a disk this script may have
undesired results.

— raspiconfig: this is the Raspberry Pi configuration tool, this tool provides
the user access to a number of capabilities. These include changing the pass-
word of the default/root user, enabling or disabling SSH, screen blanking,
etc. Because of the type of setup this computers will be used we don’t want
learners to have access to such abilities. There will be a dedicated admin user
that will have some of these capabilities.

On the other hand, NFS is used to enable the Raspberry Pi Clients to access
the file system of the server as they don’t have an SD card to locally store data.

4.2 Preparing LTSP Server

LTSP was installed and support for x86-64 clients was configured. The instal-
lation did not recognize Raspberry Pi clients, this was solved by using Organi-
sational Unique Identifier(OUI). OUIs refer to the first three octets of a MAC
address. The Raspberry Pi Foundation has three OUlIs these were all listed on
the server to be identified as Raspberry Pi clients.

After the server was able to identify Raspberry Pi clients the boot directory
as described in Sect. 4.1 was linked to the TFTP server. This is transferred to all
clients that are connected to the network and are identified as Raspberry Pls.

4.3 Testing Scripts

To simulate the usage of programs that are normally used on deployments in
rural communities Python scripts were created. The scripts were written for the
Chromium browser as it came with the installations of both Raspberry Pi OS
and Ubuntu 20.04. Scripts for automating the testing of LibreOffice Writer and
Calc were created as they are often used in such deployments.
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LibreOffice Python Uno Package. There are three ways to automate Libre-
Office, the first one is to control LibreOffice externally, meaning you execute
LibreOffice first and run a script that will interact with that instance of Libre-
Office. The second one is to run the script internally, meaning before you run
open LibreOffice add the script to LibreOffice and execute it. The third way is
to add an extension to LibreOffice, this is ideal for adding extra functionality to
LibreOffice. The last one is what is used to add extra buttons or other fields.

The first method was chosen for our project, i.e. opening LibreOffice and
connecting using a Python script. This method is ideal for the project because
the time it takes the clients to open LibreOffice needs to be noted.

Stress Test and Benchmarking. The Stress Test Terminal (s-tui) was used
to run stress tests on the client machine. Sysbench was used for evaluating the
clients CPU performance.

4 Implementation

The server and each client have their own peripherals, this is for making the
environment as close to the real world as possible. This also makes it easy to
test all the clients simultaneously, and to configure and debug them.

4.1 Preparing Raspberry Pi Client Image

As illustrated in Fig. 2 the setup contains two Raspberry Pi clients. Because the
server is an x86-64 machine this makes the OS that it is running incompatible
with the Raspberry Pls as they are ARM based machines. Therefore the OS
for the Raspberry PIs had to be manually processed and added to LTSP before
these clients can be able to boot from the network.

The first step to achieve this was to choose the appropriate OS for the Pls,
the first choice was to use an Ubuntu OS for Raspberry Pls. This was an ideal
choice as this would make the user interface for all the clients both x86-64 and PIs
the same. This would also make the tests fair for both architectures as they are
running the same OS. The OS worked fine on the Raspberry Pi 4 Model B Rev
1.1, however, it was slower compared to when it was running the Raspberry Pi
OS. The Ubuntu operating system made the Raspberry Pi 3 Model B Plus Rev
1.3 client unusable as it was constantly crashing. This problem was expected
as Ubuntu is designed for computers with a minimum RAM of 4GB and the
Raspberry Pi 3 Model B Plus Rev 1.3 that was used only has 2GB of RAM.

After the operating system was chosen the next step was to prepare the ISO
file. The Raspbian OS ISO file is manually prepared for network booting, this
was done by firstly creating a live loop device. A loop device is like a virtual
USB or disk drive. But instead of mapping its data blocks to a physical device
it maps it to a regular file in the file system. The boot directory and the rest
of the Raspbian OS file system are then copied to the /srv/ltsp/ directory. As
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— Ethernet Cables: Five cables were used, one to connect the switch to the
internet the other five to connect the clients to the switch.

— 5X Peripherals: Four sets of peripherals were used to interface with the
clients and the last one was for the server.

3.3 LTSP

As mentioned before, LTSP is a software that uses several tools to enable network
booting of multiple Local Area Network(LAN) clients from a single LTSP server
[9]. A server has a Linux OS and the clients boot from an “identical” copy of that
OS. This makes maintaining tens or hundreds of clients as easy as maintaining
a single computer. Some of the tools LT'SP uses to enable network booting are:

— iPXE: which is a leading open source network booting firmware [4]

— dnsmasq: which is a tool that mainly provides two services DNS forwarding
and DHCP, it is well suited to providing these services to a small network.
Dnsmasq supports both static and dynamic DHCP IP-address leasing and
TFTP for network booting of diskless machines [2].

— NFS: which is a mechanism for storing files on a network. It allows client
computers in turn users to access files over a network, these can then be used
and as if they were stored locally.

— Secure Shell Protocol(SSH) or Lightweight Directory Access Pro-
tocol(LPDAP) these are used to authenticate and authorize users.

— mksquashfs: this is a Linux tool that is used to compress files and directories.
[7].

3.4 Testing Tools

The testing of the clients was carried out in two different phases, firstly testing
the execution of commonly used programs. Secondly benchmarking the hardware
performance of the clients. The tools that were used to test the common programs
are discussed first.

Selenium. Selenium is an open-source software that provides an automated
testing framework that is used to test if websites function as expected in various
browsers and platforms. The Selenium software is a suite of software systems
that cater to different use cases. In this project the Webdriver tool was used to
test the performance of the clients in opening, navigating and downloading files
using the Chromium Web browser.
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Fig. 2. Hardware setup

Server: The server is running Ubuntu 20.04.1 using Linux kernel version
5.11.0, all the other x86-64 computers are running the same OS. The server
has an Intel(R) Core(TM) i7-870 CPU with a base frequency of 2.93GHz. The
CPU has 4 cores and 8 threads, the L1d, L1i, L2 and L3 caches are 128KiB,
128KiB, 1MiB and 8MiB respectively.

Raspberry Pi 4B: The Raspberry Pls are running the Raspberry Pi OS and
it is using kernel version 5.10.0, both PIs use the same OS. The Pi 4B has an
ARM Cortex-AT2 64-bit quad core processor with a frequency of 1.5GHz and
an on-board 802.11ac WiFi. It supports full gigabit Ethernet(throughput not
limited) and has 4GB of RAM.

Raspberry Pi 3B+: This Pi has an ARM Cortex-A53 64-bit quad core
processor with a 1.4GHz frequency and also has an on board 802.11ac WiFi.
It supports gigabit Ethernet(throughput is limited to ca. 300Mbit/s).
Mecer Xtreme Jupiter Mini PC: This client has an Intel(R) Celeron(R)
CPU G3930 at a frequency of 2.90GHz. The CPU has 2 cores per socket, 1
thread per core and 4GiB SODIMM DDR4 Synchronous 2133 MHz system
memory.

Intel NUC: The Intel NUC has an Intel(R) Celeron(R) J4005 CPU at a
frequency of 2.00GHz. The CPU has 2 cores per socket and 1 thread per core
and has 4GiB system memory.

Cloudgate: The Cloudgate client has an Intel(R) Celeron(R) J4115 CPU at
a frequency of 1.80GHz. The CPU has 4 cores per socket and one thread per
socket. This client also has an 8GiB system memory.
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3.1 Methodology

The research we are presenting here was experimental meaning a number of
experiments were carried out to determine whether Raspberry PIs can be used
as computing infrastructure in schools/community centres. The following exper-
iments were carried out to determine this:

Booting Raspberry Pi clients over a network using LTSP, because this is
important when considering the setting where these clients will be deployed.
The skills to maintain and manage the clients are limited, and network booting
reduces the time the administrator spends on each deployment site as they only
have to manage only one device.

Testing the clients was carried out automatically and manually, automatic
tests were used to find the computational consistency of the clients. And manual
test were used to see how the clients will perform in real time with a human
across the screen.

3.2 Hardware

The hardware infrastructure design of the project is illustrated in Fig.2, the
server and all the clients are connected to the Switch with Ethernet cables. The
three x86-64 clients were chosen because those are the type of computers that
are used in such deployments.

DHCP Server

Client DHCP Proxy (Rnodes Network)

DHCP Discover

DHCP Discover

TFTP Server address

DHCP Offer: Available IP Address

DHCP Request: Réquest offered Address

Acknoledgk Request

TFTP Server

TFTP Request

TFTP Packet

TFTP Request

TFTP Packet

TFTP Request

TFTP Packet

Fig. 1. Client, DHCP and TFTP Server interactio
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Figure 1 illustrates the process that happens in the implemented system.
The DHCP Proxy and TEFTP server are hosted in the same computer as the
LTSP server. Because of Rhodes University regulations the clients get their
IP addresses from the Rhodes University/Hamilton building networks DHCP
server.

2.6 Related Work

There are various open source Linux projects developed, for community use,
that utilize network booting with easy to use disk-less computers. The two most
popular ones are presented here as they relate to our project.

PiNet. PiNet is an open source and free project that was developed by Andrew
Mulholland. It was developed alongside teachers from all over the world. It
enables teachers to manage a whole classroom of Raspberry Pls from a sin-
gle computer making administration and maintenance tasks very easy [5]. This
project was phased out in October 2020 and someone else is yet to pick it up.
PiNet is based on LTSP5, and this is a problem because LTSP has been
redesigned from scratch and does not support prior versions. For the project to
use the later versions of LTSP it has to also be redesigned from scratch. Though
this is less important and easy to fix it is worth mentioning, PiNet uses Raspbian
Stretch therefore does not support the latest version of Raspberry Pls, Pi4 [1].

PiServer. PiServer was developed by the Raspberry Pi team, similar to PiNet
it enables users to manage Raspberry PIs from a single x86-based server(central
computer) running the x86 version of Raspbian OS [3]. PiServer enables users to
network boot generic Pi clusters and is targeted to a larger audience than only
schools, this the main target audience for PiNet.

PiServer does not use LTSP to boot it’s clients, it does however use the same
tools to enable network booting. These include DHCP for leasing IP addresses
to clients, Lightweight Directory Access Protocol(LDAP) for authentication and
authorization and NF'S for sharing the servers file system.

Both of these projects boot over a network and this is what enables them
to manage the Raspberry PIs(clients) from a single personal computer(server).
The clients share a single file system and users can login any of the client devices
and find their data there. However both projects only support network booting
Raspberry Pi clients and have user interfaces for configuration. This prevents
users from connecting other diskless computers they might have and abstracts
the operations that happen under the hood making it tricky to customize. The
project we are presenting in this paper solves these problems, some of the meth-
ods that went into the designs and testing of the system are discussed next.

3 Methodology and Design

This chapter looks into the design of the system we developed. The methods
that were used to carry out the research, test the clients and programs that were
used in the tests are discussed in this section.
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2.3 Raspberry Pi

The Raspberry Pi is the name of a series of inexpensive credit-card sized com-
puters that can be used with common peripheral devices that are normally used
with desktop computers like a monitor, standard keyboard and mouse. It can
do everything that you would expect a desktop computer to do from browsing
the Internet to playing video games [12].

The latest version of the Raspberry Pi is the fourth-generation Raspberry Pi
computer series, it has a 1.5GHz clock speed processor, with RAM that is up to
8GB, a gigabit Ethernet adapter, 2.4GHz and 5.0GHz IEEE 802.11ac wireless,
Bluetooth 5.0, 2¥*USB 2 and 2*USB 3 ports [10]. These specifications make the
Raspberry Pi ideal for creating a cost effective computing infrastructure, which
can also boot over a network.

2.4 Booting

Booting refers to a sequence of events/operations that happen before the com-
puter is ready to display content. The events are called a boot sequence, and
each computer has a boot sequence. The Linux boot process is completed by
copying the kernel binary image to the secondary storage on the RAM disk, and
then loading it into the main memory, and finally running the kernel image. [8].
This involves a number of programs working together to achieve the final results.

These programs include the Master Boot Loader(MBR), where its main func-
tion is to identify where the OS is located and load it into the RAM. It also
contains information about the GRUB. GRUB stands for GRand Unified Boot
Loader, it is the most common boot loader for Linux systems. The GRUB splash
screen is typically the first thing that appears when a computer is turned on,
this can be used to select a kernel image. The GRUB file also starts the init
program, this is always the first program to be run. The kernel then loads a
temporary root file system using initrd which stands for Initial Ram Disk. At
this point the system executes run level programs, afterwards the real root file
system can be mounted.

2.5 Network Booting

Network booting is similar to normal booting and the key difference is that the
computer gets the image from a server in the network. This enables a computer
to load an operating system directly from the network without any attached local
storage devices like a SSD, HDD, USB, SD card, etc. This is made possible with
the help of technologies like the iPXE. Preboot Execution Environment(PXE)
is a client-server interface that allows computers in a network to be booted from
the server before deploying the obtained PC image, and iPXE is an open-source
implementation of PXE. The other technologies that are typically used are the
Dynamic Host Configuration Protocol(DHCP) server for assigning IP addresses.
The Trivial File Transfer Protocol(TFTP) server to store and transfer the boot
program when requested, and the NF'S to enable client computers to access files
in the server computer.
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Fat/Thick Clients. Thick clients on the other hand do the bulk of their pro-
cessing locally. Unlike thin clients the type of communication that they have
with the server has to do with storage. This includes requesting or updating
archival information on the server. Thick clients have better processing power
than thin clients, because all processing is done locally they tend to be a little
bit faster too. One of the major advantages of thick clients is the fact that they
can be used independently, without the server and perform exactly the same
way they did when connected to the server. This is one of the key reasons thick
clients are used in the implementation of the project we are presenting in this
paper. That is, to be able to use them independently in a case where the server
fails.

2.2 Linux File System

File systems are designed to structure the storage of non-volatile informa-
tion/data, this is done through providing a name space and metadata structure
[13]. Desktop computers need to be able to store data on a hard disk or a simi-
lar type of memory, like a USB drive. Firstly, it is non-volatile meaning it does
not require a constant power in order to retain the stored information. Unlike
Random Access Memory(RAM) in which after power is off the stored content
is deleted, in disk memory data does not get deleted. Secondly, disk storage is
inexpensive compared to RAM memory.

A file system also needs an Application Programming Interface(API) that
enables either the system or users to manipulate its objects like files or directo-
ries with restricted access. Some of the most popular tasks include creating or
deleting a file or directory, and moving or copying them [13]. The API does this
by using algorithms which efficiently determine where files are stored and how
to get them. Because it is free and open source, we opted to use the Linux File
System.

Linux Directory Structure. The directories in Linux are structured in a tree
like hierarchy with root at the top of the tree.

Some of the noteworthy directories in the Linux file system are listed and
their functions are explained below:

— root: is the home directory of the superuser this is typically the administrator
of the system. This user has unlimited privileges.

— boot: This is where the files that are needed to startup the computer are
stored. These includes the grub, bootloader and kernel.

— mnt: This is a temporary mount-point for regular file systems.

— src: This directory contains data for servers. For example this is where
HTML(/sre/http) or TETP(/srv/tftp or /srv/www)/) files are stored when a
web or TFTP server from a Linux system.

The family of Linux Operating System(OS) are used in a variety of settings,
one of which is in mini computers. Raspberry Pi OS which was created by the
Raspberry Pi Foundation to be used on their Raspberry Pi mini computers is
one of such applications.
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most likely worsen as it will get harder for them to participate in the digitized
environment,.

The main objective of this study is to implement the support of Raspberry
Pi clients on LTSP which can be used as workstations in either rural schools or
community centres. When providing computing infrastructure to marginalised
communities there are problems that one comes across, one of which being lack
of funds [17]. Therefore it is always better to opt for open-source and affordable
software and hardware alternatives. That is why Raspberry Pls and the LTSP
were used in this project. Before starting the research project a study of the
background and other projects that are related to it was undertaken. The next
section discusses the background and related works.

2 Background and Related Work

In this section all the necessary concepts that were required to successfully
achieve the objectives of the research project are reviewed and briefly discussed.
The first topic to get discussed is the Client/Server model:

2.1 Client/Server Model

The client-server model is a distributed model in which the server provides a
service, resource and computational power etc. to the clients. The client relies on
sending requests to the server in order to gain access to services that it requires.
Depending on the type of client it is, the client depends on the server to do some
operations. Two of the most popular types of clients for the client/server model
are thin and fat/thick clients. There are numerous similarities between thin and
thick clients in both cases the client sends a request and receives responses from
the server. The server, in both cases, acts as a middleman.

Because of its easiness and advantage in protecting data with access control
and security policies, the client /server model has been has been well adopted and
is used in diverse settings. Some of the most popular examples that this model
is used include: Network File System (NFS), File Transfer Protocol (FTP), and
Hypertext Transfer Protocol (HTTP) [6]. As mentioned above, clients can be
either thin or thick and the below sections explain their difference:

Thin Client. A thin client is designed such that all, with the exception of
controlling peripherals, processing is done on the server. The client functions as
a stripped down terminal to the server and it requires constant communication
with the server to do all computation [11]. These types of clients provide a
seamless experience for the user and enable them to interact with the client as
though they are working on the server computer. Thin clients do not have a disk,
are inexpensive and they are typically unusable/unreliable without the server.
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Abstract. Computing infrastructure plays a significant role in our lives.
This has been made even more apparent by the Corona virus pandemic.
However a large number of people still do not have access to any form of
end user computing infrastructure. This paper looks at the reliability and
feasibility of using Raspberry Pls as a form of computing infrastructure
for communities that would otherwise not have access to computers. The
Raspberry Pls are compared to other mini computers that use x86-64
processors. In the implementation of the project an LTSP (Linux Termi-
nal Server Project) network that supports both x86-64 and Raspberry
Pi clients was created in order to test both systems in the same network.
LTSP makes it easy to boot LAN clients from a single image. Because
LTSP does not support Raspberry Pi clients this support was added
in manually. Three programs that are commonly used in deployments
of this nature were tested, LibreOffice Writer, LibreOffice Calc and the
Chromium browser, using custom Python scripts. To test and compare
the performance of the different clients sysbench and s-tui benchmark
tests were used to benchmark the CPU and I/O performance of the
clients. The results show that the raw computational power of the x86-
64 clients is 60x better than that of the Raspberry Pi clients. The usage
of the different types of clients is comparable with the x86-64 clients
being 2.5-6x faster than the Raspberry Pi clients.

Keywords: LTSP - Raspberry Pi + Linux file system - ICT4D

1 Introduction

Like many in developing nations, a large number of South Africans still don’t
have access to the Internet due to various reasons [15]. This is a difficult truth
to come to terms with especially as we are living in the information age and
connectivity is an essential component of access to information. Some of the
key reasons for the lack of connectivity are cost of computing infrastructure and
scarcity of skills [16]. If this problem persists to hinder marginalized communities,
which are mainly poor and have below-average education, their situations will
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wireless network virtualization depends on specific access technologies, and the
wireless network contains many more access technologies compared to wired net-
work virtualization and each access technology has its own unique characteristics,
which makes convergence, sharing and abstraction difficult to achieve [11,17].
How to define a VM migration method taking into account the constraints in a
wireless network environment?
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Cy : 64M B
d, : 1Go = 1000 M B
P,:233MH=z

v ky : Ono — devices

ly : 10software

ry 1 10(LAN)

b, : 0

¢y +dy, = 64 4 1000 = 1064

Do+ ky+1ly+1y+b, =233+0+10+ 1040 =273

We have: ¢, +d, > py, + ky + 1, + 7, + b,. What’s more, today’s computers are
v e r y powerful and their RAM and hard disk capacities can reach the order of
gigabytes (for RAM) or terabytes (for hard disks).

8 Conclusion and Perspectives

This paper looks at the migration of virtual machines, which is fast becoming a
must in data centres, as server hosting capacities are becoming more and more
elevated. We began our discussion with an overview of IT migration. Here, we
presented a brief overview of the I'T migration environment and its motivations.
We then discussed the notion of machine migration. In particular, we have for-
mally defined the notions of machine and machine migration. We then discussed
the concept of virtual machine migration. Specifically, we have defined the formal
characterisation of a virtual machine and the formal language formulation of the
virtual machine migration process. We then showed that the virtual machine
migration problem is an NP-hard problem. Finally, we proposed an optimal
algorithm for solving this problem, and discussed our algorithm.

In summary, the migration of virtual machines is used on a daily basis to
improve application performance, reduce power consumption and increase the
efficiency of the system. This is a wide-ranging field, with a number of research
questions and challenges coming to the fore. It is quite broad and a number of
research questions and challenges are coming to the fore. Several improvements
can be made to this work in future projects.

A first perspective to this work is to find a mathematical model allowing
to evaluate the total migration time of a VM in accordance with our proposed
migration approach. Then compare our migration approach with those in the
literature.

Another perspective would be to extend our method to the simultaneous
(grouped) migration of parallel and interdependent virtual machines [2].

Migrating a VM from one physical host to another in a multi-hop network must
take into account different path parameters such as: bandwidth, number of nodes
and distance. How can we implement a migration method that defines the opti-
mal migration path in order to reduce the transfer time for migration packets?
Virtualisation, irrespective of wired or wireless networks, can be considered as
a process dividing the entire network system [11,17]. However, the distinctive
properties of the wireless environment, in terms of time-varying channels, attenu-
ation, mobility, broadcast, etc., make the problem more complicated. In addition,
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D(d,,d2) = D(1000,4000) = 1 (because 1000 < 4000)
We have: n(v) < n(my)
The vector associated with the virtual machine has the coordinates:
vm = (64, 1000, 233, 0, 4,100, 0, 128, 2000, 512, 2,4, 10, 0)
Let vm’ be the vector representing the data of the virtual machine vm running
at a given time. it can have for coordinates:
om’ = (32,512,233,0,2,100,0,128,2000, 512, 2,4, 10,0)
The total weight of bag ms is:
W = 256 + 4000 4 1000 + 2 + 8 + 10+ 0 = 5276
Given that the various migration conditions are verified, we can carry out the
migration of the vm through the algorithm by passing the parameters as follows:
MigrationV M (32,512, 233,0, 2,100, 0,128, 2000, 512, 2,4, 10, 0).

7 Discussion

In practice, the migration of a running virtual machine from a physical machine
to another can be summarized in the following steps:

1) saving the context in which the VM is run;

2) creation of the VM on the target machine;

3) copying VM data from the source machine to the destination machine;
4) destruction of the VM in the source machine;

5) restoring the execution context of the VM.

o~ ~ ~ ~

The data transfer time of a running VM relies mainly on the data of the
vector v, since it is the vector that effectively represents the data transfer time
of a running VM and information about the hosting physical host (vector m)
need not be moved, since the VM will be hosted on the destination host with a
similar architecture.

We can further reduce the migration data for the vector vm to 02 These are
the main elements: the amount of RAM used by the VM, the amount
of hard disk used by the VM, because these two parameters have a very
large amount of data to transfer and are constantly modified during the VM’s
operation, which is not the case for the others: ¢, +d, > py, + ky, + 1, + 7, + by
In addition, when the VM’s execution context is saved, information such as the
virtual processor frequency, the number of devices used by the VM, the number
of software applications, the number of network connections and the virtual
bandwidth is saved and can be configured on the target host responsible for
hosting the migrating VM.

Proof. Let’s take the minimum characteristics of a personal computer defined in
Sect. 3 as being the values of v when the VM is running. Taking randomly the
other values of v we have:
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Algorithm 2: MigrationSend

Enter: V[ an array of real numbers, of length 14, such that
V = (c,d,p,k,1,mb,c d,p k1,7 b).
Output: A stack of reals of length 14.
1 start
V'[JA stack of reals of length 14;

2
3 for i from 7to 1 do
4 Stack(V', Vi]);

5 Stack(V',V]i+17));
6 return (V');

Algorithm 3: MigrationReceive

Enter: P[] a stack of real numbers of length 14.
Output: An array of real numbers, length 14.
1 start

2 W] an array of real numbers of length 14;
3 for i from 1 to 7 do

4 Wi] = Unstack(P);

5 Wi + 7] = Unstack(P);

6 return (W);

NB: The Stack() and Unstack() functions used in these algorithms are opera-
tions in the algorithmic data structure known as the “stack”.

6.2 Illustration De Notre Solution

To illustrate our approach, let’s consider the example of the migration of a VM
below:
Let m; and mg be two physical machines with the following characteristics:

c1:128 M B co 1 256 M B
dy :2 Go=2000 MB ds : 4 Go=4000 M B
P, :512 MHz P,:1GHz=1000 MHz
ma | ki1 : 2 devices mo | ko : 2 devices
l1 : 10 softwares l1 : 8 software
r1: 10(LAN) ro : 10(LAN)
b1 :0 bg :0
Let v be a virtual machine of the machine m with the following characteristics:
¢, : 64MB
dy : 1Go =1000 M B
P,:233MHz

v ¢ ky 2 0(no — devices)
v - dsoftwares

» : 100(WAN)

v 2 0

o~

S
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this transfer is: the algorithm by priority because the data to be transferred
during migration does not require an order of priority, for example data from the
central memory is the first data to be transferred, after data from the hard disk
then data from the hard disk.

6.1 Description of the Algorithm of Our Solution

To lay the foundations for this part of our work, we make the following assump-
tions:

my and mqy are personal computers;

my and ms belong to a local unicast network;

my and moy are switched on and meet the conditions described in Sect. 2.1;
the virtual machine vm is created;

the virtual machine vm is running;

priority is assigned to vm components during migration as follows: 1 for c¢,,
2 for ¢y, 3 for d,, 4 for dy, 5 for p,, 6 for p;, 7 for k,, 8 for ky, 9 for [,, 10 for
Iy, 11 for r,, 12 for rq, 13 for b, 14 for b;.

The vm virtual machine will be migrated as follows:

. for each component of the vm vector currently running, their value must be

stacked in decreasing order of priority, i.e. from number 14 to number 1.

the migration traffic containing the stack is sent to the destination machine
ma (see Algorithm 2);

Once the stack arrives in the mo machine, it will be unstacked according to
the defined priority order (see Algorithm 3).

The Algorithm 1 of complexity O(7) is the main algorithm used to perform

the migration, the Algorithm 2 of complexity O(7) is used to send the migration
packet and the Algorithm 3 of complexity O(7) is used to receive the migration
packet.

Algorithm 1: Migration algorithm (MigrationVM)

1
2
3
4
5
6

Enter: T[] an array of reals, of length 14, representing the migrated vm,
such that T' = (th dv»pv; kv, ZU, Ty, bv7 C1, dl,pl; kl, ll, T, bl)
Output: An array of reals, of length 14, representing the vm migrated.
start
V] a stack of reals of length 14;

T'[] an array of reals of length 14;
V = migrationSend(T);

T = migrationReceive(V);
return (T");
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We want to migrate the virtual machine vm from a machine m; to mso taking
into account the execution parameters of each machine and that of the virtual
machine. The problem is to find the 14-tuplets
(coy, dyy Dvy Ky lyy 0, by, €1, d1, D1, k1, 11,71, b1) such that the following conditions
are met:

— D(dy,ds) = 1;

- ) < nlm); ,
- V(vm) = vm whwere vm = (v, ma).

This problem can be reduced to the problem of the rucksack where:

— vm = (Cy, dyy Do, kv, Ly, T, by, €1, d1, 01, k1, 11,71, b1) is the vector of objects to
be transported;

— g the bag where we are going to place the objects;

— the total weight of the bag is: W = ¢y + ds 4+ p2 + ko + o + 1o + bo;

— the content of each component of the vector vm represents the weight of each
object to be transported;

— the object values are the data for the VM currently running;

— the rucksack mo must be filled in such a way that the transfer time of the
object values is minimal while respecting the weight constraint. In other
words: > (a;) < W, where the a;,7 € [1;14] are the weight of each object
to be transported.

Conclusion: The VM migration problem is an NP-hard problem because the
rucksack problem is an NP-hard problem.

6 Virtual Machine Migration Approach

Let m; and mso two physical machines located respectively in execution envi-
ronments A and B such that : m; = (¢1,d1,p1,k1,0,71,01) and ma =
(Cg, dQ,pQ, k‘g, lQ, T2, bz), with (Ci7 di,pi, k‘i, li, Ti, bi)1§i§2 S RZ_ and ¢; represents
the capacity of the central memory, d; the capacity of the hard disk, p; frequency
processors, k; the number of devices, [; the number of software, r; the type of
network to which the machine belongs, b; the capacity of the bandwidth.

Let vm be a virtual machine of machine m such that: vm = (v, mq), where
v = (Cy, dy, Doy kv, Lo, 7o, by) Tepresents the vector associated with the states of
the virtual main memory, the capacity of the virtual hard disk, the frequency of
the virtual processors, the number of devices connected to the VM, the number
of software applications in the VM, the number of network connections in the
VM and the virtual bandwidth.

Let V : E — F, be the virtual machine migration function such that V is
subjective and E, F € Rﬂf respectively represent the source environment and
the VM’s target environment.

We want to migrate the virtual machine vm from a machine m running
in the physical machine m; is minimal. The optimal algorithm to carry out



Proposal for a Formal Definition of the VM Migration Problem 11

5 Virtual Machine Migration Problem
5.1 Description of the Problem

In a network virtualization environment, the migration of equipment must be
managed efficiently. This migration is not limited to just the migration that of
virtual machines from one virtual network to another, but also for the transfer
of virtual routers [4].

When a host or a physical router encounters a breakdown, has a problem
of maintenance, computing power, energy saving, it is necessary to start the
migration of the VMs if ex running in this host in order to guarantee a good
quality of service to users. The major problem of the migration of VMs resides in
the need to stop the VM throughout the duration of its move. The applications
and services that run on VMs are generally critical and it is therefore difficult to
consider stopping them even for a short period [10]. The main issue in migration
VMs is therefore to minimize this downtime in order to give the user as much
illusion as possible that the machine has never stopped. Thus, transferring the
migration traffic of a VM from one failing host to another while ensuring minimal
downtime of that VM is an issue that requires attention [10].

Furthermore, for VM migration to be possible, the target machine must have
sufficient memory space to host the migrating VM. Given that a VM can be con-
nected to several networks then the migration must keep its various connections
active in order to ensure continuity of service.

In addition, the migration of a VM from one physical host to another in a
multi-hop network must take into account the various path parameters, namely:
bandwidth, number of nodes and distance. In such a case, what will be the
optimal migration path allowing us to reduce the transfer time of migration
packets?

The research problem is the optimization of the migration time of the virtual
machine in the networks.

5.2 Mathematical Formulation

Given m; and ms two physical machines located respectively in execution envi-
ronments A and B such that: my = (¢1,dy,p1, k1, 11,71,b1) and
mo = (Cg, dg,pg, ]{iz, l2, ro, bg), with (Ci7 di,pi, k‘i, li, T3, bi)1§i§2 S RZ_ and C; rep-
resents the capacity of the central memory, d; the capacity of the hard disk, p;
frequency processors, k; the number of devices, [; the number of software, r; the
type of network to which the machine belongs, b; the capacity of the bandwidth.

Let vm be a virtual machine of machine m; such that: vm = (v,m1), where
v = (Cyy dy, Poy Ky Ly, T, by) Tepresents the vector associated with the states of
the virtual main memory, the capacity of the virtual hard disk, the frequency of
the virtual processors, the number of devices connected to the VM, the number
of software applications in the VM, the number of network connections in the
VM and the virtual bandwidth.

Let V : E — F, be the virtual machine migration function such that:
E F e R}f, respectively represent the source environment and the VM’s target
environment,.



10 T. Djotio Ndie et al.

A VDMs operating system environment can be migrated from one physical
machine to another, provided that there are sufficient similarities between the
system architectures of these host machines [16].

Given m; and mso two physical machines such that: m; = (¢1,d1, p1, k1,01,
r1,b1) and mg = (c2,da, P2, k2, l2,72,b2). We can formally define the migration
of a VM from an initial environment A to a final environment B by a function
V:A— B. Aand B sont des espaces vectoriels avec A = R}! and B = R%.

We make the following assumptions:

1. m1, mg € RZ_ and verify the assumptions made in Sect. 3.1;

2. c1 < cg, dy < da, p1 < p2 and by = by;

3. D(d,,d2) = 1, where D is a Boolean function used to say whether the hard
disk dy contains enough space to host the VM (1=Yes et 0=No);

4. n(v) < n(m);

5. V a subjective function;

6. Yo, € A,V (vmy) = vms avec vmg € B;

7. V(vmy) = V(v,mq) = (V(v),V(mq)) = (v,mg) = vmg

Let’s show that V is a subjective function:

Given y € B, let’s find = (v1,m;) € A such that: y = V (),

with vy = (Cl, di,p1,k1, 0,71, b1) S RZ_ and my = (Co, do, o, ko, lo, 0, bo) S RZ_
y € B = y = (v,m), where v = (¢y,dy,Pv; kv, 1y, 75, b,) € RT and m =
(c,d,p,k,l,r,b) € RT.

des, da, pa, ko, la, 72, ba such that: caRe, ds Rd, po Rp, ko Rk, s Rl ro Rr and bs Rb,
where R is the order relation in R .

des, ds, ps3, k3, I3, 73, b3 such that: c3Re,,dsRd,, psRp,, ksRk,,l3Rl,,r3Rr, and
b3 Rb,, ot R is the order relation in RY .

As ¢ < ¢g we can take ¢g = ¢ because ¢ < c.

As d < dy we can take dg = d because d < d.

As p < pg we can take pg = p because p < p.

As b < by we can take by = b because b < b.

We can also take Po = P2, k'() = kg, lo = lQ, C1 = C3, d1 = d3,p1 = P3, k‘l = k’g, ll =
13,7’1 = 7‘3,b1 = b3.

So for z = (vi,m1) with v; = (cs,ds,ps, ks,l3,73,b3) and my =
(¢,d,p, ka,la,72,b), we have bel and well V(x) = y.

Property 4. We talk about virtual wire migration when: r1 = 1 or r1 = 10 or
ry = 11 or ry = 100.

Property 5. We talk about virtual wireless migration when: r1 = 101 orry = 110
orry = 111 or r1 = 1000.
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Popek et Goldberg [14] define a virtual machine as an environment created by
a virtual machine monitor (VMM) or hypervisor. A VMM is the software layer
providing virtualization'. It virtualizes all the resources of a physical machine,
thus defining and supporting the running of several virtual machines. There are
several VMMs, including Vmware workstation, Xen and virtual box [13].
An essential feature of a virtual machine is that the software running in it is
limited to the resources and abstractions provided by the VM [16].

4.2 Formal Definition of a Virtual Machine

Let m a machine such that m = (¢, d, p, k,l,7,b), where ¢,d, p, k,l, 7, b represent
respectively: the capacity of the main memory, the capacity of the hard disk,
the frequency of the processors, the number of connected devices, the number
of software programs, the type of network and the capacity of the bandwidth.

We assume that a VM belongs to a physical machine m and is defined by
a state vector: vm = (v, m), with v = (¢, dy, Do, kv, Ly, 70, by ), representing the
vector associated with the states of the virtual main memory, the capacity of
the virtual hard disk, the frequency of the virtual processors, the number of
devices connected to the VM, the number of software applications in the VM,
the number of VM software, the number of VM network connections and the
virtual bandwidth if the VM is a virtual router.

We make the following assumptions:

—_

vm # 0;

we will consider that VM is active and that it contains data currently being
executed;

Cyy Ay, Doy by, Ly, Ty, by verify the assumptions of Sect. 3.1;

Cy < dy

dy < d;

Cy < G

Pv < D;

ky < K

the norm of the vector vm is defined as follows:

N

© XN oUW

n(om) = /e + &+ p3 + K+ 12 + 12+ 02 +n(m)>.

4.3 Migration of Virtual Machines

Virtual machine migration is the ability to move the operating system instance
from one physical machine to another [16].

! The virtualization is the set of techniques making it possible to dissociate the char-
acteristics physical characteristics of a hardware or software system user-oriented
applications [1].
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3.3 Machine Migrations

Given that a machine is a component of a computer system, we can define
machine migration as the movement of a machine from one operating environ-
ment to another.
We can formally define migration as a function M : A — B, where A denotes
the initial environment and B the final environment. A and B are vector spaces.
We make the following assumptions:

A, Be€ Rl;

we will consider m machine that is active;

M est is a subjective function;

Vm e A, M(m) =m’ withm' € B;

M(im) = M(c doay ) = (M(0, M) M) M, M), M), M 5)
(c d,p kU, b y=m;

6. d<d .

Ok o =

Let’s show that M is a subjective function:

Given y € B, let’s find « = (¢1,d1,p1,k1,01,71,01) € B such that: y = M(z),
with ¢q1,dy,p1, k1, l1,71,b1 € Rj_

y € B =y=(cdpk,lrd), with c,d p,k,l,r,b € R% e, do,po, ko, lo, 70, bo
such that : coRe, doRd, poRp, ko Rk, loRl, 7o Rr and byRb, where R is the order
relation in RY.

We can take ¢1 = cg, p1 = po, k1 = ko, 11 = lo, 71 = 10,b1 = bo.

Furthermore, since d < dy we can take dy = d because d < d.

So for x = (¢, d, po, ko, lo, 0, bo), s0 we get M(x) = y.

Pmpem‘y 1. We talk about software ngmtwn when the followmg condztzon 18
met: ¢ =c and d —dandp =p and k' =k andr =r and I’ #1 and b #0.

Property 2. We talk about data migration when one of the following cases is
true:

- cl#candd/;«édandp/#p andkz/#k‘ andr/;ér (mdl/:landb/;«éo.
~d#candd #dandp #pandk £k andr =0 andl =1 et b #0.

- #ec anddlyédandp/#p andk/;ék andr/;ér andl/;&landb/;&O,
- c,#candd/;«édandp/;ép andk/;ék‘ andr/;é() andl/;«élandb/;ﬁo.

Property 3. We talk about migration to the cloud when owner 1 or owner 2 is
checked.

4 Virtual Machine Migration Concept
4.1 Notion of Virtual Machine

A virtual machine (VM) is a software implementation of a physical machine that
runs programs like a real machine [16].
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5. the possible values of r are: r = 0 the machine is not connected to any
network, r = 1 the network type is PAN, r = 10 the network type is LAN,
r = 11 the network type is MAN, r = 100 the network type is WAN, r = 101
the network type is WPAN, r = 110 the network type is WLAN, r = 111
the network type is WMAN, r = 1000 the network type is WWAN.

6. p,b e Ry with p > 233 MHz;
7. the possible values of b are [12]: 2,4 GHz and 5 GHz;
8. k#0=0b=0;
9. c< d;
10. the norm of the vector m is defined by n as follows:

n(m) = Ve + &+ p? + k2 + 12 + 12 + b2,

Remark 1. If b = 0 then the machine is a personal computer, otherwise it is a
router.

Remark 2. If k = 0 then the PC has no connected devices (basic devices are not
included).

Remark 3. When the processor is multi-core, the frequency of the machine is
the maximum of the frequencies of all the cores.

3.2 Computer Network

A computer network is a set of computer elements (computers, routers, printers,
etc.) connected to each other [15]. A computer network makes it possible to share
data, documents, applications and printers [15].

Depending on the context, the term network may refer to the architecture,
the prototype or the IT infrastructure. With the evolution of the Internet, several
networking technologies have emerged to overcome the difficulties encountered
in deploying the computer network and to meet the growing needs of businesses.
Network virtualization was thus born. A network environment supports network
virtualization if it allows the coexistence of several virtual networks on the same
physical infrastructure [4].

A virtual network is a set of virtual equipment (computers, routers, etc.)
and virtual links interconnected with each other. Virtual equipment and virtual
links are created thanks to a software layer called the Virtual Machine Monitor
(VMM) or hypervisor [9,16]. It virtualizes all the resources of a physical machine,
thus defining and supporting the running of several virtual machines.

IT migration must therefore take account of the network technology used
and the characteristics of the network.
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2.3 Advantages of Migration

IT

3

migration has several advantages, including [9]:

improving system performance: the aim is to increase the performance of an
application or business by adding new functions to the system;

energy savings: the migration is carried out in such a way as to support appli-
cations running on a minimum number of servers. This is done to maximize
the use of resources and for energy management. This is done to maximize
resource utilization and for energy management;

ease of maintenance: migration simplifies maintenance tasks, helping to
reduce downtime due to system maintenance. Migration can also be used
when you want to replace one computer system with another, where the
information relating to the latter is migrated to another environment and
returned after the new system has been installed;

fault tolerance: migration is carried out in the event of a system fault, to
increase the availability of the services provided by the system.

Machine Migration Concept

3.1 Notion of Machine

A machine can defined as an electronic and programmable device capable of
automatically and rationally processing information. A machine here is either a
personal computer or a router. The elements constituting the operating context
of a machine are characterized by:

the state of its central memory;

the state of its hard disk;

the state of its processors;

the state of its connected devices (basic devices are not counted);

the state of its softwares (installed applications and system software);
the state of its active network connections;

the state of its bandwidth if the machine is a router.

We can formally define a machine as a state vector: m = (¢, d, p, k,l,r,b)

where ¢, d, p, k, [, r,b représentent capacity of main memory, hard disk capacity,
processor frequency, number of connected devices, number of software applica-
tions, type of network and bandwidth capacity.

et

We make the following assumptions:

m # 0;

we take as the minimum values for a personal computer those verifying the
minimum characteristics required for the Windows XP system [5];
c,d,k,l,7 € N with [ # 0;

c>64 MB,d> 2 GB, et k,l, r are binary numbers;
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internally: this refers to any modification of system variables and requirements
aimed at improving the existing I'T system. Example: upgrading an operating
system or an application;

externally: this involves the replacement of a computer system or the aban-
donment of one infrastructure in favor of another. It may also involve moving
the system from one physical location to another.

To facilitate these migrations, it may be useful to implement careful planning

and an infrastructure automation strategy [6].

2.1 Migration Conditions

As a general rule, before starting any I'T migration, you need to make sure that:

the storage space of the final environment is greater than or equal to the
storage space of the initial environment;

the architecture of the target environment is fairly close to or at least has the
same characteristics as the source environment;

the applications are compatible with the operating system.

2.2 Types of Migration

Depending on the project, IT migration may involve one or more types of move.
There are therefore 03 main types of IT migration [3,6,7]:

data (or storage) migration: this involves moving data from one type of stor-
age system to another. This process is often carried out as part of an upgrade
aimed at increasing storage capacity, improving performance, reducing costs,
reducing footprint or adding new capacity. During migration, data must be
moved between two database engines. The challenge of any database migra-
tion is to implement it without affecting the data language or reading proto-
col. A database migration is successful when the tools implemented manage
to modify the data without altering the structure of the database;

Software migration: this can involve either the operating system or applica-
tion software. Software migration involves moving software from one com-
puter system to another. It can be time-consuming and involve a number of
risks, including downtime, incompatibility between applications and the loss
of customized settings;

migration to the cloud: this involves moving I'T systems from traditional on-
site data centers to cloud environments, or from one cloud environment to
another.
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process that can take several forms [3]: a transfer of data from one storage space
to another, a transformation from one data format to another, or a conversion
to make raw data usable on a particular type of system.

Salah-Eddine [2] affirms in his thesis work that a few years ago, the migra-
tion of virtual machines was not done in real time, but only after a complete
stop of the virtual machines. This could be explained by the lack of automatic
tools for real- time migration of virtual machines. However, in response to the
rapid growth in the number of virtual machines and virtual networks, automated
tools for real-time migration of virtual machines have become essential. In addi-
tion, given the current economic context, virtual machine networking service
providers have an interest in carrying out rigorous migrations in order to retain
their customers by offering them continuous services that are better than their
competitors, thus enabling them to gain more market share [2]. Virtual net-
works and virtual machines are becoming increasingly popular, and the number
of users is growing all the time. Consequently, providers of these services have
no choice but to increase their investments in order to respond effectively to
the growing needs of their customers [2]. Despite the potential vision of virtual
machine migration, several important research challenges have been addressed
and remain to be tackled.

For some years, several scientific studies have focused on the informal study
of the virtual machine migration problem. In this article, we present a formal
definition of the virtual machine migration problem. Our contributions are sum-
marized in three points:

— formally define the migration environment for a machine;
— formally define the migration environment for a virtual machine;
— show that virtual machine migration is a rucksack problem

The rest of this article is organized as follows. In Sect. 2, we present a general
overview of I'T migration. Section 3 describes the concept of machine migration.
Section 4 describes the migration of a virtual machine. The problem of migrating
a virtual machine is presented in Sect. 5. Our virtual machine migration method
is presented in Sect. 6. Our method is discussed in Sect. 7, and Sect. 8 concludes
the paper.

2 General Overview of IT Migration

IT migration can be defined as the passage of an IT system from an initial
execution environment to a final environment.

A computer system is a set of hardware and software computing and telecom-
munications resources whose purpose is to collect, process, store, route and
present data [8].

The execution environment can be defined as the set of elements required for
a computer system to function properly. Examples of environments include: a
room, a server, a machine, software, a network, the cloud.

IT migration projects typically have many company-specific variables and
requirements [6]. IT migration can be done at two levels:
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Abstract. Thanks to the development of New Information and Commu-
nication Technologies (NICT), computer tools are increasingly in demand
in almost all sectors of activity to meet to the needs of people, property,
companies... Thus, IT migration is therefore a process that can affect all
companies that host data relating to their customers, suppliers, partners
or even general statistics.

In this article, we consider the virtual machine migration problem as
a rucksack problem. As server hosting capacities have become increas-
ingly ‘elevated’, the need for consolidation and load balancing has led to
a strong interest in virtual machine migration.

We have used the following approach: we begin by presenting the
computer system migration environment. Next, we propose a formal def-
inition of the virtual machine migration environment. We then show,
using the formal language, that virtual machine migration is an NP-
hard problem of the rucksack type. We then propose the MigrationVM
algorithm of complexity O(7) as an optimal solution to the problem of
migration virtual machines in networks. We have discussed our algorithm
and we believe that virtual machine migration data can be reduced to
two main elements: the amount of RAM used by the virtual machine and
the amount of hard disk used by the virtual machine.
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1 Introduction

Thanks to the development of New Information and Communication Technolo-
gies (NICT'), computer tools are increasingly in demand in almost all sectors of
activity to meet the needs people, property, companies... Thus, IT migration is
therefore a process that can affect all companies that store customer data, relat-
ing to their customers, suppliers, partners or even general statistics [3]. Migrating
data may be necessary when opting for a larger storage space or when imple-
menting a new database management strategy. IT migration is a data transfer
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