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Abstract. Conventional machine learning method typically relies on
collecting vast quantities of data, which usually results in serious pri-
vate information leakage and a huge communication burden. To tackle
this severe challenge, Federated Learning (FL), which served as a novel
paradigm of distributed machine learning, is recently proposed. Under
the framework of FL, clients cooperatively train a shared global model
with their own data and transmit the model parameter to the cen-
tral server while keeping their private data localized. However, FL still
encounters some limitations, particularly in confronting non-independent
and non-identically distributed (Non-IID) data which results in poor
model performance. In light of the above concerns, we propose an
entropy-based clustering federated learning model named Entrofuse,
which aims to partition the clients into different clusters characterized
by data distribution and subsequently, the model training process per-
forms within each cluster. As it is hard to acquire the distribution of
data samples, we adopt Kernel Density Estimation (KDE) method to
estimate the data distribution of heterogeneous clients. Our approach
takes into account both entropy and vector angle of the model parame-
ter, and proves the rationality of our method through rigorous theoretical
analysis. Experimental results show that our proposed method is supe-
rior to the non-clustered case on the EMNIST dataset and significantly
improves the accuracy by 10% to 12%.
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1 Introduction

Traditional machine learning models typically require data to be centralized-
stored for training purposes, which raises concerns about the potential risk of
privacy leakage [11,13]. In contrast, federated learning adopts a decentralized
approach by conducting model training on mobile devices, ensuring that data
remains localized and safeguarding data privacy [10,17]. Moreover, federated
learning facilitates cross-institutional data sharing, thereby enhancing the effi-
ciency of data utilization [7,14,15,18]. Therefore, FL holds significant potential
for various applications in the realms of data privacy protection and data shar-
ing, rendering it a promising and fertile area for further research.
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Nevertheless, it is important to acknowledge that federated learning is not
without its limitations [13]. One significant challenge arises from the fact that the
data sources of federated learning users are commonly Non-IID. Heterogeneous
datasets may inject varying influences on the FL model, and certain data samples
may even have a detrimental effect on the performance. Consequently, training
a robust model under such circumstances can prove to be a formidable task.

In order to address aforementioned challenge, numerous researchers have pro-
posed clustering methods aimed to classify clients with similar data distribution
for better model performance [2]. Presently, clustering methods in the context of
federated learning typically involve evaluating the similarity between data from
different clients through various methods, such as geographical location, device
type, or data distribution [5,20]. In order to achieve better training results, clas-
sification based on the data distribution usually serves as a better entry point
[6,11,13], based on which, data instances exhibiting high similarity are inte-
grated into clusters and then, each cluster is trained as a cohesive unit in the
federated learning process.

In recent literature, some scholars have used cosine similarity to classify users
[20], while others may use Euclidean distance. However, these methods have cer-
tain limitations. The cosine-based clustering method only considers the direction
of the data, but it is obvious that the length of the data is also very important.
The Euclidean distance-based clustering method only considers the position of
the data in space, and ignores other attributes of the data itself, e.g., the direc-
tion and the length. In this article, we use an improved entropy-based clustering
method to partition users under the federated learning framework [1,22], which
effectively addresses the shortcomings of the previous works. The main contri-
butions of this paper are summarized as follows:

— Generalized entropy approach: To our best knowledge, this paper is the
first work studying clustering federated learning via the generalized entropy
method. We define a generalized entropy term, and initialize each cluster
according to the K-means algorithm, based on which, each client is allocated
to the corresponding cluster with the highest entropy.

— Rationality guarantee for clustering: For our clustering method, we verify its
rationality theoretically: First, we show that the value of entropy is maxi-
mized when each probability is equal, and then prove that distribution of the
gradient of the loss function for the IID dataset is also IID, which indicates
that the generalized entropy can be maximized in the case of IID dataset,
thus our algorithm can cluster the data of IID together, which shows the
rationality of our algorithm.

— Ezxperiment verification: Compared with the case without clustering, our clus-
tering method has a significant improvement in accuracy. Furthermore, we
conduct experiments to show the impact of client numbers on the model
accuracy under different hyperparameters.
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1.1 Related Work

In this section, we discuss the related work in regard to clustered federated
learning.

To tackle the negative influence brought by the Non-IID data distribution,
e.g., low accuracy and convergence rate, clustered federated learning has been
proposed recently. Jia et al. [6] propose differential privacy-based algorithms for
clustered federated learning, which protects participants’ privacy by adding arti-
ficial noise. Zhao et al. [24] introduce a framework that shares a small subset of
public data with heterogeneous clients to reduce the weight divergence between
trained local models, thus increasing robustness and stability during training.
A semi-cyclic method [3] is proposed to train pluralistic models that perform
model averaging over blocks of clients, in which, clients are clustered based on
where they are located in a shared timezone. However, this method requires extra
knowledge (i.e., shared timezone) about the clients. Ghosh et al. [5] adopt the
one-time clustering and non-shared clustering method. The central server runs
the K-means algorithm to cluster the participants, which heavily relies on the
selection of initial points. [21] investigates the application of clustered federated
learning to byzantine settings, where a subset of clients behaves unpredictably
or tries to disturb the joint training effort in an unpredictable way. [20] employs
iterative clustering and non-shared clusters, which conduct cluster division based
on the parameter similarity of nodes in each iteration. Ghosh et al. [4] propose
iterative clustering and inter-cluster sharing. In each iteration, the nodes are
re-estimated for their cluster membership by leveraging the average parameters
of their respective clusters. Whereas, the convergence rate of algorithms [4,20]
is relatively slow, and lacks strict theoretical proof for the rationality of clus-
tering. [9] proposes a three-phased data clustering algorithm, named generative
adversarial network-based clustering, cluster calibration, and cluster division to
overcome these three limitations of general federated learning: the risk of data
privacy breach, the fixed shape of clusters, and the non-adaptive number of
clusters. However, the convergence rate of this algorithm is relatively slow. To
capture the complex nature of real-world data, soft clustering methods [12] with
overlapping clusters have been proposed that attain superior performance over
hard ones.

Noted that most of the above methods face certain limitations, such as slow
convergence rate [4,9,20], low accuracy [24], and lack of analysis for the rational-
ity of clustering methods [9]. In our article, we introduce a new algorithm and
clustering method, which is proven to be rational for clustering and has good
performance on the dataset EMNIST. The remainder of this paper is organized
as follows: Sect. 2 introduces our model Entrofuse, then describes the initializa-
tion method of the clusters and the entire clustering process is also stated in
this section. Section 3 proves the rationality of our clustering method, that is,
our clustering method can gather clients with similar data distribution. Section 4
shows the simulation results. Finally, Sect. 5 summarizes this paper.
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2 System Model and Problem Formulation

Federated learning has certain requirements for data quality and is more like to
achieve good results on independent and identically distributed (IID) data. Inte-
grating heterogeneous clients with similar data distributions will highly improve
the performance of FL model. For the past few years, plenty of researchers
have explored clustered federated learning in academia. In this paper, we will
introduce a clustered method that measures the degree of proximity of data
distributions based on entropy.

2.1 Federated Learning

Federated learning is a decentralized machine learning mechanism where a group
of distributed local clients collaboratively train a globally shared model. Each
client performs one step or multiple steps of mini-batch stochastic gradient
descent (SGD) in each global iteration to update the model parameters. After
aggregating all local parameter from each client, the central server updates the
global model and send it back to all participants for the next round of local

training.
Without loss of generality, we assume that there are n clients who are willing
to participate in FL model training process and client ¢ € {1,2,...,n} utilizes

its local dataset D; with datasize |D;]|.

For a batch data {27,/ }‘jlil‘ of client 4, the FL model aims to find the optimal
model parameter w which is able to predict the label output 3}3 based on the
input 7 with the loss function f}(w,z). Then the loss function of client ¢ on his
dataset D; is:

Fiw( (1)

jED

At global iteration ¢t + 1 € {1,2,...,T}, client ¢ updates the local parameter
according to their own dataset D; based on last global parameter w(t) sent by

the central server:
wi(t+1) =w(t) —nVEi(w(t)), (2)

where 7 is the learning rate and F;(-) is the local loss function. The central server
updates the global model by weighting and summing the local parameters from

all clients: .

w(t+1) Z

(t+1), (3)

where D = """ | D;. Updated global model w(t + 1) will be transmitted back
to each client for a new iteration of global training.
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Fig. 1. Entrofuse

2.2 Entropy

Entropy is a statistical metric for quantifying the chaos of a system, which is
first proposed by Shannon [23]. Due to the negative impact of chaotic data on
training results, it is desirable to integrate data that causes a small increase in
system entropy. In general, for a set of points z = {x1,x2,...,x,} that follow a
probability distribution p(-), the entropy of the system x is given by (Fig. 1):

Entropy(x Z p(x;) log(p(x;)). (4)

In ¢-th global training iteration, based on the local parameter transmitted to
the central server, we can evaluate the similarity S;; between any clients ¢ and j
by comparing the gradient of the loss function with respect to model parameters
as follows:

S;; = S(VF;(w(t)), VE;(w(t))). (5)

As the model parameters may take the form with various dimensions, we
first transform the gradient V F;(w(t)) of client ¢ in ¢-th iteration into vectors of
size 1 X ng for the purpose of convenience in processing, where ng is the total
number of parameters of machine learning model.

Since Entropy reaches its maximum value when p(z;) is approximate to
each other according to Eq. (4), we leverage the entropy function to estimate
the similarity of the data distribution of clients:

E=- ZP(VFi(W(t))1Og(vFi(w(t)))7 (6)
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where function p is defined as:

VE (w(t)TVEi(w(t)
> VE(w(t)"VEF;(w(t)
When the data distribution of clients is similar, the gradient of model param-

eters is also close. Consequently, the value of p in Eq. (7) will be relatively close,
leading to a relatively large value of entropy.

p(Vfi(w(?)) = (7)

2.3 Generalized Entropy Function

In the previous calculations, p in Eq. (7) only consider the magnitude of the
vectors, which means that when a series of points have similar magnitude, the
entropy Eq. (6) will reach a relatively high value. However, the magnitude of
the vectors cannot deliver all the information of the vectors, and the direction
is also crucial. Therefore, we introduce the angle deviation between vectors as
another factor needed to be considered:

(VE(w(®)), VE;(w(?)))
IVE (W) [VE; (@)

cos(b;;) = (8)

Cluster ¢ has a series of clients C; = {i1, 2, 4,0} as well as the correspond-
ing parameter gradients {VF;, (w(t)), VF;, (w(t)),..., VFo(w(t))}. The similar-
ity between a client g to be clustered and a cluster class C; is defined as follows:

(VE (W), zc(1))
t)l-

=Y » N og(VE;(w(t) + (1 = &) o Tl

JEC;Uq

(9)

where « € [0, 1], x. is defined as the average of the gradient of the loss function
in cluster C;:

Te = > VFj( (10)

jé€classC;

For the convenience of the description, we refer to Eq. (9) as the Entrofuse
Function, based on which, each client is assigned to the cluster corresponding to
the maximum value in this equation.

2.4 Cluster Centroid Initialization

We initialize and update the centroids of the clients based on the gradient of
loss function of each client C. = {VFj(w(t)), VF3(w(t)),..., VF,(w(t))}.

As shown in Algorithm 1, the first client in the first cluster cent; is chosen
randomly from the gradient of all clients. For i € {2,3,..., K}, we calculate
the entropy between all the clients unclustered in C. and the clients already
clustered C, = {01,02,...,0,-1}. For any = € C, the distance between x and
the cluster C,, is defined as:
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Algorithm 1. Centroid Selection for Each Cluster
1: Acquire the gradients of the loss function: C. = {VF1(w(t)), VF2(w(t)), VE3(w(t)),
L VE (w(t)}
2: Choose the first client VF;(w(t)) as the first point o of the first cluster C1,
3: fori € {2,3,...,K} do
4:  for z € {VFi(w(t)), VEF2(w(t)), VF3(w(t)),...,VF,(w(t))} do
5 Compute

E()= Y pla;)log(p(z))
z j EclusteriUz
end for
7:  Choose the point which has the minimum entropy F(z) with the current cen-
troids:
o = arg min E(x)
8: Delete o; from C.
9: end for
10: Output centroids {o1,02,...,0K}

E(x)=— Y p(y)log(py)). (11)

yeCyUx

The unclustered client which has the minimum entropy with the centroids
would be selected as the first client in a new cluster:

C; = argmax E(x) (12)
zeC.

Repeating the above procedure until K centroids are selected. After obtaining
a series of centroids {o1,09,...,0K}, we treat them as the first client in each
cluster, and utilize Eq. (4) to classify the clients who have not yet been clustered.

2.5 Threshold-Based Strategy for Clustering

Traditional federated learning models perform well on independently and identi-
cally distributed (IID) data, while training on Non-IID data, catastrophic results
may occur. Therefore, we propose a clustered federated learning approach, which
clusters clients with similar data distribution and trains each cluster separately
to achieve better results. Note that for clients with similar data distribution, the
clustering procedure may result in unnecessary and additional resource waste.
Thus, we propose a threshold-based strategy that judges the data distribution
and only applies clustering operation to clients with sufficiently heterogeneous
data distribution. For any = € G(t) = {VFi(w(t)), VFa(w(t)),..., VEN(w(t))},
we have:
VitV

p(z) = m (13)
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Algorithm 2. Client Clustering

1: Note unclustered clients as C,, = {client1, clienty, ..., Clientn}
2: Initialize the clusters C1, Ca, ..., Ck by Algorithm 1

3: Delete the clients chosen as centroids from set C,,

4: for iteration t € {1,2,...,7} do

5:  compute § = —>.7" | p(VFi(w(t)) log(p(VFi(w(t)))

6: if 6 < e then

7 Break and start to cluster

8: end if

9: end for

10: for client: € C,, do
11:  Note the gradient of loss function g; = V(F;(w(¥)))
12:  for cluster j do

13: The number of clients in cluster j is m;

14: Note the gradients of loss functions in cluster j as G

15: Compute z.(t) = 'rr% ZzeGj x

16: Compute El;, = —a Zzecjum p(z)log(p(z)) + (1 — @) fggiily\?gl
17: end for

18: Put clients into the cluster where El; reaches its maximum value
19: Delete client? from set C,,

20: end for

Then we can calculate the entropy of the whole system:

n

§ ==Y p(VEFi(w(1)) log(p(VE;(w(t))))- (14)

i=1

Smaller entropy means greater difference in the data distributions between
the clients, highlighting the necessity of clustering clients with similar data dis-
tributions to expedite the convergent rate of the model. The threshold-based
clustering is triggered when the following criterion is met:

0 <eg, (15)
where € is a preset hyperparameter. With threshold-based strategy, our cluster-

ing algorithm becomes integral and is described in detail in Algorithm 2.

3 Theoretical Analysis

3.1 Preliminary

Lemma 1. Entropy E = —3 " p;log(p;) reaches its mazimum when p;,i €
{1,...,n} are equal, i.e., p; = % forallie{1,2,... ,n}.

Proof. The maximize problem of entropy H(p1,p2,-..,Pn) = — >_(pilog(p;)) is
subject to the constraint _ p; = 1, whose optimal solution can be obtained by



Entrofuse: Clustered Federated Learning Through Entropy Approach 87

applying the Lagrange multiplier method. We define the Lagrangian function
[19] L as follows:

L==> (pilog(p:)) + A (Zpi - 1) ; (16)

=1 i=1

where A is the Lagrange multiplier.
By taking the first derivative of Eq. (16) with respect to each p;, i €
{1,2,...,n}, we have:

OL
Op;

= —log(p;) —1+A=0. (17)

Then, we get the expression for p; as follows:
pi=e L (18)

Since the sum of all probabilities is equal to 1, we have:
n
Zpi =net !t =1. (19)
i=1

Thus, we easily get the expression of A with respect to the number of prob-
abilities as follows:
A=1-1log(n). (20)

By inserting the above expression of A in Eq. (20) into the expression of p;
in Eq. (18), we have:

1
L log(n) _ 21
pi=e - (21)
By checking the second-order derivative of the Lagrangian function:
9’L 1
—— =——<0. 22
o pi (22)

According to Eq. (17-22), the maximization problem achieves the optimal
solution when p;,7 € {1,2,--- ,n} are equal, i.e., p; = % for all 7. |

3.2 Rationality Analysis

Karimireddy et al. [8] have proved that training on the heterogeneous dataset
(i.e., Non-IID dataset) will slow down the convergent rate even making the model
fail to converge. In the following, we provide a theoretical and rigorous analysis
to demonstrate that the Entrofuse Function in Eq. (9) reaches its maximum
value with the IID dataset. Therefore, we can effectively partition clients into
clusters and improve the model performance significantly.

Lemma 2. If the datasets of n clients satisfy IID, the gradients of the loss
functions of client i, denoted as VF;(w(t)), can also be approximated as IID.
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Proof. Client i participates in FL and utilizes its local dataset D; = {xz , yf }Lﬂg‘,
where z1,22, -+ ,xp, is the input sample and y1,y2, -,y p, is the corre-
sponding label. Then, the loss function can be defined as follows based on Eq.
(1):

| D

F(w(0). D) = 757 3 flw(t). ) 23)

Then, VF;(w(t)) is utilized to update the parameters w(t), and the update
rule can be expressed as:

wi(t+1)=w(t) —nVE(w(t)), (24)

where 7 is the learning rate.

According to the Central Limit Theorem and Eq. (23), for a sequence of IID
random variables, the distribution of their means F;(w(t)) converges to a normal
distribution:

Fi(w(t)) ~ N(pi, Vary). (25)

Since the dataset of client ¢ and j is IID, and &; € D; and §; € D, share the
same data distribution, we have:

Then, based on Eq. (23), we also have:
pi = pj, Var; = Var;, for any i,j € {1,2,--- ,n}. (27)

Thus, it can be derived that F;(w(t)) and F}j(w(t)) are IID respectively, as well
as VF;(w(t)) and VFj(w(t)). Therefore, if the dataset satisfies the assumption
of IID samples, the gradient of loss function of each client VF;(w(t)) can also be
approximated as IID. a

In the following, we show that the Entrofuse Function Eq. (9) reaches its max-
imum value for the IID dataset. Given IID datasets {D1, Dy, ..., D¢}, the gradi-
ents of the loss function is denoted as {VFi(w), VF3(w), ..., VF:(w)}. According
to Lemma 2, the gradients of the loss functions of the clients can be approxi-
mated as IID. Denote p; as:

_ VE(Wt)TVE(w(®)
S5 VE; (w(t)TVE;(w(t))

4

ai€{1325"'aC} (28)

Regarding p;,i € {1,2,...,{—1} as the points that are already clustered and
p¢ as the point to be clustered. Then, the average of the points in the cluster

can be denoted by p. = C—il Zf;ll pi. The generalized entropy is defined as:

¢
Bl(pe) = —a'3 i loa(p) + (1~ ) R (20)
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Fig. 2. The distribution of the dataset

To prove our statement, we need to demonstrate that when all probabilities
P1, D2, - .., Pc are equal, the generalized entropy El reaches maximum. According
to Lemma 1, FEl reaches its maximum when p; = po = ... = p, = p. By
substituting these values into the entropy formula, we have:

S
_ ) ) _ <pC7pc>
— —a-C-plog(p) + (1 - a) 22
Ip| - [p| (30)
=—a~<~%log(%)+1—a
=a-log(()+1-a
— Elp.

Ely is the maximum of Eq. (9) when there are { — 1 clients in a cluster and a
new client is to be clustered. So we have demonstrated our Entrofuse Function
(9) takes on larger values when the data is closer to being independently and
identically distributed (IID), and smaller values when the data is more dispersed.
Therefore, our clustering approach effectively groups user data that satisfies the
IID assumption into a cluster.

4 Experiments

In this section, we conduct experiments on the EMNIST dataset to evaluate the
performance of our proposed framework. First of all, we introduce the model
setup. Then we compare the performance of our clustered federated learning
method with traditional FL algorithms (FedAVG) [16] in terms of model accu-
racy and convergence rate. Note that traditional federated learning without clus-
tering is FedAVG by default. Finally, we verify the impact of the weight o on
the performance of the FL. model.
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Fig. 3. The performance of our model compared with traditional FL. method

4.1 Experiment Setup

The experimental setup is given as follows:

Dataset: We use the EMNIST dataset, which is divided into training sets
and test sets. We divide 10,000 images in the training set and 10,000 images
in the test set. Defaultly, the images in the EMNIST dataset are 28 x 28
pixels, with a total of 62 categories.

Hyperparameters: We set learning rate n = 0.1, the weight @ = 0.98 and
communication round equals to 80 in total. During each global training itera-
tion, the batch size is 128. We first consider 10 clients and divide the Non-I1ID
dataset according to Dirichlet distribution, where DIRICHLET ALPHA =
1.0. The data distribution is shown in Fig. 2. In our experiments, we will also
adjust client number n and allocate data based on the Dirichlet distribution.
Model: For the image classification task, the model for EMNIST is a convo-
lutional neural network (CNN) model that consisted of two 5 x 5 convolution
layers (6 and 16 output channels, each of which is activated by batch nor-
malization and ReLU, followed by 2 x 2 max pooling convolution layer), one
fully-connected layer with 256 units and a ReLU output layer with 62 units.

4.2 Experimental Results

We conduct extensive experiments on the EMNIST dataset. Compared with
the traditional federated learning method (FedAVG), our model achieves better
performance as shown in Fig. 3. In particular, we obtain almost 10% improvement
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in accuracy compared with the non-divided situation (i.e., FedAVG) on the Non-
IID data distribution. In the following, we further evaluate the effect of weight
« and client number on the model accuracy.

Effect of Weight a: Given that different weight « implies the preference
between the magnitude and angle deviation of the data, we randomly select
the values of « € [0, 1] and compare the results to determine the optimal value
that yields the best performance for our method.

Our model reaches the highest accuracy with o = 0.98, which makes sig-
nificant improvement on accuracy for 10% to 12%. Besides, it is worth noting
that the accuracy of the global model is relatively low on some value of «, even
worse than that of a non-divided situation, as shown in Fig. 4. Specifically, when
considering « as 1, the model accuracy is not optimal, suggesting the need for
a combined evaluation of both magnitude and angle deviations in the data to
attain improved performance.

Effect of Client Number: The previous experiments consider the scenario
with a fixed client number, i.e., n = 10. In this section, we demonstrate the
generalization ability of our proposed method by investigating the performance
with different weights o and the number of clients on the EMNIST dataset.
For the case when the clients are not divided, it is shown in Fig.5(a) that
with the increase of the client number, the accuracy of FedAVG has a slight
improvement, which is generally stable at around 60%. When o = 0.01 and
a = 0.3 as shown in Fig.5(b) and Fig.5(c) respectively, the accuracy doesn’t
improve very well, or even worse than that of FedAVG in some cases. That is
to say, the entropy term plays a crucial role in client clustering. When the value
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Fig. 5. The performance of our model with different numbers of clients

of weight « is 0.7 as shown in Fig.5(d), we find that with the increment of
client number, the accuracy improves. When o = 0.98 in Fig. 5(e), the model
achieves the best performance with client number n = 10. While in the last set
of experiments as shown in Fig. 5(f), when the angle deviation is ignored, the
model accuracy drops, which indicates that both entropy and angle deviations
play important roles in client clustering for improving the model accuracy.

5 Conclusion

In this paper, we have designed Entrofuse, a clustered federated learning frame-
work based on entropy. We cluster each client using the Entrofuse Function,
which takes into account both the modulus and direction of the model parameter,
and groups clients with similar data distribution into the same cluster. Accord-
ing to rigorous mathematical analysis, it is proved that our clustering method
can divide clients with IID data into a cluster and distinguish the clients with
different data distributions. We have also conducted several groups of contrast
experiments on the dataset EMNIST and the results demonstrate the efficiency
of Entrofuse, which shows significant improvement in accuracy compared with
the baseline algorithm FedAVG.
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