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Abstract. The use of [oT (Internet of Things) devices such as echo devices, smart
locks, hue lights amongst a few, in our daily lives, has increased widely in this era of
digitalization. People are gradually becoming dependent on these devices for their
work or to store confidential data. This has also led to the concerns of security that
arise with the use of these IoT devices. IoT devices are prone to malware attacks
because of their dependency on the internet, technical complexity and integration
of both hardware and software technology. The use of vulnerabilities in these
devices by the cyber criminals is becoming extravagant. Also, the identification
and categorization of IoT malware by cybersecurity analysts is further complicated
by the diversity of IoT malware and the heterogeneity of IoT platforms. The
aim of this paper is to analyze the malwares that are affecting the IoT devices
and propose machine learning methodologies to identify these malwares based
on various parameters. This paper focused mainly on malwares such as Mirai,
Torii, Mushtik and Trojan that have been rampant in IoT devices these days. The
models were trained based on algorithms such as SVM, Decision Tree, Naive
Bayes, CNN, XG Boosting Classifier and Gradient Boosting Regression. The XG
Boosting Classifier model has provided the highest accuracy of 97.4% amongst
all other models. Thus, for the dataset used, XG Boosting Classifier is the best
classifier that can be used to detect malware traffic in IoT devices.

Keywords: IoT devices - Malware - XGBoost Classifier - Forensic - Machine
Learning - Cybersecurity

1 Introduction

IoT promotes integration between the physical world and computer communication
networks. Applications (apps) involving infrastructure management and environmen-
tal monitoring make privacy and security measures vital for future IoT systems. [4]
The Internet of Things (IoT) is viewed as a technological and commercial wave in the
worldwide information economy. It is an intelligent network that links all gadgets to the
Internet so they may communicate and exchange information using information-sensing
devices, in line with established standards. It succeeds in detecting, locating, tracking,
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monitoring, and managing objects intelligently [3]. Figure 1 shows the different uses of
IoT in various industries.
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Fig. 1. Use of IoT in industries
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Deployment of IoT devices has surged in the recent past and it continues to show
staggering increase. These smart devices have facilitated growth for every sector and
household. This sudden upsurge in technology however, also makes these devices sus-
ceptible to multiple malware attacks because of their straightforward implementation,
default password settings, and hard-to-patch features [5]. As shown in Fig. 2, IoT devices
have been steadily increasing over the years and will continue to grow further due to the
heavy dependence on its applications. The information stored on these devices might be
easily accessible to the attacker which then leads to dangerous use of sensitive personal
information by the attacker. For example, A cybercriminal gaining easy access to a home
security device can very well break in, which is a major security risk for the residents
and the property itself. With minor flaws in technology, there might be a roadblock in
the advancement of IoT devices. There are many factors that determine malware attacks
such as connection of multiple IoT devices to one server, weak firewalls, unencrypted
data, anti-virus not used and setting weak passwords, amongst others. It is therefore
necessary to strengthen the security and privacy of these devices. The existing detection
methods are not inefficient to identify the newer, more prevalent malwares.

In this paper, we aim to work on malware analysis i.e., a method or research that
identifies the source, functioning, and potential consequences of a malware specimen.
Depending on the sort of strategy used, [oT malware detection methods can be divided
into two primary categories: dynamic analysis and static analysis. The dynamic tech-
nique entails keeping an eye on executables while they are running and spotting strange
activities. Numerous resources are required to monitor running processes, and malware
could occasionally invade real situations. By analyzing and identifying harmful files
without running them, the static technique is used. A significant benefit is its capac-
ity to observe hardware architecture. With the development of Artificial Intelligence,
researchers are able to develop advanced models based on Machine Learning and Deep
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Fig. 2. Exponential increase of the use of IoT devices over years

Learning Algorithms. Researchers train multiple models to look for the best model that
suits that particular dataset. There are multiple malware patches that can be detected
with the use of these algorithms. This work uses multiple Machine Learning Algorithms
such as Decision Tree classifier, Naive Bayes classifier, SVM classifier, CNN, Gradient
Boosting and XGBoost. The various factors that determine the presence of malware in
the captures are also discussed in this paper.

2 Related Work

In [6] the researchers present a CNN to extract the appropriate features from the dataset
and make use of the Long Short-Term Memory (LSTM) model to classify the data.
Although the researchers have built a model that outperforms many DL models of recent
times, they have used a small amount of data samples. The model is also trained using
only the LSTM model which can be made even more efficient both in terms of the dataset
and algorithm used.

In [13] the authors have used CNNGRU machine learning algorithm to work on six
datasets to obtain the accuracy. It includes binary classification of data which is efficient
with an accuracy of 99.92. But here the authors have tested the model on a small dataset
and the classifier does not classify the different IoT malwares due to the binary model
design. This is a shortcoming in the paper because without knowing the malware type
specifically we cannot mitigate it.

SVM suggested in [27] to be used to identify attacks that affect the volume of IoT
network traffic, which are frequent in DoS. On simulated datasets the performance of
several SVM kernels was examined. Despite the fact that the Linear kernel achieved
98.03% accuracy after a brief training period, this method is unable to identify attacks
that neither rise nor decrease traffic intensity.

In [16] The most recent network traffic datasets were used to discover abnormalities
using a combination of DNN and LSTM, followed by a meta-classifier. If more complex
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datasets are available, the implementation technique can be expanded to run tests on them.
Future network data processing will be accelerated and made more scalable through the
use of cutting-edge computing techniques like Apache Spark. The method must also be
verified for use in multi-class problem solving.

In [22] evaluated the effectiveness of ML for attack detection using a variety of
machine learning models. They used a variety of ML classifiers, including Decision
Tree, Logistic Regression, Random Forest Naive Bayes, and Support Vector Machine.
According to test results, DT and RF had the highest accuracy detection rate of 1.00%,
whereas LR, SVM, and NB classifiers only managed to reach 0.76%, 0.74%, and 58%
accuracy, respectively.

In [7], the researchers examined the usability of ML techniques to anomaly detection
with a focus on the security aspect of Internet of Things networks. The study made use
of 14 features from the IoT-23 dataset. In terms of outcomes, Random Forest, another
algorithm, has a weighted average precision of 100%, AdaBoost, another method, has
a precision of 86%, Support Vector Machine, a precision of 60%, and Naive Bayes, a
weighted average precision of 76%.

Researchers in [26] trained multiple models for anomaly detection resembling an
industrial operation. Random Forest, had an accuracy of 97.44%, had the best overall
performance. The only algorithm to achieve a False Positive Rate (FPR) of 0.00, or zero
false alarms, was SVM.

On the I0T-23 dataset, the researchers assessed the efficacy of machine learning
classifiers based cyber security approaches in [25]. For IoT cyber security in 2021,
they employed RF, SVM, and KNN algorithms using seven features from the IoT-
23 dataset. Their malware detection results show that SVM achieved 83.52%, KNN
achieved 89.80%, and RF obtained 92.27% accuracy.

In [24] The authors have used two datasets for classifying IOT botnets and limited
their work to 4 malware botnets while considering 12 features by preprocessing the
data with KNN algorithm & generating new samples using CTGAN. Higher accuracies
were obtained using their methodology, but considering a label ‘Malicious’ contains
collective data of all kind of malicious traffic which leads to failure in detecting the
peculiar malicious content specifically.

3 Proposed Methodology

3.1 Data Description

The dataset that this paper incorporated as part of the study, was initially created as
part of the Avast AIC laboratory with the funding of Avast Software. IoT-23 is a dataset
of Internet of Things (IoT) devices network traffic. In IoT devices, it has captured 20
malware executions and 3 benign IoT device traffic grabs. With pictures from 2018
to 2019, it was initially released in January 2020. The Stratosphere Laboratory, AIC
group, FEL, CTU University, Czech Republic, is where this Internet of Things network
traffic was recorded. Its objective is to provide researchers working on machine learning
algorithms with a sizable dataset of actual, labeled IoT malware infections and IoT
innocuous traffic. Avast Software, Prague, provided funding for this dataset and related
research.
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The [0T-23 dataset is made up of twenty-three different IoT network traffic scenarios
(referred to as captures). Twenty network captures (pcap files) from infected IoT devices
are used for these scenarios, and three network captures of network traffic from actual
IoT devices were included. Each network capture provided the identity of the malware
sample that was used to perform the scenario. In each malicious scenario, Raspberry Pi
was used to execute a specific malware sample by using several protocols.

Three separate [oT devices were used to collect the network traffic used in the benign
scenarios: an Amazon Echo home intelligent personal assistant, a Somfy smart door lock,
and a Philips HUE smart LED bulb. It is crucial to note that these three Internet of Things
devices are genuine hardware, not simulations.

As a result, one can record and examine actual network behavior. Like any other
genuine IoT device, both malicious and benign scenarios function in a controlled net-
work environment with unrestricted internet access. This dataset’s purpose is to make
two different datasets available to the community: the first comprises only benign IoT
traffic, while the second exclusively contains malicious network traffic. There are two
new columns for network behavior description labels for both good and bad traffic flows.
This dataset additionally includes labels that indicate the relationship between flows con-
nected to dangerous or potentially malicious activity in order to give network malware
researchers and analysts more in-depth information. The Stratosphere laboratory devel-
oped these labels after analyzing malware captures. Brief descriptions of the labels used
for manual network analysis-based identification of malicious flows —

a) Attack — This label denotes that a host-to-host attack from the infected device occurred
(attack was launched from the infected device to another host). Any flow that attempts
to exploit a service that is susceptible/weak by analyzing its payload and behavior is
labeled as an attack.

b) Benign — This label denotes that they’re no indications of not so harmful malicious
activities that were discovered in the flow or connections.

¢) Command & Control — [9] This label indicates that the infected device was con-
necting to a CC server. This activity was found during the investigation of the network
malware capture because connections to the suspicious server are frequent and peri-
odic, or because our infected device is downloading binaries from it, or because certain
IRC-like or decoded orders are arriving and departing from it.

d) C&C-FileDownload - [9] This label denotes the downloading of a file to our infected
device. The majority of time, this is combined with a target port or IP that is known to
be a C&C server. By looking for connections with response bytes beyond 3 or 5 KB,
this is found.

e) C&C - Torii — This label defines the connections as belonging to a Torii botnet.
Though this botnet family is less widespread than Mirai, the categorization decision was
nonetheless made using the same criteria.

f) DDoS — [10] This label indicates that the infected device is conducting a Distributed
Denial of Service attack. Due to the quantity of flows aimed at the same IP address, these
traffic flows are identified as being a part of a DDoS attack.

g) PartOfAHorizontalPortScan — [11] According to this label, the connections are
utilized to conduct a horizontal port scan in order to acquire data for subsequent attacks.
A pattern was used, in which connections used the same port, sent roughly the same
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amount of data, and had a variety of IP addresses as their destinations to assign these
labels.

Table 1. Label Distribution in accordance to their flows

Label Flows
PartOfAHorizontalPortScan 93191
DDoS 14395
Benign 12849
C&C 6725
Attack 3814
C&C — Torii 16
C&C - FileDownload 12
FileDownload 2

3.2 Data Preprocessing

In the dataset considered we have mainly focused on malwares that are widespread.
From the IoT-23 dataset we have used 5 captures namely Capture 3, Capture 20, Capture
34, Capture 42 and Capture 44. Each of these have both benign and attack data. The
malwares in these captures are Mirai, Muhstik, Trojan and Torii. After combining all the
captured data, we have pre-processed the data. Firstly, we changed the categorical data
to variables 0 and 1 using pd.get_dummies and replaced ‘-’ with 0’s to have standardized
data.

The data shown in the table signifies that there are no null values in our dataset.
Columns such as ‘ts’, ‘uid’,’id.orig_h’, ‘id.orig_p’, ‘id.resp_h’, ‘id.resp_p’, ‘service’,
‘local_orig’, ‘local_resp’, ‘history’ that are redundant are removed. We have labels to
signify the various types of attacks and benign data as shown in table 1. There are 7 attacks
- Part of a horizontal scan, DDoS, C&C, Attack, C&C - Torii, C&C - FileDownload,
File Download. Figure 3 is a heat map of all the features that are used in the dataset. It
is used to study how each feature contributes to the overall analysis of the dataset on the
various ML algorithms. After combining the data into the csv file, we built the Machine
Learning models to obtain the required results.

Data splitting is an essential part of data pre-processing because it ensures the dataset
is accurate when used in the creation of machine learning models. It also prevents the
model from overfitting i.e., any model cannot directly predict the accuracy without being
trained on a certain data. When the model is trained on some percent of the dataset, and
then used for testing, the chances of obtaining a better accuracy are higher. Hence, for the
purpose of this study, the dataset was split in the ratio of 4: 1 (training: testing) (Fig. 4).

s
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Fig. 3. Correlation between the features used in the dataset

4 Classifiers/Machine Learning Algorithms Used in the Proposed
Work

Using machine learning approaches, classification is a technique that forecasts the class
membership of a set of data attributes. The following machine learning algorithms were
proposed to help identify and mitigate the malwares in the IoT devices.

4.1 Decision Tree

Decision Tree Algorithms is a popular and simple supervised machine learning tech-
nique. Each parent node in the decision tree must have at least one child node. Decision
tree approaches can be used to tackle problems involving classification (classification
trees) and regression (regression trees). The algorithm starts at the root node and attempts
to predict the class of a given dataset. On the basis of the comparison, it follows the
branch and jumps to the following node. It compares the value of the root with the
record attribute. Up until the leaf node, comparisons are made with the sub nodes.

4.2 Naive Bayes

The Naive Bayes algorithm is a supervised learning method that uses high-dimensional
training data to solve classification problems. It is a probabilistic classifier, that is, it
makes predictions based on the likelihood that an object will appear. The Naive Bayes
classifier operates according to the Bayes theorem’s definition of conditional probability.
Based on past knowledge of circumstances that might be connected to the event, the
Bayes theorem determines the conditional probability of the occurrence of an event.
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Fig. 4. Structural outline of the methodology

4.3 Support Vector Machine

This statistical learning concept-based supervised machine learning method, known as
SVM, has an optimal separating hyperplane and may be used for applications such as
regression and classification. Support vectors are the vectors (training data) that define
the hyperplane. The SVM algorithm aims to construct the best line or decision boundary
(referred to as a hyperplane) that can divide n-dimensional space into classes in order
to facilitate future division. It maps data to a high-dimensional feature space in order to
categorize data points even when they are not otherwise linearly separable. The data are
changed to allow for the hyperplane representation of the separator once a dividing line
between the categories has been found.
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4.4 Convolutional Neural Network (CNN)

This particular kind of artificial neural network called a convolutional neural network
(CNN) analyzes data using perceptrons, a technique for supervised learning. CNNs can
be used for processing images, natural language, and other cognitive tasks. The input
layer, output layer, and many hidden layers of a convolutional neural network are similar
to those of other artificial neural network types. Convolutional layers use a mathematical
model to transmit results to next layers. This mimics some of the activities of the visual
cortex in humans. A CNN can be instantiated as a Sequential model because each layer
has exactly one input and output and is stacked together to form the entire network. As
we sequentially add layers to the model it is named as sequential model.

4.5 Gradient Boosting Regression

In machine learning issues including classification and regression, gradient boosting is
used. Gradient boosting is the technique of “boosting” or strengthening a single weak
model by combining it with a number of additional weak models to produce a more accu-
rate indicator all together. Gradient boosting enforces the process of additively building
weak models as a gradient descent approach over an objective function. Gradient boost-
ing is an extension of boosting. Gradient boosting establishes the intended outcomes
for the next model in order to reduce mistakes. It is deployed to adjust the continuous
value forecasting model. It is very easy to use, can handle missing values, outliers, and
features with high cardinality categorical values, and is powerful enough to identify any
nonlinear relationships between your model target and features.

4.6 XGB Classifier

Extreme Gradient Boosting (XGBoost) is a distributed, gradient-boosted decision tree
(GBDT) machine learning framework. This is the top machine learning library for regres-
sion, classification, and ranking problems, it offers parallel tree boosting. It was created
primarily to enhance the performance and computational speed of machine learning mod-
els. Trees are constructed using XGBoost in parallel as opposed to GBDT’s sequential
method. It employs a level-wise approach, scanning over gradient values and assessing
the quality of splits at each potential split in the training set using these partial sums
[20]. In supervised machine learning, a model is trained using algorithms to discover
patterns in a dataset of features and labels, and the model is then used to predict the
labels on the features of a new dataset. In contrast to many other algorithms, XGBoost is
an ensemble learning algorithm, it integrates the outcomes of numerous models, known
as base learners, to make a prediction. Decision Trees are used by XGBoost as the base
learners, just like in Random Forests [21].
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5 Malwares

Malicious Software has existed for almost as long as conventional software. It was
primarily restricted to PCs before the IoT. The computer security community has created
strategies and equipment to combat harmful malware. IoT gadgets do not possess the
complete computing capabilities on which anti-malware techniques and solutions rely.
They are inexpensive, single-purpose devices with network communication capabilities.
This power creates a path for attacks. IoT devices frequently utilize default usernames
and passwords because there isn’t a simple user interface for them. Additionally, it is not
intended for them to get upgrades to software, including security updates. The malwares
mentioned below successfully exploited the IoT device properties.

5.1 Mirai

The software known as Mirai, attacks consumer electronics like smart cameras and
home routers and transforms them into zombie networks of remote-controlled bots. It
transforms compromised equipment into a bot for DDoS attacks. It spreads to IoT devices
that have default username and password settings and enabled remote access through
telnet. Cybercriminals employ Mirai botnets to launch widespread distributed denial of
service (DDoS) assaults against computer systems.

In general, email phishing is a clearly efficient method of computer infection. The
victim is duped into either downloading an infected attachment or clicking a link that
leads to a malicious website. Many times, dangerous code is constructed in such a way
that it escapes detection by basic antivirus programs. In the instance of Mirai, the user
only needs to leave the default username and password on a device that has just been
installed unchanged, and it is due to this reason that this malware is most commonly
used to attack on IOT devices.

Mirai is split into three halves. The CNC server gives botnet members a virtual
terminal, maintains a record of the registered bots, and transmits attack commands to
the bots. On reported susceptible systems, the loader transfers and runs malware. A bot
looks for weak targets and launches a DoS attack whenever necessary [2].

5.2 Torii

Torii is different from Mirai and other known botnets, especially in the sophisticated
methods it employs. As opposed to other IoT botnets, this one seeks to remain hidden
and persistent after a device has been infected. It also avoids typical botnet activities like
DDOS attacks against other connected devices and cryptocurrency mining.

It has a wide range of functions for the exfiltration of private data and a retrieval-
capable modular design. It is capable of carrying out orders and executables via several
encrypting communication levels. Additionally, it can spread to a wide range of hardware,
including x86, x64, MIPS, PowerPC, ARM, and many more [17].
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5.3 Trojan

A Trojan, sometimes known as a Trojan horse, is a form of malware that hides its true
purpose in order to trick a user into believing it to be a harmless programme. Trojans
are used as a delivery system for a number of different types of malwares. It is intended
to hurt, disrupt, steal, or harm your data or network. It accomplishes this by reading
passwords, capturing keyboard strokes, or opening the way for more spyware that can
take over the entire machine. These actions can include: Deleting data, blocking data,
modifying data, copying data, interrupting the functioning of computers or computer
networks.

It attempts to trick the user into installing and running malware on their device. Once
implanted, a Trojan can carry out the intended function. Unlike computer viruses, these
cannot replicate themselves.

Generally, an IoT device is a combination of several parts. Memory, firmware, the
physical interface, the web interface, and network services are examples of components
where vulnerabilities may exist in a device. Attacks may come through the channels that
link different IoT components together. As a result, trojan malware is frequently used
as software or hardware components on IoT devices for assaults.

5.4 Mushtik

Mushtik botnet infiltrates [oT devices, such as routers, using well-known web application
flaws to mine cryptocurrency using open-source tools like XMRig and cgminer. For its
command-and-control (C2) operations, it uses IRC servers.

A Mushtik attack is carried out in various phases. Firstly, from the attacker’s server
a payload file with the name “pty” and a number is downloaded. Mushtik will connect
to the IRC channel after a successful installation in order to accept orders. The C2
infrastructure that powers the Mushtik botnet is provided by IRC servers. Mushtik will
be prompted to download both a scanning module and an XMRrig miner. By focusing
on other Linux servers and home routers, the scanning module is utilized to expand
the botnet. The settings of Mushtik’s payload and scanning module are encrypted using
single-byte XOR using the Mirai source code [18]. The Mushtik botnet, which can spread
itself like a worm and attack Linux servers and IoT devices [19].

6 Result Discussion

The proposed algorithms were compared with the existing Machine learning models
and hence demonstrated in Table 2. Using Decision Tree, Support Vector machine and
Naive bayes, Gotsev et al. [22] obtained an accuracy of 1.00, 0.74 and 0.58 respectively.
These algorithms were deployed in 2021. Nicolas Stoian [7] implemented the Naive
bayes classifier in the year 2020 however it did poorly because it only managed to attain
an accuracy of 0.23. Chunduri et al.’s [24] usage of the SVM classifier and the gradient
boosting algorithms resulted in accuracy rates of 0.9472 and 0.9936, respectively, in
the year 2021. Accuracy rates of Support Vector Machine classifier was reported to be
0.8352, according to the study by Strecker et al. [25] in the year 2021.
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Table 2. Comparison with previous studies for evaluating ML model

Model Study Accuracy
Naive Bayes [22] 0.58
(71 0.23
This Study 0.934
Support Vector Machine [22] 0.74
[24] 0.9472
(25] 0.8352
This Study 0.934
Decision Tree [22] 1.00
This study 0.97
Gradient Boosting Machine [24] 0.9936
This study 0.777
XGBoost This study 0.974
Sequential Model This study 0.943

The proposed Machine Learning algorithms were trained and tested with the cho-
sen dataset, [oT - 23. The dataset was tested on six different algorithms and they were
evaluated on the metric of their accuracy score. Naive Bayes classifier is a probabilistic
algorithm that makes use of Bayes’ theorem with robust independent assumptions. With
the chosen dataset, this algorithm shows an accuracy of 93.4%. Decision Tree classifier
is a supervised learning technique that makes a decision based on a certain set of rules.
This algorithm with the chosen dataset, showed an accuracy score of 97.04%. Gradient
Boosting algorithm processes data by merging together many weak models to create a
strong robust model. This algorithm guarantees an accuracy of 77.75%. XGBoost is a
scalable and extremely accurate gradient boosting solution that pushes the limits of com-
puting power for boosted tree algorithms. With the dataset chosen, this algorithm showed
an accuracy of 97.4%. Support Vector Machine classifier (SVM) aims to construct the
best line or decision boundary (referred to as a hyperplane) that can divide n-dimensional
space into classes in order to facilitate future division. On being implemented with the
chosen dataset, this algorithm shows an accuracy of 93.41%. CNN classifier is a type
of neural network classifier that is used to identify a specific pattern in a dataset, which
can then be used to identify a malware in the system. This classifier with the chosen
dataset, gives an accuracy of 94.4%. The XGBoost algorithm hence shows the highest
most accurate result with the chosen dataset, and will therefore most accurately identify
the malwares in the dataset chosen (Fig. 5).
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7 Conclusion and Future Work

There has been an upward surge in the prevalence of IoT devices in various sectors. The
increasing dependency on these devices is what makes them more vulnerable to assault
launched by cyber criminals. It hence becomes important to devise ways to mitigate these
security risks and prevent cyber-attacks. The current technology being used to identify
and deviate attacks are inefficient to find the advanced malwares present on these IoT
devices. This work aims at working on malware evaluation i.e., an approach or study that
identifies the supply, functioning, and capacity outcomes of a malware specimen. We
have also proposed 6 different algorithms, namely: Decision Tree Classifier, Gaussian
Naive Bayes, Gradient boosting algorithm, XGBoost, SVM Classifier and CNN classi-
fier. These algorithms were implemented on a chosen dataset, and have demonstrated
better results for the newer IoT datasets. XGBoost proved to be the most accurate among
all the algorithms, with an accuracy of 97.4%.

The researchers can extensively perceive the behavior of varied varieties of mal-
ware attacks in IoT in the future. A Wider more varied dataset can be used to analyze
the presence of malwares in IoT devices. Algorithms like Adboost can furthermore
be implemented and be made to give a more accurate result with the different IoT
datasets available. Newer forms of Machine Learning techniques involving neural net-
works and ensemble methodologies can be implemented to prevent IoT devices from
being vulnerable to malwares and other forms of security risks.
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