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Abstract. It is crucial and challenging to design a quantum-secure and efficient
authentication key agreement scheme for IoT. The reasons are that not only there
are various security requirements need to meet, but also communication party is
resource-constrained. Recently, a large number of 2PAKA schemes for IoT have
been presented, yet most of them are subject to quantum attack. In this paper,
we put forward a quantum-secure 2PAKA protocol using lattice cryptography.
The proposed LB-ID-2PAKA protocol makes use of identity-based signature to
avoid the complicated certificate management of PKI-based protocol. At the same
time, based on the Kyber.KE, we apply Peikert’s reconciliation mechanism to save
the communication cost. Our LB-ID-2PAKA protocol can be resistance against
various attack and provide desired security property, especially support perfect
forward secrecy. Moreover, the provable security analysis shows that our LB-ID-
2PAKA protocol is provably secure under ROmodel and the hardness assumption
of MLWE.

Keywords: Post-quantum · Key Agreement · Identity-based Signature ·
MLWE · Peikert’s reconciliation mechanism

1 Introduction

Recently, with the breakthrough of 5G, the Internet of Things (IoT) has got rapid devel-
opment. At the same time, due to the impact of the epidemic, the demand for telecom-
muting has increased, followed by a large number of devices connected to the Internet.
It is estimated that 24.6 billion IoT devices will be connected globally by 2025 [1].
IoT has become the most developed way to share information among many resource-
constrained devices that are connected to each other via the internet.While the IoT brings
convenience, it also gives adversaries more options to attack. So, it is urgent to design a
protocol for secure communication.

However, it is challenging to design an efficient authentication key agreement scheme
for IoT. The reasons are that not only there are various security requirements need to
meet, but also communication party is resource-constrained. With the advent of the DH
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exchange in 1976 [2], two party authentication key agreement (2PAKA) protocols have
got rapid development over the past few decades [3–7]. The existing 2PAKA protocols
have been put forward based on the traditional cryptographic primitives (public-key
cryptography [8], identity-based cryptography [9]), elliptic curve cryptography [10],
bilinear mapping [11], Chinese Remainder Theorem [12] et.) and the hardness assump-
tion of computational Diffie-Hellman (CDH), or integer factorization problem (IFP) or
discrete logarithm problem (DLP).

However, Shor [13] pointed that there exists an adversary under the quantum com-
puting environments can solve abovementioned computational hardness problem eas-
ily using polynomial-time algorithms. Thus, there is an urgent need to put forward a
quantum-secure 2PAKA protocol for IoT. Due to the advantages of simple operations
and less computational overheads, lattice-based cryptography attracts extensive attention
from home and abroad.

With the proliferation of lattice-based cryptography, there are two designing ways
of AKA protocol under quantum computing environments: one is using reconciliation
mechanism and the other is using key encapsulation mechanism (KEM). Peikert [14]
pointed that the learning with errors (LWE)-based KA protocol was technically feasible,
but it did not design a protocol. After, Lindner et al. [15] presented the construction of
DH-like key exchange based on LWE. In literature [16, 17], the author tries to extract
the same secret from two approximations, so that the communication parties can obtain
the same session key through calculation. Thus, based on LWE and its variants 2PAKA
protocols are mostly designed through error reconciliation mechanism.

With its simplicity andmodularity, 2PAKAprotocol is designed usingKEMbecomes
one of the research hotspots. However, using KEM will cause more communication
overheads, it cannot applies to IoT directly. Moreover, most of them are based on public
key infrastructure, which will lead to the complicated certificate management. To fill
up the loophole, identity-based cryptography (IBC) is introduced to eliminate certifi-
cate management. Yet, most of existing identity-based 2PAKA protocols fail to provide
quantum-secure. Therefore, it is crucial and challenging to devise a quantum-secure
identity-based 2PAKA protocol for IoT.

1.1 Contributions

Although researchers have made considerable efforts to design an efficient and prov-
ably secure 2PAKA for IoT, most of them are subject to quantum attack. In this paper,
we put forward a quantum-secure 2PAKA protocol using lattice cryptography(LB-ID-
2PAKA) for IoT. The main contributions of LB-ID-2PAKA protocol are concluded as
the following three dots:

• Combining IBC and lattice cryptography designs a LB-ID-2PAKA protocol. The
protocol uses IBC to eliminate the cost of certificate management and uses lattice
hard assumptions to confirm the quantum-secure.

• Based on the Kyber.KE, we apply Peikert’s reconciliation mechanism to save the
communication cost. Moreover, the probability of agreement failure is smaller.

• This paper provides the provable security of LB-ID-2PAKA protocol. The analysis
result shows that the proposal is provably secure under RO model. Furthermore, the
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LB-ID-2PAKA protocol can withstand various attacks and provide desired security
property, especially support perfect forward secrecy.

1.2 Related Work

The communication between two parties in IoT could be performed to negotiate a ses-
sion key. Since Diffie and Hellman [1] devised the first key agreement scheme, a large
of 2PAKA protocols [6, 7] were proposed to provide stronger security and better perfor-
mance. Most of these schemes are based on traditional PKI which need a certification
authority tomanage public-key certificates that binds the user to his public key. However,
the storage, storage, and transmission of certificates require significant overheads. To
remove the cost of certificate management, many identity-based 2PAKA (ID-2PAKA)
were proposed. Using IBC, ECC and bilinear mapping, Gupta et al. [18] put forward a
secure ID-2PAKA protocol for IIoT and claimed their scheme was efficient than other
state-of-the-art competingprotocols.Dang et al.[19] designed an ID-2PAKAandclaimed
their scheme was provably secure in eCKmodel. Unfortunately, Deng et al. [20] pointed
that two specific attacks, put forward a novel ID-2PAKA protocol without pair operation
and provided the security proofs in eCK model.

In 2012, DING [21] proposed the first provable security key exchange protocol based
on LWE, which has high computational efficiency and can be extended to RLWE. The
protocol solves the above error elimination problem by rounding the signal function and
extracting the shared key from two very close values. In 2016, Zhao et al. [22] put forward
an identity-based AKA protocol from the LWE, which applies DH ephemeral key to
compute key materials, introduces error item, uses encoding bases of ideal lattice as the
tool for analyzing error tolerance, and makes reasonable suggests for parameters setting.
In 2019, Li et al. [23] using secure public-key encryption and ciphertext compression
technology designs an implicit authentication key exchange protocol. After, combining
a post-quantumDH like protocol with an identity-based signcryption scheme Chen et al.
[24] put forward the AKA based on elliptic curve cryptography.

In 2020, Banerjee et al. [25] proposed a quantum-secure certificate-less AKA pro-
tocol for Transport Layer Security (TLS) handshakes which saves the communication
overheads by using identity-based to replace traditional certificate-based cryptography.
[26] uses standard Fujisaki-Okamoto transform [27] and ID-KEM generic constructions
to convert post-quantum DLP-IBE [28] to CCA-secure IBE and IND-CCA2-secure ID-
KEM. Then, combining IND-CCA2-secure ID-KEM and CPA-secure NewHope-KEM
[29] designs a quantum-secure ID-AKA protocol based on the FSXY construction [30].
However, although [16] provides the quantum-secure, the AKE protocol constructed by
KEM leads to more communication cost. At the same year, Islam et al. [31] proposed
a post-quantum 2PAKA protocol using IBC. The scheme is provably security in RO
model based on CBi-ISIS and Bi-ISIS.

Recently, Gupta et al. [32] proposed a lattice-based 2PAKA protocol using IBC for
IoT. However, the communication overhead is huge.
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1.3 Organization of the Paper

The paper of the remaining is organized as follows. In Sect. 2, the preliminaries used in
presented protocol are presented. Section 3 describes the LB-ID-AKA protocol in detail.
The correctness analysis is given in Sect. 4. Section 5 analyses the sufficient security
strength of the proposed scheme. Lastly, Sect. 6 concludes the paper.

2 Preliminaries

In this section, for ease of understanding, we briefly describe the technology used in
presented protocol.

2.1 Compression and Decompression

Suppose for 0 < d < �log(q)� be an integer, and q is a modules. The com-
pression technology [33] consists of two polynomial functions: Compressq(x, d) and
Decompressq(x, d). These two functions are defines as:

• Compressq(x, d): It inputs x ∈ Zq and outputs an integer in {0, . . . ., 2d − 1} where
0 < d < �log(q)�. It can be represented as .

Compressq(x, d) =
⌈
(2d/q) · x

⌋
mod+2d , x ∈ Zq. (1)

• Decompressq(x, d): It inputs the result of Compressq function and outputs a value x′
which is an approximate value of x. It can be described as follows:

Decompressq(x, d) =
⌈
(q/2d ) · x

⌋
, x ∈ Zq (2)

These two functions satisfy Decompressq
(
Compressq(x, d), d

) = x + ex where ex
is a much small value.

2.2 Peikert’s Reconciliation Mechanism

Because of the efficiency, Peikert’s reconciliation mechanism is widely used in the
designing of AKA protocol based-LWE problem. We give a briefly introduction as
follows. The details are in the [34].

Peikert’s reconciliation mechanism consists of three functions, namely modular
rounding function n �·�q,2, cross-rounding function 〈·〉q,2 and reconciliation function
Rec(). �·�q,2.

Suppose for x ∈ Zq, cross-rounding function 〈x〉q,2 represents Zq → Z2, which can

be computed as 〈x〉q,2 =
⌊
4
qx

⌋
mod 2.

Given an integer q, modular rounding function �·�q,2 represents Zq → Z2, which

can be computed as �·�q,2 =
⌊
2
qx

⌉
.



36 J. Wang et al.

If q is an odd, above-mentioned function needs to compute in Z2q rather than Zq to
eliminate the error. Thus, the function used to realize Zq → Z2q is randomized doubling
function dbl(), which can be computed as dbl(v) = 2v + e.

Error reconciliation mechanism represents Z2q × Z2 → Z2, which can be computed

as Rec(w, σ ) =
{
0 ifw ∈ Iσ + Emod2q
1 otherwise

.

Where q ≥ 2 is an integer, Zq = {− q
2 , . . . , 0, . . . ,

q
2 − 1

}
, two intervals I0 ={

0, 1, . . . ,
⌊ q
2

⌉ − 1
}
, I1 = {−⌊ q

2

⌉
, . . . ,−1

}
and E = [− q

4 ,
q
4

)
.

2.3 MLWE

Module learning with errors (MLWE) was proposed by Langlois and stehle [35] in 2015
which is an extension of LWE and RLWE. Let k, m, η, n be positive integers, Rq denote
Zq[x]/(xn + 1), βη is centered binomial distribution. MLWE is distinguishing uniform
samples (Ai, bi = Ais + e) ∈ (Rm×n

q × Rn
q) from sample (A, b) ∈ (Rm×k

q × Rk
q) where

Ai ∈ Rm×k
q is uniform and bi = Ais + e with s ← βk

η common to all samples and
e ← βm

η fresh for every sample. More precisely, for an algorithm A, we define

AdvMLWE
m,n,q,k,η(A) =

∣∣∣∣∣Pr
[
b′ = 1 : A ← Rm×k

q , (s, e) ← (βk
η , βm

η )

b = As + e, b′ ← A(A, b)

]∣∣∣∣∣
−Pr

[
b′ = 1 : A ← Rm×k

q , b ∈ Rm
q , b′ ← A(A, b)

]

3 The Proposed LB-ID-2PAKA Protocol

In this section, the system model is described firstly. Then, we designed a post-quantum
AKA protocol based on the identity cryptography for two-party communication in IoT.
The symbols and descriptions used in this paper are presented in Table 1.

The LB-ID-2PAKAprotocol is made up of three phases, namely, system setup phase,
registration phase and authentication key agreement phase. To illustrate this further, we
describe the LB-ID-2PAKA in details.

3.1 System Setup Phase

The input of Setup phase is security parameter λ. At the end of Setup phase, KGC
generates the system parameters and master private key and public key pair of KGC.
The details are as follows:

a) KGC picks a random vector dKGC as the private key and computes the corresponding
public key PKGC = dT

KGCA.
b) It selects three one-way secure hash functions Hi : {0, 1}∗ → Z∗

q for i = {1, 2, 3}.
c) It stores dKGC secret and keeps the pp = {λ, q,m,A,PKGC ,Hi : i ∈ {1, 2, 3} public.
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Table 1. Symbols and corresponding descriptions.

Symbol Description

Ui/Uj The user

KGC Key generate center

λ System security parameter

q A positive integer

dKGC Private key of KGC

PKGC Public key of KGC

A Matrix with rank n

IDi/IDj The identity of user Ui/Uj

ri/xi/yi Random vector

Di Private key of user Ui

Pi Public key of user Ui

Ti/Tj The timestamp of user Ui/Uj

dx/dy An integer in compress function

T Transpose operations

Hi One-way secure hash functions

dbl() Randomized doubling function

�·�p,q Modular rounding function

〈·〉p,q Cross-rounding function

Rec Reconciliation function

3.2 Registration Phase

Before the user Ui communicates with other entities in the IoT, Ui should initiate a
registration request to the KGC through a secure channel. Then KGC computes and
returns corresponding private key using identity-based cryptography. As shown in Fig. 1,
the details are as follows:

a) Ui selects identifier IDi and sends the registration request {IDi} to the KGC through
a secure channel;

b) Receiving the registration request, KGC checks whether IDi exists in the registry. If
it exists, aborts session. Else, KGC performs the c) steps;

c) KGC firstly picks a vector ri ∈ zmq at random. Then, KGC calculates the private key

Ri = rTi A and di = (ri + hidKGC)modq where hi = H1(IDi,Ri), and returns Ui′s
private key {Di = (di,Ri)} to Ui;

d) After receiving Di, Ui computes hi = H1(IDi,Ri) and verifies the validity of the
private key by checking whether dT

i A? = Ri+hiPKGC is holds. At last,Ui calculates
her/his public key Pi = dT

i A = Ri + hiPKGC .
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Fig. 1. The registration phase of LB-ID-2PAKA

3.3 Authentication Key Agreement Phase

Before Ui communicates with Uj, they should authenticate mutually and negotiate a
common session key. The details are in Fig. 2.

a) Ui picks vectors xi, yi ∈ zmq randomly, then calculates Yi = yTi A, Xi =
Compressq(Axi + e1, dx) and li = H2(Xi||Yi||Ri||Ti), where Ti is the current times-
tamp. Ui computes the signature δi = yi + lidimodq and sends the message
m1 = {IDi, δi,Ri,Ti,Xi,Yi} to Uj.

b) After the receipt m1 from Ui, Uj checks whether T ′
i − Ti ≤ �T is holds. If not,

the session is aborted. Else, Uj computes li = H2(Xi||Yi||Ri||Ti) and U ′
i s public key

Pi = Ri +H1(IDi,Ri)PKGC . ThenUj checks the validity of signature δi by checking
whether δTi A? = Yi + liPi is holds. If it is equal, the user Uj authenticates Ui

successfully. Else, the session aborts. After successful authentication, Uj computes
X ′

i = Decompressq(Xi, dx) to obtain the key materials. Then,Uj selects random
vectors xj, yj ∈ zmq , and calculates Yj = Compressq

(
ATxj + e2, dy

)
. After that, Uj

executes Peikert’s reconciliation mechanism to compute session key. Uj calculates
v = X ′T

i xj + e, v = dbl(v), c = 〈v〉2q,2 and Kj = [v]2q,2. Then, Uj computes

Yj = yTj A, lj = H2

(
Xj||Y j||Rj||Tj

)
, the signature δj = yj + ljdjmodq and sends

m2 = {
IDj, δj,Rj,Tj,Xj,Yj, c

}
to Ui, where Tj is the current timestamp. After

sending m2, Uj computes the session key SKj = H (Kj||IDi||IDj||Ti||Tj).
c) After the receipt m2 from Uj, Ui checks whether T ′

j − Tj ≤ �T is holds. If not,

the session is aborted. Else, Ui computes lj = H2

(
Xj||Y j||Rj||Tj

)
and U ′

j s public

key Pj = Rj + H1(IDj,Rj)PKGC . Then Ui checks the validity of signature δj by
checking whether δTj A? = Yj+ ljPj is hold. If it is equal, the userUi authenticatesUj

successfully. Else, the session aborts. After successful authentication, Ui computes
X ′

j = Decompressq
(
Xj, dy

)
to obtain the key materials. After that, the user Ui

calculates v′ = 2xTi X
′
j and Ki = Rec(v′, c) using reconciliation function. At last,

Ui computes the session key SKi = H (Ki||IDi||IDj||Ti||Tj).
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Fig. 2. The authentication key agreement phase of LB-ID-2PAKA

4 Correctness Analysis

In this section, the correctness analysis is given in this section, which consist of
signature’s correctness and the correctness of session key.

4.1 The Correctness of Signature

The receiver verifies whether the equation δTi A? = Yi + liPi is hold to check the
authenticity of the message.

Proof:
δTi A = (yi + lidi)

TA

= (yi + lidi)
TA

= (yi + li(ri + hidKGC))TA

= yi
TA + lir

T
i A + lihid

T
KGCA

= Yi + liRi + lihiPKGC

= Yi + li(Ri + hiPKGC)

= Yi + liPi

The verification of δTj A? = Yj + ljPj is similar to above-mentioned proof.
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4.2 The Correctness of Session Key

It is hypothesized that Xi ∈ Rk
q, the error ex between Xi and X ′

i is very tiny, where X ′
i

is the result after the operation of compressing and decompressing. That is to say:

X ′
i = Decompressq

(
Compressq(Axi + e1, dx), dx

) = Axi + e1 + ex

Similarly, as for Xj ∈ Rk
q, there is

X ′
j = Decompressq

(
Compressq

(
ATxj + e2, dy

)
, dy

) = ATxj + e2 + ey, where ey is
the error ex between Xj and X ′

j.
As shown in Fig. 2,Ui andUj calculate two approximately equal values v′ = 2xTi X

′
j

and v = dbl(X ′T
i xj + e). The difference between them is as follows:

v − v′ = 2(X ′T
i xj + e) − e − 2xTi X

′
j

= 2
(
(Axi + e1 + ex)

T xj + e
)

− 2
(
xTi (ATxj + e2 + ey)

)
− e

= 2
(
e1

T xj + ex
T xj − xTi e2 − xTi ey + e

)
− e

According to the definition of Peikert’s reconciliation mechanism, if modulus q is
odd, the error-tolerance range is �q/2�. That is to say, if the difference between v and v′
satisfied

∣∣v − v′∣∣ ≤ �q/2�, the output of reconciliation function Rec
(
v′, c

) = ⌊
v2q,2

⌉
.

∣∣v − v′∣∣ ≤ �q/2�
Turn to

2
(
e1

T xj + ex
T xj − xTi e2 − xTi ey + e

)
− e ≤

⌊q
2

⌋

2
(
e1

T xj + ex
T xj − xTi e2 − xTi ey + e

)
− e ≤

⌊q
2

⌋

e1
T xj + ex

T xj − xTi e2 − xTi ey + e − 1

2
e ≤

⌊q
4

⌋

e1
T xj + ex

T xj − xTi e2 − xTi ey + e ≤
⌊q
4

⌋
(3)

According to the definition, the e is tiny small, so 1
2e is much smaller. Thus, the

inequality can turn to (3). In contrast with the correctness proof ofKyber’s public encryp-
tion scheme [36], the inequality (3) above is much the same. The inequality in Kyber’s
public encryption scheme is as follows (4)

e1
T xj + ex

T xj − xTi e2 − xTi ey + e + ev <
⌊q
4

⌋
(4)

It is obvious that there is the slight difference between inequality (3) and (4). The
inequality (4) increases an error vector ev , which ismuch small. According to the analysis
of Kyber, as long as selecting appropriate parameters, the probability that the inequality
(4) is true is more than. That is to say, the probability that the inequality (3) fails is
less than 2−128. That is to say, the probability that our LB-ID-AKA protocol fails to
negotiates the same session key is no more than 2−128.
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5 Security Analysis

5.1 Informal Security Analysis

In this section, the informal security analysis of the LB-ID-2PAKA is provided.

User Impersonation Attack. In the disguise of Ui, A must construct valid
{IDi, δi,Ri,Ti,Xi,Yi} to pass authentication of the userUj. However,A cannot acquired
the correct signature δi without knowing di. Likewise, becauseA cannot construct valid
authenticator δj, A fails to disguises Uj as a valid user. So the proposed LB-ID-AKA
protocol can withstand user impersonation attack.

Man in the Middle Attack. As shown in Fig. 2, the user Ui and Uj achieve mutual
authentication using identity-based signature. If an attacker A wants to launch man-
in-the-middle attack, A needs to calculate the key materials 2xiAT xj from messages
{IDi, δi,Ri,Ti,Xi,Yi} and

{
IDj, δj,Rj,Tj,Xj,Yj, c

}
which are from the session A dis-

guises as the user Ui/Uj communicated with Uj/Ui. However, the difficulty of calculat-
ing 2xiAT xj is equivalent to the difficulty of solving LWE lattice hard problem, which
is obviously not feasible. As a result, the proposed LB-ID-AKA protocol is immune to
the man-in-the-middle attack.

Unknown Key-Share Attack. In our LB-ID-AKA protocol, the user Ui and Uj figure
out the session key as SKi = H (Ki||IDi||IDj||Ti||Tj) and SKj = H (Kj||IDi||IDj||Ti||Tj)
respectively, where Ki = Rec(2xTi X

′
j, c), Kj =

[
dbl(X ′T

i xj + e)
]
2q,2

. The computation

of session key consists of identity IDi and IDj, the key material Ki and Kj. The key
material is verified by the identity-based signature δi and δj. Moreover, the adversaryA
has no knowledge of the private key di and dj of the user Ui and Uj. Thus,A has no way
to know the value of generated key SK . Therefore, our LB-ID-AKA protocol defends
the unknown key-share attack.

Known-Key Attack. It is assumed that A obtains the current session key SK between
Ui and Uj. In our LB-ID-AKA protocol, the user Ui and Uj figure out the session key as
SKi = H (Ki||IDi||IDj||Ti||Tj) and SKj = H (Kj||IDi||IDj||Ti||Tj) respectively, where
Ki = Rec(2xTi X

′
j, c), Kj =

[
dbl(X ′T

i xj + e)
]
2q,2

. It is obvious that A has difficulty in

calculating past session key, since A has no knowledge of ephemeral secret key xi and
xj. Therefore, the designed LB-ID-AKA protocol is free of known-key attack.

Perfect Forward Secrecy. It is hypothesized that A obtains the perennial private key
of communication partiesUi andUj at T . IfAwishes to calculate the session key before
T , A needs to compute SKi = H (Ki||IDi||IDj||Ti||Tj). Because the value of Ki or Kj

is calculated using Peikert’s reconciliation mechanism, and the ephemeral secret key
xi and xj are only public to itself, it’s impossible for A to figure out past session key
SKi = H (Ki||IDi||IDj||Ti||Tj). Therefore, our LB-ID-AKA protocol guarantees perfect
forward secrecy.
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No key Control. In our LB-ID-AKA protocol, the userUi andUj figure out the session
key as SKi = H (Ki||IDi||IDj||Ti||Tj) and SKj = H (Kj||IDi||IDj||Ti||Tj) respectively,
whereKi = Rec(2xTi X

′
j, c),Kj =

[
dbl(X ′T

i xj + e)
]
2q,2

. Since the ephemeral secret key

xi and xj are selected randomly by Ui and Uj respectively. As a result, the user Ui(Uj)
is incapable of making the negotiated SKi be a pre-selected value. That is to say, a
pre-selected value SK is only accepted by the party who selects. Thus, our LB-ID-AKA
protocol satisfies no key control.

5.2 Security Proof

Based on the Dolev-Yao(DY) threat model [37] and random oracle model (ROM) [38],
we present the adversary model for proposed LB-ID-2PAKA.

Threat Model
Participants. In a 2PAKA protocol, the participants consists of two categories: user(Ui)
and key generation center(KGC). Both of them can run several instances Π . Π t repre-
sents t− th instance of an executing participant. Thus,Π t1

KGC andΠ t2
Ui

represent of KGC
and Ui respectively.

Queries. The interaction between the adversaryA and challenger C is performedmerely
through the corresponding oracle query, which emulates the attack capability of the
adversary in real world.

Setup(λ): The adversary A inputs parameter λ, challenger C performs all operations
in the setup phase. At the end of the query, A can learn the major public and system
parameter.

HashqueriestoHi: The challenger C keeps a hash list LHi , which is empty initially. LHi

is made up of several tuples (x, y), where x is the input of Hi, y is the output of Hi. In
response to Hi asked by A, C searchs the corresponding y to given x. If LHi exists tuple
(x, y), C outputs y. Otherwise, C selects and returns a random y ∈ Z∗

q , and inserts the
tuple (x, y) into the LHi .

Corrupt(IDi): The challenger C plays the role of KGC in this query. At the end of this
query, A registers successfully using the identity of IDi and receives the private key of
IDi.

Unwrap_private_key(Ui): To response this query, challenger C returns the private key
of the registered user Ui.

Execute(Πk
i,j): This query simulates the passive attack capability of A. To reply this

query, challenger C runs the LB-ID-2PAKA protocol Π i
U with its partner. At the end of

running LB-ID-AKA, A learns the message transmitting in the public channel.
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Send(Πk
i,j,m) : This query simulates the active attack capability of A. To reply this

query, challenger C plays the role of receiving the message m, he/she runs the LB-ID-
AKA protocol Πk

E with its partner. At the end of running LB-ID-2PAKA, C returns the
message toA. Especially, Send(Πk

i,j, start) can initiate protocol running,Awill receive
the login request.

Reveal(Πk
i,j): This query simulates the capability of A initiating known-key attack.

Suppose for Reveal(Πk
i,j),A learns the past session key and uses it to perform attack. If

A sends Reveal(Πk
i,j) query to C, challenger C may reply as follows:

If Πk
i and his partner Πk

j has negotiated session key SKi,j, and Πk
i and his partner

Πk
j hasn’t been performed Test() query, C outputs the fresh session key SKi,j.
Else, C outputs ⊥ to A.

Test(Πk
i,j): This query doesn’t simulates the actual attack capability ofA, which is used

for evaluating the semantic security of the session key. It is noted that the adversary A
ask to C this query only once for each Πk

i,j. As for Πk
i,j, if this instance doesn’t generate

session key SKi,j at the end of protocol running, C outputs ⊥ toA as a reply; Otherwise,
C will perform coin toss experiment to generate random b. If b = 0, C outputs the actual
session key SKi,j; Else, C outputs a random string of the same length with the actual
session key SKi,j.

Corrupt(Πk
i,j): This query simulates the corrupt user capability of A, which is used to

evaluating the perfect forward security of the protocol. As a reply, C outputs the past
session key SKi,j or ⊥ to A.

Definition (Semantic Security of Session Key): Suppose A is a probabilistic polyno-
mial time (PPT) adversary, which A can distinguish the random number of the same
size from session key. First, A executes above-mentioned queries any times and only

once Test(Πk
i,j). Then, A output whether the result of Test

(
Πk

i,j

)
query is session key.

A wins the tossing coin game if Test
(
Πk

i,j

)
query value b′ is equal to the guessed value

b of A. The probability A successes in the game can be defined as

AdvAKAP (A) = |Pr[Succ0] − 1| (5)

Provable Security Theorem 1: SupposeA is a PPT adversary who can execute above-
mentioned queries any times and only once Test(Πk

i,j). The probability A breaks
semantic security of session key can be defined as

AdvAKAP (A) = 1

q2H1

+ 1

q2H3

+ AdvMLWE
p,q (A2) + AdvMLWE

p,q (A1 (6)

where A1 is an adversary who solves the decisional MLWE, qs, qH1 and qH3 are the
numbers of adversary executes send() oracle, hash oracle, respectively.

It is proved that the negotiated session key is indistinguishable from the random bits
through a series of game Gi (i = 0, 1, 2, . . . ).
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Game G0: The initial game is to the real world.

Pr[Succ0] = 0 (7)

GameG1: In gameG1,A lunchesHashqueriestoH1. This game is similar toG0, and
the only difference is that the li and lj are no longer generated using H2, but is sampled
in the hash list. The challenger C keeps the tuple of Hlist

1 . The adversary A who can
distinguish between G0 and G1 can also distinguish the value computed through hash
function from a value searched in the Hlist

1 . Moreover, according to birthday paradox,
the probability of hash collision is 1/q2H1

. Therefore, the advantage of A distinguishes
G1 from G0 is

�0 = |Pr[Succ1] − Pr[Succ0]| = 1

q2H1

(8)

Game G2: A lunches Execute(Πk
i,j) query, challenger C replies with m1 =

{IDi, δi,Ri,Ti,Xi,Yi} and m2 = {
IDj, δj,Rj,Tj,Xj,Yj, c

}
to A during LB-ID-AKA

running. Then,Amisusesm1 andm2 to learn session key SKj = H (Kj||IDi||IDj||Ti||Tj).
The adversary A who can distinguish between G2 and G1 can also breaks MLWE. Due
to the indistinguishability of G2 and G1, the advantage of A wins the game is

�1 = |Pr[Succ2] − Pr[Succ1]| = 0 (9)

Game G3: In game G3, A lunches Send(Πk
i,j,m) query. A forges signature δ∗

i =
Y ∗
i + l∗i Pi and c∗ generated at random, then lunches Send(Πk

i,j,m) query using δ∗
i

and c∗ replace δi and c, respectively. Because the unforgeability of the signature, the
probabilityA can distinguish betweenG3 andG2 is negligible. As a result, the advantage
of A wins the game is

�2 = |Pr[Succ3] − Pr[Succ2]| = 0 (10)

GameG4: In gameG4,A lunchesHashqueriestoH3. This game is similar toG3, and
the only difference is that the li and lj are no longer generated using H3, but is sampled
in the hash list. The challenger C keeps the tuple of Hlist

3 . The adversary A who can
distinguish between G4 and G3 can also distinguish the value computed through hash
function from a value searched in the Hlist

3 . Moreover, according to birthday paradox,
the probability of hash collision is 1/q23. Therefore, the advantage ofA distinguishesG4
from G3 is

�3 = |Pr[Succ4] − Pr[Succ3]| = 1

q2H3

(11)

GameG5: In gameG5, the ephemeral public keys Xi and Xj of userUi andUj respec-
tively, are no longerMLWEdistribution samples, but are uniformly selected at random. In
G4,

(
AT ,Xj

)
and(A,Xi) are MLWE sample pairs generated using Compress(). Whereas

in game G5,
(
AT ,Xj

)
and (A,Xi) are selected from random distribution U (Rn×n

q × Rn
q)

uniformly. AdversaryAwho can distinguish betweenG4 andG5 can solve the decisional
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MLWE hard problem based on lattice. Therefore, the advantage ofA1 distinguishes G5
from G4 is

�4 = |Pr[Succ5] − Pr[Succ4]| = AdvMLWE
n,q,η (A1) (12)

Game G6: Compared with G5,
(
X ′
i , v

)
is no longer a sample pair from MLWE

distribution in game G6, which is a sample picked uniformly from random distribu-
tion U (Rn

q × Rq). Adversary A who can distinguish between G6 and G5 can solve
the decisional MLWE hard problem based on lattice. Therefore, the advantage of A1
distinguishes G6 from G5 is

�5 = |Pr[Succ6] − Pr[Succ5]| = AdvMLWE
n,q,η (A2) (13)

As above, the probability A breaks semantic security of session key is

AdvAKAP (A) = 1

q2H1

+ 1

q2H3

+ AdvMLWE
p,q (A2) + AdvMLWE

p,q (A1)

6 Conclusion

With the proliferation of IoT, two-party communications attracts more and more atten-
tion, so how to secure negotiate session key in IoT has become one of the research
hotspots. A large number of 2PAKA schemes have been presented recently, yet most
of them are subject to quantum attack. In this article, we proposed a quantum-secure
2PAKA protocol using lattice cryptography for IoT. The proposed LB-ID-2PAKA pro-
tocol makes use of identity-based signature to avoid the complicated certificate manage-
ment of PKI-based protocol. At the same time, the LB-ID-2PAKA protocol can provide
desired security property and withstand various attacks, especially support perfect for-
ward secrecy. Moreover, the provable security analysis shows that our LB-ID-2PAKA
protocol is provably secure under the hardness assumption of MLWE.
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