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Abstract. Modern-day social media is one of the most used platforms by mil-
lennials for sharing personal, and professional events, thoughts & other entities.
These entities include photos, texts, videos, locations, meta data about other users,
etc. Thus, securing this content from fake-users is of utmost importance, due to
which a wide variety of techniques are proposed by researchers that includes but
is not limited to, deep learning models, high density feature processing models,
bioinspired models, etc. But these models are either highly complex, or require
large user-specific datasets in order to improve their detection capabilities. More-
over, most of these models are inflexible, and cannot be scaled for large social
networks with multiple parameter sets. To overcome these issues, this text pro-
poses the design of a novel fusion model to identify fake profiles from multimodal
social media datasets. The proposed model initially collects multimodal informa-
tion about users that includes the presence of profile pic, username length ratios,
number of words in the full name, length of their personal description, use of
external URLSs, account type, number of posts, number of followers & following
users, etc. These information sets are pre-processed via a Genetic Algorithm (GA)
based feature selection model, which assists in the identification of highly variant
feature sets. The selected feature sets are classified via a fusion of Naive Bayes
(NB) Multilayer Perceptron (MLP), Logistic Regression (LR), Support Vector
Machine (SVM), and Deep Forest (DF) classifiers. Due to a combination of these
classifiers, the proposed model is capable of showcasing an accuracy of 98.5%,
precision of 94.3%, recall of 94.9%, and F-measure score of 94.7% across mul-
tiple datasets. Due to such a high performance, the proposed model is capable of
deployment for a wide variety of social media platforms to detect fake profiles.
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1 Introduction

Identification of fake profiles in social media is a multidomain task that involves user
tracing, context analysis, analysis of user posts, their login patterns, personal profile
update patterns, image metadata patterns, etc. A typical social network analysis model
(Krishnan et al. 2020) that uses network activity logs, profile attributes, graph analysis,
ranking models, network information sets, etc. is depicted in Fig. 1, wherein a threshold-
based ranking of profiles is done for identification of normal profiles from fakes. In
this model, researchers were able to combine multiple data sources, and extract their
nodes, edges, weights, and other parameters for improving classification performance
under different scenarios. But these models showcase moderate accuracy, and cannot
be scaled for larger network deployments. To overcome these issues, researchers have
proposed multiple deep learning and machine learning based classification models, that
aim at dynamically modifying their performance based on contextual requirements. A
survey of such models (Latha et al. 2022), (Harris et al. 2021), (Patel et al. 2020) in terms
of their functional nuances, contextual advantages, application-specific drawbacks, and
deployment-specific future scopes is discussed in the next section of this text.
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Fig. 1. Design of a threshold-based model for identification of fake profiles

Based on this discussion, it was observed that these models are either highly complex,
or require large user-specific datasets in order to improve their detection capabilities.
Moreover, most of these models are inflexible, and cannot be scaled for large social
networks with multiple parameter sets. To overcome these issues, Sect. 3 of this text
proposes design of a novel fusion model to identify fake profiles from multimodal social
media datasets. The proposed model was validated in Sect. 4, wherein its performance
was compared with other models in terms of accuracy, recall, F-measure, and precision
metrics. Finally, this text is concluded with some contextual observations about the
proposed model, and also recommends methods to further improve its performance
under different network types.
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2 Related Work

A wide variety of models are proposed for analysis of social media profiles, and each
of them varies in terms of their internal performance characteristics. For instance, work
in (Siva Rama Krishna et al. 2022), (Parihar et al. 2021) proposes use of C4.5 Decision
Tree (CDT), and Collaborative Filtering that assists in identification of fake profiles for
Twitter, but cannot be extended to other networks. To overcome this limitation, work
in (Kulkarni et al. 2022) proposes use of Artificial Neural Networks (ANNs) that can
be extended to multiple network types. Similar models are discussed in (Bhattacharya
etal. 2021), (Ajeshetal. 2021), (Antonio Theophilo, Rafael Padilha, Fernanda A. Andal,
2022) which propose use of Deep Learning, ensemble of Deep Forest, Support Vector
Machine (SVM) with Optimized Naive Bayes (ESDN), and Authorship Attribution
sets, which aim at incorporating multiple parameters for improved social media analy-
sis. Extensions to these models are discussed in (Rathod, 2022), (Ekosputra et al. 2021),
(Hosseini Moghaddam & Abbaspour, 2022) which propose use of Author Profiling,
ANN, and botnet-based detection, which assists in automating the detection process
under different network types. Similar methods that use Random Walk (Le et al. 2020),
Adpversarial Model of Network Disruption (AMND) (Chen and Racz, 2022), and Par-
ticle Swarm Optimization with Deep Reinforcement Learning (PSO DRL) (Lingam
et al. 2021) that aims at incorporating multiple deep learning models with extended
feature processing techniques for identification of fake profiles are also discussed and
applied for different use cases. Based on this discussion, it can be observed that these
models are either highly complex, or require large user-specific datasets in order to
improve their detection capabilities. Moreover, most of these models are inflexible, and
cannot be scaled for large social networks with multiple parameter sets. To overcome
these issues, next section proposes design of a novel fusion model to identify fake pro-
files from multimodal social media datasets. The proposed model was also validated on
multiple datasets, and compared with various state-of-the-art methods under different
scenarios.

3 Data Set Description

The proposed model uses a combination of multimodal information sets along with
Genetic Algorithm for feature selection, and ensemble classifier for identification of fake
profiles. To validate its performance, the model was tested on the following datasets,

e Social Network Fake Account Dataset, which is available at https://www.kaggle.com/
datasets/bitandatom/social-network-fake-account-dataset

e Instagram fake spammer genuine accounts Dataset, which is available at https://www.
kaggle.com/datasets/freedever1/instagram-fake-spammer-genuine-accounts

4 Design of the Proposed Fusion Model to Identify Fake Profiles
from Multimodal Social Media Datasets

Following a review of the existing models, it can be observed that these models are
either very complex or call for sizable user-specific datasets to enhance their detection
capabilities. In addition, the majority of these models lack flexibility and are incapable of
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scaling to large social networks with multiple parameter sets. The design of a novel fusion
model to identify fake profiles from multimodal social media datasets is suggested in this
section as a solution to these problems. The proposed model’s process is shown in Fig. 2,
where it can be seen that it begins by gathering multimodal data about users, such as
whether they have profile pictures, how long their usernames are on average, how many
words are in their full names, how long their personal descriptions are, whether they
use external URLs, what kind of accounts they have, how many posts they have made,
how many followers and users they follow, etc. These data sets are pre-processed using a
feature selection model based on a Genetic Algorithm (GA), which helps identify feature
sets with a high degree of variation. A combination of Naive Bayes (NB), Multilayer
Perceptron (MLP), Logistic Regression (LR), Support Vector Machine (SVM), and Deep
Forest (DF) classifiers is used to categorize the chosen feature sets.
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Fig. 2. Overall flow of the proposed fake-profile identification process
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The process initially collects multimodal information sets from different sources,
and applies a Genetic Algorithm (GA) for the identification of other f optimal feature
sets. These feature sets are obtained via the following process,

4.1 Initially, setup the following optimization parameters,

4.1.1 Iterations needed for GA optimization (Ni)

4.1.2 Solutions to be generated for optimization (Ns)

4.1.3 Rate at which the model will learn (Lr)

4.1.4 Number of features extracted from the multimodal datasets (Nf)
4.2 To start the process, generate Ns solutions as follows,

4.2.1 Stochastically select N features from the dataset via Eq. 1,

N = STOCH(Lr % Nf, Nf) (D)
where, STOCH is a stochastic Markovian process, that generates value sets between
given ranges.

4.3 Based on the selected features, identify class-level variance (or fitness of solution)
via Eq. 2,

Xiti

f= ZZL] (fa —

2

where, m, n represents feature values in current class and other classes respectively such
that N = m + n, while fa represents selected features.

4.4 Once all solutions are generated, then identify optimization fitness threshold via
Eq. 3,

s L,
fin= Y fir e 3)

4.5 Check fitness of all solutions, and mark solutions with f > f, as ‘Crossover’, while
mark others as ‘Mutate’

4.6 Once the distinction is done, then scan all solutions for Ni iterations, and regenerate
‘Mutate’ solutions via Eq. 1 and 2

4.7 Repeat this process for Ni iterations

At the end of final iteration, select solution with maximum fitness, and use its features
for classification process. This classification process is performed via a combination of
Naive Bayes (NB), Multilayer Perceptron (MLP), Logistic Regression (LR), Support
Vector Machine (SVM), and Deep Forest (DF) classifiers. The parameters used for these
classifiers are indicated in Table 1 as follows,
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Table 1. Parameters used for different classifiers

Classifier Parameters

NB Priors = Interclass Fitness Levels
Smoothing = 1e-9

LR Normalization = True
MLP Hidden Layers = Number of classes
Solver = Stochastic Gradient Descent Learning Rate = Lr
SVM Regularization parameter = 0.5
Kernel = Sigmoid Class Weights = Balanced
DF Number of trees = 100¥*Number of classes

Maximum Forest Depth = 10

These parameters were selected via ‘hit & try’ method, which assisted in identifi-
cation of classification parameters for optimal accuracy levels. Classification results of
these classifiers are combined via Eq. 4,

Cout = C(NB) % A(NB) 4+ C(LR) * A(LR) + C(MLP) x AMMLP) 4+ C(SVM ) %+ A(SVM ) 4+ C(DF) % A(DF) (4)

where, C & A represents output class, and testing accuracy for given classifiers. Based
on this process, classification is performed on different social media sets. Results of this
classification, can be observed from the next section of this text.

5 Results and Discussion

The sets were combined to form a total of 2000 entries, out of which 1500 were used for
training, while 250 for testing and 250 for validation purposes. The model’s performance
was compared with CDT (Siva Rama Krishna et al., 2022), ESDN, and PSO DRL
(Lingam et al. 2021)in order to identify its efficiency over standard implementations.
Based on this strategy, accuracy (A) of fake profile detection w.r.t. Number of Test entries
(NT) can be observed from Table 2,

Table 2. Accuracy evaluation for different fake profile detection models

NT 100 200 300 400 500 600 750 900 1000 | 1200 | 1500 |2000
CDT |87.7 |88.31 |88.84 [89.22 | 89.45 |89.57 |89.61 |89.65 |89.69 |89.78 |89.95 |90.15
ESDN |86.87 |87.76 | 88.32 | 88.73 |88.96 | 89.2 |89.49 |89.8 |90.23 |90.6 |90.93 |91.25

PSO 86.09 | 86.83 | 87.36 | 87.76 |87.99 |88.17 |88.32 |88.5 |88.73 |88.95 |89.18 |89.44
DRL

F2PM | 95.58 | 964 |96.99 9743 |97.68 |97.89 |98.05 | 98.25 |98.52 |98.76 |99.02 |99.31
SMD
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Fig. 3. Accuracy evaluation for different fake profile detection models

Based on this evaluation and Fig. 3, it can be observed that the proposed model
showcases 9.2% better accuracy than CDT (Siva Rama Krishna et al. 2022), 8.3% better
accuracy than ESDN and 9.5% better accuracy than PSO DRL (Lingam et al. 2021),
which makes it highly useful for a wide variety of fake profile detection use cases. This is
due to selection of optimal feature sets, that aim at improving classification performance
for different scenarios. Similarly, precision (P) of evaluation can be observed from Table 3
as follows,

Table 3. Precision evaluation for different fake profile detection model

NT 100 | 200 |300 |400 |500 600 |750 |900 |1000 1200 | 1500 |2000

CDT(Siva Rama | 87.7 | 88.31 | 88.84 | 89.22 | 89.5 | 89.57 | 89.61 | 89.7 | 89.7 | 89.78 | 89.95 | 90.2
Krishna et al.,

2022)

ESDN 86.87 | 87.76 | 88.32 | 88.73 | 89 |89.2 |89.49 |89.8 1 90.2 |90.6 | 90.93 |91.3
PSO 86.09 | 86.83 | 87.36 | 87.76 | 88 | 88.17 | 88.32 | 88.5 | 88.7 | 88.95 | 89.18 | 89.4
DRL/(Lingam

etal., 2021)

F2PM SMD 95.58 | 96.4 |96.99 | 97.43 | 97.7 1 97.89 | 98.05 | 98.3 | 98.5 | 98.76 | 99.02 | 99.3

Based on this evaluation and Fig. 4, it can be observed that the proposed model
showcases 8.5% better precision than CDT (Siva Rama Krishna et al. 2022), 8.3% better
precision than ESDN and 9.4% better precision than PSO DRL (Lingam et al. 2021),
which makes it highly useful for a wide variety of fake profile detection use cases.
This is due to selection of optimal feature sets and use of ensemble learning, that aim
at improving classification performance for different scenarios. Similarly, recall (R) of
evaluation can be observed from Table 4 as follows,

Based on this evaluation and Fig. 5, it can be observed that the a) of evaluation can
be observed from Table 5 as follows,
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Fig. 4. Precision evaluation for different fake profile detection models
Table 4. Recall evaluation for different fake profile detection models
NT % 100 200 300 | 400 500 600 750 900 1000 | 1200 | 1500 | 2000
R | CDT (Siva | 85.14 | 85.72 | 86.24 | 86.61 | 86.83 | 86.95 | 86.98 | 87.03 | 87.07 | 87.15 | 87.31 | 87.51
Rama
Krishna
etal., 2022)
R | ESDN 84.32 | 85.19 | 85.73 | 86.13 | 86.35 | 86.59 | 86.87 | 87.17 | 87.59 | 87.94 | 88.26 | 88.57
R |PSODRL |83.57 84.29 |84.8 |85.19 | 8541 |85.58 | 85.73 |85.9 |86.13 | 86.34 | 86.57 | 86.82
(Lingam
etal., 2021)
R | F2PM 92.78 | 93.58 | 94.15 | 94.57 | 94.82 | 95.02 | 95.18 | 95.38 | 95.63 | 95.87 | 96.12 | 96.4
SMD

Table 5. F-measure evaluation for different fake profile detection models

NT(% 100 | 200 |300 400 |500 |600 |750 |900 |1000 | 120 | 150 | 200
) 0 0 0
F CDT 84.42 | 85 85.51 | 85.88 | 86.1 | 86.22 | 86.25 | 86.3 | 86.34 | 86.4 | 86.6 | 86.77
(Siva Rama
Krishna et al.,
2022)
F ESDN 83.62 | 84.47 | 85.01 | 85.4 | 85.63 | 85.86 | 86.14 | 86.4 | 86.86 | 87.2 | 87.5 | 87.83
F PSO DRL 82.86 | 83.58 | 84.09 | 84.47 | 84.7 | 84.86 | 85.01 | 85.2 |85.4 |85.6|85.8|86.09
(Linga m
etal., 2021)
F F2PM SMD | 92.15 | 92.8 | 93.36 | 93.78 | 94.02 | 94.22 | 94.38 | 94.6 | 94.83 | 95.1 | 95.3 | 95.59
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Fig. 5. Recall evaluation for different fake profile detection models
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Fig. 6. F-measure evaluation for different fake profile detection models

Based on this evaluation and Fig. 6, it can be observed that the proposed model
showcases 9.8% better F-measure than CDT (Siva Rama Krishna et al. 2022), 8.5% better
F-measure than ESDN and 9.5% better F-measure than PSO DRL (Lingam et al. 2021),
which makes it highly useful for a wide variety of fake profile detection use cases. This
is due to use of high efficiency classifiers & selection of optimal feature sets, that aim at
improving classification performance for different scenarios. Due to this performance
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enhancements, the proposed model is capable of use for a wide variety of real- time
social media fake profile detection scenarios.

6 Conclusion and Future Scope

The suggested model combines multiple multimodal data sets, genetic algorithms for
feature selection and ensemble classifiers for fake profile detection. Because of this, the
model was able to demonstrate accuracy that was 9.2% better than CDT (Siva Rama
Krishna et al. 2022), 8.3% better than ESDN, and 9.5% better than PSO DRL (Lingam
et al. 2021), making it extremely useful for a variety of fake profile detection use cases.
This is because the best feature sets were chosen, which aims to enhance classification
performance for various scenarios. It was also able to achieve precision levels that
were 8.5% better than CDT (Siva Rama Krishna et al. 2022), 8.3% better than ESDN,
and 9.4% better than PSO DRL (Lingam et al. 2021), making it extremely beneficial
for a variety of fake profile detection use cases. The model also demonstrated recall
improvements of 8.3% over CDT (Siva Rama Krishna et al. 2022), 7.5% over ESDN,
and 9.5% over PSO DRL (Lingam et al. 2021), making it extremely useful for a variety
of fake profile detection use cases. This is because ensemble classifiers are used and the
best feature sets are chosen with the intention of enhancing classification performance
in various scenarios. The model demonstrated an F-measure that was 9.8% better than
CDT (Siva Rama Krishna et al. 2022), 8.5% better than ESDN, and 9.5% better than
PSO DRL (Lingam et al. 2021), making it extremely useful for a variety of fake profile
detection use cases. This is a result of the use of highly effective classifiers and the
choice of the best feature sets, which aims to enhance classification performance for
various scenarios. The proposed model can be used for a wide range of real-time social
media fake profile detection scenarios as a result of these performance improvements.
In future, researchers can extend the model’s performance by integration of multiple
bioinspired techniques for feature extraction & classification processes. The model’s
performance must be validated on larger network sizes, and can be enhanced via use
of hybrid deep learning techniques like Q-Learning, Generative Adversarial Networks
(GANS5), etc. which will assist in accuracy enhancement under different use cases.
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