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Abstract. Malware has now grown up to be one of the most impor-
tant threats to internet security. As the number of malware families
has increased rapidly, a malware classification model needs to classify
the samples for further analysis. Recent success in deep learning-based
malware classification, however heavily relies on the large number of
labeled training samples, which may require considerable human effort.
In this paper, we propose a novel malware classification framework for
the cost issue, which is capable of building a competitive classifier via
a limited amount of labeled training instances in an incremental learn-
ing manner. A cost-effective sample selection strategy is leveraged to
focus expert efforts on labeling samples that are most informative for
the classifier. We first convert the malware byte sequences into fixed-
size gray-scale images through data visualization. Afterward, based on
the strategy designed and oriented towards informative malware acqui-
sition, we select samples through Convolutional Neural Network (Con-
vNet) to query experts for annotation according to the estimated gradi-
ents towards the last linear layer. The updated labeled dataset is then
fed into the network for further fine-tuning progressively. To evaluate
the capability of our method for acquiring informative malware from
a pool of unknown samples, we conduct a series of experiments on a
benchmark dataset named BIG 2015. Compared to random selection
and other existing high-performance strategies, the proposed system can
achieve a promising performance rise cost-effectively with less labeling
effort wasted. The effectiveness of sample selection towards different fam-
ilies is also analyzed and further proves the efficiency of labeling cost.
Moreover, the initialization methods and the pre-defined number of sam-
ples queried are studied for practical implementation.
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1 Introduction

Currently, the volume of global threats against business endpoints has increased
by more than 10% year-over-year. This emphasizes the importance of develop-
ing efficient approaches to analyze as well as classify malicious samples. Malware
classification as a fundamental task has been a huge burden for analysts due to
its fast-emerging speed, and deep learning (DL) methods have shown impressive
performance on related tasks [1]. However, labeling samples, which is crucial
for DL, is often a cost-sensitive task since it involves human experts. How to
select the most informative samples that can improve the predictive capability
of classifiers is an essential question that DL-based methods should focus on.
A promising solution is active-learning, noted as AL, a learning protocol where
samples can be selected for experts’ annotation in a sequential, feedback-driven
fashion. The selected samples sent to experts for labeling are defined as query
samples by the algorithm. It has a great practical significance to develop a frame-
work combining DL and AL, which can jointly learn features and classifiers from
informative samples effectively.

In particular, we propose an AL-based malware classification framework
using a ConvNet called cost-effective malware classification (CEMC). Different
from the existing malware-related works that utilize machine learning methods,
our CEMC leverages AL based on ConvNet. The contributions of our paper can
be summarized below:

— We develop a cost-effective malware classification framework based on Con-
vNet with an AL strategy integrated, which is capable of informative sample
selection according to the estimated gradients towards the last linear layer.

— The performance of CEMC is evaluated on a dataset named BIG 2015 in
terms of accuracy, precision, recall, and Fl-score. The experimental results
demonstrate that CEMC outperforms random selection and other active
learning strategies in terms of performance and stability.

— The effectiveness of CEMC is analyzed from the family perspective, which
further proves that the proposed framework achieves the main goal to select
the most informative samples while neglecting the less important ones for
relatively higher performance. The impact of initialization and the number
of query samples, termed query number is explored as well. Some interesting
conclusions are drawn for future implementation.

The rest of this paper is organized as follows. Related works are illustrated in
Sect. 2. In Sect. 3, the proposed framework is described. The experiments are
elaborated in detail in Sect. 4. Finally, the conclusion of the whole paper and the
future work are stated in Sect. 5.
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2 Related Works

Traditionally, malware analysis methods can be divided into two main categories
including static approaches and dynamic approaches. In static approaches, mal-
ware is checked by analyzing its executable binaries or codes without executing [2].
In contrast, dynamic approaches trace the malware process and record the behav-
ior features, such as system calls, registry change, or traffic flows, in a controlled
environment such as a virtual environment, simulator, and sandbox [3].

As the above hand-crafted malware analysis approaches need a lot of effort
to extract features, researchers have introduced deep learning methods into mal-
ware classification tasks to improve efficiency. With the help of deep learning
technology, features can be learned automatically and malware classification
models can be built without expert knowledge.

Nataraj et al. were the first to start the research based upon digit gray-scale
images converted from malware binaries [4]. Since then, classifiers trained on
image-based malware data have shown to be very promising in massive research.
Coull et al. [5] confirmed the effectiveness of ConvNet for malware classification
and tried to find the parts which contribute most to the classification task.
Yakura et al. [6] applied ConvNet with attention mechanism to images converted
from binary data and generated attention maps for further analysis.

Although DL-based approaches can efficiently obtain ideal classification
results, they need large amounts of labeled samples for training. Aiming at improv-
ing the existing models by incrementally selecting and annotating the most infor-
mative unlabeled samples, active learning (AL) has been well studied in the past
few decades. In the AL methods, the model is first initialized with a relatively small
set of labeled training samples. Then it is continuously boosted by selecting and
pushing some of the most informative samples, which are called query samples,
to experts for annotation. The informativeness of a sample is often measured by
either the uncertainty of the model about this sample, the expected model change
after training on this sample, or how representative the samples are about other
unlabeled samples [7]. The key of AL is the design of query strategies and the most
common strategies belong to the category called “uncertainty” which considers the
most valuable sample is the one with the highest uncertainty.

Inspired by the success of AL, there are researches introduced AL to various
kinds of malware tasks since then. The scholars from Microsoft Research Center
designed a system called ALADIN which used active learning combined with
rare class discovery and uncertainty identification to statistically train a network
traffic classifier based on Logistic Regression (LR) [8]. Min Zhao et al. proposed a
malware detection framework named RobotDroid using Support Vector Machine
(SVM) and an active learning algorithm for smartphones [9]. Nir Nissim et al.
designed “Exploitation” based on the SVM classification algorithm using the
radial basis function kernel and acquired most probably malicious samples [10].
Bahman Rashidi et al. presented an malicious Android application detection
framework based on SVM with 206 features and active learning technologies
[11]. Chin-Wei Chen et al. proposed an approach that combines SVM and active
learning by learning (ALBL) techniques for malware family classification [12]
using statistical features.
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As we can see, all the related works used AL strategies based on machine
learning models, and most of them are SVM-based frameworks. The strate-
gies designed for machine learning models can not be directly borrowed by DL
with guaranteened performance improvement. What’s more, compared to DL,
machine learning methods are relatively “shallower” and can not handle features
with high dimensions and feature engineering is a prerequisite for these methods.

To cope with this issue, it becomes a necessity to study the classification
framework combining DL and AL.

3 Cost-Effective Malware Classification

3.1 Framework Overview

Suppose there is a training dataset of m malware families initially with no labels
denoted by D. The randomly selected malware set for network initialization is
identified as D{. The target of CEMC is to select the most informative query
samples for expert labeling and expand the labeled training set D progressively,
where i € {0,1,..., T}, while the unlabeled pool shrinks accordingly.

Motivated by the insights from a significant amount of previous ConvNet-
based malware classification research as well as the recently proposed active
learning techniques, i.e., CEAL [13], BADGE [14], we address the above-
mentioned issues by Al-based ConvNet.

During the i-th round, our proposed CEMC scrutinizes the samples from the
unlabeled data set DY and selects the top ¢ most informative samples, where
q represents the query number per round. These samples with newly acquired
labels from malware experts are then merged into the labeled dataset DY as the
training set for the next (i + 1)-th round.

Figure 1 illustrates the framework of CEMC, and the details of implementa-
tion will be discussed in the following.

Malware

(Labeled) Experts

Training l/

Convolutional Neural Networks
Malware
(Informative)

i Malware
(Unlabeled)

Fig. 1. The overview of the proposed cost-effective malware classification system
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3.2 Malware Visualization

This part is considered as the data preprocessing module as well. Inspired by
Nataraj et al. [4], gray-scale images of different malware samples appear visually
similar from a given family and distinct from those belonging to different families.
Based on the observation, the binaries of malware are processed line by line and
the corresponding pixels are placed one after another in a row, with a width of
224. The size of the output images is fixed to 224 x 224 which is a routine size
for image-related tasks. All the characters except bytes are ignored including
newline characters and line labels. The redundant bytes are discarded and if the
bytes cannot fill the entire image, black pixels are padded in the end. After this
data preprocessing module, raw malware binaries can be converted into gray-
scale images which are suitable for ConvNet to handle for feature extraction.

3.3 Model Initialization

The model can be initialized by D{ directly, and this kind of initialization is
termed INIT_DIRECT. Additionally, since the raw malware samples have been
transformed into gray-scale images, some research has testified transfer learn-
ing methods for malware-related tasks that borrowed knowledge from models
pre-trained with the dataset of the computer vision area, noted as CV [1,15,16].
Consequently, we can also take advantage of transfer learning ahead of direct ini-
tialization and this two-stage initialization method is denoted by INIT_TRANS
in the discussion below. For INIT_TRANS, D} is also necessary obviously.

3.4 Model Training and Evaluation

After initialized, the model is fed with unlabeled samples remaining in D referred
to as Dg . Query sample set X, ¢, are selected for experts to annotation and the
labeled traning set D is updated as well as unlabeled pool D{ :

Df U Xyt — DY
Dg\Xino — DY

For the next round, the model is fine-tuned with DY for pre-defined e epochs.
After several rounds, the model is gradually fine-tuned for classification tasks.
The trained model is evaluated on the testing samples based on four merits,
including accuracy, precision, recall, and F1-score.

The strategy to select X, ¢, from the unlabeled data pool is essential for
the quality of fine-tuned models, which should be designed according to the
characteristics of ConvNet and malware.

3.5 Informative Sample Selection

As mentioned before, the labeling cost to train a high-performance DL-based
model is troublesome in practice. AL methods designed to select query samples
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based on DL-based models can help to deal with this cost issue. The selection
should be carried out according to the appearance of the unlabeled samples out
of the neural networks, which is the estimation of the real impact with the true
labels attached afterward.

Batch Active learning by Diverse Gradient Embeddings (BADGE), which
is designed as a practical, general-purpose, label-efficient AL method for deep
neural networks has been proposed to offer a solution for the above demand
[14]. BADGE creates diverse batches of informative examples. The uncertainty
is measured by the gradient magnitude concerning parameters in the final linear
layer. Meanwhile, to capture the diversity, a batch of samples is collected whose
gradients span a diverse set of directions.

Consider a neural network f(.,W,V), where W = (Wy,...,W,,) € RExm
are the weights of the last linear layer, and V' consists of weights of all previous
layers. For most of the classifiers, the last nonlinearity is a softmax layer, denoted
by ¢(.). Given a malware sample = with label y, the corresponding outputs of
the network is P = f(z, W, V) = ¢(W - Z(z,V)), where Z maps x to the output
of the network’s penultimate layer.

Define g; as the gradient of the cross-entropy loss lcg of x to W}, according
to the definition of cross-entropy loss, g; can be concluded as:

_ Olcp
g5 = W,
Note that each component of the gradient is a scaling of the corresponding
one of Z(x, V'), which is the output of the penultimate layer of the network with
x as the input. Suppose § = argmax;c,,p;, the norm and direction of ¢g¥ can be
used to estimate the influence brought by sample x on the current model.
To fulfill the demand for diversity at the same time, k-means++ algorithm
is adopted. The algorithm for CEMC is described in Algorithm 1.

= Z(x,V);(P; — I(y = 7)) (1)

Algorithm 1. CEMC: Cost-effective Malware Classification
Require:
Unlabeled pool of samples DY, initialization training set D, initialized network f
with INIT_TRANS or INIT_DIRECT, number of rounds 7T, query number g and
number of epochs e for each round
for i =0,1,...,7 do
Train f for e epochs on DF
for each sample z from DY do
Compute its hypothetical label § = f(x)
Compute the gradient g, based on Equa. 1
end for
Generate Xy, with ¢ samples using k-MEANS4+ algorithm on g, : z € DY
Label samples in X;, ¢, by experts
D’LUH = DzU\Xinfo
10:  DEL = DEU Xingo
11: end for

©
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4 Experiments

4.1 Malware Dataset and Experimental Setup

In this section, we evaluate the performance of CEMC on the benchmark dataset
provided by Microsoft Malware Classification Challenge in 2015 which is also
referred to as BIG 2015. The dataset has 10868 malware samples in the training
set and 10873 in the test set both from 9 families. This is a highly unbalanced
dataset in which the largest family called Kelihos_ver3 has 2942 samples and the
smallest Simba family has only 42 as shown in Table 1.

Table 1. Family description of BIG 2015 traning set

Family name | Count | Family name Count
Ramnit 1541 | Tracur 751
Lollipop 2478 | Kelihos_verl 398
Kelihos_ver3 | 2942 | Obfuscator. ACY | 1228
Vundo 475 | Gatak 1013
Simba 42

For the effectiveness of CEMC does not rely on the ConvNet architectures,
we use AlexNet [17] as the structure of CEMC.

Following the settings in most DL methods, we randomly select 90% samples
of each family to form the unlabeled sample pool, and the rest 10% as the test
set in our experiments. It should be noted that after the split, the number of
samples from Simba for test is only 4, which will lead to severe fluctuations in
performance. To smooth the performance toward this family, the test samples
of Simba are increased to 14 on purpose, and the training samples are decreased
accordingly. We randomly select 200 samples with labels from the unlabeled pool
to initialize the network and the rest are for the incremental learning process.

After several trials, the learning rate of all layers is set to 0.005, and the model
is fine-tuned for 50 epochs per round. The fine-tuning is carried out for 30 rounds
with 50 query samples selected for each round at first and the performance with
different query numbers is also checked to measure the impact induced by query
numbers. If not specified, 5-fold strategy is applied and the execution results are
averaged as the final result to get rid of the influence of randomness.

To provide persuasive results, we compare CEMC to several baseline strate-
gies borrowed directly from ML-based AL methods which are embedded into
ConvNet as well, including;:

Random Sampling (RS). This is not an active learning method yet, it is actually
the “lower bound” of the selection methods.
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LeastConfidence Sampling (LS). An uncertainty-based active learning algorithm
that selects top ¢ samples with the smallest predicted class probability, as
mazicmpi, just as Wang et al. [18].

Entropy Sampling (ES). An uncertainty-based strategy that selects the top
q samples according to the entropy of the predictive probability distribution,
defined as H(P) =", p;In1/p; [13] .

KMeans Sampling (KS). This strategy clusters the output of the last linear layer
z = Z(x, V) for each unlabeled sample z via K-Means into ¢ clusters and selects
the samples nearest to the center of each cluster [7]. KS is a diversity-based
strategy the same as the strategy used in this paper.

The above methods share the same ConvNet architecture with CEMC on
identical training sets and test sets. The only difference lies in the sample selec-
tion criteria which is the target of evaluation.

4.2 OQOevrall Performance Comparison

For this comparison, the averaged performance measures are recorded with 50
query samples after INIT_TRANS initialization. The measures of performance
after 15/30 rounds of all strategies are listed in Table 2.

Table 2. Performance after 15- and 30-round fine-tuning of CEMC and baseline strate-
gies

Rounds | Strategy | Accuracy Precision Recall F1-score

15 RS 90.10 £ 0.00% |86.38 +0.04% |83.39 +£0.05% |84.31 +0.04%
KS 88.71 £0.02% |86.74 +£0.10% |80.44 +0.01% |81.21 +0.02%
ES 92.70 +£0.00% |91.30 +0.06% | 87.59 +0.03% | 88.86 +0.03%
LS 92.61 £0.07% [90.11 +0.17% |86.42+0.16% |87.73+0.16%
CEMC | 94.60 & 0.00% | 93.63 £+ 0.08% | 89.98 + 0.01% | 91.17 £+ 0.02%

30 RS 92.08 £ 0.00% |89.05+0.04% |85.53 +0.04% |86.56 + 0.05%
KS 90.67 £0.01% |87.86+0.16% |83.43+0.01% |84.06 +0.03%
ES 95.99 + 0.00% |96.30 +0.00% |91.25 £ 0.00% | 93.05 + 0.00%
LS 96.30 + 0.00% | 95.61 £0.03% |92.94+ 0.00% | 93.98 4+ 0.00%
CEMC |96.34 4 0.00% | 96.36 £ 0.00% | 92.36 + 0.00% | 93.90 + 0.00%

It can be seen that the performance improvement of CEMC compared to the
second-best strategy ES is about +2% for all measures after 15 rounds. But after
30 rounds, ES and LS show comparable performance to our CEMC.

For more detail, the performance of CEMC through 30 rounds compared to
the other strategies is depicted as learning curves in Fig. 2.

The performance of these 5 methods can be separated into 2 groups in a clear
margin. The first group consists of our CEMC, LS and ES, whose performance
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Fig.2. Performance comparison through 30 rounds with 50 query samples and
INIT_TRANS initialization

outperforms KS and RS in the other group. Moreover, the gap between these two
groups has no trend to narrow down along with the increase of labeled samples
for more rounds. This gives an assumption that the sample selection strategy is
deterministic that once fixed, the upper bound of classification performance is
set.

It can also be observed that not until the first 1 or 2 rounds, does CEMC
stand out in terms of performance and stability. The closest competitors seem
to be LS and ES. LS performs even better in terms of recall and F1-score after
about 22 rounds but the difference is so small that can be negligible.

At the end of fine-tuning, the performance of CEMC, LS and ES gradually
approach together, which implies the advantage obtained through careful sample
selection is compensated by the growing number of labeled samples.

From the above results and analysis, it is clear that our proposed framework
CEMC performs consistently better than other methods through fair compar-
isons and that improvement is the main goal of this study. Additionally, this
also indicates that CEMC can effectively select the informative query samples
for outstanding performance.

4.3 Family Perspective Performance

In this section, we compare CEMC versus other strategies based on the perfor-
mance and selection process concerning all families.

First, Fig.3 presents the confusion matrix of CEMC after 15-round fine-
tuning based on one of the 5-fold datasets.
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Fig. 3. Confusion matrix of CEMC after 15-round fine-tuning

Meanwhile, Fig. 4 illustrates the confusion matrix of baseline strategies with
identical settings for comparison.

As can be seen, our method obtains the highest accuracy for 7 out of 9
families, while ES and KS both perform best for 3 out of 9. This stable and
outstanding performance indicates the effectiveness of CEMC.

However, when it comes to the selection process, the situation is complex and
varied for different families. They can be separated into 3 categories, denoted as
SAME, MORE, and LESS, based on the number of query samples selected by
CEMC compared to RS:

SAME (Lollipop, Obfuscator.ACY, Gatak and Vundo). CEMC selects almost
the same number of samples from these 4 families as RS and other strategies as
shown in Fig. 5. The performance of CEMC is better or at least almost the same
compared to other strategies concerning these four families.

LESS (Kelihos_ver3 and Kelihos_verl). CEMC selects much less samples from
these 2 families than RS as shown in Fig. 6.

All the AL-based strategies perform perfectly with above 95% accuracy on
these 2 families, while RS only recognizes 87% of the samples correctly from
Kelihos_verl in the test set. This gives a signal that there are samples more
informative than others in Kelihos_verl. The model can yield better performance
once trained with these samples selected and labeled. And this task is completed
by CEMC with the least labeling cost. For Kelihos_ver3, the excellent accuracy
obtained by all strategies implies high similarity among samples from this family.
Acquiring samples in common is a waste of manual analysis resources and CEMC
performs especially outstanding as well as its closest competitors (ES and LS)
that they barely query experts for labeling samples from Kelihos_ver3.
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Fig. 4. Confusion matrix of baseline strategies after 15-round fine-tuning

MORE (Ramnit, Tracur and Simba). CEMC selects more samples from these
families than RS as in Fig. 7. The situation needs to be analyzed individually
due to the complexity of situations in this category.

Ramnit has the third most samples among all the families in the unlabeled
pool, but the best accuracy achieved by CEMC and ES is only 88% as shown in
Fig.3 and Fig.4. This phenomenon implies that more informative samples are
needed from Ramnit for a better recognition rate. Our CEMC, LS and ES are
intended to fulfill this demand and continuously select almost the same amount
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Fig. 6. Number of labeled samples per family in LESS category through 30 rounds

of samples through the training process. In contrast, KS selects less informative
samples and RS performs the worst.

For Tracur, CEMC outperforms RS and LS, and shows comparable accuracy
to KS and ES. LS does not perform well as expected and the accuracy for Tracur
is only 76% which is worse than RS.

We leave Simba which has the least samples and worst performance to the
last for the interesting result related to this family. There are only 25 samples
from Simba in the unlabeled pool after initialization. CEMC succeeds to dig all
of these 25 samples out of 9575 candidates, which is like looking for a needle in
a haystack. ES and LS managed to select 22 samples, while RS and KS failed
to find the informative samples belonging to Simba with crashed performance
towards this specific family.
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We can draw a conclusion based on the above analysis that CEMC yields the
best capability of informative sample selection for all families without exception.
And this is the main goal of this study.

4.4 Query Number Study

The impact of query numbers as 50/100/200/400 is explored in this section and
Fig. 8 shows the corresponding performance of CEMC.

The y-axis represents the number of selected samples instead of rounds.

As can be seen, most of the time, a smaller query number shows an advantage
over a larger one. It seems that identifying and acquiring more samples does
not benefit the classifier consequently. This phenomenon may be due to the
assumption that there exists an optimal set of informative samples and the
advantage brought by this set can be disrupted by the samples out of it.

However, it cannot simply state that fewer query samples means better per-
formance. Instead, in order to receive a maximal contribution from the sug-
gested framework, the query number should be carefully tracked and defined.
Additionally, it should be noticed that with more labeled training samples, the
performance difference is tended to disappear.

4.5 Initialization Analysis

In this section, we want to discover the impact of initialization methods. As
mentioned before, there are two kinds of initialization to induce the initial
model, INIT_DIRECT and INIT_TRANS. Figure9 presents the performance of
INIT_DIRECT in CEMC versus baseline strategies.
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Fig. 8. Performance of CEMC with different query numbers with INIT_TRANS ini-
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Fig. 9. Performance of INIT_DIRECT comparison through 30 rounds with 50 query
samples

The performance of CEMC with INIT_ DIRECT shows an advantage after
almost 10 rounds, which means a longer start-up window and more query samples
compared to INIT_ TRANS. Additionally, the advantage of CEMC is no longer
as obvious as INIT_TRANS, although still can be observed after start-up.
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This phenomenon illustrates the importance of high-performance initializa-
tion, and this conclusion is reasonable due to the theoretical considerations of
all AL-based methods below. AL algorithms select the most informative samples
based on the assumption that the prediction can estimate the real contribution
introduced by the specific sample with a true label. If the classifier is not accurate
enough to provide knowledge consistent with that assumption, the estimation
will fail to reflect the real impact from samples and we may miss the real infor-
mative ones. Without transfer learning, the model is just initialized using a few
labeled samples (200 samples in our paper), and the performance turns out to
be very poor (lower than 40%), which will fail to estimate the real impact of
most samples.

5 Conclusion

In this paper, we propose a malware classification framework named CEMC,
which employs a well-designed, ConvNet-oriented AL strategy. This strategy can
progressively select the most informative samples according to the estimated
gradients towards the last linear layer. These samples are sent to experts for
labeling and integrated into the training set afterward for model fine-tuning.

Comprehensive experiments are conducted to analyze the performance of
CEMC versus other strategies on the benchmark dataset BIG 2015. CEMC shows
a competitive advantage in the deep learning-based malware classification task
and the effectiveness of selecting the most informative samples across all families
is justified from the family perspective performance. Moreover, the contribution
and impact of initialization and query numbers are discussed thoroughly, based
on which some useful advice is given for future implementation.

However, the related works are not enough discussed yet, such as the best size
of the informative sample set is not studied in this paper. In future work, we shall
optimize the strategy utilized in CEMC and discover more effective strategies for
further performance improvement with ConvNet as the classification algorithm.
Additionally, there is no research that combines AL and RNN-based networks
so far. This is also a subject for future exploration.
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