q

Check for
updates

Statistical Analysis of Amplitude Masking
for Quantum Noise Stream Cipher by Intensity
Modulation

Zhaoyun Li'?, Yugang Huang', Xin Zhang?, Qingsong Luo?, Xiaodong Liang?,
Yukun Zhang', Haiyue Pang!, Zhiyong Tao!, and Yaxian Fan'®®

1 Key Laboratory of Cognitive Radio and Information Processing, Ministry of Education, Guilin
University of Electronic Technology, Guilin 541004, China
yvxfan@guet.edu.cn
2 Guangxi Key Laboratory of Optical Network and Information Security, 34th Research
Institute of China Electronics Technology Group Corporation, Guilin 541004, China

Abstract. The statistical characteristics of amplitude masking for quantum noise
stream cipher by intensity modulation is investigated, which is a Gaussian decom-
position fitting based on the distribution probabilities of QNSC signals. The level
amplitude distribution probability and standard deviation of noise of QNSC signal
can be estimated, even if the encryption order is greater than 16, the decompo-
sition of the probability density function is very complicated in calculation and
produces considerable errors. Ultimate, an analysis of the performance of QNSC
signal indicated that with the number of encryption order increasing, the error
probability for Eve significantly increase, when the encryption orders are larger
than 16, the error probabilities are higher than the hard decision forward error
correction threshold 3.8 x 1073, On the contrary, the error probability for Bob
is always maintained at a relatively low level in this process. It is illustrated that
analysis of amplitude statistical characteristics can estimate the security of the
QNSC system effectively.
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1 Introduction

A fiber-based communication network is a key infrastructure element for future func-
tions like the fourth industrial revolution aka industry 4.0, the sixth-generation mobile
networks abbreviated as 6G, hyperscale data centers and so on. It has the potential to
support thousands of applications in the fields of politics, economy and military with
speeds and throughput exponentially higher than other networks. However, there are
several potential threats of optical signal for the optical fiber communication network,
such as fiber bending, optical splitting, evanescent coupling, V groove cut, scattering
[1-3].
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In the past decades, many scenarios have been proposed to apply in physical-layer
secure for optical communication, such as chaotic optical communication (COC) [4-6],
optical code division multiple access (OCDMA) [7, 8], optical frequency hopping (OFH)
[9-11], optical steganography [12, 13], and quantum noise stream cipher (QNSC) [14—
16]. Among them, QNSC is considered to be a promising candidate of security scenario
in optical transmission, which is compatible with current and next-generation optical
fiber communication. Examples include 10,118-km long-haul transmission with 40 Gbps
datarate [17], 10.1 Tbps with online transmitted over 160 km [18], implementing a real-
time QNSC channel overlay in four coherent wavelength division multiplexer (WDM)
system transmitted over 320 km [19]. The security originates from mapping the data
format with low-order modulation to the M-ary signal a with low-order modulation with
pre-shared keys, and the quantum noise mask can be added to the M-ary signal to further
improve its security. So far, an 4,294,967,296(232)-ary quadrature amplitude modulation
(QAM) ciphertext symbol based QNSC system has been realized with a 160Gbps signal
transmitted over 320 km [20]. To our knowledge, various eavesdropping strategies have
appeared in security analysis for the QNSC system, such as ciphertext-only attacks [21],
fast correlation [22] and known-plaintext attacks [23]. However, the security of QNSC
has seldom been analyzed by statistical characteristics.

Here, we investigate the statistical characteristics of amplitude masking employed
as the security performance metric for QNSC by intensity modulation, and propose a
method of Gaussian decomposition fitting based on the distribution probability density
data of QNSC. An analysis of the performance of QNSC signal when varying its encryp-
tion order, and then the probability density of the signal distribution is decomposed by a
series of Gaussian functions. Thereby inverting the basic parameters of different multi-
level signals such as level amplitude and distribution probability, standard deviation of
noise is used to evaluate the encryption efficiency of the QNSC system.

2 Operating Principle

The based on QNSC by intensity modulation is depicted in Fig. 1. This system consists
of an encoder, which is used to implement multi-level code and encrypt optical signal,
and a decoder, which generates real time discrimination code and decrypt the ciphertext.
Alice sends binary message sequence {x; } to Bob via the fiber channel which called main
channel, and the QNSC signal which is a multi-level signal masked by quantum noise
is generated by encoder. Specifically, the running keystream {k;} can make the multi-
level signal randomly. Meanwhile, Bob receives the QNSC signal called ciphertext and
needs to distinguish not multi-level signal but binary signals with the discrimination code
which is generated by matched decoder with synchronized running key {k;} using same
stream as Alice. On the other hand, Eve can also intercept the QNSC signals from Alice
by wiretap channel. However, he must distinguish the multi-level signal with masked by
quantum noise in case of knowing no information about the share key. In fact, he cannot
distinguish the signals without error due to the disturbance of quantum noise, even if he
has the same decoder as Bob.
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Fig. 1. Statistical analysis model of quantum noise stream cipher.

With reference to the quantum M-ary cipher scheme, the message bit x; is chopped
M-ary string s(k;,x;) by keystream k; bit by bit, it can be expressed by

s(ki, xi) = Smin + kids + [(k; + x;) mod 2]M s+ng, 1

where, x; € {0,1} is the binary signal of OOK modulation, k; € {0,1,...,M-1} is the
keystream, S, is the minimum level for QNSC signal, §s is the intensity difference of
adjacent levels, M is the encryption order, 1 <i < M. In the fact, the probability density
function P(Slng) of quantum noise ng obeys Gaussian distribution, that is

S —0)2
_g}, o

202

1

where o2 is the variance of the quantum noise ng, and the distribution function of the
ith signal can be expressed by

1 S — s(ki, x1))?
P(Slsthi, xi)) ~ mg_exp{—%}. 3)

And then, the statistics amplitude of QNSC signals for some duration can be
expressed by

M 2
(S — s(ki, xi))
P(S) =ag+ ajexpy ——————¢. 4
($) = ao l_§:1j : p{ 202 @)
The sets of encoder basis {s(k;, x;=0), s(k;, x;=1)} are defined in advance, so Bob
can detect the QNSC signals s(k;, x;) to decode x; by discriminating between s(k;, 0) and

s(k;, 1). And the threshold can be expressed as

SB(ki) _ stki, xi =0) + ski, x; = 1)

. )



Statistical Analysis of Amplitude Masking for Quantum Noise 51

Due to the presence of noise in main channel, errors may occur during the decision
of signals, the error probability for Bob can be expressed by

1 Mz/‘f A +00
Pp=1-——— / P(S|s(ki, x; = 0))dS +/ P(S|s(ki, x; = 1))dS ).
M/2 P . ir A Sgl(k,-) i A
(6)

Because the transmission channel of fiber is open, Eve also can receive QNSC
signals s(k;,x;) from Alice by wiretapping. But not the same as Bob, Eve does not have
the previously deterministic key k;, so he cannot determine whether x; is O or 1 through
s(k;,x;). On the contrary, he has to discriminate the original QNSC signal with M-ary
levels which are masked by the quantum noise. Unfortunately, Eve cannot distinguish
the signals without error due to the seriously noisy version, and the error probability can
be expressed by

1 Smin+05/2 M-l s(kj.x;)+8s/2 400
Pr=1-— / P(SIsmin )dS+ Y / P(SIstky, x;))dS +[
M - i s(ki,x;)—8s/2 Smax—5s/2

P(S|Smax )dS) . (D

where ;4 is the maximum level for QNSC signal. From this, it sees that the probability
of correct signal can be estimated by the probability density function of signals.

3 Experimental Setup

We present the experimental setup of security analysis for QNSC system utilizing time-
domain statistics in Fig. 2.

Wiretap channel
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Bob
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Fig. 2. Experimental setup of security analysis for QNSC system utilizing time-domain statistics.
LD: Laser diode, MZM: Mach-Zehnder modulator, PD: Photodetector, AMP: amplifier, AWG:
Arbitrary waveform generator, DSO: Digital sampling oscilloscope.

The ONSC signals are generated by an arbitrary waveform generator (AWG, Tek-
tronix AWG70002A) with 10-bit vertical resolution and 10 GS/s sample rate, the corre-
sponding symbol rate can reach 10 Gbaudps. The polarized light output by laser diode
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(LD) through polarization maintaining fiber is modulated by the LiNbO3 MZM (Ixblue,
MX-LN-10-PD-P-P-FA-FA) driven by the ciphertext symbols from the AWG. When the
fluctuation of quantum noise from the laser diode LD masks the adjacent levels of the
ciphertext symbols, the QNSC signal is generated. Then, the QNSC signals are captured
and sampled by a digital sampling oscilloscope (DSO, Tektronix DSA8200). Addition-
ally, Bob sets an optimal threshold generated by AWG from the second channel with
coupling mode to discriminate the x; since he knows shared k;. That is, the photodetector
(PD) converts the optical signal into M-ary signal masked by noise called IM-QNSC.
Then, Bob can recover the signal efficiently by symbol-by-symbol subtraction of the
IM-QNSC and the threshold signal which use the same secret keystream as Alice. On
the contrary, Eavesdropper must distinguish the M-ary signal from the wiretap channel
because of unknowing the secret keystream k;. Unfortunately, it cannot distinguish the
signal due to the noise masking.

4 Results and Discussion

The measured eye diagrams of the QNSC signals are shown in Fig. 3. The encryption
order M increased from 2 to 256. In the cases of M = 2, the widely opened eye diagram
indicates that the binary message sequence {x;} is unencrypted. But the eye diagrams
deteriorate rapidly with the encryption order from 2 to 16, even though the eyes are not
closed, this is the situation observed in Fig. 3(a)-3(d). When the encryption order M
is up to 32 the level spacings much smaller than the noise standard deviation, the eye
diagrams completely closed, as shown in Fig. 3(e)-3(f).

(&) M=32 () M=64 (@) M=128 (h) M=256

Fig. 3. Eye diagrams of the QNSC signals with different encryption orders.

The histograms of amplitude for QNSC signals are shown in Fig. 4, and the red
lines in the figures are the corresponding fit curves. It can be seen from Fig. 4(a)-4(d)
that the number of peaks for the amplitude distribution density function correspond
to the encryption orders of the signal. With the increase of encryption order, the peak
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spacing of the signal distribution probability density function gradually decreases, the
peak characteristics have become increasingly difficult to identify, and finally it is com-
pletely submerged by noise. It is worth noting that the entire envelope of the amplitude
distribution probability density function is similar to a Gaussian function, as shown in
Fig. 4(e)—4(h).
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Fig. 4. Histograms of the received QNSC signal samples (blue lines) and corresponding fit curves
(red lines). (Color figure online)

This characteristic can be obtained by analyzing the probability density of the
hexadecimal signal amplitude distribution shown in Fig. 5, which corresponds to
Fig. 3(d).
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Fig. 5. Amplitude distribution characteristics for QNSC signal.

Itcan be divided into stable region and jump region in the time axis, and there are three
areas which contain high level, middle level and low level, respectively, in amplitude
axis, as shown in Fig. 5(b). Here, the signal stable region is shown in Fig. 5(c), the
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probability of the occurrence of each level of the multi-level signal is equal, and the
amplitude distribution of each signal can be regarded as a uniform distribution function.
Meanwhile, the signal jump region is shown in Fig. 5(a), the rising and falling edges
of different signal levels overlap less near the high and low levels in the jump process,
and the distribution probability is lower, while the distribution probability is higher near
the middle level, which is characterized by Gaussian function. The probability density
function of amplitude distribution is the superposition of the two regions, so it also
follows the Gaussian distribution on the envelope character.
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Fig. 6. Decomposition of amplitudes distribution for QNSC signals based on Gaussian function.
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Fig. 7. Error probability between Bob and Eve.
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The decomposition of amplitudes distribution for QNSC signals based on Gaussian
function are shown in Fig. 6, corresponding to Fig. 4. It can be seen that the lower the
encryption order, the easier the amplitude distribution probability density curve is to be
decomposed and the better the fitting degree is. As shown in Fig. 6(a)-6(d), when M is
greater than 16, the decomposition of the probability density function is very complicated
in calculation and produces considerable errors, as shown in Fig. 6(e)-6(h). In spite of
this, the basic parameters of different multi-level signals such as level amplitude and
distribution probability, standard deviation of noise for QNSC signals can be estimated.

Furthermore, the conditional probabilities of error between Bob and Eve calculated
through formula (6) and (7), respectively, are shown in Fig. 7. The curves in Fig. 7
illustrate that with the number of encryption order increasing, the error probability for
Eve significantly increase until a stable value close to 0.5, when the encryption orders
are larger than 16, the error probabilities are higher than the hard decision forward error
correction (HD-FEC) threshold 3.8 x 1073, which can ensure the encryption. On the
contrary, the error probability for Bob is always maintained at a relatively low level (10—
100) in this process. It is indicated that analysis of amplitude statistical characteristics
can effectively estimate the security of the QNSC system.

5 Conclusions

In this paper, we investigate the statistical characteristics of quantum noise stream cipher
system by intensity modulation by analyzing the eye diagrams with different encryption
order. It is shown that with the increasing encryption orders, the signal will be covered
by noise, and the eye diagrams of the signal will be closed. Under the condition, the
probability density data cannot be well fitted by the Gaussian function. Based on actual
estimation, it is indicated that although the assumption of Gaussian density functions
still exists a deviation, it can estimate the level amplitude and distribution probability,
standard deviation of noise, which can estimate the security characteristics of the QNSC
system by comparing error probabilities between Bob and Eve.
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