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Abstract. With the development of blockchain technology, consortium
blockchain is being applied in various scenarios. However, data and
related assets are restricted to the closed consortium blockchain envi-
ronment, and the end-users who do not belong to the consortium are
difficult to gain access without extra authentication. Thus, architec-
tures concerning cross-chain interaction appear, while most solutions
have only limited functionalities. Moreover, few solutions have considered
privacy from multiple perspectives, including the privacy of end-users,
consortium members, or the data itself. This paper proposes a privacy-
preserving and auditable architecture scheme for interfacing consortium
blockchain members with end-users of the public blockchain. Our scheme
enables end-users to communicate with the inner consortium in a ver-
ifiable, privacy-preserving, and auditable manner. More specifically, we
improve the existing cross-chain network architectures to further pro-
tect the consortium members’ privacy. Also, the communication and the
transactions of the cross-chain interaction are protected and auditable.
Concrete protocols are proposed, and security models and corresponding
analyses are investigated.

Keywords: Blockchain · Cross-chain · Consortium · Privacy ·
Auditability

1 Introduction

Distributed ledger with globally agreed and immutable transaction history is
made available through the invention of blockchain technology [28]. Blockchain-
based smart contracts further expanded the flexibility of the blockchain with
Ethereum [34] being one of the well-known examples.

New architectures of blockchains were designed to adapt to different scenar-
ios, while decentralized applications based on blockchains have become a growing
family. To facilitate the development of decentralized applications, many high-
level programming languages used to implement smart contracts were developed,

c© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2023

Published by Springer Nature Switzerland AG 2023. All Rights Reserved

W. Meng and W. Li (Eds.): BlockTEA 2022, LNICST 498, pp. 89–105, 2023.

https://doi.org/10.1007/978-3-031-31420-9_6

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-31420-9_6&domain=pdf
https://doi.org/10.1007/978-3-031-31420-9_6


90 Z. Lu and J. Chen

such as Solidity [31]. As a result, it has become much easier to implement complex
functions on the blockchain. With the prevalence of the blockchain in various
fields like medical [4], supply chain [36], cloud [40], financial [14], and many
others, the fact that data flowing in the blockchain is transparent gives rise to
the possibility of leaking sensitive data, which makes the systems vulnerable to
many attacks [12]. Researchers have proposed many schemes to defend against
those attacks. However, it is not enough because blockchain application scenarios
are becoming more complex, and architectures with only public or consortium
blockchains cannot meet sophisticated requirements in different environments.
Therefore, cross-chain architectures are developed.

Cross-Chain Scenarios. For example, Virtuozzo [27] has a cloud federation
platform consisting of many cloud service providers (CSPs), and the platform
aims to provide cloud services to customers. The customers post their requests
in a public network, and the request data flows from the public user network to
the consortium network, which consists of the CSPs. Upon incoming a request
from outside, CSPs in the closed network decide how to respond collaboratively,
and then the response flows from the closed network to the public user network.
Another example is the supply chain, products are produced by a collaboration
of companies along the manufacturing chain that form a consortium network,
and customers form a public network. Customers post their requests to trace the
manufacturing process of a product in the public network, and then the requests
are transferred to the closed network. The counterpart companies respond to
the request, and the consortium authenticates the response before it is trans-
ferred to the public network and read by the corresponding user. Both public
and consortium networks can be implemented by blockchain architectures, with
a cross-chain data transfer mechanism to interface two networks. In this way,
cross-chain communication can obtain good properties such as traceability and
immutability, and the whole system can be decentralized. A regular cross-chain
workflow generalized from application scenarios like cloud federation, supply
chain, etc., consists of transactions, each of which can be summarized as follows:

1. An end-user U initiates a transaction by posting a request in the public
blockchain.

2. The request is transferred from the public to the consortium blockchain.
3. The request is handled, and the consortium authenticates the response.
4. The response is transferred from the consortium to the public blockchain.
5. U reads the response with its authentication from the public blockchain.

Except for the transactions, the consortium may release some official announce-
ments, the process of which is similar to steps 3 to 5.

Existing solutions have developed protocols to interface public and consor-
tium blockchains, but their schemes either barely considered privacy or lack
generality.
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1.1 Related Work

Privacy-Preserving Schemes. In the financial field, assorted cryptographi-
cal tools are introduced and integrated into blockchain architectures to fulfill its
strong requirement for privacy. Several cryptocurrencies featuring strong privacy
attributes are developed as discussed follows. Earlier versions of Monero called
CryptoNote [33] achieve its privacy by using Schnorr-style multilayered linkable
spontaneous anonymous group signatures to authenticate the inputs of transac-
tions, using Pedersen commitments to conceal the amounts, and using Bullet-
proofs [9] to prove the range is legitimate. Later versions eliminated trusted third
parties (Group Manager) at the expense of anonymity revocation by using ring
signatures. Ideas from mainly [32] and [3,24,25] construct the Monero running
today. At the same time, [23,35,37] pay their attention on the privacy in consor-
tium blockchain architectures. The privilege of the consortium auditor is used to
develop auditing possibility, a feature essential in the real world to combat ille-
gal practices such as money laundering. [18,22,29,38] investigates the future of
the privacy-preserving cryptocurrencies. Cryptographical tools like anonymous
credentials, homomorphic encryption, zero-knowledge range proof, etc., are used
to realize their visions of privacy. The idea of threshold signature [6] plays an
important role in the investigation history of privacy-preserving cryptocurrencies
to cover the identity of users, and it will be introduced in our work as well.

Although privacy has been comprehensively studied, few schemes are
extended to cross-chain architectures for public and consortium blockchains. A
new scheme is needed because public blockchain architectures are not suitable
for many scenarios, while consortium architectures barely provide a verifiable
service to end-users outside the consortium.

Cross-Chain Schemes. Most papers conduct their research in the context
of single blockchain architecture. While [2,21] favor developing the shards of
blockchains, they have developed how to deal with transactions between different
shards of blockchain. Recently, [17] has made progress in reducing the number
of cross-shard transactions. [1] shows their interest in crossing two consortium
blockchains by designing a transfer protocol with verifiability. [39] is concerned
about how to communicate across distributed ledgers, while [5,26] focuses on the
transfer of tokens and assets between public blockchains. Cross-chain schemes
like [10] tried to share data safely by adding a higher layer to the blockchain,
while [16] has further developed the cross-chain architecture by providing an
interface between public and consortium blockchains, through which the data can
be transferred safely, users can interact with another blockchain in a soundness
manner.

However, the protocols in those schemes either lack interoperability and
mobility of data between the consortium and public blockchains or barely con-
sider the privacy of consortium members and end-users.
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1.2 Our Contribution: Cross-Chain with Privacy and Auditability

This article proposes a generic privacy-preserving and auditable cross-chain
scheme with the following properties.

– Generality: Our scheme can be implemented by an almost arbitrary combi-
nation of consortium blockchain and public blockchain, as long as they have
robust consensus algorithms like Proof of Work (PoW) and supports smart
contracts.

– Privacy-Preserving: The request and response in the transaction are con-
cealed from other end-users, and the identity of consortium members is con-
cealed from their peers when running protocols in our scheme.

– Auditability: The consortium auditor can audit suspicious transactions by
revealing the response process and authentication process in the consortium.

– Cross-chain Safeness: Consortium members agree on the same order and
set of incoming requests, while these requests can be traced in the public
blockchain. The responses posted in the public blockchain can also be traced
in the consortium blockchain.

2 Preliminaries

2.1 Mathematical Backgrounds

Our scheme demands three groups GU , G1 and G2 to implement the cryptograph-
ical tools. GU is a prime-order group used for a public key encryption algorithm.
(GT1, GT2) are a (τ, t, ε)-bilinear group pair as defined in Definition 2.1 and we
summarised it below:

Computational co-Diffie-Hellman(co-CDH) on (G1, G2). Given g2, g
x
2 ∈

G2 and h ∈ G1 as input, compute hx ∈ G1.

Decision co-Diffie-Hellman(co-DDH) on (G1, G2). Given g2, g
x
2 ∈ G2 and

h, hy ∈ G1 as input, output yes if x = y and no, otherwise. (g2, gx
2 , h, ha) is

called a co-Diffie-Hellman tuple when the answer is yes.

(τ, t, ε)-co-GDH group pair. Two groups (G1, G2) are a (τ, t, ε)-co-GDH
group pair if the following properties are satisfied.

– The group operation on both G1 and G2 and the isomorphism map ψ from
G2 to G1 can be computed in time at most τ .

– The co-DDH problem on (G1, G2) can be solved in time at most τ .
– No algorithm (t, ε) breaks co-CDH on (G1, G2).

Given a group pairs (G1, G2) as defined above and another group GT s.t.
|G1| = |G2| = |GT |. A bilinear map is a map e : G1 × G2 → GT with the
following properties:

– Bilinear: for all u ∈ G1, v ∈ G2, and a, b ∈ Z, e(ua, ub) = e(u, v)ab.
– Non-degenerate: e(g2, g2) �= 1.
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((τ, t, ε))-bilinear group pair. Two order-p groups (G1, G2) are a ((τ, t, ε))-
bilinear group pair if satisfy the following properties:

– The group operation on both G1 and G2 and the isomorphism map ψ from
G2 to G1 can be computed in time at most τ .

– A group GT of order p and a bilinear map e : G1 × G2 → GT exist, and e is
computable in time at most τ .

– No algorithm (t, ε) breaks co-CDH on (G1, G2).

[19] indicates that with e, the problem of co-DDH can be efficiently solved. This
solution constructs the verification part of the BLS signature [7]. The threshold
signature algorithm we used in our scheme is built by applying the method of
[6] on the BLS signature.

2.2 Threshold Signature

Consider a scenario, a message M is regarded as authenticated by the group only
when more than t members out of n members have signed for M. We use BLS
threshold signature [7] to achieve this effect. To introduce the BLS threshold sig-
nature (TKeyGen, TSign, V erify), the BLS signature (KeyGen, Sign, V erify)
should be introduced first.

Let G1 and G2 be bilinear group pair where |G1| = |G2| = p and view the
hash function H : {0, 1}∗ → G1 as a random oracle.

– (SK,PK) ← KeyGen(λ): As a PPT algorithm. On input a security param-
eter, generates a pair of secret and public keys.

– σ ← Sign(M,SK): On input a secret key SK and a message M, generate the
signature of M.

– valid/invalid ← V erify(PK,M, σ): On input a public key PK, a message M,
and a signature σ, return valid if the signature corresponds with the message
given the public key, otherwise invalid.

Next, the t-out-of-n BLS threshold signature is introduced. The parameter n
means how many users are there in the group having the right to sign, while
t indicates at least how many shares of signatures are required to collect to
reconstruct.

– {(SKi, PKi)}n ← TKeyGen(SK,PK, t, n): On input a secret key SK, a
public key PK, two constant t and q where t ≤ q, generates n shares of the
secret key SKi and public key PKi.

– σi ← TSign(M,SKi): On input a share of secret key SKi and a message M,
generates a share of signature of M.

For clarity, two more functions are added for the BLS threshold signature.

– valid/invalid ← TV (PKi, SKi, σi): On input of a share of PKi, a share of
secret key SKi, a share of signature σi, return valid if the signature corre-
sponds with the message given the public key, otherwise invalid.
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– σ ← TReconstruct({σi}t): On input t shares of signatures {σi}t, a signature
σ corresponds to the public key PK can be reconstructed.

However, we manage to limit the privilege of the consortium auditor. As a
result of that, the process of threshold key generation TKeyGen() is replaced by
the method of [15]. The same outcome is acquired by running a protocol without
trusted third parties. The protocol does not rely on the difficulty of DDH and
thus can be used in our scheme [7].

3 System Model

In this section, the architecture of our system is initially introduced by describ-
ing different roles and their respective behaviors, and then follows the various
attacks that our system may suffer, the design challenges we encountered, and
the corresponding countermeasures against these obstacles.

3.1 System Architecture

The main objective of our system is to provide a mechanism through which any
closed consortium can interface with the open network of end-users by the cross-
chain architecture. In our vision, all the entities in our system need not worry
about whom they should communicate with, and all the interactions are between
the blockchain and themselves, through which an immutable history and possi-
bility of auditing are provided, while a proper running of the system functions is
ensured by implementing smart contracts. In particular, everyone can ask for a
service or pieces of information from a consortium without joining it by posting
their request in the public blockchain. Depending on the content of the request,
the consortium members collaboratively generate and authenticate a response by
posting their message in the consortium blockchain, respectively. According to
[39], cross-chain communication requires trusted third party. Similar to the idea
Consensus on Consensus of [16], it is reasonable that some consortium members
are elected as trusted agents to bypass the requirement of trusted third parties.
At last, to realize the auditability and preserve privacy, an auditor is needed
in the consortium. However, the privileges of the auditor are limited. Malicious
behaviors, such as forging a transaction that can be verified in the consortium
blockchain, are hard to conduct for the auditor.

Accordingly, there are four types of entities in our scheme:

1. End-users: End-users are transaction initiators, requests from whom are
mined by nodes running the consensus algorithm of the public blockchain.
A transaction is initiated when a request is posted in the public blockchain.
A transaction is completed when the corresponding response in the public
blockchain is read and verified by the initiator.

2. Consortium Members: Consortium members are consortium blockchain
nodes with their share of threshold signature secret key, running the consensus
algorithm of the consortium blockchain. They generate responses or vote for
the requests and respond by signing with their secret keys.
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3. Trusted Agents: Trusted agents are public blockchain nodes as well as
consortium blockchain nodes, running the consensus algorithms of both
blockchains. They are responsible for transferring information between two
blockchains. A trusted agent can be a consortium member at the same time.

4. Auditor: The auditor is a consortium blockchain node without a share of
threshold signature secret key, running the consensus algorithm of the consor-
tium blockchain. It is responsible for reconstructing the threshold signature
and posting the reconstructed signature in the consortium blockchain. The
reconstruction process can be revealed by it for auditing purposes when nec-
essary.

3.2 Threats

Due to the data structure of the blockchain itself, systems based on blockchain
may be vulnerable to several types of attacks. For a cross-chain architecture,
an interface that safely transfers data between different blockchains should be
developed. Meanwhile, the privacy of different entities from various perspectives
should also be considered. The situations are discussed as follows, and our defi-
nitions of security and privacy are shown in Sect. 4.3.

Byzantine Behavior. It is assumed that at most t members out of all the
n consortium members may exhibit some malicious actions [11]. Usually, the
parameter t/n is less than 1/3. These t members may collaboratively manage
to control the decision of the consortium. Besides, the parameters t and n are
equal to the parameters of the same name in the threshold signature scheme in
our scheme.

Sybil Attacks. Sybil attacks [13] denote attacks from those adversaries who
can manipulate, imitate, or generate many identities to attack the system. In
our system, before any request is processed by the consortium, it must have
been mined by miners running the consensus algorithm of the public blockchain.
For the fact that public blockchain can be joined without permission, consensus
algorithms designed for public blockchains such as PoW and Proof of Stake
(PoS) [20] have the feature of resisting sybil attacks natively. Therefore, whether
our scheme can resist sybil attacks or not depends on the consensus algorithm
of the chosen public blockchain.

Traceability. Traceability is one of the most important reasons we use
blockchains. However, this characteristic should be further developed in cross-
chain architectures. Our scheme focuses on the following requirements:

1. Consortium and public blockchain have their immutable transaction history
separately, as they originally were.

2. Once a message is transferred from the public blockchain to the consortium
blockchain; consortium members can find the corresponding history in the
public blockchain.
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3. Once a message is transferred from the consortium blockchain to the pub-
lic blockchain; users can find the corresponding history in the consortium
blockchain with the help of the auditor.

Interface Safety. Given the reality that a network in the real world cannot
be completely synchronous, an upper bound is usually defined. A message with
a transmission time more than that upper bound is considered missing and
abandoned. However, the delay of unabandoned messages exists objectively and
inevitably, which leads to the consequence that different users receive different
sets of messages in different orders. Therefore, a safe cross-chain architecture
requires consortium members to agree on which requests are transferred to the
consortium and their specific order, without which confusion may be caused,
and wrong responses may be returned to the customers. In particular, (1) Some
consortium members may lose some mined blocks from the public blockchain.
(2) Malicious members may reply to requests which have not been mined. (3)
Conflicting requests from temporary forks [30] of the public blockchain. In our
system, the elected consortium members compose the cross-chain interface, and
the First Signature, which will be introduced in Sect. 4.1, ensures the consortium
members have reached a consensus on the incoming requests.

We use the definition Consortium Interface Safety from [16] to define
our safety as shown in Sect. 4.3.

Privacy. The privacy of the following entities is considered.

1. End-users: The request information may include sensitive information like
invoices, credentials, etc. Given that the data on the public blockchain is avail-
able to everyone, information may be collected and used to identify the users.
Moreover, in some scenarios, the request information contains no authenti-
cation information(like cloud federation providing cloud service to everyone),
and the end customer is unwilling to let consortium members know which
requests they have sent before. These problems can be addressed by public
key encryption.

2. Consortium Members: Under the assumption that the manager is not cor-
rupted, the identities of the consortium members should be concealed during
the process of agreeing on an exact order of requests. This is achieved by
threshold signature and public key encryption.

In our system, adversaries can read the information in the public and con-
sortium blockchain, to corrupt consortium members or end-users. He may try to
reveal a vote, forge a request or response with proper authentication, and reveal
the advocators in a vote. Detailed security attributes we achieved are discussed
in Sect. 4.3. Besides, our scheme does not consider network-level privacy issues,
such as analyzing the data packets, network flows, or IP addresses.



A Privacy-Preserving and Auditable Scheme 97

4 Our Proposed Scheme

In this section, the workflow of a transaction is described first, which is the most
used protocol in our scheme. Next, a comprehensive description of the whole
scheme is given, and a security discussion follows.

4.1 Overview

A general transaction workflow includes the following three phases:

Initiate Transaction. This part describes the transaction initiation in the
public blockchain.

1. An end-user seeks a service or some information. She sends her request with
a user public key to the public blockchain miners.

2. Miners of the public blockchain collect the requests and public keys and pack
them into a block, and then the block is committed in the public blockchain.

– During this process, the Blocknumber of the block in the public blockchain
and the offset of requests in this block are determined. Blocknumber and
offset compose the unique order information of each request and deter-
mine the order in which requests are scheduled in the consortium.

3. Trusted agents (as a public blockchain node) are triggered upon a new block
being committed. They verify it by methods like Simplified Payment Verifi-
cation (SPV) and wrap the requests, user public keys, and their order infor-
mation as consortium requests.

First Signature. This part describes the generation of the First Signature,
which is not only for deciding the order of the consortium requests but also can
vote on whether the consortium will schedule the request or not when necessary.
After the First Signature is generated, requests can be scheduled and responded
to.

1. Trusted agents (as a consortium blockchain node) post the consortium
requests in the consortium blockchain by running the consensus algorithm.

2. The consortium members continuously read information from the consortium
blockchain and sign the consortium requests. The consortium request, sig-
nature, and threshold public key are wrapped and encrypted by the auditor
public key and posted in the consortium blockchain.

– Here, the signature is a share of a threshold signature, which cannot prove
that the consortium has admitted the consortium request. Only requests
with a reconstructed signature, which can be verified by the consortium’s
unique threshold public key, are regarded as having achieved a consensus
of the consortium and scheduled.
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3. The auditor maintains a hash map to count the threshold signatures for each
consortium request. Once the number of signatures for a request meets the
threshold, the auditor reconstructs the signature and posts the reconstructed
signature with the consortium request in the consortium blockchain. If the
manager is given the right to assign tasks, she may designate a consortium
member to respond.

It depends on the specific environment for whose response will be trans-
ferred to the public blockchain. Members can vote on the response content if
the response is not encrypted. If the response is encrypted by the user’s public
key, members can vote on the identity of the responder. Maybe he is a certified
expert in the field related to this request, the counterpart manufacturer, or the
only one who knows the answer to the request, etc. Essentially, only the first
response that completes the Second signature will be mined and committed in
the consortium blockchain.

Second Signature. Up to here, there may be several [Consortium Request,
First Signature] tuples in the consortium blockchain. To convince the end-users
that the consortium has acknowledged the response, a signature representing
the consortium must be attached to the response. This signature can be easily
generated by off-chain multi-signature [6]. However, this approach is detrimental
to the privacy and traceability of the system. We propose the Second Signature
here, the process of which is very similar to steps 2,3 in First Signature.

1. Consortium members respond to the requests by posting their responses in
the consortium blockchain, and the responses can be encrypted by the user
public key when necessary.

2. Consortium members sign the response with their share of the threshold secret
keys and encrypt their signature with the response by auditor public key, then
post it in the consortium blockchain.

3. The auditor reconstructs the signature and posts the response with the sig-
nature in the consortium blockchain.

4. Trusted agents transfer the response with the corresponding signature to the
public blockchain.

The proposed scheme is demonstrated in Fig. 1 and only the main parameters
are shown. Notice that the Second Signature is omitted because its process is
similar to the First Signature. A detailed description of the process can be found
in Sect. 4.2.

Auditability. In the process described above, the auditor can reveal which con-
sortium members have voted for which requests or responses. With the coopera-
tion of the end-users, the auditor can reveal the encrypted response. In addition,
the auditor can further corroborate his words by decrypting the corresponding
record in the consortium blockchain.
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Fig. 1. The proposed scheme

4.2 Detailed Description

This section shows our detailed scheme, followed by the security and privacy
theorem, with their proof sketch discussed.

Setup:

– Let G1 and G2 be a bilinear group pair conforms to Definition 2.1 with gener-
ators g1 ∈ G1 and g2 ∈ G2. e : G1 ×G2 → GT be a bilinear map. The method
to generate this type of group pair with proper parameters is introduced in
[7,19].

– The auditor generates her keys for public key encryption (mpk,msk) and
creates a hashmap SignMap with (Key, V alues) = (Request, Signatures).

– End-users generate their keys for public key encryption (upki, uski).
– Consortium members run the none-trusted-party version TKeyGen() with

the other, achieve their share of secret key tskj and public key tpkj ← g
tskj

2 ,
publish their union public key tpk.

– Hash function H : {0, 1}∗ → G1 as a random oracle.
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Functions:

1. (v, x) ← KeyGen() : x
R←− Zp, v ← gx

2 .
2. σ ← Sign(M,x): h ← H(M) and σ ← hx.
3. valid/invalid ← V erify(v,M, σ): h ← H(M) and verify (g2, v, h, σ) is a

valid co-Diffie-Hellman tuple i.e. e(h, v) ?= e(σ, g2). The signature is valid if
and only if the equation holds.

4. {(vi, xi)}n ← TKeyGen(x, v, t, n): A central authority picks a random poly-
nomial ω ∈ Zp[X] of degree at most t-1 s.t. ω(0) = x. For each user i, the
authority gives her xi = ω(i), its share of the secret key. The authority
publishes v and n values ui = gxi

2
– Method of [15] is used to eliminate central authority and achieves the

same outcome.
5. σi ← TSign(M,xi): σi ← H(M)xi .
6. valid/invalid ← TV erify(vi,M, σi): h ← H(M), e(h, vi)

?= e(σi, g2)
7. σ ← TReconstruct({σi, ui}t): Each pair of (σi, ui) is verified by TV erify(),

then σ ←
t∏

i=1

σλi
i , where λi =

t∏

j=1,j �=i

−j

t∏

j=1,j �=i

i−j

(mod p).

8. toP (M): Message M is posted in the public blockchain.
9. toC(M): Message M is posted in the consortium blockchain.

And a public key encryption scheme:
10. Mpk ← Enc(pk,M) and M ← Dec(sk,Mpk)
11. SPV (B): Simplified Payment Verification to B.

Publish Consortium Announcements. Sometimes the consortium makes
some announcement, and the announcement represents the group’s will. Thus it
should attach a signature verifiable by tpk and has a record in the consortium
blockchain.

1. A member j draft an announcement ANCj .
– σj ← Tsign(ANCj , tskj)
– [ANCj , σj ]mpk ← Enc(mpk, [ANCj , σj ])
– toC([ANCj , σj ]mpk)
– toC(ANCj)

2. The other members such as j2 read and advocate ANCj .
– σj2 ← Tsign(ANCj , tskj2)
– [ANCj , σj2]mpk ← Enc(mpk, [ANCj , σj2])
– toC([ANCj , σj2]mpk)

3. As soon as the auditor has collected [ANCj , σj2]mpk.
(Status: The auditor lacks 1 signature to generate the First Signature of
ANCj and has not collected [ANCj , σj2]mpk.)

– [ANCj , σj2] ← Dec(msk, [ANCj , σj2]mpk)
– valid ← Tverify(tpkj2, ANC, σj2)
– σ ← TReconstruct(σ1...t, tpk1...t)
– toC(ANCj , σ)

4. Trusted agents read (ANCj , σ).
– toP ((ANCj , σ)
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Transactions. Three phases of a transaction are described separately as follows:
Initiate Transaction

1. An end-user i seeks services or information.
– toP ([Requesti, upki])

2. Trusted agents read the request.
– Define IDi = [Blocknumberi, Offseti], where Offseti uniquely identify

Requesti in the block.
– SPV ([Requesti, upki, IDi])
– Define Creqi = [Requesti, upki, IDi]

First Signature are denoted as σs.

1. Trusted agents.
– toC(Creqi)

2. Consortium members j2 reads Creqi and advocates it.
– σj2 ← Tsign(Creqi, tskj2)
– [Creqi, σj2, tpkj2]mpk ← Enc(mpk, [Creqi, σj2, tpkj2])
– toC([Creqi, σj2, tpkj2]mpk)

3. The auditor, reads [Creqi, σj2, tpkj2]mpk.
(Status: The auditor lacks 1 signature to generate the First Signature of Creqi

and has not collected [Creqi, σj2, tpkj2]mpk.)
– [Creqi, σj2, tpkj2] ← Dec(msk, [Creqi, σj2, tpkj2]mpk)
– valid ← TV erify(tpkj2, Creqi, σj2)
– σ ← TReconstruct(σ1...t, tpk1...t)
– ToC(Creqi, σ)

Second Signature are denoted as σ′s.

1. Consortium member j3 responds to Creqi.
– V erify(tpk, Creqi, σ)
– Generate the response Resj3.
– If required, Resj3 ← Enc(upki, Resj3).
– toC(Resj3)
– σ′

j3 ← Tsign(Resj3, tskj3)
– [Resj3, σ

′
j3, tpkj3]mpk ← Enc(mpk, [Resj3, σ

′
j3, tpkj3])

– toC([Resj3, σ
′
j3, tpkj3]mpk)

2. Consortium member j4 reads Resj3 and advocates it.
– σ′

j4 ← Tsign(Resj3, tskj4)
– [Resj3, σ

′
j4, tpkj4]mpk ← Enc(mpk, [Resj3, σ

′
j4, tpkj4])

– toC([Resj3, σ
′
j4, tpkj4]mpk)

3. The auditor, reads [Resj3, σ
′
j4, tpkj4]mpk.

(Status: The auditor lacks 1 signature to generate the Second Signature of
Resj3 and has not collected [Resj3, σ

′
j4, tpkj4]mpk.)

– [Resj3, σ
′
j4, tpkj4] ← [Resj3, σ

′
j4, tpkj4]mpk)

– valid ← TV erify(tpkj4, Resj3, σ
′
j4)

– σ ← TReconstruct(σ1...t, tpk1...t)
– ToC(Resj3, σ

′)
4. Trusted agents reads Resj3, σ

′.
– ToP (Resj3, σ

′)
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Audit. The manager may reveal a row in her SignMap and decrypt the cor-
responding history in the consortium blockchain when a request is considered
suspicious. The response record in the consortium and public blockchain can be
revealed if the user’s secret key is provided.

4.3 Security Discussion

We discuss the security definitions as follows, and formal definitions and proofs
will be shown in the full version of this paper.

Definition 1 (q-Consortium Soundness). A cross-chain interaction
scheme has q-Consortium Soundness if for all PPT adversary A, who is allowed
to corrupt less than (q · |consortium|) consortium members, corrupt the man-
ager, cannot produce a valid and verifiable response to a request without honest
consortium member signing it.

Theorem 1. Our scheme has q-Consortium Soundness if the underlying t-out-
of-n threshold signature algorithm is unforgeable, where q = t/n.

Generally, a secure t-out-of-n threshold signature algorithm ensures that any
PPT adversary, who is allowed to corrupt up to t users, cannot produce a valid
signature(not one’s share of signature). An adversary who can attack our scheme
will generate a valid response, which contains a signature. This signature can be
used to attack the unforgeability of the underlying threshold signature algorithm.

Definition 2 (Consortium Interface Safety). The interface should ensure
that all the correct consortium members agree on the same set of incoming con-
sumer requests in the same order.

Theorem 2. Our scheme has Consortium Interface Safety if the underlying
threshold signature is secure and the consensus algorithm of the chosen public
blockchain provides a determined sequence of requests.

Intuitively, the process of generating the First Signature is simultaneously
deciding the order of requests.

Definition 3 (q-Consortium Member Privacy). A cross-chain interaction
scheme has q-Consortium Member Privacy if for all PPT adversary A, who is
allowed to corrupt less than (q · |consortium|) consortium members, cannot give
a correct list of consortium members advocating for a given request.

Theorem 3. Our scheme has q-Consortium Member Privacy if the underlying
public key encryption algorithm is CPA secure and the underlying secret sharing
scheme of the threshold signature scheme is secure.

The definition of a secure secret sharing scheme and the proof of Shamir’s
secret sharing scheme is secure can be found in [8]. An adversary who can attack
our scheme will generate a list of consortium members and a request, which can
be used to attack the security of Shamir’s secret sharing scheme.
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5 Conclusion

By redesigning the protocols with various cryptographic tools, we enhanced the
privacy of the consortium members by concealing their identities from the voting
process. Also, we provided the auditability to the cross-chain architecture by
revealing suspicious transactions. Our future work includes formal security proof
as well as the evaluation of the scheme in a simulated scenario.
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