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Abstract. The traditional power grid systems are being replaced with smart grids
so as to offer the required levels of flexibility, reliability, efficiency and dynamic
power adjustments. However, security and privacy challenges are serious issues
in smart grid environment due to a myriad of heterogeneous appliances that inter-
connect with the grid system. Consequently, many security and privacy preser-
vation schemes have been developed based on techniques such as elliptic curve
cryptography, blockchains, homomorphic encryption, public key certificates and
bilinear pairing operations among others. However, these schemes have numerous
performance and security constraints. In addition, some of these protocols require
tamper proof devices which ride on unrealistic security assumptions. In this paper,
a symmetric key based scheme for verification token generation is developed for
internet of things communication environment. Extensive performance evaluation
is executed in terms of computation, communication and space complexities. The
results show that the proposed scheme has relatively low storage complexity, and
the least computation and communication complexities. This renders it applica-
ble in smart grid communication environment. In terms of security and privacy,
a number of hypotheses are formulated and proofed to show that this scheme is
secure under both the Dolev-Yao (DY) and the Canetti-Krawczyk threat models.
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1 Introduction

The smart grid (SG) integrates information and communication technology to the tra-
ditional power grids to offer intelligent services such as real-time electricity data man-
agement and end-to-end connectivity between consumers and utility service providers
(USPs). This integration also achieves some levels of enhanced efficiency, flexibility and
dependability in grid data processing [1]. As pointed out in [2], smart grids improve the
power supply quality, reduce power consumption, and facilitate the support of new tech-
nologies such as electric vehicles. A typical smart grid comprises of smart meters (SMs),
wireless access channels, energy resources and smart appliances [3]. Compared with the
traditional electric power systems, smart grids are efficient in addressing economic,
social and industrial challenges of the conventional power systems [4]. Essentially, the
smart grid executes continuous monitoring of the power consumption and provides the
required adjustments [5, 6].

In smart grids, the smart meter has two interfaces, with one monitoring power con-
sumption while the other one provides the communicating gateway. As such, the smart
meter offers power measurement, monitoring as well as control [7]. All the consumption
information collected at the consumer side are regularly forwarded to the neighboring
node, which can be a gateway, data collector, another smart meter or control center.
This neighboring node continuously aggregates data from diverse smart meters until
all consumer data from a particular area are collected. Afterwards, these consumption
reports are forwarded to the utility service provider. Here, the USP deploys the received
reports to evaluate the power supply and demand, and provide dynamic price or power
supply adjustments [1]. As such, it is possible for the USP to utilize the smart grid to
estimate energy consumption and formulate a stochastic pricing strategy [8]. Further,
the SMs can provide power theft detection, power quality monitoring and on-demand
reading [9].

Despite all the benefits that come with the deployment of smart grids, numerous
security and privacy issues lurk in these grids [10]. For instance, the smart grid compo-
nents can be physically captured and the communication pathways can be eavesdropped.
As pointed out in [3], security threats are some of the challenges facing the integration
of the power grid with information and communication technology. According to [11],
malevolent command injection, eavesdropping, false data injection, private data theft,
Man-In-The-Middle (MITM) and Denial of Service (DoS) attacks are serious issues in
smart grids. In addition, authors in [12] identify privacy leaks as one of the factors that
impede smart grid deployments. For instance, adversaries can analyze consumer power
consumption reports and hence infer about home occupancy, consumer daily activities
and lifestyle [1, 13].

According to [14], the interconnection among many smart grids and appliances
offers a large surface from which attacks may be launched. In addition, the IP-based
communication in smart grids produces high volumes of control and sensitive data
which can be targeted by adversaries. The continued incorporation of new technologies
further exposes the smart grids to new security threats [15]. Consequently, security and
privacy have become major challenges in these grids. In particular, the preservation of
confidentiality, integrity and availability is crucial in these networks [16]. As pointed
out in [17] and [18], mutual authentications as well as secure communication between
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the users and the USP are some of the key steps towards addressing cyber threats in this
environment. In addition, encryption, network segmentation, firewalls, passwords and
anti-malware programs may be deployed. However, all these techniques have their own
challenges that limit their applicability in smart grids. For instance, the usage of low
entropy passwords may be easily broken by polynomial time adversaries. As such, the
design of ideal authentication and key agreement protocols for smart grids is challenging
owing to the diverse security and privacy requirements among its components [7]. The
specific contributions of this paper are as follows:

e A scheme that leverages on pseudonymity and time-stamping is developed to protect
against replay and impersonation attacks.

e A session key is negotiated among the communicating entities to encipher the packets
exchanged after successful authentication procedures.

e Extensive security analysis is carried out to show that the proposed scheme is secure
under both the Dolev-Yao (DY) and the Canetti-Krawczyk threat models.

e Performance evaluation is executed to show that the proposed scheme has lower
storage costs and the least computation and communication complexities.

The rest of this research article is structured as follows: Sect. 2 discusses related
work while Sect. 3 elaborates the adopted system model for the proposed scheme. On
the other hand, Sect. 4 executes security analysis and comparative evaluation of the
proposed protocol. Finally, Sect. 5 concludes the paper and provides some future research
directions.

2 Related Work

Many authentication and key agreement schemes have been presented in literature,
although each of these schemes exhibits some security, privacy or performance weak-
nesses. For instance, the lightweight privacy protection scheme introduced in [19] incurs
high communication and computation overheads. In addition, the transmission of secret
credentials over the open wireless channels can lead to impersonation attacks. On the
other hand, the scheme in [20] requires a fully trusted third party entity which is cum-
bersome to get in the real world [1]. A bilinear pairing based authentication and key
agreement scheme has been developed in [21]. Although this protocol offers smart
meter privacy and session key secrecy, it is susceptible to impersonation and traceability
attacks [22]. In addition, the usage of pairing operations increases its computation costs
[23]. Authors in [14] have presented a lightweight authorization protocol for smart grids.
However, the identities of the communicating entities are sent in plain-text over insecure
channels and hence they are susceptible to impersonation attacks [24]. In addition, it fails
to offer user anonymity. An identity-based scheme is developed in [25], while Elliptic
Curve Cryptography (ECC) based protocols are introduced in [24] and [26]. However,
these protocols experience high computation overheads due to time consuming elliptic
curve point multiplication operations [27]. An anonymous authentication protocol is
developed in [28] for multi-granular energy management. However, this protocol has
unrealistic requirement that the terminal device communicate directly with the con-
trol center [12]. Homomorphic encryption based schemes have been introduced in [8]
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and [29-31] for data privacy protection. However, homomorphic encryption techniques
have high computation overheads hence not ideal for smart meters [1]. Based on ECC, a
lightweight authentication protocol for smart grids is developed in [32]. Unfortunately,
this scheme does not offer user anonymity [33]. Although the message authentication
scheme in [34] offers session key establishment, user anonymity and mutual authentica-
tion, it is susceptible to privileged insider attacks [14]. Moreover, it incurs high storage
costs and fails to offer perfect forward key secrecy.

Schemes for electricity theft detection are presented in [35-37], while an ECC based
lightweight authentication protocol is introduced in [15]. However, the protocol in [15]
is vulnerable to attacks such as known session specific temporary information (KSSTT),
server masquerading, privileged insider and impersonation [38]. In addition, it does not
offer user anonymity, private key protection and is susceptible to de-synchronization
attacks [32]. Although the scheme in [39] offers user and smart meter anonymity, it is
vulnerable to session key leakage attacks [21] and has high computation costs due to
bilinear operations [40, 41]. Similarly, the bilinear pairing based authentication protocols
in [9] and [42] have high computation overheads [ 19]. Although the scheme in [43] offers
error detection in smart grids, it fails to offer session key negotiation [15].

To enhance trust in smart grids, a blockchain based framework is presented in [44] for
distributed trust, availability, data anonymity and integrity. However, blockchain intro-
duces some computation and storage burdens to the smart meters [45]. Although the user
authentication scheme in [46] provides data integrity and user anonymity, it incurs high
communication and computation overheads. In addition, the deployment of static keys
implies the protocol cannot offer perfect forward key secrecy [34]. A scheme that offers
anonymous smart meter authentication to the USP is presented in [47]. Unfortunately,
this scheme has challenges with the revocation of malicious anonymous users [12]. On
the other hand, the authenticated key agreement protocol in [48] cannot thwart ephemeral
secret leakage attacks. To protect against side-channeling attacks, a Physical Unclonable
Function (PUF) based scheme is presented in [49], while a distributed authentication
scheme is introduced in [50]. However, the protocol in [50] incurs high communication
overheads.

A lightweight key sharing protocol is presented in [40], but is susceptible to KSSTI
leakage and smart meter private key disclosure attacks [51]. Although the group signature
based scheme in [52] offers user privacy and thwarts both replay and spamming attacks,
it cannot revoke malicious user anonymity. On the other hand, the public key certificate
based protocol in [53] requires high computation costs for certificate management [34,
54]. To provide smart grid security, a password-based anonymous authentication protocol
is developed in [55]. Unfortunately, password based schemes are susceptible to brute
force as well as dictionary attacks. Although the user authentication scheme in [56]
has low communication and computation costs, it is vulnerable to privileged insider
attacks. On the other hand, the cryptographic hash function based scheme in [57] deploys
timestamps and hence is susceptible to de-synchronization attacks [19, 58]. To offer
session key security, an ECC based protocol is developed in [59], while a two-phase
authentication protocol is presented in [60]. However, the protocol in [60] is insecure
[51].
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Based on the discussion above, it is evident that most of the current smart grid
security and privacy preservation protocols have numerous challenges that render them
unsuitable for deployment in this environment. In this paper, a scheme that addresses
some of these security, performance and privacy issues is developed.

3 System Model

In order to offer the required levels of privacy and security protection in smart grids, an
efficient and provably secure message verification scheme is required. All the communi-
cating entities must be properly authenticated so as to thwart any adversarial modification
of energy consumption reports, privacy leaks, erroneous billing or power adjustments. In
the proposed scheme, the major components include the smart meters that are installed
at the customer premises, the Trusted Control Server (TCS), data aggregator (DA) and
the Utility Service Provider (USP) as shown in Fig. 1. In this environment, the smart
meters and the USP have to register at the TCS upon which they are issued with the
relevant security tokens to enable them communicate securely.

<:> Authentication

4——p Packet Exchanges
Trusted Control Server
> O |
l

ﬁ E{—b Data Aggregator w!# l"‘\l

Utility Service Provider

R i

Customer premises

Smart Meters

Fig.1. Network architecture

On the other hand, the data aggregator amalgamates energy consumption reports
from various consumers before forwarding these reports to the USP. Table 1 presents
the symbols deployed in this article, together with their brief descriptions.

The four major phases that make up the propose scheme include the system setup,
registration, authentication and session key negotiation. The specifics of these phases
are described in the sub-sections below.

3.1 System Setup Phase

During the system setup phase, the trusted control server generates its master key. In
addition, other security parameters that will be utilized during message verification are
also derived. This is a two-step procedure whose details are described below.

Step 1: To start off the system setup phase, the TCS randomly generates master key
MK followed by the selection of SV as its secret value that is utilized in the derivation
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Table 1. Symbols and their descriptions

Symbol Description

MKt TCS master key

Sp USP secret parameter

k TCS public parameter

IDg Smart meter unique identity

Rand; Random number i

SVt TCS secret value

PNy USP pseudonym

PNt TCS pseudonym

PNg SM pseudonym

IDT TCS unique identity

Tst; Timestamp i

ATgt Maximum allowed transmission delay
RM; Registration message i

AM; Authentication message i

SKsu Session key established between SM & USP
IDy USP unique identity

h(.) Hashing operation

Il Concatenation operation

52} XOR operation

of other security parameters for the smart meter and the utility service provider. It also
chooses k as its public security parameter.

Step 2: The TCS selects h:{0,1}" — Zj as the one-way hashing function that is used
to encipher the exchanged security parameters during and after registration phase. Next,
the TSC derives its unique identity IDt that it utilizes to compute its pseudonym PNt =
h(IDtlISVT). Finally, it saves {MKr, SVt} in its database before publishing parameter
set {k, PNt, h(\)}.

3.2 Registration Phase

Before the smart meter and the utility service provider can establish any communication
session, they need to register with the trusted control center. In this arrangement, the
TCS acts as an intermediately between the smart meter and the utility service provider. It
offers some of the services of typical gateway node in addition to the control functionality.
This phase serves to assign the smart meter and the utility service provider some secret
security parameters required to establish a secure channel between them.



52 K. A.-A. Mutlaq et al.

3.2.1 Utility Service Provider Registration

Toregister itself to the TCS, the USP executes the 3 critical steps. The exact cryptographic
operations carried out are discussed below.

Step 1: The USP randomly chooses IDy and Sp as its unique identity and secret parameter
respectively. Next, it uses secure channels to transmit registration request Urr to the
TCS, accompanied by its identity IDy.

Step 2: On receiving the USP’s registration request, the TCS derives USP’s pseudonym
PNy = h(IDylISVT) and H; = h(IDylIMKT). It then securely stores parameter set {IDy,
Hj, PNy} in its database before composing message RM| = {H;, PNy} that is then sent
over to the USP in registration response Urs through some secure channels as shown in
Fig. 2.

Step 3: After obtaining RM; from the TCS, the USP derives H, = h(IDylISp) & Hj,
PNy” = h(IDyllISp) @ PNy and PNg = h(IDylISVr). Lastly, it stores parameters {Hj,
PNy”", PN} in its database.

3.2.2 Smart Meter Registration

To usher in the smart meter registration, it first randomly chooses its identity that is then
transmitted over to the TCS. In exchange, the TCS issues the smart meter with some
secret key for use in the subsequent phase. This is a 3 step process as elaborated below.

Step 1: The smart meter chooses its unique identity IDg that it then securely sends to
the TCS in registration request Srr over some trusted channels.

Step 2: Upon receiving this identity IDg from the smart meter, the TCS computes PNg "
= h(IDyllISVT) and H3 = h(IDslIMKT). It then stores parameters {IDs, Hz, PNs"} in
its database. Lastly, it composes message RM, = {H3, PNg*} that is transmitted in
registration response Sgs to the smart meter over some trusted channels.

usp TCS SM

Generate MKr, SVt & k
Choose IDu & Sp Select 1 & derive IDt, PNt
Buffer {MKr, SV1}

Ure DV} pyblish {k, PN, h(.)}
Derive PNy & H Generate IDs
Urs {RM} Buffer {IDuy, Hi, PNu}
Compose RM; Srr {IDs}
- :
«——

Compute PNs"& H;
Buffer {IDs, H, PNs"}
Compose RM»
Extract H3 & PNs
i Buffer {Hs, PNs"}

Derive Ha, PNy", PNg
Buffer {Ha, PNy", PNs}

Fig. 2. System setup and registration
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Step 3: After obtaining message RM», the smart meter extracts Hy and PN which it
then stores securely in its memory.

3.3 Authentication and Session Key Negotiation Phase

After the successful registration of the smart meter and the utility service provider, these
two entities need to negotiation a session key for secure communication between them.
This phase is executed in 6 steps as discussed below.

Step 1: The USP initiates the authentication process by using its identity IDy and secret
parameter Sp to derive PNy = PNy™ @ h(IDylISp), H; = Hy & h(IDgylISp). This is
followed by the generation of random number Rand; € Z;" and the determination of the
current timestamp, Ty, . Using these values, the following parameters are computed:

Authl = h(PNTIITy,) ® PNU

Authy, = h(PNylIPNTlIH;) @ Rand,
Auth3 = h(PNUIIPNTIIH1I[Rand1) @ PNS
Authgy = h(PNyllPNglIPNtlIH;lIRand;)

Lastly, the USP constructs message AM; = { Auth;, Authy, Authz, Authy) that is trans-
mitted in authentication request Uar to the TCS over public channels as shown in
Fig. 3.

Step 2: Upon receiving AM; from the USP, the TCS establishes the current time Tg
and checks if Tg. — Ts; < ATg. If this condition does not hold, the TCS rejects
authentication message AM;. However, if this condition holds, the TCS proceeds to
compute PN U** = Auth; @ h(PNtlITy, ). Afterwards, it retrieves H; * from its database
that it deploys to derive the following security parameters:

Rand;" = Auth, @ h(PNy " IIPNIH; ")
PNs” = Auth3 @ h(PNy " IIPNtlH; “IRand; )
Authy” = h(PNy™"IIPNg“IIPNIH; *llRand; )

Step 3: The TCS then confirms whether Authy” 2 Authy such that the authentication
request is rejected if these values are not identical. Otherwise, the TCS has authenticated
the USP and hence proceeds to retrieve H3" corresponding to PNs™ from its database.
Next, the following parameters are computed:

Auths = h(PNg“IIH3*) @ Rand; "
Authg = h(PNgs*IIPNlIH3*IIRand; *) & PNy**
Authy = h(PNy ™ IIPNg“IIPNTIIH; *IRand; )

Finally, the TCS constructs message AM, = {Auths, Authg, Auth7} and sends it in
authentication token Sat to the smart meter over some public channels.

Step 4: On receiving message AM; from the TCS, the smart meter first derives the
following parameters:



54 K. A.-A. Mutlaq et al.

UsP 1CS sM

Derive PNy & H)

Generate Rand; & determine Ty,

Compute Authy, Auth, Auths & Auths Uar {AM,}
Construct AM;

»
»

Validate Tg .

Retrieves H," & derive

PNu™, Rand:", PNs" & Auths”

Validate Auths

Retrieve Hs" & compute

Auths, Auths & Auth;

Compose AM, Sat {AM2}

»
»

Derive Rand;™*, PNy™ & Auth;"
Validate Authy

Generate Rand> & compute
Auths, Auths, SKsu & Authio
Sar {AM3} Compose AM3

<&
)

Derive & validate Authjo”
Compute Rand;", Authy” & SKus
Validate SKus against SKsu

Fig. 3. Authentication and key negotiation

Rand; " = Auths & h(PNslIH3)
PNy™" = Authg @ h(PNslIPNtIH3lIRand; )
Auth;” = h(PNy ™" IIPNgIIPNllH3lIRand; ™)

Step 5: The smart meter checks if Authy” 2 Authy such that the authentication request is
reject when these two values are different. Otherwise, the smart meter has authenticated
the TCS and proceeds to randomly select Rand; € Z; that it utilizes to compute the
following parameters:

sk

Auth8 = h(PNSIIPNU**|IRand1™") @ Rand2

Authg = h(Rand; ““I[Rand,)

SKsy = h(PNy ™" IIPNgIIPNllAuthg)

Auth;o = h(PNy ™ IIPNgIIPNtlIRand; “*lIRand; |l Authg)

At the end, the smart meter composes message AM3 = { Authg, Authjq} that is then sent
in authentication response Sar to the USP over public channels.
Step 6: Upon receiving AM; from the smart meter, the USP derives Authjy” =

h(PNylIPNsIIPNtlIRand;l[Rand, ™) before checking if Authjo” Z Autho. Here, the
authentication request is rejected when the two parameters are dissimilar. Otherwise,
the smart meter is successfully authenticated. As such, the USP proceeds to derive the
following parameters together with the session key SKys:
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Rand,” = Authg @ h(PNslIPNylRand;)
Authg” = h(Rand;|IRand,")
SKys = h(PNyllPNglPNllAuthy ™)

9
This is followed by the verification of whether SKys = SKgy. Here, the authentication
request is rejected when the two session keys are dissimilar. Otherwise, the smart meter,
TCS and the USP have successfully authenticated each other.

4 Comparative Analysis and Evaluation

This section presents the security analysis of the proposed protocol, based on some
most common threat models. This is followed by the performance evaluation, which is
executed in terms of computation, storage and communication overheads.

4.1 Security Evaluation

In this sub-section, we show that the proposed protocol is secure under both the Dolev-
Yao (DY) model and the Canetti-Krawczyk model. These two security models are the
most popular in appraising authentication protocols, and their assumptions are detailed
in [6]. To achieve this, the following 10 hypotheses are formulated and proofed.

Hypothesis 1: The proposed scheme is robust against forgery attacks.

Proof: Suppose that an attacker is interested in modifying messages such as Authy,
Auth; and Authjg exchanged during the authentication phase. Here, Authy =
h(PNylIPNglIPNtlIH{lIRand;) and is sent from the USP towards the TCS, Auth; =
h(PNy “IIPNgIIPNllH;"IIRand; ") and is sent from the TCS towards the SM while
Authjo = h(PNy“"IIPNgIIPNpllRand; “*IIRand,|lAuthg) and is transmitted from the SM
towards the USP. If this attack succeeds, then an adversary would have forged messages
submitted by all the three communicating entities. However, message Auth4 contains
USP’s secret key H; while Auth; contains the SM’s secret key H3". The validity of

message Authy and Auth7 is confirmed through Authy” 2 Authy check at the TCS and

w7 . . .

Auth; = Auth; check at the SM. As such, any forgery is easily detected. Regarding
message Autho, it incorporates the USP’s random number Rand;* which is difficult
to correctly guess. In addition, any forgery is easily detected at the USP by checking if

0
Autho” = Authjg. Therefore, the proposed scheme is secure against forgery attacks.

Hypothesis 2: All the communicating entities are mutually authenticated in the
proposed scheme.

Proof: Before the smart meter and the USP can exchange power consumption reports,
they authenticate one another with the help of the TCS. This essentially serves to estab-
lish some trust levels between these communicating entities. In addition, the smart
meter and the USP also authenticate the TCS. To start off, the USP derives Authy
= h(PNyllIPNglIPNTIH;lIRand;) which is authenticated by the TCS in step 3 using the
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re-computed Auths”. Next, TCS computes Auth; = h(PNy ™ IIPNg*IIPNIIH3 *lIRand; )
that is authenticated at the smart meter in step 5 using the re-computed Auth;”. Simi-
larly, the smart meter computes Auth;g = h(PNy™**IIPNgl[PNtlIRand; “*I[Rand,|lAuthg)
that is authenticated at the USP using the re-computed Auth” in step 6. Evidently, the
proposed scheme achieves mutual authentication among the USP, TCS and smart meter.

Hypothesis 3: The proposed scheme is resilient against known session key attacks.

Proof: Suppose that an attacker has captured the session keys such as SKsy =
h(PNy ™" IIPNsIIPNTllAuthg) or SKys = h(PNyllPNslIPNTllAuthg ) that belong to a par-
ticular session. Here, Authg = h(Rand; ““I[Rand,) and Authe™ = h(Rand;llRand, ™). The
aim of the adversary is to utilize this current key to derive a valid session key for the next
communication session. However, the session keys in this scheme are one-way hash val-
ues comprising of random numbers and the communicating entities’ pseudonyms. Based
on the collision-resistant property of the secure one-way hashing functions, an attacker
is unable to parse these random numbers from the captured session keys. Consequently,
an adversary cannot derive a valid session key devoid of these random numbers and
pseudonyms PNy, PNg and PNt. Therefore, this attack can never succeed against the
proposed scheme.

Hypothesis 4: Anonymity of the communicating entities is upheld in this scheme.

Proof: In the proposed scheme, the identities of the smart meter, TCS and USP are IDsg,
IDT and IDy respectively. All these unique identities are never transmitted in plain-text
over public channels. For instance, the USP’s identity is masked in pseudonym PNy =
h(IDyllSVT), which is in turn embedded in Auth; = h(PNtllTg,) @ PNy. In addition,
IDg is masked in H3 = h(IDg|IMKrT) while ID is encapsulated in PNt = h(IDtlISVT).
Since it is computationally difficult to guess with high accuracy the deployed random
numbers, an attacker is unable to derive the entities’ real identities devoid of master keys
MKT and SVT.

Hypothesis 5: Man-in-the-middle attacks are effectively thwarted in the proposed
scheme.

Proof: Inour scheme, the USP is authenticated by the TCS by checking whether Authy”
? *
= Authy, while the TCS is authenticated by the smart meter by confirming if Auth;

< Auth7. On the other hand, the smart meter is identified by the USP through Rand;.

Similarly, the smart meter is authenticated by the USP by checking if Authjo” L Authjg.
As such, any MitM attacks using these authentication messages are effectively curbed.

Hypothesis 6: The proposed scheme is robust against replay attacks.

Proof: In this scheme, the USP chooses random number Rand; € Z,f while the smart
meter selects Rand, € Z;. Here, the USP incorporates Rand; in message Authy =
h(PNyllPNglIPNTIH;lIRand;), while the smart meter incorporates Rand, in message
Authjo = h(PNy ™" IIPNsIIPNtllRand; “*IIRand,llAuthg). Since these random numbers
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are one-time, the TCS, USP and smart meters can detect bogus replayed messages.
In addition, upon receiving AM; = {Auth;, Authy, Auth3, Authy) from the USP, the
TCS validates the freshness of the timestamp Ty, incorporated in Auth; = h(PNtlITg,)
@ PNy. As such, if AM is replayed by an adversary, it will fail the freshness check
Tsie — Tst; < ATy executed at the TCS.

Hypothesis 7: The smart meter and the USP negotiate a session key in the proposed
scheme.

Proof: In the proposed scheme, the USP authenticates the
smart meter by validating Auth 10" = h(PNylIPNglIPNtlIRand; IIRandz*) against Authjg
= h(PNy ““IIPNslIPNtlIRand; ““lIRand,|lAuthg). On the other hand, the SM implicitly
authenticates the USP by verifying Auth;* = h(PNy ™ “*IIPNgI[PNTlIH3/IRand; ) against
Auth; = h(PNy ™" IIPNg“I[PN7IH3 “I[Rand; ). By doing so, the two entities ensure that
they possess valid random numbers Rand; and Rand; needed to derive the session key.
After these checks, they derive session keys SKgy = h(PNU***IIPNSIIPNTIIAuthg) and
SKys = h(PNUIIPNsIIPNTIIAuthg*). These session key must be similar and as such,

the USP checks if SKygs 2 SKsy. Provided that these session keys match, any traffic
exchanged between the SM and USP is enciphered using this session key.

Hypothesis 8: The proposed scheme is robust against impersonation attacks.

Proof: Suppose that an attacker has successfully physically captured the smart meter
and has deployed power analysis techniques to extract the security parameters stored in
its memory. Next, the adversary makes attempts to impersonate the USP and SM. To
successfully impersonate the USP, the attacker derives Auth j2dv — h(PNTlITy,) & PNy
and Auths2?Y = h(PNyllPNglIPNtIIH;24V|[Rand;24V) and transmits them to the TCS.
Here, H;24Y and Rand;*? have been randomly chosen by the attacker. Upon receiv-
ing these two messages, the TCS first parses PNy from Auth;*% and retrieves cor-
responding secret key H; from its database. Thereafter, the TCS derives Authy” =

h(PNy ™ IPN “IPN7IIH, *IRand, *) and checks if Auths” = Authy®®". Since an adver-
sary does not know the actual Hj, this verification will fail at the TCS. Suppose that
now the attacker wants to impersonate the SM. This requires that message Authjg =
h(PNy " IIPNgI[PNtl[Rand; ““I[Rand,llAuthg) be derived and sent over to the USP. As
such, the attacker randomly selects Rand 129V and Rand,?dY and computes Auth 1024
= h(PNy “IIPNslIPNtlIRand; *4¥**|IRand>24"I|Authg). Upon receiving Auth;o?d", the
USP computes Authjg” = h(PNyllPNglIPNtlRand;lIRand,”) and checks if Authjp”

N
= Authjg. Since the adversary does not know the actual values of random num-
bers Rand; ““and Rands, this verification will fail and hence the proposed scheme can
distinguish legitimate and impersonated messages.

Hypothesis 9: Smart meter physical capture attacks are curbed in the proposed
scheme.

Proof: The assumption made in these attacks is that an adversary has physically cap-
tured the smart meter and has extracted the stored security tokens such as H3z =
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h(IDsIIMKr7), PNs* = h(IDylISVt) and SKsy = h(PNy ™ ““IIPNglIPNtllAuthg). Here,
Authg = h(Rand; **IIRandz). However, the master key MKt and SVt are both masked
in one-way hashing function. As such, these two keys can never be derived from the
captured parameters. In addition, the session key SKgy incorporates pseudonyms and
random numbers. Consequently, the session key for subsequent communication can
never be derived using the captured tokens.

Hypothesis 10: The proposed scheme is robust against spoofing attacks.

Proof: Suppose that an attacker masquerades as the TCS and transmits message
Auth72%Y = h(PNy ™ IIPNg”IPNTIIH324"|[Rand; ) to the smart meter. Here, H324" is
the random parameter chosen by the attacker as the SM’s secret key. Upon receiving
message Auth;2V, the SM derives Auth;” = h(PNy ™ *IPNglIPNTlIH3/[Rand; “*) using

the real Hz_ Afterwards, the SM checks whether Authy” 2 Auth724Y. Since H3dV" £
H3, this validation fails and hence malicious TCS is easily detected.

4.2 Performance Evaluation

In this sub-section, the proposed scheme is evaluated using computation, storage and
communication complexities. These metrics are selected based on their prevalence
during authentication protocol evaluations.

4.2.1 Computation Complexity

To evaluate the computation complexity of the propose scheme, the execution time of the
various cryptographic primitives are considered. To achieve this, the authentication and
key agreement phase is used and the obtained values are compared with other related
schemes. In the proposed scheme, the utility service provider executes 10 one-way
hashing operations (Ty) while the smart meter executes 7 one-way hashing operations.
On its part, the trusted control server carries out 7 one-way hashing operations. As such,
a total of 24Ty operations are executed in this scheme during the authentication and
key agreement phase. Based on the values in [19] and [21], bilinear pairing operations
Tgp, ECC point addition Tgca, hashing operation Ty, ECC scalar multiplication Tgcm,
symmetric encryption Tsg and symmetric decryption Tsp take 3160000 ns, 13670 ns,
1599 ns, 270016 ns, 3910 ns and 4367 ns respectively. As such, the total computation
complexity of the proposed scheme is 38376 ns as shown in Table 2.

As shown in Table 2, the protocol in [39] has the highest computation complexity
followed by the protocols in [15, 26] and [25] respectively. On the other hand, the
proposed scheme has the lowest computation complexity. Since most of the components
in the smart grid have limited computation power, the proposed scheme is the most
suitable for deployment in this scenario.

4.2.2 Communication Complexity

During the authentication and key agreement phase the messages exchanged in the
proposed scheme include the following:
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Scheme Overheads (ns)
[15] 1371745
[25] 1361273
[26] 1382624
[39] 8234379
Proposed 38376

AM;| = {Auth, Authy, Authjz, Authy)
AM; = {Auths, Authg, Authy}
AM3 = {Authg, Auth;g}

Here, Auth; = h(PNlITy,) ® PNy, Authy = h(PNylIPN7lIH) & Rand;, Auths

= h(PNylIPNlIH;lIRand;) & PNs, Authy = h(PNylPNsIIPNtIH lIRand;), Auths
h(PNs“IH3*) @ Rand;”, Authg = h(PNg'IIPNtIIH3 lIRand;") @& PNy™", Auth;
h(PNy “IIPNg“IPNTIIH3 “lIRand; ), Authg = h(PNglIPNy

sk

Authjg = h(PNy

IRand; ") @ Rand, and
IIPNSIIPNTIIRand1**IIRandzllAuthg). Using the values in [19] and

[21], Advanced Encryption Standard (AES) encryption, hash value, EC point, AES
decryption, and timestamps are 128 bits, 160 bits, 320 bits, 128 bits and 32 bits long
respectively. As such, the total communication complexity of the proposed scheme is

1440 bits, which is equivalent to 180 bytes as shown in Table 3.

Table 3. Communication complexities

Scheme Overheads (bytes)
[15] 248
[25] 240
[26] 263
[39] 200
Proposed 180

As shown in Fig. 4, the protocol in [26] has the highest communication complexity

followed by the protocols in [15, 25] and [39] respectively.

On the other hand, the proposed scheme has the lowest communication complexity.

Consequently, the proposed scheme is the most appropriate for deployment in smart grid
environment due to its lowest bandwidth requirements.

4.2.3 Storage Complexities

In the proposed scheme, the USP stores parameters {H», PNy*, PNg} in its database.
On its part, the smart meter stores {Hs, PNS*} in its memory. Here, H3 = Hy = PNS*
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Fig. 4. Communication complexities

=PNy" = PNg = 160 bits. Consequently, the overall storage cost of this scheme is 800
bits, which is equivalent to 100 bytes as shown in Table 4.

Table 4. Storage complexities

Scheme Overheads (bytes)
[15] 60
[25] 100
[26] 160
[39] 160
Proposed 100

As shown in Fig. 5, the schemes in [26] and [39] have the highest space complexities
followed by the proposed scheme and the protocol in [25] respectively. On the other
hand, the protocol in [15] has the lowest space complexity.

200

Storage Complexity (bytes)
= -
g a2 8 8 B S

[
w

[15] [25] [26] [39] Proposed

Fig. 5. Storage complexities
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However, the scheme in [15] transmits identities of the communicating entities in
plain-text over insecure channels, and hence it is susceptible to impersonation attacks.
In addition, it fails to offer user anonymity. Consequently, the proposed scheme offers
smart grid security and privacy at low computation, storage and communication costs.

5 Conclusion and Future Work

Itis paramount that the signaling as well as energy consumption reports be protected from
malicious modifications during their transmission over smart grid networks. In addition,
eavesdropping of the smart meter collected data should be thwarted as it can potentially
reveal the consumer lifestyle or home occupancy status. Although many protocols to
address these issues have been presented over the recent past, a myriad of shortcomings
are inherent in these schemes. Consequently, the attainment of perfect security and
privacy protection at low computation, storage and communication complexities is still
a mirage. The proposed scheme has been demonstrated to be secure under both the
Dolev-Yao and the Canetti-Krawczyk threat models and hence potentially addresses
majority of the security and privacy issues in the smart grids. In terms of performance, the
proposed scheme has the least computation, and communication overheads. Since smart
grid components such as smart meters are resource-constrained, the proposed scheme
perfectly fits this application domain. Future work lies in the formal verification of the
security features provided by the proposed scheme. There is also need for the deployment
of the proposed scheme in a real smart grid environment so that its performance as well
as security features can be validated.
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