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Abstract. The increasingly rampant network monitoring and tracing
bring a huge challenge on the privacy protection, because even if the
message data is encrypted, the communication privacy is difficult to
be hidden. Existing anonymous systems sacrifice anonymity for efficient
communication, or vice versa. In this paper, we present ACS, an effi-
cient messaging system which leverages a two-layer framework to provide
tracking-resistance. The first layer is the entry layer, which consists of
entry servers to relay messages. The second layer is the exchange layer,
which consists of exchange servers to exchange messages. Users divide
its message into different shares and send each share to exchange server
via a randomly chosen entry server. Users only provide their pseudonyms
to exchange servers for message exchange. Then, entry servers have no
information about the message exchange, and exchange servers have no
information about users’ identities. The exchange servers also provide
message storage service in case that the receiver of these messages are
offline, in which way, the communication becomes more simple and flexi-
ble. The experimental results show that our proposed system guarantees
the strong tracking-resistance and high communication efficiency.

Keywords: Anti-tracking network - Anonymous communication *
Message segmentation - Offline messaging - Privacy protection + Cyber
security

1 Introduction

The security of communication privacy attracts more and more attention due
to the disclosure of extensive mass surveillance programs [1-4], especially, some
network surveillance and censorhip programs are participated or dominated by
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the state. The protection of communication privacy and users’ identities in the
Internet has become an increasingly important security requirement.

To address this problem, anonymous network has been proposed as the coun-
termeasure to fight against the network surveillance and censorship [5]. Tor, a
practical manifestation of Onion-routing, has become the most popular anony-
mous network. Unfortunately, the Onion-routing based anonymous networks are
susceptible to traffic analysis attack [6-8] by an adversary that can monitor or
tamper with network traffic between nodes. Mix-net [9] based anonymous net-
works are message-oriented systems which confuse the network traffic through
mix nodes to improve anonymity. Due to the high latency and computation over-
head of mixing, they can hardly accommodate real-time and high bandwidth
communication. DC-net [10,11] based anonymous networks allow multiple par-
ties to implement a broadcast channel to prevent each party from distinguishing
the message sender and receiver. However, they sacrifice the bandwidth for the
anonymity.

With the development of network technologies, the techniques of network
surveillance and censorship become more diverse and sophisticated. And the
adversary may have a global view of network and continuously monitor the
Internet backbone. Furthermore, the adversary may take the active attack to
crack down the anonymous system, such as the DDoS attack or information
tampering. So, A successful system needs to resist powerful active and passive
attacks, and provide efficient and secure communication.

In this paper, we propose an anti-tracking messaging system called ACS.
ACS system contains two kinds of servers: entry server and exchange server which
construct the two-layer framework of ACS. The entry server is only used to relay
the messages between the user and exchange layer. In this way, the entry server
breaks the direct relationship between the user and exchange server. Hence,
each user only needs to provide its pseudonym to exchange server for message
exchange. The message exchange is implemented only according to the users’
pseudonyms.

To avoid information leakage, each sender divides its message into differ-
ent shares and sends each message share to one exchange server for message
exchange. Only received all the message shares from the exchange servers, the
receiver can reconstruct the original message. The entry server and exchange
server can not get any valid information from each message share.

Each message share is delivered by a randomly chosen entry server to improve
security and anti-tracking in network communication. The exchange server also
stores the valid message shares if the receiver is offline. When the receivers access
ACS system again, they can receive the message stored in the exchange servers.
The offline messaging avoids the negotiation and confirmation between the com-
municating parties, which provides a more flexible transmission mechanism.

The contributions of this paper are outlined as follows:

— We design an anti-tracking messaging system (ACS), which divides the mes-
saging process into message forwarding and message exchange through two-
layer (entry layer and exchange layer) messaging framework. Entry layer hides
the users’ identities from the exchange layer and the exchange layer hides the
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communication relationship from the entry server. ACS provides low-latency
communication and high tracking-resistance.

— ACS system provides offline messaging which makes the communication more
flexible. The communicating parties need no negotiation and confirmation
with each other. Then, each user doesn’t need to stay online in ACS system
all the time to wait for the possible messaging process. Also, offline messaging
makes the messaging process happen in different time, which improves the
difficulty in traffic analysis of communication relationship.

— ACS system reduces the information leakage to the minimum level through
message segmentation mechanism. The original message will be split into
different shares, and each message share will be sent to different exchange
server via different entry server. Only received all the message shares, the
receiver can reconstruct the original message.

The rest of the paper proceeds as follows. In Sect. 2, we introduce the notice-
able anonymous networks and technologies. In Sect. 3, we introduce the threat
model and give an overview of ACS system. In Sect. 4, we elaborate on the archi-
tecture of ACS system. After that, Sect. 5 analyzes the ACS system in detail from
the resistance to active and passive attacks. Section 6 evaluates ACS system with
its communication and anti-tracking performance. Finally, we conclude our work
in Sect. 7.

2 Related Works

All the anonymous networks share the common goal of hiding users’ identities
and communication patterns from the adversary. Anonymous networks can be
mainly divided into three categories: (i) Multi-hop based methods, (ii) Mix-net
based methods, (iii) DC-net based methods.

2.1 Multi-Hop Based Methods

Multi-hop based methods use several relay nodes to transfer information and
each relay node only knows its direct communication nodes to hide the whole
transmission path. Tor, as the most popular anonymous network, provides sender
anonymity through multi-hop onion routing. Considering the limitations of Tor,
such as the directory server, untrusted volunteer ndoes et al., many systems pro-
pose the improvement methods based on Tor. PIR-Tor [12] is an architecture for
the Tor network in which users obtain information about only a few onion routers
using private information retrieval techniques(PIR), and the security of PIR-Tor
depends on the security of PIR schemes. SGX-Tor [13] is a practical approach
to effectively enhance the security and privacy of Tor by utilizing Intel SGX, a
commodity trusted execution environment. SGX-Tor can prevent code modifi-
cation and limits the information exposed to untrusted parties. Herd [14] is an
anonymous network where a set of dedicated, fully interconnected cloud-based
proxies yield suitably low-delay circuits, while untrusted superpeers add scalabil-
ity. Herd provides caller/callee anonymity among the clients within a trust zone
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and under a strong adversarial model. HORNET [15] enables high-speed end-to-
end anonymous channels by leveraging next generation network architectures.
HORNET is designed as a low-latency onion routing system that operates at the
network layer thus enabling a wide range of applications. HORNET uses only
symmetric cryptography for data forwarding yet requires no per-flow state on
intermediate nodes. TresMep [16] uses node ring to relay message and each node
ring randomly chooses the exit node to deliver the message. TresMep achieves
a dynamic multi-hop communication path to improve tracking-resistance at the
cost of communication latency.

Multi-hop based methods have the advantage in network scalability and low-
latency communication, but these methods are vulnerable to traffic analysis
[17,18] and malicious node infiltration [7,19,20]. Network traffic on anonymous
communication has its special features that can be distinguished from the back-
ground traffic. The adversary can monitor the network traffic, recognize the
anonymous traffic through its features and trace its transmission path. More-
over, it is also difficult to prevent the malicious nodes from infiltrating in the
communication channel. Then, the malicious nodes can observe the communica-
tion relationship to break the anonimity.

2.2 Mix-Net Based Methods

Mix-net based methods use mix nodes to shuffle the traffic and output them
in a reshuffled form. Then, the input-output relation between different traffic
can be hidden, such that an adversary is not able to establish a correlation
between input and output traffic. Vuvuzela [21] is a new scalable messaging sys-
tem that offers strong privacy guarantees, hiding both message data and meta-
data. Vuvuzela is secure against adversaries that observe and tamper with all
network traffic, and that control all nodes except for one server. But Vuvuzela
operates in rounds, and offline users lose the ability to receive messages and all
messages must traverse a single chain of relay servers. Stadium [22] and Anon-
Pop [23] improve the Vuvuzela by making the routing of messages dependent on
the dynamics of others. Loopix [24] provides bi-directional “third-party” sender
and receiver anonymity and unobservability by leveraging cover traffic and brief
message delays. Loopix allows offline users to receive messages and uses paral-
lel mix nodes to improve the scalability of the network. Riffle [25] consists of
a small set of anonymity servers and a large number of users, and guarantees
anonymity as long as there exists at least one honest server. Riffle uses a new
hybrid verifiable shuffle technique and private information retrieval for band-
width and computation-efficient anonymous communication. But Riffle can not
handle network churn.

Mix-net based methods can effectively resist the traffic analysis and corre-
lation analysis. But, the computation overhead in mix nodes may result in the
high latency in communication. In general, the mix nodes need to be deployed
specially, so that mix-net based methods is vulnerable to the single point failure.
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2.3 DC-Net Based Methods

DC-net protocol offers non-interactive anonymous communication using secure
multi-party computation with information-theoretically secure anonymity, guar-
anteeing sender anonymity while enabling all participants to verify the final
outcome [26].

Dissent [27,28] offers provable anonymity with accountability for moderate-
size groups, and efficiently handles unbalanced loads where few members wish
to transmit in a given round. Each DC-net run transmits the variable-length
bulk data comprising one member’s message, using the minimum number of bits
required for anonymity. BAR [29] combines broadcasting features of DC-net with
layered encryption of Mix-net. The main advantage of BAR over other broadcast
systems is bandwidth configurability and it can significantly reduce the required
bandwidth for a small increase in latency, without affecting anonymity. Atom
[30] is an anonymity system that protects against traffic-analysis attacks and
avoids the scalability bottlenecks of traditional anonymity systems. Atom con-
sists of a distributed network of mix servers connected with a carefully structured
link topology. Atom is designed for latency tolerant unidirectional anonymous
communication applications with only sender anonymity in mind.

DC-Net based methods protect the users against traffic analysis attacks effec-
tively, but sacrifice the bandwidth. The DC-net protocol lacks the flexibility
in anonymous communication, which needs all participants’ cooperations, and
allows only one user to communicate in one protocol round.

3 Overview of ACS

3.1 Threat Model

The main goal of ACS system is to hide the users’ network identities and com-
munication patterns from the adversary. So, ACS considers adversaries with the
following capabilities.

Firstly, the adversary has a global view of the network to observe all net-
work traffic between users, entry servers and exchange servers. This adversary
is able to observe the entire network infrastructure, launch network attacks or
conduct indirect observations. Secondly, the adversary has the ability to corrupt
the servers of ACS system. If the adversary controls the entry server, it will
get the communication relationship between the users and exchange servers. If
the adversary control the exchange servers, it will know the message exchange
among the user’ pseudonyms. But, we assume only a fraction of entry servers
and exchange servers can be corrupted or be operated by the adversary. Finally,
the adversary has the ability to participate in ACS system as a compromised
user, who may deviate from the protocol of ACS system. But we assume that
the adversary can only control a limited number of such users.

We also consider the adversary has the limited computational resources so
that it cannot break the security of cryptography. In ACS system, the only leaked
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information is whether an user is online or offline. This information is impossible
to hide from the adversary, and hence it is the minimum level of information
leakage.

3.2 The Overview

The ACS system’s architecture contains of two layers, entry layer and exchange
layer, as illustrated in Fig. 1. We consider a population of U users communicating
through ACS, each of which can act as sender and receiver, denoted by indices s;
and 7;, where i € {1,...,U}. Each sender creates different shares of the message
using additive secret sharing scheme [31] and sends the message shares to differ-
ent entry servers randomly. The entry servers are used for grouping the received
message shares and forwarding them to/from exchange servers. For anonymity,
the users only provide their pseudonyms to exchange servers, and negotiate the
symmetric keys with exchange servers via identity-based cryptography [32-34]
to encrypt the message shares. So, all users need to register in exchange servers
with pseudonyms, and exchange servers achieve the message exchange according
to the pseudonyms of the communicating parties.

Entry Layer
Senders

‘._..‘>/<‘ |

3
o®-% P
Receivers Z’ &
..“‘)*’j

oHu‘?f ‘ §"‘

Qchange Layer

Fig. 1. The ACS system’s architecture.

The exchange servers can be viewed as “information center” to exchange the
message secretly and anonymously. The exchange servers also provide storage
service to achieve the offline messaging. If the senders forward the message shares
to exchange servers, but no receivers request for them. Exchange servers will store
these message shares and wait for the requests from the receivers until the storage
service of these message shares is expired. Storage service of message shares
reduces the process of communication handshake between senders and receivers
which makes the anti-tracking communication more flexible and efficient.

ACS contains the following three steps to implement its functionality:



ACS: An Efficient Messaging System 61

— User Registration. At the beginning, each user u; registers in the exchange
servers with a unique pseudonym. Each exchange server takes the role of Key
Generation Center (KGC) to generate the secret key for each user using a
master secret key through identity-based key arrangement protocol (ID-based
KAP) [32-34].

— Anti-tracking Communication. ACS system works in rounds. In each
round of communication, all the online users need to send messages (the
real messages or the cover messages) to exchange servers. The real messages
contain the pseudonyms of the sender and the receiver for message exchange.
The cover messages contain no useful information, but show the online status
to exchange servers. All the messages will be divided into different shares,
and sent to exchange servers through different entry servers. The exchange
servers output the new message shares according to the content of the received
message shares, and send them back to the corresponding users. After each
user collects all the message shares from exchange servers, it can reconstruct
the complete message.

— Offline Messaging. The message exchange is implemented only by the
pseudonyms of users and the content of message shares. Because the exchange
servers cannot receive the message shares from offline users, the messages
sent to the offline users cannot be transmitted successfully. In this case, the
exchange servers provide the storage service for these messages and wait the
corresponding users go online. Storage service makes that the communication
between the sender and receiver does not have to happen in one same round
of ACS, which also improves the tracking-resistance.

4 The ACS Architecture

In this section, we will introduce the architecture of ACS system in details. For
the convenience of discussion, we assume that ACS consists of three exchange
servers in exchange layer: M .Sy, M .Sy, M Ss, and four entry servers in entry layer:
ES,,ESs, ES3, ES,. We denote n as the number of users.

4.1 User Registration

At the beginning, each exchange server M .S}, 1 € {1,2, 3}, plays the role of KGC
to generate the master secret key msk; according to ID-based KAP [32-34]. Each
user u; generates a unique pseudonym U N; of 64 bits, and sends its UN; to each
exchange server. According to the pseudonym of each user, each exchange server
M S, generates the secret key sk; ; for each user u; and sends sk;; to u;. For the
convenience of key agreement between users and exchange servers, each exchange
server also generates its pseudonym SN; and computes the corresponding secret
key skars, using the master secret key msk;. Then, each exchange server pub-
lishes its pseudonym SN, to each user for the key agreement.

When registration is completed, each user u; will get three secret keys: skq,
sks, sks, and the corresponding pseudonyms of exchange servers: SNy, SNs,
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S'N3. Each exchange server will get the list of all registered users’ pseudonyms:
Cun = {UN1,UNs,...,UN,}. Then, users and exchange servers only use the
pseudonyms to recognize each other.

4.2 Anti-tracking Communication

Anti-tracking communication is the core function of ACS. In each communication
round 7, the main phases of anti-tracking communication are outlined as follows.

Input preparation. In each round r, all users have to play one of the following
roles: (i) the sender, which send message to a specific user, (ii) the receiver, which
check the message from a specific user, and (iii) the cover, which send the cover
message to exchange servers in order to circumvent the threat of traffic analysis
and show the online status to ACS system.

According to the three role types, we define the message block as the form
(L, u;, u;, M) in which L denotes the role type, u; denotes the source user of this
message, u; denotes the target user of this message, and M denotes the context
of communication. In ACS system, L = S denotes the sender, L = R denotes
the receiver, and L = C denotes the cover. We can set M = m. (m. denotes the
cover message), if no message need to be delivered, and u; = 0 when the covers
create the message block because the covers only send the redundant traffic.

Each sender s; first creates three shares of its message m; using additive
secret sharing scheme. The additive secret sharing scheme works in a ring Zy,
where a secret value x € Zy which will be shared among n parties. The n shares
of x can be created by first choosing n — 1 random numbers modulo N and the
last share is computed by subtracting the n — 1 random numbers from x and
then modulo N:

x1 «— random() (mod N)
x9 — random() (mod N) (1)

Xy — T — Ty — - — Tp—1 (mod N)

So that, m; = m; s, +ms M, +M4 501, according to additive secret sharing
scheme, and m; sy, denotes the share will be delivered to exchange server SM;.

Assume the sender s; intends to send message m; to receiver r;, then it
creates the message share (S, s;,7;,m; sa,), I € {1,2,3}. The receiver r; creates
the message share (R,rj,s;,0) which denotes r; has message request from s;.
Each cover ¢ creates the message share (C, ¢, 0,0).

According to ID-based KAP, each user u; computes the encrypted keys k;;
with its secret key sk; and the pseudonym SN; of exchange server M S;. The
exchange server M S; can also compute the encrypted key K; ; with its secret key
skars, and the pseudonym UN; of each user u;. Then, each user w; uses secret
key k;,; to encrypt the message share which will be sent to exchange server M S;.

Anti- Tracking Communication. Users and exchange servres have no iden-
tity information about each other except their pseudonyms. So, the entry
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servers relay the messages between users and exchange servers by mapping the
pseudonyms to the real addresses.

Each user u; randomly sends its message share to an entry servrer, then
the entry server will get different message shares from different users. Entry
servers record the corresponding relationship between users and message shares.
Likewise, exchange servers record the corresponding relationship between entry
servers and message shares. In this way, entry servers break the direct links
between users and exchange servers and exchange servers only use the users’
pseudonyms to complete the message exchange.

Entry Servers

MS;

™
%)
[ )

>
e

MS,

Fig. 2. The communication between users and exchange servers via entry servers.

In Fig.2, a simple example of communication between users and exchange
servers via entry servers is presented. The entry servers forward the message
shares to exchange servers, and the exchange servers can recognize that each
message share belongs to which entry server. After the message exchange is
completed by the exchange servers, each exchange server computes the output
message shares which contain the result of messaging, and sends them back
to the corresponding entry servers. Then, the entry servers send these message
shares to the relevant users according to the pseudonym in each message share.

Message Exchange. MS;(l € {1,2,3}) will receive one message share from
each online user. To check the consistency of the message shares received by each
exchange server, the exchange server first sorts the message shares according
to the users’ pseudonyms using the oblivious quicksort algorithm [35]. Then,
each exchange server computes a hash value of the pseudonyms in the order
they appear in the above sequence, as Hyg, = H(UN;||[UNg||...||UN,). Each
exchange server M.S; compares its Hyss, with the hash value computed by other
exchange servers. If the hash values are equal, all the exchange servers receive
the right message shares. Otherwise, the malicious operations are taken place in
either entry servers or exchange servers.
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The message shares of the sender, receiver and cover are respectively denoted
as: by = (S, s;,rj,m), by = (R,7;,5,0), and b, = (C, ¢, 0, 0).

According to the role type and the users’ pseudonyms, the exchange servers
implement the message exchange process among different message shares. We
conclude five cases in the message exchange process as follows:

(1) bs = (S, us,uj,m) and b, = (R, uj,u;, Mreq). In this case, b and b, have the
same communicating parties, which denote user u; and u; wish to exchange
messages. The exchange server computes the output message shares, b, =
(S, ui, uj, Myeq) and b, = (R,u;,u;,m), and sends b, and b to user w;
and u; respectively. The fourth component m,.., of b, denotes the request
information of u;, and the fourth component m of b,. is the message which
will be sent to u;.

(2) bs = (S,ui,uj,m) and b. = (C,u;,0,0). In this case, user u; sends mes-
sage to u;, but user u; does not request messages from u;. The exchange
server computes the output message shares, b, = (S, u;,Jj;,infos) and
b, = (C,uj,u;,m), and sends b, and b/, to user u; and u; respectively. b/,
changes its fourth component with in fos from bs to notice u; the completion
of message exchange, b/, changes its third and fourth components with w;
and m from b, respectively to notice u; that u,; has sent the message m.

(3) by = (R, us,u5,Mpeq) and b, = (C,u;,0,0). In this case, user u; has a
message request from user u;, then the exchange server computes the output
message shares, b, = (R, u;,uj,info,;) and b, = (C,u;, Ui, Myeq), and sends
b, and b, to user w; and u; respectively. b, changes its fourth component
with info, from b, to notice u; that its request information has been sent
to uj, b, changes its third and fourth components with u, and m,..q from b,
respectively to notice u; that u; has a request message my¢q.

(4) bs = (S,ui,u;,m), but no message shares come from u;. In this case, we
think user u; is offline. Then, the exchange server stores the message share
from u; until by is expired. Also, the exchange server computes the output
message share b, = (S, u;,u;,info,sr) and sends b, to user u; to notice the
offline status of user u;.

(5) by = (R, u;,uj,Myreq), but no message shares come from wu;. In this case,
the exchange server stores the message share from w;, computes the output
message share b, = (R, u;, uj,info,rs) and sends b). to user u; to notice the
offline status of user u;.

In fact, the above process of message exchange is implemented among the
received message shares and the stored message shares in each exchange server.
The detailed message exchange process will be discussed in the following section.

4.3 Message Storage

In each round r, all online users need to send messages to ACS system. In other
words, if the exchange servers do not receive the message share from user uy, we
believe user uy, is offline. If the valid message shares, by = (5, s;, 7, mi sa,) and
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b, = (R,rj,si,0), do not match the corresponding users, the exchange servers
will store them for the future message exchange.

The message exchange between the received message shares and the stored
message shares in each exchange server is the key problem for offline messag-
ing. Assume that Seq, = (a1, as,...,a,) and Seqs = (b1, ba, ..., by,) denote the
sequences of received message shares and stored message shares respectively.
Source(x) and Target(r) denote the source user and target user of message share
x respectively. We discuss the offline messaging from the following cases:

(1) Exist a; € Seq.(1 < i < n), b; € Seqs(1 < j < m), Source(a;) =
Target(b;). But for other ap € Seg.(1 < k < n,k # i), Source(a;) #
Target(ar). In this case, the message exchange only exists between the
received message shares and stored message shares. As illustrated in Fig 3a,
the exchange server extracts the valid information from the stored message
shares, and computes the output message shares according to the commu-
nicating message shares.

(2) Exist a;,ar, € Seq,(1 < i,k < n,i # k), bj € Segs(1 < j < m),
Source(a;) = Target(ar) and Source(a;) = Target(b;). In this case, the
received message share and stored message share have the same user for
messaging. As illustrated in Fig 3b, the exchange message outputs two mes-
sage shares, one is to carry the valid information of the received message
share, the other is to carry the valid information of the stored message share.

In each messaging round, the exchange server deletes the stored message
shares when their valid information has been transmitted or they are expired.

Compute output Compute output
message shares
‘ message shares

Received Message Shares : Output Message Shares

Received Message Shares ! Output Message Shares
: N EI A
Seq, : - : Seq, E . ]
[cTwloo] [c[=[o]o] v

Stored Message Shares ‘ x e
Seq. : £ Stored Message Shares ! Stored Message Shares
(STl s?q{——J === [s]u[u]o).,
s 1 :

(a) A case of message exchange which only (b) A case of message exchange in which

exists between received message shares  both the received message share and

and stored message shares. stored message share have the same user
for messaging.

Fig. 3. The two cases of message exchange between the received message shares and
the stored message shares.
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5 System Analysis

In this section, we present the analysis of ACS’ security and argure its resistance
to active attack and passive attack.

5.1 Resistance to Active Attack

Security of Entry Server. In the architecture of ACS, users and exchange
servers have no valid information with each other except their pseudonyms. They
recognize and communicate with each other only through their pseudonyms.
Then, entry servers take the role of "middleman” in the communication between
users and exchange servers. The advantage of entry servers is concluded as fol-
lows:

— The identities of users and exchange servers are protected by entry servers.

— The message can be mixed and shuffled by entry servers which foil the network
monitors from learning about the correspondences between the users and
exchange servers.

— The entry servers facilitate the synchronization and consistency of different
exchange servers.

All the communication between users and exchange servers rely on entry
servers, once the entry servers are corrupted by the adversary, the performance
of trakcing-resistance of ACS would be threatened. So, the security of entry
servers has to be taken into account. To this end, we guarantee that the number
of entry servers is n., the number of exchange servers is n,, and n, >> n,. The
message from each user should be divided into n,, shares, and each share can
only be delivered by one entry server. In this way, we can reduce the risk of
collusion of corrupted entry servers.

Assume the adversary can not corrupt all the entry servers and the number
of corrupted entry servers is n.(1 < n. < n.). Each user randomly chooses one
entry server for one share, then the probability of that all chosen entry servers
are corrupted is P. shown in Equ. 2.

Ne .
ne—(i—1) @)

, 1ne—(i—l)

1=

P, =

Only n. = ne, then P, =~ 1. In other words, if most of the entry servers are
corrupted, the adversary can control the communication between the users and
exchange servers in high probability. But in practical application, it is difficult
for the adversary to control all the entry servers.

Even some of the entry servers may be corrupted, the corrupted entry servers
can not collect all the shares from one user. Then, every malicious operation, such
as tamper or discard the message shares, will be detected by exchange servers
because at least one honest entry server will forward the correct information to
exchange servers.
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Security of Exchange Server. We consider the corrupted exchange servers
which provide the wrong outputs to destroy the reconstruction of messages.
Then, at least one honest exchange server can guarantee the security of ACS.
Before the message exchange, each exchange server will check the consistency
of all its received message shares with other exchange servers. The corrupted
exchange servers which provide the wrong verification information will be
detected by other exchange servers.

Each user gets different sets of ID-based KAP from different exchange servers,
and encrypts the message share sent to the exchange server M S; with the agreed
upon key which is generated by M S;. In this way, the exchange server cannot
decrypt the message shares sent to other exchange servers. So, ACS guarantees
the security of message shares sent to different exchange servers and deters the
collusion of corrupted exchange servers.

5.2 Resistance to Passive Attack

ACS system relies on the entry servers to provide the unlinkability between the
users and exchange servers. Every online user sends the messages to exchange
servers, and receives the corresponding output messages from the exchange
servers in each messaging round. No matter whether the users have the mes-
saging tasks or not, they have the same communication behaviors which provide
high resistance to traffic analysis and correlation attack.

Each user has no information about the exchange servers, and communicate
with them only via their pseudonyms. Only entry servers know the communi-
cation relationship between the users and exchange servers. But, entry servers
have no information about the message exchange process.

ACS system relies on the exchange servers to break the communication rela-
tionship between different users. All the message exchange process is completed
by the exchange servers. The exchange servers provide the following advantages:
(i) No information about message exchange will be leaked without the control
of exchange servers. Only the exchange servers know the communication rela-
tionship among different pseudonyms of users. (ii) The message exchange only
relies on users’ pseudonyms, without the collusion of entry servers, no adversary
can trace the communication relationship of different users. (iii) Each exchange
server also provides the message storage service for offline messaging, so the mes-
sage exchange process may not happen in one messaging round of ACS system.
It is nearly impossible for the adversary to trace the communication of different
users which happens in different messaging rounds.

The messages transmitted in ACS system may be the real or the cover mes-
sages. All the messages will be created into different shares and encapsulated
into the same form (L, u;, u;, M) which has been mentioned above. All message
shares are padded to the same length and end-to-end encrypted to make sure
the adversary can not distinguish the real message from the cover message, and
also learn no information from the encrypted messages.
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6 Experiments and Evaluation

We implement a prototype of the ACS system which contains 5 exchange servers
which are deployed on the computer with a 12-core 4 GHz CPU and 64 GB
RAM, and 10 entry servers which are deployed on Cloud platforms with a 2-core
4 GHz CPU and 48 GB RAM. We run a simulation program on a computer
with a 8-core 3 GHz CPU and 64 GB RAM to simulate the independent users
to communicate with the ACS system.

We evaluate the ACS prototype system from its system performance and
anti-tracking ability.

6.1 Performance Evaluation

We first evaluate the latency overhead of ACS system in consideration of the
various number of users and the different message size. In this experiment, all
users send the messages to a randomly chosen target in each round, and the
message size is set with 1K B,2K B,4K B and 8K B respectively. After the pro-
totype system completes the communication, we measure the running time to
evaluate the latency overhead. In the following experimental results, we use | M|
to indicate the message size.

—— |M|=1KB
=— |M|=2KB
—v— |M|=4KB
—e— |M|=8KB

(=2} ~
o o

w
o

w
o

Latency Overhead(ms)
N N
o o

[y
o

o

1 2 3 4 5 6 7 8 9 10
Number of Users(x10?)

Fig. 4. Latency overhead of ACS system where 100 to 1000 users simultaneously send
message with different size.

As shown in Fig. 4, with the increasing of the number of users and the mes-
sage size, we can see that the latency overhead of the prototype system grows
exponentially. In the current system configuration, when the number of users is
less than 500, the latency overhead of all the four cases is in a reasonable range.

But, when the number of users exceeds 500, the latency overhead grows
sharply. There are two aspects which may affect the communication efficiency of
ACS system: (i) the performance of message forwarding of entry servers, and (ii)
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the performance of message exchange in exchange servers. Next, we will evaluate
the performance of the entry servres and exchange servers respectively to find
out the bottleneck of ACS system in communication efficiency.
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Fig.5. The running time of entry servers and exchange servers in different message
size.

To evaluate the performance of exchange servers, we directly send the mes-
sage shares to exchange servers and measure the running time when exchange
servers complete the message exchange. As shown in Fig.5a, all the curves
grow sharply when the number of users exceeds 500. The message exchange
in each exchange server uses the oblivious Quicksort algorithm [35] which needs
O(log(n)) steps to sort n inputs when executed in parallel [36]. So, the complex-
ity of message exchange computation is in logarithm relation with the number
of inputs. The exchange servers need more computation cost to match the com-
municating users and computes the output messages when the number of users
is increased.

To evaluate the performance of entry servers, we only implement the function
of entry servers to relay the message shares. The exchange servers do not take any
operations and directly send back the received messages to entry servers as the
outputs. Then, we measure the running time of entry servers when they complete
the transmission of all the upstream and downstream messages. As shown in
Fig 5b, with the increasing of the number of users, the running time of entry
servers grows exponentially. Compared with the experimental results of latency
overhead evaluation, the performance of entry servers in message forwarding has
a direct effect on the communication efficiency of ACS system. In our prototype
system, we only set five entry servers to relay the messages between the users
and exchange servers. With the increasing of users, entry servers need to process
more transmission requests from users. The entry servers also need extra time
to mix, label the message shares and correlate the pseudonyms with their real
network addresses.
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6.2 Anti-tracking Evaluation

To effectively evaluate the anti-tracking performance of ACS, we introduce a
measuring method of tracking-resistance based on information entropy [37,38].
Let X be a discrete random variable over the finite set F with probability mass
function p(z) = P(X = z). The Shannon entropy H(X) of a discrete random
variable X is defined as Equ. 3.

H(X) =~ p(x)log(p(z)) 3)

zeX

In ACS, the entry server protects the privacy of users’ network identities,
the exchange server protects the privacy of the message exchange information
among users’ pseudonyms. An adversary has to steal the above two kinds of
information to trace the communication relationship. Assume that the number
of entry servers is n. and n, entry servers are corrupted by the adversary. The
number of exchange servers is n,, and n/, exchange servers are corrupted. The
corrupted entry server can analyze the message shares and distinguish the sender
and target exchange server of each message share, but cannot decrypt the mes-
sage share encrypted by the secret key of each exchange server. The corrupted
exchange server knows the pseudonyms in communication. So, the path between
two communicating users contains three hops: v, — v, — v, in which v, denotes
the entry server and v, denotes the exchange server. The traceable probability
of ACS, denoted by Pirqce, is defined by Eq. 4.

n

Ptrace - (7)

Ne  MNg

/
2Ny

(4)

We consider that the messaging behavior of each user is independent in prob-
ability, and each user randomly chooses the entry servers to forward the message
shares. Then, the distribution of traced users can regard as Binomial Distribu-
tion. For n communicating users, k of them can be traced by the adversary, then
the probability of traced users is defined by Eq. 5.

n

P{X =k} = <k> (Prrace)" (1 = Pirace)™ ™" (5)

The traceable rate Ry.rqce indicates the probability of tracing the commu-
nicating users via the corrupted servers. We use the entropy of traced users’
distribution to describe Rirqee. S0, Rirqce can be calculated by Eq. 6.

n

Rirace = — Z(P{X = k})log(P{X = k}) (6)
k=1
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We simulate 1000 users to communicate with each other via ACS prototype
system. Through the increase of n, and n/,, we evaluate the tracking-resistance
of ACS according to its traceable rate Rypqce. In Fig. 6a, we increase n/, from 1
to 10, and compare Rypqce under different n’,. In Fig.6b, we increase nl, from
1 to 5, and compare Rirqce under different nl. From the experimental results,
Rirace increases in logarithm relation with both of n, and n/. The adversary
can reach an efficient traceable rate Ry.qc. only when both of the entry servers
and exchange servers are compromised in high probability. So, the anti-tracking
ability lies in the double protection of entry server and exchange server. On the
contrary, it’s not sufficient for the adversary to trace the communicating users
if they only compromise one kind of servers.
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Fig. 6. The tracking-resistance evaluation with increasing number of corrupted entry
servers and corrupted exchange servers.

7 Conclusion

In this paper, we present ACS system to achieve the anti-tracking messaging. In
the design of ACS system, ACS contains two layers: entry layer and exchange
layer, which separates the two process of message forward and message exchange.
The entry servers are only used to relay messages between the users and exchange
servers. The exchange servers are only used to exchange the message shares. To
improve the anti-tracking performance, all the users use pseudonyms to label
their messages, and exchange servers have no information about the users’ real
identities. Even the entry servers know the identities of the users, but they have
no information about the message exchange process. So, the adversary has to
corrupt both the entry servers and exchange servers to trace the communicating
users. In addition, message storage is also provided to achieve offline messaging.
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We evaluate the prototype system of ACS of its communication latency and
anti-tracking performance. From the experimental results, ACS has a acceptable
communication latency and a strong anti-tracking ability. Only when both of
the entry servers and exchange servers are corrupted, the adversary can trace
the communicating users effectively. But in practical application, it is difficult
for the adversary to corrupt both of the entry server and exchange server.
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