®

Check for
updates

Safety Modeling and Performance
Analysis of Urban Scenarios Based
on Poisson Line Process

Kong Shi'®)@® and Xinyu Gu?

! Beijing University of Posts and Telecommunications, Beijing, China
188013721530@163. com
2 Purple Mountain Laboratories, Beijing University of Posts
and Telecommunications, Nanjing 211111, China
guxinyu@bupt.edu.cn

Abstract. Secrecy Performance is one of the focus of research on phys-
ical layer security in vehicle-to-everything (V2X). Poisson line process
(PLP) is regarded as a more suitable model to study the vehicle com-
munication performance of urban scenarios. However, due to the high
theoretical difficulty in the analysis of PLP, research in this area has not
been widely conducted yet. In this paper, we take a secure transmission
scheme that can improve physical layer security as an example, use PLP
model to model urban scenarios. We analyze the performance of cov-
erage probability, secrecy probability and secrecy throughput and draw
some effective conclusions to improve secrecy performance. We import
a typical urban scenario - part of the map data of Xi’an urban area in
China, compare the performance derived by PLP and two-dimensional
Poisson point process (2D PPP) model with those modeled on the real
urban map respectively, it is demonstrated that PLP is more suitable as
the model for urban scenarios.

Keywords: Poisson line process - urban scenario * safety performance
analysis - stochastic geometry

1 Introduction

As the number of vehicles increases worldwide, traffic problems can no longer be
ignored. We need intelligent transportation systems to update and disseminate
information related to road safety and traffic congestion through communication
transmission between vehicles or between vehicles and other devices, to improve
people’s travel efficiency and driving experience. Under this trend, vehicle-
to-everything (V2X) technology has become an important technical means to
improve the existing transportation system.

Security problems in the process of vehicle communication cannot be ignored.
Vehicle communication involves the exchange of information about the user’s
identity, location and trajectory, and securing vehicle communication is cru-
cial to ensure the user’s personal safety. There are two popular strategies for
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vehicular security: password-based solutions and physical layer security (PLS)-
based solutions [1]. Among them, password-based solutions may face challenges
due to the strict latency requirements in vehicle communication, especially for
large-scale access scenarios. However, physical layer security-based solutions can
complement the former very well [2]. In [3], the authors provide a comprehen-
sive overview of the PLS strategy adopted for V2X, presenting the security
threats and the basic principles of PLS techniques. The authors in [4] investi-
gated the PLS performance of mobile vehicle networks, derived exact closed-form
expressions for secrecy performance and verified the secrecy performance under
different conditions.

Based on the well-known PLS theory analysis, artificial noise (AN) and coop-
erative jamming (CJ) strategies have been proposed to improve the secrecy per-
formance [5]. In [6], AN schemes for secrecy enhancement are investigated and
the balance between communication reliability and security is analyzed. The
authors in [7] proposed a practical uncoordinated cooperative jamming scheme
to enhance the physical layer security of single-input-single-output eavesdrop-
ping channels. In [8], in addition to applying AN and CJ approaches, a full-
duplex legal receiver is applied to further enhance the physical layer security.
The authors in [9] investigates the confidential transmission of cooperative inter-
ference and artificial noise schemes by considering two types of eavesdroppers.

The stochastic geometry not only has high analytical and computational effi-
ciency, but also provides assistance in assessing the influence of system parame-
ters on network performance. There have been many studies applying stochastic
geometry to analyze the performance of vehicular communication. It has also
been widely used to study the physical layer security. In urban scenarios, the
location of nodes on each road is usually irregular and can be considered as
a one-dimensional Poisson point process, and the number of roads is usually
irregular and can be modeled as Poisson line process (PLP). The authors in [10]
presents the evolution history of PLP theory, discusses in detail the basic fea-
tures and application of PLP, PLCP and other models in wireless domain. The
authors in [11] propose a transmitter selection criterion to enhance the reliabil-
ity performance of downlink transmission in a wireless vehicular network using
Manhattan Poisson line process model.

In this paper, the secrecy performance analysis is performed using the current
emerging PLP model for urban scenarios.

2 System Model

In the actual urban scenarios, vehicles travel along the road. In order to reflect
the random distribution of roads, we use PLP to model the urban roads, and
since in most urban areas, the roads are mostly distributed perpendicular or
parallel to each other, we model the urban roads as some straight lines that are
randomly distributed and parallel or perpendicular to each other - Manhattan
Poisson line process (MPLP), with road distribution density A;. MPLP belongs
to a special case of PLP. Since vehicles are randomly distributed on each road,
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Fig. 1. MPLP model.

we model the vehicles on each road as a one-dimensional Poisson point process
(1D PPP) with a vehicle density of A,.

The scenario is equipped with four vehicles, as shown in Fig. 1, which are the
transmitting vehicle (Alice), the legitimate receiving vehicle (Bob), the eaves-
dropping vehicle (Eves) and the jamming vehicle (Charlies). We assume that each
Alice and Charlie is equipped with N, and N, antennas respectively. Each Eve
and Bob is equipped with only one antenna [12]. The fast fading channels from
Alice to Bob and Eve are denoted by hqy € CNe and hey, € CNe respectively, and
the fast fading channels from Charlie to Bob and Eve are denoted by hq, € CNe
and her, € CNe respectively. We call the channel hgp the legitimate channel and
her the eavesdropping channel, where hy, ~ CN(0,1In,), her ~ CN(0,IN,)
and he, ~ CN(0,Iy.). According to the knowledge of stochastic geometry,
we can get the following channel distribution, that is, ||he|? ~ I'(Na,1),
[T wal|® ~ exp(1), [ATWal® ~ (N, — 1,1) and [WLT? ~ D(N, —1,1)
[13]. Where C'N(p, q) denotes a circularly symmetric complex Gaussian distri-
bution with mean p and covariance q. I'(k, 1) denotes a gamma distribution with
shape parameter k and scale parameter p. exp(a) denotes an exponential distri-
bution with mean a. |-| and ||-|| denote the absolute value and the two-parameter
number, respectively.

In order to make the theoretical results more convincing, we selected a typical
urban scenario, a part of roads in the urban area of Xi’an, China, to verify the
applicability of PLP on real urban roads. This part of the map was downloaded
with openstreetmap, as shown in Fig.2, and all the road data of this part of
the map was saved as osm files, and the osm files were converted into readable
xml files, which store all the road information, and then vehicle modeling was
performed on these real roads. The schematic diagram of the real roads displayed
with sumo-gui software is shown in Fig. 3.

3 Secure Transmission Scheme

We use the PLP to analyze the performance of the secure transmission scheme
proposed in [14] with the addition of interfering vehicles and artificial noise (AN).
The idea of this secure transmission scheme is as follows.
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Fig. 2. Map of some roads in Xi’an city, China.

Fig. 3. Modeling diagram of some roads in Xi’an, China.

In order to ensure that the confidential information is transmitted to the
legitimate receiving vehicle Bob while causing a certain degree of interference
to Eves, Alice transmits confidential messages with AN to Bob, where the pre-
defined channel distribution prevents Bob from receiving interference from AN.
Eves tries to capture the confidential information and also receives interference
from AN. Charlies transmits jamming signals to interfere with Eves, and due to
the preset channel distribution, Bob does not receive the jamming information
from Charlies.

The total transmission signal vector s, formed by the superposition of
the confidential information and AN can be expressed as s, = /P,0wq,x +

P]"\',(ul__f ) Waza, vV P,0w,x denotes the portion of confidential information to be

transmitted and /P, (1 — 0)/(N, — 1)W,z, denotes the portion of increased AN
interference. where 6 € [0, 1], denotes the ratio of the confidential information
power to the total transmit power P,. § = 1 means that the message sends
only confidential information without AN, and # = 0 means that the message
sends no confidential information to be transmitted.  ~ CN(0,1) denotes the
vector of confidential information to be sent to Bob, and z, € C™+~1 is an AN
vector whose distribution satisfies CN (0, In,—1). [wa, W,] constitutes an orthog-
onal vector, w, = hap/||hap||, which is a beamforming precoding vector of hgp,
and W, € CNexNa=1 denotes the beamforming matrix of AN, which forms a
null vector with hgp, that is, hﬁWa = 0. This setting determines that the AN
information will not bring interference to the legitimate receiver Bob.
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Meanwhile, the interference signal generated by Charlies will further enhance
the security performance. The interference signal of Charlies s, is designed to
interfere Eves without generating interference to Bob. s. can be expressed as
Se = ,/%Tczc, where P, denotes the transmitting power of each Charlie.

T. € CNexNe=1 and hyy, form the null vector, that is, 7.7 he, = 0. This setting
determines that Charlies do not interfere Bob. z. ~ CN(0, Iny,_1) is a Gaussian
interference signal vector. The received signals from Bob and Eve are denoted
as

o _a H _a
Y = hab Sadab 2 +hcb scdcb 2 4+ np

5 _a (1)
= Pa9||hab”dab 2 WaX + N,

a Pa 1_9
Y =V Paehedeek_EWax + ﬁ
' —

[ P _a
+ Z N. _ lhckTTcdck 22z +neu ke PE,
c

cEPpe

hekTWadek_% Za
(2)

where dgp, der and d.i denote the propagation distances from Alice to Bob, Alice
to Eve and Charlie to Eve respectively. n, ~ CN(0,0,2) and n, ~ CN(0,0.2)
denote the independent Gaussian noise variables received by Bob and Eve respec-
tively. a denotes the path loss factor.

According to (1) (2), the SINR (Signal to Interference plus Noise Ratio)
received by Bob and Eves respectively is as follows.

Paa ||habH2 dab_a
5 : 3)
Paa |hekTwa |2 dek_a

% HhekTWa”2 dek ™+ 1+ 0'62’

SINRy, = o
b

SINR,;, = ke YR, (4)

where MHhekTWa‘Pdek_a is the interference to Eves caused by AN. The
channel cs{ipacity of the legitimate channel and the eavesdropper channel can be
expressed as Cp = loga(1 + SINRy) and Cei, = loga(1 + SIN R.j) respectively.
They will be used to derive the following performance indicators.

4 Secrecy Performance Analysis

The eavesdropping code can be designed by choosing these two code rates,
namely the coding rate Ry, and the confidential information rate Ry [15]. Ry and
R, are fixed before data transmission, and the redundancy rate R, = Ry — R,
is artificially added to interfere Eves. We use the secrecy throughput proposed
in [11] to quantify the secrecy performance, which contains coverage probability
and secrecy probability.
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4.1 Coverage Probability

The coverage probability represents the probability that a legitimate receiver
will successfully receive the message sent by the transmitting vehicle and is
defined as the probability that C'z can support R;. The expression of the coverage
probability is
P. = P[CB = 10g2 (1 + SINRb) > Rb]
=P (SINR, > =2 —1),

where STN Ry, is the SINR received at Bob, R, = log2(1 4 3), § is a threshold
and 3 = 27 — 1.

First we derive expressions for the coverage probability under PLP model.
We choose an Alice and a Bob as typical vehicles respectively. We assume that
Alice is at the round point (0,0), the distance between Alice and Bob is s,, yy,
is the projected distance of s, on the y-axis, and x,, is the projected distance
of s, on the x-axis. When discussing the coverage probability for Bob, Eves
are not considered, and the preset channel makes Bob receive no interference
information from Charlies, so Eves and Charlies do not appear in the model.
The expression of P, is derived as follows.

(5)

P.=P(SINR, > )
_ / P(SINRy > 8| 50) fs, (5) dsn

:/ / P(SINRb > 5 | Yn) fYn (yn) ) fSn (Sn | yn) dsndyn (6)

(2/ P(SINRy > B[ Y) fv, (Yn) - fs, (50 | yn) dsndyn,
0 Yn

where step (a) follows s, > y,. Next we derive fy, (yn), fs,($n | yn), and
P(SINRy>f | Yy) respectively, where y,, is the real numerical representation of
Y, and s, is the real numerical representation of S,.

Assume that the road where Bob is located is parallel to the y-axis, the vehi-
cles obey the 1D PPP distribution on this road with density A, . y,, is the vertical
distance from Bob to the x-axis, according to the Probability Distribution Func-
tion (PDF) of 1D PPP [16],

fYn (yn) = 2>\vexp (_2>\vyn) . (7)

The conditional CDF for s,, is as follows.
Fs, (sn | yn)
=P (\/Xﬁiﬂ/n2 <sn | Yn)
= Fx, (Vo2 =52 | yn) ®)
D1 eap (~220 V5 — pa?)
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where step (b) because the vertical distance of the road where Bob is located
from the y-axis is z,, and z, obeys the 1D PPP distribution with density A;.
fs. (sn | yn) can be derived from Fg, (s, | yn) as follows.

2\s5n,
fs, (sn |yn):%exp <_2)\S\/H). )
Shn— Y

n n

The expression of P(SINRy, > 3 |Y,,) is derived as follows.

P(SINR, > 3| Y,)

PO ||hapl|? 5,

()
g,
Bsn o> (10)

=P ||ha|® > 22" 1y,

(1hal? > 22220 1,
@Na_l ﬁsnaab2 k'l'eﬂf _ﬁ5n20b2
= TR g P Po )

Step (c) because ||hqp||? ~ I'(Ng, 1), according to the CDF of gamma distribu-
tion, P(||hap|? < z) =1 — Zivzao_l %’: - exp(—z). According to (6) (7) (9) (10),
we can derive P. under the PLP model.

To verify that PLP model is more applicable to urban scenarios, we compare
P, under PLP modeling with that under 2D PPP modeling. We derived the
expressions for the coverage probability P, under 2D PPP modeling as follows.

Due to space limitation, some of the derivation procedures similar to MPLP
are not repeated in the 2D PPP derivation. Only the simple derivation results
of 2D PPP are given here. Under the 2D PPP model, assuming Alice is at the
circle point (0,0) and the distance from Bob to Alice is r.

P = P(SINRy>f) = / T P(SINRy>B | 1) fu(r)dr- (1)
0

fr(r) = 2mArexp (—)mrQ) . (12)

No—1 a2\ Fk @ 2

Z r®o, 1 r%o
P(SINE,>B|r) = (ﬁP 9b ) K “rp (_ﬁP Qb ) . (13)

k=0 a M a

P. under the 2D PPP model are derived from (11) (12) (13).

4.2 Secrecy Probability

Secrecy probability is defined as the probability that the capacity of the eaves-
dropping channel is lower than the rate redundancy R.. The expression of secrecy
probability is

Pio. = P[Cg =logs (1+ SINR.) < R.]

14
=P (SINR. <y=2% —1), 14)



238 K. Shi and X. Gu

where STN R, is the SINR received at Eves, R. = loga(1 + 7), v is a threshold
and vy = 2% — 1.

First we derive Ps.. under Poisson line process modeling model. We choose
an Alice and an Eve as typical vehicles respectively. Suppose Eve is at the round
point (0, 0), s, is the distance between Alice and Eve, y,, is the projected distance
of s, on the y-axis and x,, is the projected distance of s, on the x-axis. When
discussing Pse. for Eves, we do not consider Bob. The expression of Pi. is
derived as follows.

oo = P(SINR, < 7)
(15)
/ / (SINR. < | Y) fy. (4n) f, (50 | yu) dsudly.

The derivation of (15) is similar as (6), we do not repeat the detailed derivation
process here. Next we will derive fy. (yn), fs,(Sn | yn) and P(SINR.<vy | Y3)
respectively. fy, (yn) is derived in (7) and fs, (sn | yn) is derived in (9) without
repeating the derivation. P(SINR.>~v | Y,,) is derived as follows.

P(SINR, >~ |Yy)

PO |herTw, an_a
@P P,(1-0) } . 2 ‘ > [ Y
ﬁ ||hek:TWaH Sn_a + I + 062

o T e2 noe
P<|h6kTwa|2>7(1 90) A +;9>8 |Yn,1>

d 1—6 25,
D erp (_7(9)> exp <_WPaZ> Li(s|Y,)

The interference I = Zce% SpT Hh T. || d_" in step (b). Step (c) is derived
since Hh W, H ~ I' (N, —1,1) and the mean value oth W, H is N, —1. Step

(d) is derived due to {h kwa|2 ~ exp(1l) and the mean value of }hekwa|2 is 1 and

Er(e7T) = Li(s)|,_y = [;e T f1(I)dl, where A = L. f(I) is PDF of I,
and Ly(s) is the Laplace transform of I I is divided into two parts, which are
the interfering vehicles Iy on the same road as the typical vehicle Eve (referred
to as typical road in the following paper) and the interfering vehicles I,, on the

other roads, the expression of L;(s) is as follows.

©pg, (16)

_asp®
="P,0

Li(s|Yy) =1L, (s|Yn) L1, (s|Y,). (17)

The expression of Ly, (s|Y,,) is derived as follows.
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Li, (s|Y,) =E[e ]

P. o
=E | Eg,,, ll_lewp (—ch_lGOIO:E )H
0
o —(Ne—1)
(a) sP.x™« (18)
= 1
H < " Ne—1 >

Io

o Can ~(Ne—1)
P
Derp [QAU/ (1 (1+8 z 1) )dz].

Gor, represents the channel between Charlies and Eves. Step (a) is derived due
to ||hLT.||*> ~ I'(N. —1,1) and the Moment Generating Function (MGF) of
gamma distribution, step (b) is derived from the Probability Generating Func-
tion (PGF) of the 1D PPP [17], and assume that the distance z>s, from the
interfering vehicle to the round point.

Then the expression of Ly, (s |Y;) is derived as follows.

HLIO (5| Yy)
Sn o

=exp —2)\5/ 1—exp _2)\1)/ N (19)
0

_a\ —(N.—1)
Pc 2 2 2
1_<1+8(x+y)> dx>dy,

N.—1

(s ]Yn)

where assuming that the coordinates of the interfering vehicle position (z,y)
satisfies 72 + y?>s,2. Li(s | Y,) is derived from (17)—(19). P(SINR.>~ | Yy,)
is derived from (16)—(19), and then

P.(SINR<~|Y,) =1—P(SINR. >~ |Ya). (20)
Py for the Poisson line process modeling can be derived from (7) (9) and (15)—
(20).

In order to verify that PLP model is more applicable to urban scenarios, we
compare P;.. under PLP model with those under the 2D PPP model. P;.. under
2D PPP model is shown as follows.

Assume that the typical vehicle Eve is at the circle point (0,0) and the
distance from Alice to Eve is r.

Poe = P(SINR,<7) = / T P(SINR, < | ) f(r)dr. (21)
0

P(SINR.>v | r)

(Y e (29 @
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Li(s|r)

=exp

(e o) P —« 7(]\7071) 23
_Qﬂ)\/r x<1—(1+‘“}\[:xl> dz| . (23)

P(SINR.<vy|r)=1—P(SINR.>v |r). (24)
Py under the 2D PPP model are derived from (12) and (21)—(24).

4.3 Secrecy Throughput

We use the secrecy throughput proposed in the literature [11] to quantify the con-
fidentiality performance, which contains both P, and Ps... The secrecy through-
put 7 is defined as the rate of information, in bps, transmitted from the legitimate
source node to the destination node in complete secrecy, and the expression for
secrecy throughput 7 is

N =P Psec Rs (25)

The relationship between the 1 and each influencing factor is studied in order to
analyze how to choose the appropriate parameters to ensure that the information
is reliably transmitted to the receiver while not leaking to the eavesdropper.
That is, the confidential information sent by Alice is received by the legitimate
receiver Bob, to ensure the transmission quality. Meanwhile, the confidential
information sent by Alice is not eavesdropped by Eves as much as possible, so
that the confidential information is not leaked, that is, secure transmission is
guaranteed.

However, the above two situations cannot be satisfied at the same time, but
are mutually restrictive. For example, the more confidential information Alice
sends, the more confidential information Bob receives and the greater P,. But
at the same time, the more confidential information Eves receives, the less Pie.
The next section analyzes how to select the appropriate parameters to achieve a
balance between P, and Ps.. by studying the relationship between 1 and related
parameters.

5 Simulation Results and Analysis

In this section, we plot the graphs of coverage probability, secrecy probability and
secrecy throughput versus each important parameter under PLP and 2D PPP
model respectively. In order to make the theoretical results more convincing, we
chose a typical urban scenario - part of the roads in the urban area of Xi’an,
China, modeled the vehicles on real roads and simulated the communication
performance of the vehicles, compared the performance curves under two models
with those under real urban road. The simulation modeling parameters are shown
in Table 1.
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Table 1. Parameters of Simulation

Parameter | Value
As 0.001
Av 0.05
«a 7
notse 10-2°
P,(dBm) |30
P.(dBm) |30

1

09

08

07

06

05

Pc

Analytical MPLP Na=2

04 Analytical MPLP Na=4
Analytical PPP Na=2
= = = Analytical PPP Na=4
O  Simulated Na=2
A Simulated Na=4

03

02

01

0

0 01 02 03 04 05 06 07 08 09 1
power allocation ratio, 6

Fig. 4. Coverage probability versus confidential information power ratio 6, Ry, = 3.
(Color figure online)

5.1 Coverage Probability Simulation Results and Analysis

As shown in Fig. 4, the larger 6 is, the more confidential information Alice trans-
mits to Bob and the larger P, is. The curves of different colors in the figure
represent different antenna numbers of Alice, the more antennas Alice has, the
larger P,. We can improve the P, by appropriately increasing 6 or N,.

The solid and dashed lines represent P. under PLP and 2D PPP model
respectively, the black triangles and black circles indicate P, derived from vehicle
modeling on some roads in Xi’an urban area with different N,. We can find
that the curves of the real urban scenario match better with those under PLP
model, which indicates that the PLP model is more applicable to the modeling
of urban scenarios than 2D PPP. This conclusion can be drawn from all the
graphs below, so it is not repeated in the following. And the phenomenon that
the theoretical curves fit the curves of the real scenarios proves the correctness
of the theoretical formulation derived above. According to 3 = 2% — 1, different
Ry, represents different threshold 5. We can find in Fig.5 that the lower g, the
larger P.. We conclude that P. can be improved by appropriately decreasing the
preset Ry value from the figure.
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Pc
o
o

Analytical MPLP Rb=4 bps/Hz
Analytical MPLP Rb=5 bps/Hz
Analytical PPP Rb=4 bps/Hz
= = = Analytical PPP Rb=5 bps/Hz
O Simulated Rb=4 bps/Hz
A simulated Rb=5 bps/Hz

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 08 0.9 1
power allocation ratio, ¢

Fig. 5. Coverage probability versus confidential information power ratio 6, N, = 2.

1 <)
0.9
0.8
0.7
06

3

& os Analytical MPLP lamdav=0.0"

e Anallytical MPLP lamdav=0.03/

04 Analytical PPP

O  Simulated lamdav=0.01

03 A Simulated lamdav=0.03

0.2

0.1

0

0 0.1 02 03 04 05 06 07 08 09 1
power allocation ratio, ¢

Fig. 6. Secrecy probability versus confidential information power ratio 6, R. = 1,
N, = 4. (Color figure online)

5.2 Secrecy Probability Simulation Results and Analysis

As shown in Fig.6, the larger 6, the more effective information sent to the
eavesdropping vehicle Eves, the smaller the interference caused by AN to Eves,
the smaller P;.., and the worse the security performance. We can learn that
decreasing € can improve Ps.. and thus improve security performance.

The blue and green curves in Fig. 6 represent different densities of interfer-
ing vehicles, we can find that the higher the density of interfering vehicles, the
higher P;... This is because the greater the density of interfering vehicles, the
greater the interference of Charlies to Eves, the greater the Pj.., and the bet-
ter the secrecy performance. Therefore, we can increase Pj.. by appropriately
increasing the density of interfering vehicles, thus improving the secrecy perfor-
mance. According to v = 2% — 1, different R, represents different threshold ~.
We can find that in Fig. 7, the larger v, the higher Ps... We can increase the size
of R, appropriately by changing the preset R, and R to improve Ps... We can
find in Fig.8 that the more NV, the higher P,... This is because N., the more
the interference to Eves, so the higher P,.. and the better secrecy performance.
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1 = T
R S
N O~
09F . 0‘“0
{ 3O-
% Lo
08 5 . ~Q___
.
07 AN
.
0.6 .

Analytical MPLP Re=1

Analytical MPLP Re=2
= = Analytical PPP Re=1

= = =Analytical PPP Re=2

O Simulated Re=1

A simulated Re=2

0 01 02 03 04 05 06 07 08 09 1
power allocation ratio, &

Fig. 7. Secrecy probability versus confidential information power ratio 6, A, = 0.02,

N. =4.
0.9 T r
B S Q ro
hd fo}
08 Analytical MPLP ¢ =0.7
Analytical MPLP ¢ =0.8
Analytical MPLP 6 =0.9
07+ Analytical PPP 6 =0.7
= = = Analytical PPP ¢ =0.8
= = = Analytical PPP ¢ =0.9
O Simulated ¢ =0.7
$ 06 O Simulated 9 =08
O  Simulated ¢ =09
05F
04 r
0.3 c--- .
2 3 4 5 6 7 8
Nec
Fig. 8. Secrecy probability versus confidential information power ratio 8, R. = 1,
Ay = 0.02.

Therefore, we can increase N, to improve the Ps.. and thus improve the secrecy
performance. Different color curves represent different §. We can see that the
larger @, the lower the Ps.., the reason is that the higher 0, the more secrecy
information transmit to Eves, the lower Ps..

5.3 Secrecy Throughput Simulation Results and Analysis

From Fig. 9, it can be seen that n increases and then decreases with the increase
of 0. The reason is that as 6 increases, the confidential information received by
the receiving vehicle Bob increases, and P, improves. At the same time, the
secrecy information received by Eves also increases and the P, decreases. We
can try to choose the parameter 6 near the peak point so that Bob receives
as much confidential information as possible, and Eves eavesdrops on as little
confidential information as possible. The parameters can also be selected appro-
priately according to the specific needs in different situation. For example, for
high security performance requirements, the parameter 6 with the peak point a
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Fig. 9. Secrecy throughput versus confidential information power ratio # with different
interfering vehicle densities, N, = 2. (Color figure online)
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Fig. 10. Secrecy throughput versus confidential information power ratio 6 with different
Re, No = 2.

little to the left can be chosen to achieve a higher P;.. at the expense of the P,
appropriately.

The blue and green curves in Fig. 9 indicate different interfering vehicle den-
sities. We can find that the higher the density of interfering vehicles, the higher
77, so increasing the density of interfering vehicles can increase 7. The different
color curves in Fig. 10 indicate different R.. We can find that the larger R, the
smaller 7. That is because n = P, - Py, - Rs, and Ry = Ry — R.. With P,, P,
andR;, determined, the larger R, and the smaller Ry, the smaller 7.

6 Conclusion

In this paper, we use Poisson line process model to model urban scenarios of
V2X, and derive coverage probability, secrecy probability and secrecy throughput
based on a secure transmission scheme with the addition of interfering vehicles
and artificial noise using stochastic geometry. Some effective conclusions are
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drawn to improve secrecy performance by controlling the parameters. At the
same time, we verify that the Poisson line process model is more suitable for
modeling urban scenarios by modeling vehicles on the real urban map.
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