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Abstract. In this paper, an innovative secure communication scheme
for untrusted relay systems is proposed. The source and jamming sig-
nals are jointly designed based on the selective modulation. The source
signal adopts selective modulation, composed of one selection bit and
one or more signal bits. The selection bit is employed to carry confiden-
tial information, while the signal bits are generated randomly and are
modulated the random signal. The selection bit determines the transmit
slot/frequency of signal bits, namely, the random signal. The design of
the cooperative jamming signal includes two parts, adjusting the signal
transmit power and rotating the signal phase. The simulation results
demonstrate that our proposed scheme can make the bit error ratio of
the selection bit at the untrusted relay to be 0.5. That is, there is no
confidential information leakage at the relay node. Besides, the proposed
scheme is superior to the Gaussian jamming signal in terms of the secrecy
capacity.

Keywords: Physical layer security · Cooperative systems · Selective
modulation

1 Introduction

In wireless communication systems, propagation paths are severely affected by
the environment. As a result, the signal fading is more obvious and the per-
formance of direct link is relatively terrible. With the collaboration of relays,
the communication performance can be improved and the communication range
can be expanded. Meanwhile, the transmissions in wireless networks have broad-
cast nature, which makes transmitted information more vulnerable to be eaves-
dropped.

In cooperative relay systems, the relay nodes are commonly assumed to be
trusted. During the transmission, the relay is responsible for amplifying and for-
warding the signal [1,2] or serving as a cooperative jamming node to interference
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the eavesdropper [3–5]. Nevertheless, the relay may be a potential eavesdropper,
intercepting confidential information. Thus, studying the security of untrusted
relay systems is extremely significant.

Ref. [6–13] have researched untrusted relay systems, where the source and
the destination nodes exchange information through untrusted relays. In 2007,
Oohama took the lead in studying relay channel coding to prevent wiretapping
[6]. The destination node is employed to send cooperative jamming signals, prov-
ing that the positive secrecy rate is achievable in [7]. A novel beamforming design
is proposed in [8], directing the cooperative jamming signal to an untrusted relay.
The authors of [9] propose a joint design for the precoding of useful and jam-
ming signals to maximize the secrecy capacity. Besides the precoding at source
and destination nodes, the precoding at relay is also designed to maximize the
secrecy rate in [10].

The existing works mostly adopt the secrecy capacity or the secrecy rate or
the secrecy outage probability to estimate the security of untrusted relay systems
[6–10]. In addition, Ref. [11–13] adopt the bit error rate (BER) and the symbol
error rate (SER) as evaluation criteria. In [11], the BER at the untrusted relay
can approximate 0.5 by employing a greedy algorithm. The authors of [12] con-
sider designing the amplitude and phase of the jamming signal. The simulation
results demonstrate that the SER at the trusted relay will approach 15/16 while
the signal-to-noise ratio (SNR) is greater than 25 dB. Ref. [13] proposes a con-
stellation rotation aided scheme to prevent eavesdropping. However, there are
some deficiencies in these schemes. The greedy algorithm complexity is high [11],
the required SNR is comparatively high [12] and a certain amount of confidential
information may be intercepted at untrusted relay [13].

In this paper, selective modulation is proposed to improve the security com-
bined with cooperative jamming. Selective modulation refers to extending the
source signal by one dimension. The source signal is composed of one selection
bit and signal bits, where the selection bit carries confidential information and
determine the transmit time/frequency of signal bits; signal bits are used to bear
the random signal and do not carry useful information. The cooperative jam-
ming signal is designed according to channel state information (CSI). The main
contributions of this paper can be summarized as follows:

(1) Different from existing signal designs in untrusted relay systems, the source
signal adopts selective modulation by extending the signal dimension to
transmit confidential information.

(2) The selective modulated source signal and cooperative jamming are jointly
designed to realize zero confidential information leakage at the untrusted
relay. The algorithm complexity is decreased compared with [11]; the
required SNR is reduced compared with [12] and in contrast to [13], confi-
dential information leakage at untrusted relay is completely suppressed.

The remainder of this paper is organized as follows. In Sect. 2, the untrusted
relay system model with destination-aided cooperative jamming is presented.
Section 3 presents the proposed selective modulation and cooperative jamming.
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The security scheme design without leakage is proposed in Sect. 4. Section 5
provides simulation results and conclusions are drawn in Sect. 6.

Notation: E(·) denotes mathematical expectation. P(A) is the probability that
the event A occurs. min(·) is the minimum function.

2 System Model

As described in Fig. 1, there is a two-hop untrusted relay system based on
cooperative jamming. The system consists of a source node S, a destination
node D and an untrusted relay node R. S and D solely communicate under the
collaboration of R. R amplifies and forwards the received information without
altering it. Besides, R acts as a potential eavesdropper, intercepting confidential
information. Define the S -R, R-S, R-D and D-R channels as hSR, hRS , hRD and
hDR, respectively.

( )R E DSRh DRh

RDh
S

Phase  I

Phase  II

Fig. 1. Untrusted relay system with destination-aided cooperative jamming.

Assuming that a typical two-phase protocol is adopted. In the first phase,
S sends the signal xS to R with the transmit power PS , while D cooperates in
sending jamming signals with the transmit power PJ . Thus, the received signal
at untrusted relay R is obtained as

yR =
√

PShSRxS +
√

PJhDRJD + nR, (1)

where xS is the signal transmitted by S, JD is the jamming signal sent by D,
and nR ∼ CN (0, σ2

R) is the noise at R.
In the second phase, R amplifies and forwards the received signal

xR = βyR, (2)

where β is the power constraint coefficient at R, and the power of R is constrained
by E(xH

R xR) = PR.
The signal received at D is

yD = hRDxR + nD, (3)

where nD ∼ CN (0, σ2
D) is the additive noise at D.

After receiving the signal, D can cancel the jamming signal using self-
interference cancellation. Thus, the performance of the legitimate node is almost
unaffected by jamming signals.
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3 Selective Modulation and Cooperative Jamming

In this section, we propose the selective modulation for the source signal and
analyze the security of untrusted relay systems based on selective modulation
and cooperative jamming.

IS Sx x
SEb

1

2 2/t f

signal slot/frequency null slot/frequency

2 2/t f

1 1/t f0 S SIx x
0Sx
0Sx

1 1/t f

Fig. 2. Selective modulation.

The selective modulation refers to the fact that the source signal is extended
by one dimension and the extended dimension can be time, frequency. The source
signal bits are divided into two parts, one selection bit bSE and one or more signal
bits bSI . As for signal bits bSI , they are generated randomly without protected
information. Assuming signal bits bSI are modulated into the random signal xSI .
The selection bit bSE is used to select the transmitted time/frequency of signal
bits bSI , namely, the random signal xSI .

It is worth noting that only the selection bit bSE bears confidential informa-
tion in our proposed scheme. The signal bits bSI are merely applied to carry the
random signal xSI , preventing the untrusted relay from eavesdropping on the
selection bit bSE .

As depicted in Fig. 2, S generates one selection bit bSE to determine
the transmitted slot/frequency of the random signal xSI . S only selects one
slot/frequency to send the random signal in every two slots/frequencies, and a
null signal is transmitted at the other slot/frequency, that is, to send nothing.
Assuming that if bS = 1, the modulated signals xS sent by S are xSI and 0 at
two slots t1 and t2 or at two frequencies f1 and f2, respectively. If bS = 0, xS

are 0 and xSI at t1 and t2 or f1 and f2.
According to whether S sends the random signal or not, the transmitted

slots/frequencies are divided into signal slot/frequency and null slot/frequency.
That is, if bS = 1, t1/f1 is signal slot/frequency and t2/f2 is null slot/frequency;
if bS = 0, t2/f2 is signal slot/frequency and t1/f1 is null slot/frequency.

Figure 3 describes the system model with selective modulation and jamming
signal, including signal slot/frequency in Fig. 3(a) and null slot/frequency in Fig.
3(b). The source signal adopts selective modulation, while the jamming signal is
sent by the destination node D at each slot/frequency.

As shown in Fig. 3(a), at signal slot/frequency, xS = xSI . With (1), in the
first phase, the received signal at R is

yRS =
√

PShSRxSI +
√

PJhDRJDS + nRS , (4)
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Fig. 3. System with selective modulation and cooperative jamming.

where xSI is the signal transmitted by S with E(xH
SIxSI) = 1, JDS is the jamming

signal sent by D with E(JH
DSJDS) = 1, and nRS ∼ CN (0, σ2

R) is the noise at R.
With (2), at signal slot/frequency, R amplifies and forwards the received

signal
xRS = βyRS . (5)

Similarly, at null slot/frequency, xS = 0, as shown in Fig. 3(b). The received
signal at R is

yRN =
√

PJhDRJDN + nRN , (6)

where JDN is the jamming signal with E(JH
DNJDN ) = 1, and nRN ∼ CN (0, σ2

R).
With (2), at null slot/frequency, R amplifies and forwards the received signal

xRN = βyRN . (7)

According to (2), β can be expressed as

β =

√
2PR

E
(
yH

RSyRS

)
+ E

(
yH

RNyRN

)

=

√
2PR

E
(
hH

SRhSR

)
PS + 2E

(
hH

DRhDR

)
PJ + 2σ2

R

.

(8)

Assuming that the channel fading is relatively slow and CSI remains identi-
cal during two slots/frequencies. According to (4), at signal slot/frequency, the
equivalent received signal at R is

y′
RS =

yRS√
PShSR

= xSI +
√

PJhDR√
PShSR

JDS +
nRS√
PShSR

. (9)

With (6), at null slot/frequency, the equivalent received signal at R is

yRN
′ =

yRN√
PShSR

=
√

PJhDR√
PShSR

JDN +
nRN√
PShSR

. (10)

Define the ratio of the amplitude of the cooperative jamming signal to that
of the source signal at the untrusted relay as

a =
∣∣∣∣

√
PJhDR√
PShSR

∣∣∣∣ , (11)
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and the phase difference between the D-R and S -R channels is

θ = angle
(

hDR

hSR

)
. (12)

Based on (9), (10), (11) and (12), y′
RS and y′

RN can be rewritten as

y′
RS = xSI + aejθJDS + n′

RS , (13)

yRN
′ = aejθJDN + n′

RN , (14)

where n′
RS , n′

RN are the equivalent noise at R, nRS , nRN ∼ CN (
0, σ2

)
, σ2 =

σ2
R/

(
PS |hSR|2

)
.

In general, the receiver judges the slot/frequency with higher power as the
slot/frequency where the signal is sent. This signal demodulation method is
simple. The proposed selective modulation aims to decrease the complexity of
communication systems. Thus, the untrusted relay and the destination node
adopt this signal demodulation method in this paper.

If the power magnitude of the received signal at R is uncertain at signal
and null slots/frequencies, so that the untrusted relay cannot distinguish signal
slot/frequency. Therefore, the probability of R guessing the signal slot/frequency
correctly is 0.5, that is, BER of the selection bit at R is 0.5.

According to (13) and (14), the power of equivalent signals at the untrusted
relay R are

∣∣xSI + aejθJDS + nRS
′∣∣2 and

∣∣aejθJDN + nRN
′∣∣2 at signal and null

slots/frequencies, respectively.
Compared with null slot/frequency, if the probability of the equivalent signal

at R with higher and lower power at signal slot/frequency is equal, the error
probability of R distinguishing signal slot/frequency will be 0.5. That is, the
BER of the selection bit at R is 0.5. Under this condition, zero secret information
leakage can be achieved at untrusted relay R.

On this basis, the joint design of the source signal and the jamming signal is
proposed in next sections. It aims to make the power of signals received by R at
signal and null slots/frequencies satisfy

P
(∣∣xSI + aejθJDS + nRS

′∣∣2 >
∣∣aejθJDN + nRN

′∣∣2
)

= P
(∣∣xSI + aejθJDS + nRS

′∣∣2 <
∣∣aejθJDN + nRN

′∣∣2
)

.
(15)

4 Security Scheme Design

The previous section presents the system security analysis with selective modu-
lation and cooperative jamming. To achieve absolute secure communication, the
BER of the selection bit at R is required to be 0.5. The magnitude of received
signals power at R must be uncertain between signal and null slots/frequencies.
The signal power at signal slot/frequency is related to the random signal, the
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jamming signal and noise, while the signal power at null slot/frequency is solely
related to jamming signal and noise.

In this section, the random signal xSI and the jamming signal JD are designed
jointly on the basis of the system security analysis. Furthermore, the security
scheme design without leakage is proposed.

4.1 Signal Design Based on MPSK

As for selective modulation, we find that MPSK is optimal to improve the secu-
rity compared with amplitude shift keying (ASK) and quadrature amplitude
modulation (QAM). Assuming that the random and jamming signals are MPSK
modulated. The random signal xSI is M1PSK modulated,

xSI = ejθS ,

where M1 = 2n1 , n1 = 1, 2, 3, 4..., θS is the phase of xSI , θS = (2l1 − 1) π/M1,
l1 ∈ {1, 2, 3...M1}.

The jamming signal JD is M2PSK modulated,

JD = ejθD ,

where M2 = 2n2 , n2 = 1, 2, 3, 4..., θD is the phase of JD, θD = (2l2 − 1) π/M2,
l2 ∈ {1, 2, 3...M2}.

For brevity of exposition, we define

M0 = max (M1,M2) . (16)

The complex Gaussian noise may be complicated to analyze. Without loss
of generality, theoretical analysis ignores the noise received at R but simula-
tion results consider the effect of noise. Thus, the signals power received by R
are simplified as

∣
∣xSI + aejθJDS

∣
∣2 at signal slot/frequency and

∣
∣aejθJDN

∣
∣2 or

a2 at null slot/frequency. Based on (15), if the complex Gaussian noise is not
considered, the condition for zero confidential information leakage at R is

P
(∣∣xSI + aejθJDS

∣∣2 > a2
)

= P
(∣∣xS + aejθJDS

∣∣2 < a2
)

, (17)

where JDS is the cooperative jamming signal sent by D and have the same dis-
tribution as JD. Thus, we have JDS = JD. Without the noise being considered,
at signal slot/frequency, the signal power received by R can be expressed as

∣
∣
∣xSI + aejθJDS

∣
∣
∣

2

=
(

xSI + aejθJD

) (

xSI + aejθJD

)H

= xSIxH
SI +

(

aejθJD

) (

aejθJD

)H
+ xSI

(

aejθJD

)H
+ aejθJDxH

SI

= 1 + a2 + aejθS−θ−θD + aejθ+θD−θS

= 1 + a2 + 2a cos (θS − θD − θ) .

(18)
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Since the random signal xSI is M1PSK, the period of θS is 2π/M1. Similarily,
the period of θD is 2π/M2 as for jamming signal JD. Thus, xSI and JD can be
expressed as followed:

xSI = ej(θS+2π/M1), (19)

JD = ej(θD−2π/M2). (20)

Substituting (19) or (20) for (18), the signal power at signal slot/frequency can
be rewritten as

∣∣xSI + aejθJDS

∣∣2 = 1 + a2 + 2a cos (θS − θD − θ + 2π/M1)

= 1 + a2 + 2a cos (θS − θD − θ + 2π/M2) .
(21)

Comparing (18) with (21), it can be shown that the signal power at signal
slot/frequency is a periodic function of the channel phase difference θ. If M1 �=
M2, the minimum positive period of θ is

min
(

2π

M1
,

2π

M2
,

∣∣∣
∣
2π

M1
− 2π

M2

∣∣∣
∣

)
=

2π

M0
; (22)

if M1 = M2 = M0, the minimum positive period is

min
(

2π

M1
,

2π

M2

)
=

2π

M0
. (23)

According to the characteristics of MPSK modulation, if the signal phase is
reversed, it is still MPSK. Thus, xSI and JD can be expressed as xSI = e−jθS ,
JD = e−jθD . Integrating them into (18), we can obtain the expression

∣∣xSI + aejθJDS

∣∣2 = 1 + a2 + 2a cos (−θS + θD − θ)

= 1 + a2 + 2a cos (θS − θD + θ) .
(24)

Compared with (18), the signal power at signal slot/frequency is also an even
function of θ.

In summary, the signal power received by R at signal slot/frequency is func-
tion of θ and is also an even function of θ. It can be concluded that the period
of θ is 2π/M0 and the symmetry axis is π/M0. Thus, the effective range of θ is
[0, π/M0].

4.2 Security Analysis Based on MPSK

According to (18), as the values of the amplitude ratio a and the channel phase
difference θ are certain, the signal power at signal slot/frequency depends on the
difference θS − θD. Since θS , θD ∈ [0, 2π], θS − θD ∈ [−2π, 2π].

For brevity of analysis, we restrict the difference θS − θD to the range of
0 ∼ 2π. If θS − θD /∈ [0, 2π], it can be mapped into the corresponding interval
since the period of phase is 2π.

<1> M1 = M2 = M0
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Assuming that both the random signal xSI and the jamming signal JD are
M0PSK. The phase difference of xSI and JD can be expressed as

θS − θD = 2l3π/M0, (25)

where, l3 = (l1 − l2 + M0) mod M0.
Thus, l3 = 0, 1, 2, 3...M0 − 1 and l3 is a uniform distribution.

1) M0 = 2

Assuming that xSI and JD are BPSK, so the effective range of θ is [0, π/2],
l3 = 0, 1. If l3 = 0, θS − θD − θ = −θ; if l3 = 1, θS − θD − θ = π − θ.

If l3 = 0, we have cos (θS − θD − θ) ≥ 0, 1 + a2 + 2a cos (θS − θD − θ) >
a2. That is, the signal power at signal slot/frequency is greater than null
slot/frequency as l3 = 0 and the probability is 0.5. In order to realize zero confi-
dential information leakage at R, 1 + a2 + 2a cos (θS − θD − θ) < a2 is required
if l3 = 1 according to (17). That is, 1 + a2 − 2a cos θ < a2 is required to satisfy.
Thus, we can obtain cos θ > 1/2a, namely, θ < arccos (1/2a). Besides, cos θ ≤ 1,
so a > 1/2 is required.

To summarize, if xSI and JD are BPSK, the BER of the selection bit bSE at
R is 0.5 under the condition that a > 1/2 and 0 ≤ θ < arccos (1/2a).

2) M0 > 2

Both xSI and JD are M0PSK, the effective range of θ is [0, π/M0] and l3 =
0, 1, 2, 3...M0 − 1.

If l3 ∈ [0,M0/4], −π/2 < θS − θD − θ ≤ π/2; if l3 ∈ [3M0/4 + 1,M0 − 1],
3π/2 ≤ θS − θD − θ < 2π. Thus, if l3 ∈ [0,M0/4]∪ [3M0/4 + 1,M0 − 1], we have
1 + a2 + 2a cos (θS − θD − θ) > a2.

Since the length of [0,M0/4] ∪ [3M0/4 + 1,M0 − 1] is half the length
[0,M0 − 1], we can obtain that P

(∣∣xSI + aejθJDS

∣∣2 > a2
)

= 0.5.
Similarly, if l3 ∈ [M0/4 + 1, 3M0/4], we have π/2 + 2π/M0 − θ ≤ θS −

θD − θ ≤ 3π/2 − θ. Meanwhile, 1 + a2 + 2a cos (θS − θD − θ) < a2 is required.
If θ ∈ [0, π/M0], the maximum value of 1 + a2 + 2a cos (θS − θD − θ) will be
1 + a2 + 2a cos (3π/2 − θ). Thus, 1 + a2 + 2a cos (3π/2 − θ) < a2, namely, 1 −
2a cos (π/2 − θ) < 0 is required. On the basis of this, we can obtain the condition
for zero confidential information leakage at R is that a > 1/2 cos (π/2 − θ) and
θ > π/2 − arccos (1/2a).

To summarize, if xSI and JD are M0PSK, the BER of the selection bit
bSE at R is 0.5 under the condition that a > 1/2 cos (π/2 − π/M0) and π/2 −
arccos (1/2a) < θ ≤ π/M0,

<2> M1 �= M2,M0 = max (M1,M2)
Suppose M1 > M2, we can have M1 = M0 and M2 = M0/k, where k =

2, 4, 8, ..M0/2. The phase of xSI and JD can be expressed as θS = (2l4 − 1) π/M0

and θD = (2l5 − 1) π/M2 = (2l5 − 1) kπ/M0, where l4 ∈ {1, 2, 3...M0}, l5 ∈
{1, 2, 3...M0/k}.
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The phase difference of xSI and JD can be expressed as

θS − θD = (2l6 + 1) π/M0, (26)

where l6 = [l4 − 1 − (2l5 − 1) k/2 + M0] mod M0. Thus, l6 = 0, 1, 2, 3...M0 − 1
and l6 is a uniform distribution.

Compared with (18), there only exists a phase shift of π/M0. Thus, the
required range of a is identical and the required range of θ has the phase shift of
π/M0. On this basis, we can obtain that the required range of θ is π/2+π/M0−
arccos (1/2a) < θ ≤ 2π/M0. Since the symmetry axis of θ is π/M0, it can be
mapped into the interval [0, π/M0] and the range is 0 ≤ θ < arccos (1/2a) +
π/M0 − π/2.

To summarize, if xSI and JD are M1PSK and M2PSK, respectively, M1 �=
M2, the BER of the selection bit bSE at R is 0.5 under the condition that
a > 1/2 cos (π/2 − π/M0) and 0 ≤ θ < arccos (1/2a) + π/M0 − π/2.

In conclusion, if M1 = M2 = M0 > 2, the BER of the selection bit
bSE at R is 0.5 under the condition that a > 1/2 cos (π/2 − π/M0) and
π/2 − arccos (1/2a) < θ ≤ π/M0; if M1 = M2 = 2 or M1 �= M2 and
M0 = max (M1,M2), the BER of the selection bit bSE at R is 0.5 under the con-
dition that a > 1/2 cos (π/2 − π/M0) and 0 ≤ θ < arccos (1/2a) + π/M0 − π/2.

Through the above analysis, the signal power at null slot/frequency depends
on the amplitude ratio a, while the signal power at signal slot/frequency is related
to the values of a, θ and θS − θD. It can be observed from (11) and (12) that
the values of a and θ are independent of the signal modulation.

Besides, the scheme with M1PSK-modulated xSI and M2PSK-modulated
JD has the same distribution of θS − θD as the scheme with M2PSK-modulated
xSI and M1PSK-modulated JD. Thus, the two schemes are equivalent in system
security with selective modulation and cooperative jamming. Compared to the
scheme with M1 = M2 = M0, there only exists the phase shift of π/M0 in the
scheme with M1 �= M2,M0 = max (M1,M2).

4.3 Security Scheme Design Without Leakage

In this section, we propose the security scheme without leakage. Through the
security analysis based on MPSK, it can be concluded that if the amplitude ratio
a is greater than the corresponding threshold and the channel phase difference
θ is limited in a certain range, zero confidential information leakage at R can be
achieved. However, the values of a and θ are arbitrary in practical communication
system.

In the presented system model, the jamming signal JD is sent by D. D can
cancel it by self-interference cancellation so that the design of JD has little effect
on the received performance of D. Thus, the jamming signal is designed to realize
zero confidential information leakage.

According to (11), the transmit power PJ of the jamming signal can be
adjusted to make a > 1/2 cos (π/2 − π/M0). Based on (12), θ depends on the
channels in practical system and cannot be changed directly. Thus, the phase of
the jamming signal is designed as
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J ′
D = ejθ′

D = JDejθΔD , (27)

where θΔD is a variable related to θ.
The phase difference can be rewritten as

θS − θ′
D − θ = θS − θD − (θΔD + θ) . (28)

If M1 = M2 = M0 > 2, θΔD is designed to make

π/2 − arccos (1/2a) − θ < θΔD ≤ π/M − θ; (29)

if M1 = M2 = 2 or M1 �= M2 and M0 = max (M1,M2), θΔD is designed to make

− θ ≤ θΔD < arccos (1/2a) + π/M − π/2 − θ. (30)

In this paper, a security scheme without leakage is proposed. The source sig-
nal adopts selective modulation, including one selection bit and signal bits. The
selection bit bears confidential information and the signal bits carry modulated
signals xSI . The source node S generates one selection bit bSE to determine the
transmitted slot/frequency of MPSK modulated xSI . Meanwhile, the jamming
signal JD is designed according to the related CSI and the modulation order.
The proposed scheme can achieve zero confidential information leakage at the
untrusted relay.

5 Simulation Results

Fig. 4. BER at R (E) versus θ with a = 1.5 and SNR = 25 dB.

The demodulation BER and secrecy capacity are adopted as the evaluating
metrics in this section. Figure 4 depicts the BER at R (E ) versus θ with a = 1.5
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and SNR = 25 dB. Assuming that xSI is M1PSK and JD is M2PSK, where M0 =
max (M1,M2) = 16. As shown in Fig. 4, the BER at R (E ) is a periodic function
of the channel phase difference θ. The period of θ is 2π/16 and the symmetry axis
is π/16. The BER at R (E ) with 16PSK-modulated xSI and JD is plotted in the
red line. Compared with the other schemes, there only exists the difference of the
phase shift π/16. If the modulation orders of xSI and JD are different, the BER
at R depends on the signal with larger modulation order. If the larger modulation
order is identical, these schemes with M1 �= M2 are equivalent in system security
with selective modulation and cooperative jamming. The simulation results are
in accordance with the theoretical analysis.

Fig. 5. BER at R (E) versus a without noise.

Figure 5 presents the BER at R (E ) versus a without noise under MPSK
modulated signals of different order. In our proposed schemes, if the random
signal xSI and the jamming signal JD are BPSK, JD is designed with the rotation
phase of −θ; if xSI and JD are M0PSK (M0 > 2), JD the designed with the
rotation phase of π/M − θ. Under these schemes, if a > 1/2 cos (π/2 − π/M0),
the BER at R is fixed to be 0.5. The lower bound of a increases with M0. It can
be clearly seen that our proposed schemes can make BER at R to be 0.5 without
considering complex Gaussian noise. That is, no confidential information leakage
can be achieved at the untrusted relay.

Figure 6 and Fig. 7 plots the BERs at R (E ) and D versus a at SNR = 20 dB
and SNR = 15 dB. The performance of Gaussian jamming signal is also given
in the figure as a comparison. In our proposed scheme, xSI is BPSK and JD is
BPSK with the rotation phase of −θ. Compared with Fig. 5, Fig. 6 and Fig. 7
considers the complex Gaussian noise. It can be shown that at SNR = 20 dB,
the BER at R (E ) is 0.5 if a ≥ 0.7; at SNR = 15 dB, the BER at R (E ) is 0.5 if
a ≥ 0.6. That is, the untrusted relay cannot eavesdrop any useful information.
In contrast to Fig. 5, the lower bound of a being 0.5 increases in Fig. 6 and Fig.
7. With the increase of SNR, the lower bound of a will approach 0.5. However,
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the BER at R (E ) is less than 0.5 with Gaussian jamming signal. Besides, the
BER at D are identical and is not affected by the jamming signal. In brief, the
proposed scheme performs better than Gaussian jamming signal.

Fig. 6. BERs at R (E) and D versus a with SNR = 20 dB.

Fig. 7. BERs at R (E) and D versus a with SNR = 15 dB.

Figure 8 compares the security capacity of the proposed scheme and the
Gaussian jamming signal at SNR = 20 dB. In our proposed scheme, xSI is
BPSK and JD is BPSK with the rotation phase of −θ. It can be observed from
the figure that the overall security capacity of the proposed scheme is better
than that of Gaussian jamming. If 0.6 ≤ a ≤ 1.6, the secret capacity with the
proposed scheme tends to approach 1. As a > 1.6, the security capacity of both
schemes tend to decrease. This is because with the increase of a, the BER at
D tends to increase as a > 1.6. Compared with Fig. 6, as SNR = 20 dB and
a ≥ 0.6, the BER at R is 0.5. That is, even if the security capacity is less than
1 as a > 1.6, zero confidential information leakage can still be achieved.
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Fig. 8. Security capacity versus a with SNR = 20 dB.

6 Conclusion

In this paper, we proposed an innovative secure communication scheme for
untrusted relay systems based on selective modulation and cooperative jamming.
The source signal adopted selective modulation and the mapping bits included
one selection bit and signal bits. For the proposed selective modulation, multi-
bit selective bits are also available. The selection bit determined the transmit
slot/frequency of the random signal xSI , bearing confidential information, while
the signal bits carried the random signal. The design of the cooperative jam-
ming signal JD based on MPSK consisted of two parts. The transmit power of
JD was adjusted based on the amplitude ratio a, while the phase of JD was
rotated related to the channel phase θ and the modulation order. The demodu-
lated BER and security capacity were evaluated as security performance metrics.
The simulation results demonstrated the proposed scheme can make BER at the
untrusted relay to be 0.5, achieving zero confidential information leakage at R.
Besides, the proposed scheme performed better than Gaussian jamming signal
in the secrecy.

References

1. Long, H., Xiang, W., Li, Y.: Precoding and cooperative jamming in multi-antenna
two-way relaying wiretap systems without eavesdroppers channel state informa-
tion. IEEE Trans. Inf. Forensics Secur. 12(6), 309–1318 (2017)

2. Xie, W., Liao, J., Yu, C., Zhu, P., Liu, X.: Physical layer security performance anal-
ysis of the FD-based NOMA-VC System. IEEE Access 7, 115568–115573 (2019)

3. Lin, Z., Wang, L., Cai, Y., Yang, W., Yang, W.: Robust secure switching transmis-
sion in MISOSE relaying networks with channel uncertainty. In: 2015 International
Conference on Wireless Communications Signal Processing, pp. 1–6. IEEE, Nan-
jing (2015)



Selective Modulation and Cooperative Jamming for Secure Communication 365

4. Sinha, R., Jindal, P.: Performance analysis of cooperative schemes under total
transmit power constraint in single hop wireless relaying system. In: 2016 2nd
International Conference on Communication Control and Intelligent Systems, pp.
28–31. IEEE, Mathura (2016)

5. Divya, T., Gurrala, K. K., Das, S.: Performance analysis of hybrid decode amplify-
forward (HDAF) relaying for improving security in cooperative wireless network.
In: 2015 Global Conference on Communication Technologies, pp. 682–687. IEEE,
Thuckalay (2015)

6. Oohama, Y.: Capacity theorems for relay channels with confidential messages. In:
2007 IEEE International Symposium on Information Theory, pp. 926–930. IEEE,
Nice (2007)

7. He, X., Yener, A.: Two-hop secure communication using an untrusted relay: a
case for cooperative jamming. In: IEEE GLOBECOM 2008–2008 IEEE Global
Telecommunications Conference, pp. 1–5. IEEE, New Orleans (2008)

8. Mekkawy, T., Yao, R., Tsiftsis, T.A., Xu, F., Lu, Y.: Joint beamforming alignment
with suboptimal power allocation for a two-way untrusted relay network. IEEE
Trans. Inf. Forensics Secur. 13(10), 2464–2474 (2018)

9. Zhang, L., Long, H., Huang, L.: Precoding and destination-aided cooperative jam-
ming in MIMO untrusted relay systems. In: 2020 IEEE/CIC International Confer-
ence on Communications in China, pp. 605–610. IEEE, Chongqing (2020)

10. Li, Q., Yang, L.: Artificial noise aided secure precoding for MIMO untrusted two-
way relay systems with perfect and imperfect channel state information. IEEE
Trans. Inf. Forensics Secur. 13(10), 2628–2638 (2018)

11. Zhang, Q., Gao, Y., Zang, G., Zhang, Y., Sha, N.: Physical layer security for
cooperative communication system with untrusted relay based on jamming signals.
In: 2015 International Conference on Wireless Communications Signal Processing
(WCSP), pp. 1–4. IEEE, Nanjing (2015)

12. Liu, Y., Li, L., Pesavento, M.: Enhancing physical layer security in untrusted relay
networks with artificial noise: a symbol error rate based approach. In: 2014 IEEE
8th Sensor Array and Multichannel Signal Processing Workshop (SAM), pp. 261–
264. IEEE, La Coruna (2014)

13. Xu, H., Sun, L., Ren, P., Du, Q.: Securing two-way cooperative systems with an
untrusted relay: a constellation-rotation aided approach. IEEE Commun. Lett.
19(12), 2270–2273 (2015)


