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Abstract. Decision tree model is widely used in telemedicine, credit
evaluation and other fields because of its high efficiency and ease of use.
Companies can charge customers who do not have professional knowl-
edge or resources to build pre-diction models to achieve the purpose of
profitability. In order to protect the privacy of client data and decision
tree model parameters in this scenario, we propose an integer comparison
protocol based on distributed bitwise comparison, and further design an
efficient privacy-preserving decision tree classification model. Our pro-
tocol uses the idea of Beaver triple multiplication combined with secret
sharing to replace the ciphertext homomorphic operation in the orig-
inal comparison protocol. Compared with the comparison protocol re-
lying on the traditional semi-homomorphic encryption scheme, it further
im-proves the operation efficiency and compresses the communication
cost in ciphertext transmission. Security analysis shows that this scheme
achieves the expected privacy for users and model providers. Experi-
mental results on real datasets show that the overall running time of
this scheme is about 0.8s for a decision tree of depth 3, and about 5s for
a decision tree of depth 17. So, its computational overhead is low and
acceptable.

Keywords: Machine learning · Decision tree · Secret sharing ·
Homomorphic encryption · Privacy-preserving

1 Introduction

With the diversification of Internet technology more and more companies are
offering a wide range of remote services to their users. These include machine
learning classifiers for data analysis and prediction services such as healthcare,
transportation, and image recognition. In actual deployment, typically the clas-
sification service provider has a trained model, the user gives an instance as
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input, and its output represents the classification label of its output. The clas-
sifier is trained by the hospital with human and material resources, which is a
trade secret and cannot be disclosed [1]. The user’s input includes their own,
such as height, weight, heart rate, etc., which are personal privacy which cannot
be disclosed. Therefore, privacy protection in the use of machine learning mod-
els is crucial. Since Agrawal et al. [2] proposed privacy-preserving data mining
techniques, mainstream data mining techniques have emerged successively with
solutions to privacy-preserving problems such as neural networks [3], support
vector machines [4], decision trees [5] and random forests [6], etc. In this paper,
we focus on privacy-preserving issues related to decision tree models, its related
work is as follows.

In 2015, Bost et al. [7] were the first to design a privacy-preserving decision
tree evaluation scheme using FHE technique, which uses FHE to encrypt the data
and process the decision tree as a polynomial, and computes the polynomial by
homomorphism to finally obtain the classification result. Subsequently, Wu et
al. [8] used a more lightweight additive homomorphic encryption combined with
oblivious transfer(OT) [9] instead of fully homomorphic encryption to reduce the
computational overhead. Tai et al. [10] proposed to represent the decision tree
as multiple linear functions and determine whether a single leaf node contains a
classification result by calculating the path cost of that leaf node, which reduces
the computational overhead and communication compared to the Wu [8]. In
2019, Zheng et al. [11] proposed to use additive secret sharing technique to
divide the decision tree thresholds with user features into two secret shares and
outsource to two servers to complete the overall classification process using MSB,
but requires a large number of parameters to be prepared in advance by trusted
third parties. In 2020, Xue et al. [12] used Paillier encryption scheme to encrypt
the data using respective shares to do the difference comparison size. Recently,
Cao et al. [13] proposed a multi-key privacy preserving decision tree evaluation
scheme based on double trapdoor encryption scheme, the scheme encrypts data
using DT-PKC encryption system with additive homomorphic property and uses
DGK [14] comparison protocol for node comparison, the overall efficiency of the
scheme is low due to the low efficiency of double trapdoor encryption scheme
and the per-bit comparison of decision nodes.

Our Contribution. In this paper, we propose a privacy-preserving decision
tree classification protocol in the client-server model. The protocol improves
the bit-by-bit comparison scheme proposed by Garay et al. [15] to compare
user’s features with decision nodes bit-by-bit, while ensuring the confidentiality
of user input and decision tree thresholds. It uses Beaver multiplicative triples
to complete the multiplicative operations in the comparison protocol, and avoids
the bit encryption by homomorphic encryption scheme. Hence, it improves the
efficiency of the comparison protocol in the decision tree classification protocol.
To generate the final classification result, the decision tree is transformed into
multiple linear functions and combined with Paillier homomorphic encryption
to complete the cipher-text operation and selection of classification results.
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The rest of this paper is organized as follows: In Sect. 2, we recall the defini-
tion of decision tree classification and some cryptographic tools, including Beaver
multiplicative triple and Paillier cryptosystem. In Sect. 3, we introduce the sys-
tem model and its security model. Our main protocol and its security analysis are
given in Sect. 4 and Sect. 5 respectively. We evaluate its performance in Sect. 6.
Finally, we conclude this paper in Sect. 7.

2 Preliminaries

2.1 Decision Tree Classification

Assume that the input to the user side of the decision tree model is in the
form of an n dimensional feature vector X = (x1, . . . , xn) ∈ Zn, the number
of internal nodes of the decision tree is m, and the node threshold vector is
Y = (y1, . . . , ym) ∈ Zm. We assume that the decision tree is a complete binary
tree and each node has 0 or 2 children, as shown in Fig. 1. A complete binary
tree with m non-leaf nodes has m + 1 leaf nodes and the leaf nodes are denoted
by V = (v1, v2, . . . , vm+1), then the evaluation function of the decision tree is
denoted as T : Zn → {v1, v2, . . . , vm+1}. The output of the decision tree is
denoted as v = T (X), v representing the classification result to which the input
X belongs. The decision process of a decision tree starts at the root node, tests
the conditions on the current node and descends to the left branch node or
right branch node until it reaches some leaf node storing T (X). Usually, each
decision point corresponds to a Boolean function fk(X) = 1{xik > yk}, where
k ∈ {1, 2, . . . ,m} and ik ∈ {1, 2, . . . , n}. If and only if xik is greater than yk,
then fk(X) equals to 1. When fk(X) = 1, then the next step goes to the left
branch of the decision node; Otherwise, it goes to the right branch of the node.

Fig. 1. An example of decision tree.

2.2 Beaver Multiplicative Triple

The Beaver triplet was proposed by Donald Beaver [16] and is mainly applied
to multiplication operations in secure multi-party computation protocols. To
simplify notation, we use “[·]” denote the secret sharing of “·”.
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Suppose the communicating parties A and B have the secret sharing of x
and y. Party A has share [x]A and [y]A, and Party B has share [x]B and [y]B .
They satisfy [x]A + [x]B = x and [y]A + [y]B = y. Now, the secret share [xy] can
be calculated by Party A and Party B according to the following steps:

1. A trusted third party generates a multiplicative triple (u, g, z), which satisfies
z = u · g. The triple is kept secret from the two parties in the operation, but
each of the two parties has the secret share [z], [u] and [g].

2. Party A and Party B calculate the shares of α = x−u respectively, and made
them public, i.e., [α]A = [x]A − [u]A and [α]B = [x]B − [u]B .

3. Party A and Party B calculate the shares of β = y−g respectively, and made
them public, i.e., [β]A = [y]A − [g]A and [β]B = [y]B − [y]B .

4. The two parties reconstruct α and β according to the secret shares.
5. Party A and Party B calculate the shares of η, that is

[η]A = [z]A + α · [g]A + β · [u]A and [η]B = [z]B + α · [g]B + β · [u]B + α · β.

The correctness of above steps to calculate the shares [xy] is showed as fol-
lows: Since the shares [α] and [β] are public, each party can reconstruct α and
β, and hence the above shares [η]A and [η]B . So,

[η]A + [η]B = [z]A + α · [g]A + β · [u]A + [z]B + α · [g]B + β · [u]B + α · β.

= u · g + (x − u) · g + (y − g) · u + (x − u) · (y − g)
= x · y.

2.3 Paillier Encryption Algorithm

The Paillier encryption algorithm [16] is a public key encryption scheme based
on the composite residuosity problem, proposed by Paillier et al. in 1999. It
supports additive homomorphic operations over the message space ZN and is
widely used in various security domains. In this paper, we use ‖ · ‖ to denote the
encryption of “·”, and use Dec(·) to denote the decryption of C. Assume that m1

and m2 are two plaintext messages, and r1 and r2 are two random numbers in
Z∗
N . (N, g) is the public key of the Paillier encryption algorithm, where N is the

product of two large prime numbers p, q and g = 1+N . The Paillier encryption
algorithm is additively homomorphic, as it has the following two properties.

1. Addition: For any two messages m1,m2 ∈ ZN , it has that

‖m1‖ · ‖m2‖ =
(
gm1rN1 mod N2

) · (
gm2rN2 mod N2

)

= gm1+m2(r1r2)N mod N2

= ‖m1 + m2‖.

2. Scalar Multiplication: For any integer k ∈ ZN , it has that

‖m1‖k =
(
gm1rN1 mod N2

)k

= gk·m1(rk1 )N mod N2

= ‖k · m1‖.
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3 System Model and Security Model

3.1 System Model

The system involves three main entities: a user, a service provider, and a trusted
authority. The specific interactions are shown in the following Fig. 2.

Fig. 2. System model.

– User (U). The user has a private input in the form of a feature vector, which
contains information about a different attribute of the user, such as height,
weight, heart rate etc. During the operation of the protocol, the user wants to
use the decision tree model to obtain the classification results corresponding to
their input. As the feature vector may contain sensitive personal information,
the user will not send data in plain text during the operation of the protocol.

– Service provider (P). This entity is the party in the protocol that work
the major computational overhead, usually a commercial company, hospital,
etc. It holds a decision tree model that has been trained by a decision tree
algorithm (e.g. CART, C4.5, etc.) and uses it to provide a classification service
to the user. During the classification process, the model parameters should
be avoided to be leaked to users during the protocol process while ensuring
the decision tree classification function.

– Trust Authority (TA). This entity performs the operations related to
Beaver tri-ples. At the beginning of the protocol, it first generates the corre-
sponding number of triples and shares them secretly with the user and the
classification service pro-vider for the subsequent multiplication of the triples.
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3.2 Security Model

Unlike some research on privacy preservation in the training phase [18–20], we
mainly focus on the existence of security issues in the process of decision tree.

We use U and P to denote the user and the service provider, respectively.
De-note by A an attacker that can collude with either the user or the ser-
vice provider to obtain the secret information of the other party. Let X =
(x1, x2, . . . , xm) ∈ Zm denote the user’s feature vector. Y = (y1, y2, . . . , ym) ∈
Zm and Z = (z1, z2, . . . , zn) denote the node threshold vector and the classifica-
tion result vector of the decision tree, respectively. Let U(X) ↔ P (Y,Z) denote
the running process of the protocol, and (U(X) ↔ P (Y,Z)) = v denote the clas-
sification results obtained by the user. The privacy of the user and the privacy
of the decision tree model can be defined respectively as follows.

– Privacy of User. When A colludes with the model holder P , A can obtain
the model parameters Y and Z. When a user initiates a protocol U(X) ↔
P (Y,Z), the attacker can obtain all the information from the user during
the execution of the protocol. The attacker should not be able to obtain
other information about the user’s feature vectors X = (x1, x2, . . . , xm) and
classification results.

– Privacy of Model. When attacker A conspires with U , the attacker can
choose a different feature vector Xj = (xj,1, xj,2, . . . , xj,m), initiate protocol
U(Xj) ↔ P (Y,Z). The attacker can obtain all the information from the ser-
vice provider during the protocol execution and the corresponding classifica-
tion result vj . Except for the dimensionality of the node threshold vector, the
dimensionality of the classification result vector and the classification result
vj , The attacker should not be able to obtain the node threshold vector and
other information about the classification result vector.

4 Privacy-Preserving Decision Tree Classification

4.1 Secure Decision Node Comparison

This section focuses on the secure comparison of the values owned by the partic-
ipating service provider and users of the protocol. It uses additive secret sharing
and comparison scheme of [17], and allows the service provider to obtain the
encrypted comparison results for each decision node.

Suppose a feature value of the user is represented in bits cl · · · c2c1, and a node
threshold yp of the decision tree model is represented in bits pl · · · p2p1. That
is xc =

∑l
k=1 ck2k−1 and yp =

∑l
k=1 pk2k−1, where l is the bit length of xc

and yp. Let ti denote the result of comparing
∑i

k=1 ck2k−1 with
∑i

k=1 pk2k−1,
i.e., the result of comparing the first i bits of xc with the first i bits of yp.
When

∑i
k=1 ck2k−1 >

∑i
k=1 pk2k−1, ti equals to 1; Otherwise, it is 0. To obtain

the result of the comparison between xc and yp, it is necessary to compare the
iterative formula of the protocol to calculate:

ti = (1 − (ci − pi)2)ti−1 + ci(1 − pi) (1)
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where i denotes the number of bits and 1 ≤ i ≤ l, t0 = 0. When i equals to l, tl
is the final comparison result. Under the modulo 2 operations, the formula Eq. 1
is further simplified into the following equation:

ti = (1 + ci + pi)ti−1 + ci(1 + pi) (2)

As both the provider and the user are honest and curious, both parties can
secretly save each other’s bits during the iterative computation process of tl,
and thus recover the full threshold and user’s feature values. To solve this prob-
lem, we use additive secret sharing combined with Beaver triples to solve the
multiplication operation in Eq. 2, including (1 + ci + pi)ti−1 and ci(1 + pi).

In detail, for each i ∈ 1, 2, . . . , l, the user side and the service provider divide
each bit of secret sharing xc with yp into [ci]0, [ci]1, [pi]0 and [pi]1, where the
subscript 0 indicates the secret share of the user and the subscript 1 indicates
the secret share of the service provider. Specifically,

[ci]0 = ci, [ci]1 = 0, [pi]0 = 0 and [pi]1 = pi

According to the above approach, the user and the provider can calculate
the secret sharing of 1 + ci + pi and 1 + pi respectively:

[1 + ci + pi]0 = 1 + [ci]0 + [pi]0 [1 + pi]0 = 1 + [pi]0
[1 + ci + pi]1 = [ci]1 + [pi]1 [1 + pi]1 = [pi]1

Initializing the secret sharing of t0 as [t0]0 = [t0]1 = 0. Using the prepared
Beaver triple for multiplication, the user and the provider calculate the secret
sharing of ti respectively. With the help of the Beaver triple, they compute the
secret shares of (1 + ci + pi)ti−1 and ci(1 + pi) respectively. Then, the additive
secret sharing of ti is calculated for both parties as:

[ti]0 = [(1 + ci + pi)ti−1]0 + [ci(1 + pi)]0
[ti]1 = [(1 + ci + pi)ti−1]1 + [ci(1 + pi)]1

The process is iterated until i equals to l. Finally, the user encrypts [tl]0
using the Paillier public key and sends ‖[tl]0‖ to the provider. Then, the provider
calculates ‖tl‖ based on its own secret sharing:

– If [tl]1 = 0, then ‖tl‖ = ‖[tl]0‖;
– If [tl]1 = 1, then ‖tl‖ = ‖1 − [tl]0‖.

For each threshold yk in the node threshold vector of the decision tree model
Y = (y1, y2, . . . , ym) and the corresponding feature value xik in the feature vector
X = (x1, y2, . . . , xn), the user runs the protocol and the service provider can
then calculate the ciphertexts of the comparison results for any decision node
‖B‖ = {‖b1‖, ‖b2‖, . . . , ‖bm‖}, where ‖bj‖ is the ciphertext of the comparison
results for the j-th decision node. More details are shown in Protocol 1.
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Protocol 1: Secure Decision Node Comparison

Input (U): xc, pk
Input (P): yp, pk
Output (P): ‖b‖
1. U & P:

(1) xc and yp are represented in bits, i.e., xc = cl · · · c1, yp = pl · · · p1.
(2) Define the secret sharing of each bit:

[ci]0 = ci, [pi]0 = 0, [ci]1 = 0, [pi]1 = pi, i ∈ {1, 2, . . . , l}
(3) Define secret sharing according to step (2):

[1 + ci + pi]0 = 1 + [ci]0 + [pi]0, [1 + pi]0 = 1 + [pi]0
[1 + ci + pi]1 = [ci]1 + [pi]1, [1 + pi]1 = [pi]1

2. U & P:
(1) Set [t0]0 = [t0]1 = 0, then calculate the value of 1 + ci + pi and 1 + pi using

Beaver triple.
(2) Calculate the secret shares of ti:

[ti]0 = [(1 + ci + pi)ti−1]0 + [ci(1 + pi)]0
[ti]1 = [(1 + ci + pi)ti−1]1 + [ci(1 + pi)]1

z (3) Repeat steps (1)(2) until i = l.
3. U:

Encrypt [tl]0 using pk, then send the ciphertext ‖[tl]0‖ to P.
4. P:

Calculate the ciphertext ‖tl‖ according to [tl]1:

‖tl‖ =

{ ‖[tl]0‖ if [tl]1 = 0
‖1 − [tl]0‖ = ‖1‖ · ‖[tl]0‖N−1 if [tl]1 = 1

Denote ‖tl‖ as the ciphertext of decision node comparison result ‖b‖.

4.2 Secure Path Evaluation

After running the comparison protocol of the previous section for each node
of the decision tree, the classification service provider obtains the encrypted
comparison result ‖bj‖ for each decision node Nodej and the set of encrypted
comparison results are denoted as ‖B‖ = {‖b1‖, . . . , ‖bj‖, . . . , ‖bm‖}. In this
section, the classification service provider will perform path evaluation using
‖B‖ to obtain the path cost of all leaf nodes.

In detail, for each decision node Nodej associated with its two branches: the
left branch is assigned edge cost ej,left = bj and the right branch is assigned
edge cost ej,right = 1 − bj . The path cost Pk for each leaf node is defined as the
sum of all edge costs on the path to that leaf node, and the classification value
vk contained classification result of the decision tree if and only if Pk = 0.

Combined with the path cost mechanism in [13], the secure path evaluation
of this scheme is shown in Protocol 2. First, the classification service provider
sets the left edge cost of each decision node to be ‖ej,left‖ = ‖bj‖. For the right
edge cost, it is ‖ej,right‖ = ‖1‖ · ‖bj‖N−1 using the homomorphic property of
Paillier cryptosystem. Finally, the classification service provider multiplies the
ciphertext of the edge cost on each leaf node path to obtain the ciphertexts
‖P‖ = {‖P1‖, ‖P2‖, . . . , ‖Pm+1‖} of each leaf node path cost.



Privacy-Preserving Decision Tree Classification Protocol 99

Protocol 2: Secure Path Evaluation

Input (P): ‖bj‖, pk
Output (P): ‖Pk‖
1. P:

For each decision node Nodej , set:
‖ej,left‖ = ‖bj‖ and ‖ej,right‖ = ‖1 − bj‖ = ‖1‖ · ‖bj‖N−1.
2. P:

Set the path cost of Leafk: ‖Pk‖ is the concatenated product of each edge cost ‖e‖
on that path.

4.3 Secure Classification Result Generation

After the secure path evaluation phase, the service provider obtains the cipher-
text of the path cost of each leaf node. In this phase, the provider outputs the
corresponding classification results based on the ciphertext of the path cost of
the leaf nodes and sends them to the user. The user decrypts the ciphertexts to
obtain the final classification results.

Fig. 3. System model.

Suppose the current decision tree has m + 1 leaf nodes, and denote by
Leaves = {leaf1, leaf2, . . . , leafm+1} the set of leaf nodes. Each leaf node has
the corresponding classification result V = {v1, v2, . . . , vm+1} and its correspond-
ing path cost P = {P1, P2, . . . , Pm+1}. The protocol first transforms the decision
tree model into m+1 linear functions according to equation hk = Pk +vk, where
k ∈ {1, 2, . . . ,m + 1}. When the path cost Pk = 0, the value of hk is the final
classification result, and the user can use this property to recover the correct
classification result vk. As shown in Fig. 3, the linear function of each leaf node
of the decision tree is defined as follows:

P1 = b1 + b2 h1 = P1 + v1

P2 = b1 + (1 − b2) h2 = P2 + v2

P3 = 1 − b1 + b3 h3 = P3 + v3

P4 = 1 − b1 + (1 − b3) h4 = P4 + v4
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In detail, the protocol is shown in Protocol 3 below. First, for each k ∈
{1, 2, . . . ,m + 1}, it selects a random number rk ∈ Z∗

P and multiples it with
the path cost P to obtain P ∗

k = ‖Pk‖rk by the Paillier encryption homomorphic
property. This step is a randomized masking of the path cost and classification
values of the leaf nodes. It ensures that the user will only recover the right
classification value after receiving them and hence achieves the purpose of hiding
the decision tree structure from the user side.

Protocol 3: Secure Classification Result Generation

Input (P): ‖P‖ = {‖P1‖, ‖P2‖, . . . , ‖Pm+1‖}, pk
Output (U): v
1. P:
For each leaf node leafk, where k ∈ {1, 2, . . . ,m + 1}, do:

(1) Randomly select rk ∈ Z∗
P .

(2) Calculate P ∗
k = ‖rk · Pk‖ = ‖Pk‖rk .

(3) Encrypt vk, denoted as ‖vk‖.
(4) Calculate h∗

k = P ∗
k · ‖vk‖ = ‖rk · Pk + vk‖.

Send H∗ = {h∗
1, h

∗
2, . . . , h

∗
m+1} and {P ∗

1 , P
∗
2 , . . . , P

∗
m+1} to U.

2. U:
(1) For every k ∈ {1, 2, . . . ,m+1}, decrypt the P ∗

k corresponding to each leaf node.
(2) If Dec(P ∗

k ) = 0, decrypt the corresponding h∗
k to be the classification result v.

The service provider then sends to the user these randomized linear functions
H∗ = {h∗

1, h
∗
2, ..., h

∗
m+1} and P ∗

k corresponding to each h∗
k, where h∗

k = ‖rk ·P ∗
k +

vk‖ and k ∈ {1, 2, . . . ,m + 1}. The user decrypts these P ∗
k using the Paillier

private key sk. If P ∗
k = 0, then the plaintext corresponding h∗

k to is just the final
classification result. If P ∗

k �= 0, the user only gets the random value rk · P ∗
k + vk,

which is the sum of vk plus the multiplication of the random number rk with
P ∗
k .

5 Security Analysis

According to the system model, the privacy preserving decision tree classification
protocol should be guaranteed to be secure to the semi-honest service provider
and user. In other words, the user will not disclose any information about the
feature vectors and classification results during the protocols, and the service
provider will not disclose any information about the parameters of the decision
tree.

1. Security for users. The user owns the full share of the feature vector before
the beginning of the protocol. During the process of step 1 in Protocol 1,
the server provider owns the secret share of the bits of feature vector, but
it cannot recover their value. During the secure multiplication operation via
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Beaver triple, the user and the provider operate locally through their respec-
tive secret shares. By the property of the Beaver triple, it guarantees that the
user and provider compute their own secret shares, i.e. the intermediate and
final results of the comparison are completely hidden to each other. Thus,
the user’s feature data is confidential, during the calculation of the compar-
ison results. In step 3 of the Protocol 1, the user encrypts the shares of the
node comparison results via Paillier encryption scheme. As the Paillier cryp-
tosystem is semantically secure, the eavesdropper would still not be able to
obtain any information about the comparison results, even he captures the
ciphertexts. Therefore, our protocol is secure for the user.

2. Security for service provider. The security of the provider is mainly
related to Protocol 1 and Protocol 3. In Protocol 1, similar to the secu-
rity analysis of user data, the secret shares of the intermediate comparison
results are kept secret from each other according to the property of the Beaver
triple. In step 4 of Protocol 1, as the service provider processes the share of
comparison result of each decision node locally, the user does not obtain any
information about the comparison results and cannot calculate the thresh-
old value from the comparison results. In step 1 of Protocol 3, the path
cost of each leaf node is randomized. The user only gets the classification
result corresponding to the path cost with 0 from decryption. Thought the
user can decrypt the other path costs and classification results, these values
are masked by multi-plying randomness and thus the user cannot get any
information about the original path costs and classification results from the
decryption results. Thus, the model’s thresholds and other classification data
are kept confidential from the user or other external attackers.

6 Performance Evaluation

6.1 Complex Analysis

The main difference between this scheme and [10,12] is the way of handling the
comparison of decision node threshold and feature value. In [10], the authors use
the traditional bit-by-bit encryption, which has higher computational complex-
ity but relatively less communication rounds. Users only need to encrypt their
respective feature data bit-by-bit via a homomorphic encryption scheme, and
then send them to the service provider. The service provider runs the homomor-
phic encryption according to the property of DGK comparison protocol. In [12],
the authors use Paillier cryptosystem to encrypt data and determines the com-
parison results by judging between positive and negative difference values.

The comparison of the complexity and communication rounds with ours
and [10,12] is shown in the following Table 1. In the table, n is the dimension of
the user feature vector, m is the number of decision tree nodes of the provider, d
is the depth of the decision tree, and t is the bit length of a feature value and a
threshold value. Also, it is defined that the user sends the data and the provider
processes the data and returns it to the user for one communication round.
According to Table 1, our protocol has low computational complexity compared
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with the other two schemes. While it requires too many communication rounds,
the comparison algorithm of our protocol is under the modulo 2 operations and
the communication complexity should not be large.

Table 1. Computational complexity.

Protocols Complexity Communication rounds

User Provider

[10] O((n + m)t) O((n + m)t) 2

[12] O(n + m) O(m) 2

Ours O(m) O(m) t

6.2 Efficiency Analysis

This protocol is evaluated on a laptop with Windows 10 operating system,
2.40GHz Intel i5-10200H processor and 16GB RAM. We used BigInteger in Java
to implement our decision tree evaluation protocol, and select three datasets
from the UCI database (breast cancer, heart disease and spambase) to test the
computation time and communication overhead of this protocol. The evaluation
results of our scheme with [10] and [12] are shown in Table 2, where n represents
the number of user feature vector dimensions, d denotes the depth of the decision
tree, and m denotes the number of decision nodes.

When the decision tree structure is simpler, our scheme has only a small
difference in time overhead from [10] and [12]. When the decision tree is more
complex, our protocol is more efficient than the other two protocols. The protocol
in [10] uses Lifed ElGamal encryption scheme to encrypt data bit by bit, so the
user re-quires a large amount of computation.

Table 2. Performance comparison.

Dataset n d m Protocols Total time (s) Bandwidth (KB)

Breast-cancer 9 8 12 [10] 1.491 64.384

[12] 1.125 6.016

Ours 0.642 4.768

Heart-disease 13 3 5 [10] 0.855 22.271

[12] 0.545 3.840

Ours 0.322 3.320

Spam-base 57 17 58 [10] 17.202 632.922

[12] 14.911 34.560

Ours 4.638 28.528
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The protocol in [12] uses Paillier encryption scheme to encrypt data and
uses the homomorphic property of Paillier encryption to compare the threshold
and feature value. It reduces the computational overhead of per-bit comparison
in [10], but the user and the provider still need to spend some time overhead
and communication overhead to compute the ciphertext homomorphic operation
and to transmit ciphertexts.

7 Conclusion

In this paper, a secure and efficient decision tree classification protocol based on
an improved per-bit comparison protocol of [17]. In the decision node compar-
ison stage, the original idea of homomorphic multiplication under ciphertext is
replaced with Beaver multiplicative triples. In the process of decision tree classi-
fication, the Paillier encryption scheme is used to guarantee the privacy of user
in-put, classification results and model thresholds. Through experimental anal-
ysis and comparison on real datasets, our protocol achieves low computational
and communication overhead between user and service provider. We will subse-
quently optimize the scheme to continue reducing the computational overhead
on the user side and extend the model to other machine learning algorithms such
as random forests and neural networks.
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