q

Check for
updates

IoT Attacks Countermeasures: Systematic
Review and Future Research Direction

Joshua Teddy Ibibo®?

School of Computing, Edinburgh Napier University, Edinburgh, UK
joshua.ibibo@napier.ac.uk

Abstract. In order to connect heterogeneous nodes, objects, and smart devices
of a network, such as e-transportation, e-health, e-education, e-home, and e-grip,
the Internet of Things (IoT) has emerged as an efficient technology. This tech-
nology makes things easier, safer, and more productive for us all. These nodes
are often resource-constrained because of their involvement in a huge network
of heterogeneous devices, making them the weakest link in the chain for a cyber
attacker because they generate enormous amounts of data despite a number of
limitations, including memory, power, and low processor of the device. So these
limitations make IoT devices vulnerable to a variety of security attacks. In this
paper, we presented a survey on attacks IoT countermeasures, systematic reviews,
and analyses of various IoT attacks that are occurring, classified them, discussed
their defences, and identified the most significant IoT attacks countermeasures.
A state-of-the-art analysis of the different attacks, including their effectiveness
and degree of damage in IoT devices, has been given and contrasted. We identify
the advantages and disadvantages of IoT Attack Countermeasures and proposed a
Novel IoT Attack Countermeasures. Finally, we identify the open-research issue
in the domain and provide directions for future research.
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1 Introduction

The Internet of Things (IoT) was first used some 23 years ago by Kelvin Ashton while
working on his newly developed sensor project in a presentation for Procter & Gam-
ble in the context of RFID supply chains in 1999 [1] and David L. Brock [2] in 2001.
However, Since 1832, there has been a theory of connected devices. It was possible to
directly communicate between two devices by sending electrical signals when the first
electromagnetic transmission was created. But the creation of the Internet in the late
1960s marked the beginning of the real Internet of Things. According to B. Ghaleb, IoT
is defined as follows. “IoT is a network of connected smart objects that may exchange
data over a wired network without the need for human-to-human (H2H) or human-to-
computer (H2C) interaction [3].” There have been different applications that using the
IoT technology have risen across all spheres of life attributed to its effectiveness and
autonomy. Such applications include e-homes [4], e-offices [5], e-cities [6], e-education
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[7], e-transportation systems [8], e-banking [9], and e-healthcare [10]. The implemen-
tation of this applications will be hampered by the lack of confidentiality, integrity, and
data security. Majorities of the [oT attacks in the domain have received comments and
discussions from [11-14]. IoT Attacks have been cited as an emerging concern to smart
gadgets in a number of earlier papers [21-28]. These publications do not, however offer
a taxonomy nor an analysis of the vulnerabilities and attacks implications. We provide
a thorough analysis of the threats and exploits that are now being made against IoT
devices in comparison to earlier works, and we offer a systematic analysis of threats to
help people understand the attack methods and their effects on IoT devices. We looked
at scientific publications on security, threats, and defenses in well-known databases like
Google Scholar, Elsevier, the Edinburgh Napier University Library Search, the IEEE
Xplore digital library, Rearchgate, and Science Direct. Out of the 500 journal and con-
ference papers that were initially reported over the past ten years, 289 were picked for
full-text examination after duplicate entries were removed and the abstract was exam-
ined. Only 85 articles were ultimately chosen for the study after 200 publications were
excluded after reviewing the entire report. Below are six key contributions made by this
work:

1. The research limits, unresolved issues, and potential paths for further research are
mentioned.

. The study offers knowledge about IoT architectures and infrastructure networks.

. IoT security goals and problems are systematically clarified in the study.

. We proposes a four-tier architecture for the Internet of Things

. In order to secure IoT networks, it offers comprehensive and cutting-edge security
novel IoT attack countermeasures.

6. Finally, it discusses the applicability of current defenses for various security attacks

and offers possibilities for further research.

W AW N

The rest of the paper is divided into the following sections. We look at the intro-
duction of the domain, background and computing surveys. In Sect. 2, we go over IoT
countermeasures overview, advantages and disadvantages of IoT attack countermeasures
of each approach. We focus on the comparative systematic analysis of the Study in Sect. 3
and describe their overall IoT Attacks architecture and Its security challenges in Sect. 4.
In Sect. 5, we provide a brief overview of the threats models on application domain and
possible attacks within IoT. While in Sect. 6, we provide the countermeasures and threat
models for security attacks in IoT.

1.1 Background and Statistics

Since the first theory of interconnected devices over the network was discovered in the
1980s, the concept of smart objects has been circulating. In the 1960s, the first attempts
at automating smart objects that we use every day were made. Many industries tried
to transfer tiny amounts of data in the 1990s transfer of packets between nodes [15].
The IoT goal has advanced significantly since then from a hypothetical idea to a top
priority for many enterprises. Organizations over the world are searching for innovative
methods to use and manage the data they acquire as they integrate IoT devices into
their network infrastructures. Devices with IoT functionality can connect to a larger
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network and perform a wide range of functions. Securing all that data, though, presents
a completely new difficulty. If an IoT connection is not properly secured, it could lead
to major occurrences. Most recently in the year 2022, there are statistics of industry IoT
as fellow;

1. There are currently over seven (7) billion active IoT devices. However, the number of
IoT devices is anticipated to more than triple by 2030 to reach 25.44 billion around
the globe [17]. In 2030, there will likely be more than triple the figure 25.4 billion
active Internet of Things (IoT) devices in the world

2. There will be 152,200 IoT devices connecting to the internet every minute by the year
2025 [17].

3. In the six years between 2019 and 2025, it is predicted that global IoT spending could
approach 15 Dollars trillion [17].

4. By 2025, it is anticipated that IoT devices would produce 73.1 ZB (zettabytes) of
data [16].

5. In the healthcare industry, where there will be a significant increase in the number of
IoT-connected devices in 2020, COVID-19 stimulates further investment in the tech-
nology. As anticipated by statistics and IoT projections from years ago, the FreeStyle
Libre smart CGM communicates diabetic patients’ data to an app on iPhone, Android,
and Apple Watch devices, and remote monitoring by caregivers [16].

However, according to [oT statistics, the CAGR decreased to 8.2% in 2020, which is
a nearly twice as low increase as the predicted 14.9% at the end of 2019. With a CAGR
of 11.3% from 2020 to 2024, things are anticipated to get back to normal in 2023 [18].

1.2 Computing Survey

There are many computing review survey papers on loT attacks countermeasures, which
Table 1 has summarized them.

The survey by Lin, Jie, et al. [12] improves user-friendly environments and network
nodes in the event of failures, fog/edge computing has been proposed to be connected
with the Internet of Things (IoT) to enable computing services devices installed at the
network edge. Fog/edge computing can offer a better quality of service and quicker reac-
tion times for [oT applications. Another author [7] purpose of this study is to describe the
most recent advancements in utilizing IoT applications in education and to present oppor-
tunities and challenges for subsequent experiments. As stated researchers have neglected
to offer a comprehensive review study on IoT in education, which is a component of
the domain. This review study provides an overview of the potential for incorporating
wearable technologies, green 10T, medical education and training, vocational educa-
tion and training, and IoT in education. Since IoT adoption and applications are still in
their infancy in underdeveloped countries, further research is definitely encouraged. The
author [13] divided the survey into four sections, focusing on the most recent network
node constraints, [oT network procedures and designs for device authentication, and an
analysis of security vulnerabilities at various layers. The IoT is introduced in this paper
[19] together with its well-known system design, enabling technologies, security prob-
lems, and objectives. The analysis of security flaws and the provision of modern security
methods are additional features of the study [20]. A proactive network technology [21]
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solution dubbed “PROSE,” designed by the author of this paper, is used. It focuses on
building reliable IoTs by proactively identifying critical nodes in the network so that they
may be protected by deploying backups. We assume the worst-case scenario, where the
attacker is able to capture/disable a section of the nodes, has comprehensive knowledge
of the network architecture and traffic patterns, and is attempting to lower the maximum
network throughput.

In [21], the researcher talks about several IoT attacks that are occurring, categorizes
them, examines their defenses, and identifies the most notable IoT attacks in the net-
work nodes. A cutting-edge analysis of the many attacks in the IoT has been given and
compared, including their effectiveness and the degree of harm caused by the attacker.
In this paper, [22], the author address the potential security threat and risks to industries
using IoT devices, as well as the numerous attacks that could be made against the lay-
ered IIoT architecture’s component parts and some safeguards. Finally, they proposed
modern taxonomy to help reduce the risks of flaws in the IoT environment. This article
[23] provided a thorough layer-by-layer analysis of IoT security vulnerabilities and the
Al-based security models to mitigate such attacks within the domain. The protection
of the IoT network is a big threat and future research goals are then discussed. In [24]
Review the 10T’s processes, goals, platforms, and methods. In order to classify IoT, we
first introduce a brand-new classification system that ranks its approaches according to
the relevant categories. To categorize the IoT literature, we second develop a classifica-
tion strategy. In our third section, we look at the most significant IoT security breaches
and the suggested defenses. Finally, we outline the unsolved problems in IoT security
and privacy research and offer suggestions for future paths. However, [25] conducted a
survey on IoT security in this report and examined the most pressing recent issues and
Multi-layer attacks that are related to it. This study examines the [oT’s security objectives
and offers a taxonomy of attacks along with their remediation based on layer theory. The
primary goal is to determine how, when, and why an IoT was penetrated or engaged in
an attack. This [26] reviews the current defences against isolated side-channel attacks
(SCA) before delving into unified defenses that help IoT devices overcome their power
and footprint limitations. We also suggested using 3D integration as an IoT platform
to protect the IoT system from advanced SCA. The ideal option for IoT systems is 3D
integration because of its numerous benefits, including heterogeneous integration, split
manufacturing, support for different IoT technologies like MEMS sensors, etc. the study
[27, 28] examined machine- and deep learning-based security mechanisms for [oT and
noted the drawbacks of each approach.

2 IoT Attack Countermeasures Background

The IoT uses diverse communication protocols for networks and objects, enabling M2M,
T2T, H2T, and H2H interactions [29, 30]. Intelligent objects gather and transmit global
data. Actuators enhance data processes and computer connections. Given [oT’s scale,
security is crucial, demanding attention from both business and academic experts [31].
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Table 1. A Summary of Related Survey Papers
Reference | Input of Author | Attacks | Multi-layer | Threats | Privacy | Counter | Threat
Attacks Measures | Model

Lin, Ji To research IoT 1 0 2 1 0 0
etal. centered on
[12] fog/edge

technologies
Al-Emran | Highlight the 0 0 0 2 0 0
etal. most current
[71 developments in

using [oT

applications in

education
Jie et al. examines how 1 0 2 1 0 0
[13] cyber-physical

systems and [oT

are related
Khanam The author 1 0 1 1 1 0
et al. evaluates security
[19] flaws and

provides modern

security

taxonomy
Ashraf This paper 1 0 2 2 2 0
[20] proposes

PROSE-a

proactive network

fortifying

solution in IoT
Deogirikar | The research 1 0 1 0 2 0
etal. analyzes several
[21] 10T threats,

classifies them,

and their defenses
Panchal An IIoT attack 1 0 1 2 1 0
et al. taxonomy that we
[22] suggest
Zaman This report 1 0 1 1 1 1
et al. provided a
[23] thorough

layer-by-layer

analysis of [oT

security concerns

(continued)
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Table 1. (continued)
Reference |Input of Author | Attacks | Multi-layer | Threats | Privacy | Counter | Threat
Attacks Measures | Model

Algarni Reviewing the 1 0 2 1 1 0
[24] SHS’s

approaches,

goals, platforms,

and methods
Gautam We discussed a 1 0 2 2 2 0
etal. survey on IoT
[25] security and

conducted an

analysis
Dofe et al. | We suggested 1 0 1 0 1 0
[26] using 3D

integration as an

10T platform
Al-Garadi |examine ML/DL |1 0 1 1 0 0
et al. techniques for
[27] Internet networks
Hussain Author discuss 1 0 1 1 2 1
et al. the existing ML
[28] and DL solutions

for IoT network
Our we presented a 1 1 1 1 1 1

survey on attacks
IoT
countermeasures,
systematic
reviews, and
analyses of
various IoT
network

Note: 1 = Fully Implemented, 2 = Partially Implemented, O = Not Implemented

2.1 Advantages of IoT Attack Countermeasures

1. Enhanced Security: The primary advantage of IoT attack countermeasures is the
improved security they provide. By implementing security protocols and measures,
the likelihood of successful attacks on IoT devices and systems decreases significantly.

2. Preventing Unauthorized Access: Countermeasures help prevent unauthorized access
to IoT devices and networks, reducing the risk of data breaches and unauthorized
control of connected devices.
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3. Monitoring and Detection: Countermeasures include monitoring and detection sys-
tems that can identify potential threats and suspicious activities in real-time. Early
detection allows for a quicker response and minimizes the impact of attacks.

4. Privacy Protection: IoT attack countermeasures help protect the privacy of users and
organizations by ensuring that data is collected, stored, and processed in compliance
with relevant regulations and policies.

2.2 Disadvantages of IoT Attack Countermeasures

1. Resource Constraints: Many IoT devices have limited processing power, memory,
and battery life. Implementing strong security measures can consume additional
resources, impacting the device’s performance and battery life. Balancing security
with resource constraints is a delicate challenge.

2. Potential Backdoors: While countermeasures are designed to improve security, if
not implemented correctly, they may unintentionally create new vulnerabilities or
backdoors that attackers could exploit.

3. Dependency on Third-Party Providers: Many IoT solutions rely on third-party ser-
vices and cloud providers for security measures. Depending heavily on external
entities raises concerns about data privacy, reliability, and vendor trustworthiness.

4. Legal and Ethical Concerns: Some IoT attack countermeasures may raise privacy
and ethical concerns. For instance, data collection and monitoring practices may be
viewed as invasive, leading to potential legal or public relations issues.

3 Comparative Systematic Analysis of the Study

This study examines articles on the IoT device security, privacy, and cyber-attacks. Key
objectives, application domains, approaches, methodologies, and limitations in the field
are all identified through the comparative systematic analysis. Many authors of original
research literature were taken into consideration for the collection of the pertinent data,
including Scopus, IEEE, Google Scholar, Elsevier, Springer, and ACM. The selection of
papers was done using the next methodology: (1) Search each electronic database, (2)
Find papers about IoT attacks countermeasures using specific keywords, (3) Compile
the journal articles from steps 1 and 2, (4) Remove sources that are not from reputable
peer-reviewed journals or conferences, (5) Are not pertinent to IoT attacks counter-
measures, security, and privacy and (7) Classify the papers with the help of an expert
panel. However, in our research with Scopus citation database more than 1,996 pieces
of literature were found using databases in the English language and the starting search
term “smart healthcare system security,” without quotation marks. Only peer-reviewed
publications released in or after 2015 were kept in this initial dataset. The dataset was
reduced to about 708 results after the second pruning. (“IoT””) OR (“Countermeasures’)
OR (“Attacks”) OR (“Security”’) OR (‘“Privacy”) and other IoT-related subject phrases
were removed from the dataset a third time. As a consequence, a dataset with 146 items
was trimmed. Reviews were disregarded because this study is primarily focused on pri-
mary sources. A final pruning process eliminated any articles that did not specifically
address IoT attacks, security, and privacy along with the years of publication which is
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from 2016-2022, as well as any that did not provide sufficient information on these
subjects. The final dataset had 85 articles in it.

3.1 Classified by Publication Type

According to the distribution performance space, the articles chosen for review are
categorised in this section. Figure 1 shows how the papers are distributed according
to their broad type: 51.1% come from conferences, while 48.9% come from primary
research published in reputable publications.

3.2 C(lassified by Publication Year

Figure 1 show how regularly articles are published in a certain field. Prior to 2015, there
was little interest in the domain, and just 2% of the reviewed publications are published
papers from that period. However, the number of publications that are declared in Figure 1
each year has increased significantly since 2015. In fact, 12% of the evaluated articles in
2017, the most recent complete year for which data were available, dealt with security
and privacy in IoT attack defences. Given the availability of new wearable technologies
and 5G networks, it is fair to anticipate that the quantity of articles discussing IoT attack
defences will increase.

Source citations by year Exclude source self citations

Documents per year by source Source documents by year

!
y

Documents

Fig. 1. Comparative Systematic Analysis of the Study
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4 IoT Architecture and Its Security Challenges

Although there isn’t a single accepted architecture for the IoT, there are a few unproven
models with three, four, or five layers [?]. However, we will propose an acceptable model
of the architecture of IoT together with their security operations as shown in Fig. 2 shows
four basic layers such are, perception layer (PL), Middleware Layer (ML), Application
Layer (AL), and Network Layer (NL).

4.1 Perception Layer (PL)

In IoT architecture, the PL also referred to Sensor Layer (SL), SL is a pivotal component
in IoT architecture, facilitating device coordination, function control, data management,
and user services [34, 35]. It employs protocols like Wireless Sensor Networks, RFID,
and IDE. However, SL confronts significant security issues: weak device security, data
tampering, encryption gaps, privacy risks, communication disruptions, and unauthorized
access. Device impersonation and software vulnerabilities further threaten IoT [36].
Overcoming these challenges is vital for ensuring IoT ecosystem safety.

=
I<: 3 I:>I

Fig. 2. An overview of IoT Architecture Within Network

4.2 Middle-Ware Layer (ML)

The ML is a subset of the IoT network architecture, related to the PL and TL [32]. The PL
collects processed information from the TL, offers services using protocols, and passes
data upwards. The TL handles network technologies like Wifi and Bluetooth. The ML
focuses on network infrastructure, utilizing IPv6 for IoT device IP addresses. Security
challenges confront the ML, which acts as a link between IoT devices and apps, attract-
ing attackers [33]. Vulnerable middleware can lead to leaks and unauthorized access.
Protocol vulnerabilities enable attacks like man-in-the-middle. Weak authentication and
authorization risk data integrity. Middleware can suffer from buffer overflows and injec-
tion vulnerabilities. Securing configurations, strong encryption, and regular audits are
vital for ML, ensuring overall IoT ecosystem security.
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4.3 Application Layer (AL)

The AL in IoT architecture, also known as the Business Layer (BL), is the top-most layer
that addresses user needs and technical standards across platforms. AL’s functionality
relies on key network protocols like HTTP, CoAP, and AMQP [38]. However, the AL
encounters significant security challenges. Weaknesses in IoT applications can result
in data breaches and unauthorized access. Insecure data handling risks sensitive infor-
mation compromise. Flawed access controls may permit unauthorized manipulation of
devices or data. Insufficient validation and input filtering can lead to code injection. Inad-
equate secure coding practices expose apps to exploitation. API vulnerabilities enable
unauthorized access. Poor authentication jeopardizes identity protection. Robust secu-
rity measures, secure coding, and regular assessments are vital for AL defense against
threats. AL is user-oriented, managing tasks for end-users like controlling and moni-
toring. IoT applications span smart cars, health, home, office, banking, electricity, and
environment, enhancing user experiences [37].

4.4 Network Layer (NL)

The NL within IoT architecture relies on mobile communication tools and internet
technology for data transmission over long distances. It encompasses various commu-
nication networks, including a highly developed internet-based network. NL transfers
data to users, processing it via intermediate network protocols originating from the Pro-
cessing Layer (PL). IPV4, IPV6, RPL, and IPSec are NL tools [44]. Security challenges
exist due to its critical role, facing threats like DDoS, spoofing, and traffic analysis.
Inadequate segmentation allows lateral movement by attackers. Weak routing protocols
risk data interception or manipulation. Absent encryption exposes data, while unautho-
rized network access disrupts operations. To address these concerns and ensure secure
data transmission and network resilience, implementing robust access controls, intrusion
detection systems, and secure routing protocols is crucial.

4.5 Security Challenges and Threat Model

For IoT applications to be safe and secure, there are certain security challenges, and
threat models at each level of the IoT architecture must be addressed before the design
and implementation of such layers [39]. Based on the architecture that is shown, we
evaluate and analyse the current security threats that exist in the IoT architecture in
Table 2 critically analysis different attacks in the architecture.

The studies carried out in [50, 53] indicate the security challenges, Multi-layer
attacks, and ruthless cyber-threats enterprises have encountered recently. They detailed
the security lapses and attacks that major and small firms in the UK have experienced
from 2017-2022. According to statistics, there are 424 charities and 1,243 UK enter-
prises. 185 charities and 658 UK companies. Nearly four out of ten (42%) charities
enable online donations, and just over four out of ten (44%) provide online service
access for their beneficiaries [52].
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Countermeasures and Threat Models for Security Attacks in IoT

Countermeasures and threat models play a vital role in securing the IoT ecosystem against
security attacks. We propose four countermeasures and their corresponding threat models
for security attacks in IoT:

1.

Threat Model: Unauthorized Access Countermeasure: Implement strong authentica-
tion mechanisms, such as two-factor authentication or certificate-based authentica-
tion, to prevent unauthorized access to IoT devices and networks.

Threat Model: Denial-of-Service (DoS) Attacks Countermeasure: Implement traffic
filtering, rate limiting, and anomaly detection to mitigate the impact of DoS attacks
on IoT devices and networks.

Threat Model: Insecure APIs and Interfaces Countermeasure: Secure APIs and inter-
faces through proper authentication, access controls, and input validation to prevent
API-based attacks.

Threat Model: Insider Threats Countermeasure: Implement role-based access con-
trols, monitor user activities, and enforce the principle of least privilege to mitigate
insider threats.

Table 2. Analytical comparisons of different attacks in IoT Network architecture

10T Architecture

S/N | Reference | Attack Type | Action Effect
1 [32-34] Reply Attack PL Send signal to the Availability of Data
network again and
again
2 [35, 36] Port Scanning ML | Obstruct the delivery | Availability
and receipt of valid
packages
3 [37, 38] Poisoning Attack | AL Maliciously injected | Integrity
code into network
4 [39] DoS NL Prevent legitimate to | Availability

access the network

5.1 Novel IoT Attack Countermeasures

As technology advances and new IoT attack vectors are discovered, emerging IoT attack
countermeasures are continuously being developed to address these evolving threats as
shown in Table 3 [41-53]. We have proposed here are some of the emerging IoT attack
countermeasures:

1.

Hardware Security Modules (HSM) Countermeasure: Hardware Security Modules
provide secure cryptographic processing and key management for [oT devices. HSMs
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are tamper-resistant and protect sensitive cryptographic operations, ensuring the
confidentiality and integrity of data.

2. Blockchain Technology Countermeasure: Blockchain technology is being explored
to enhance IoT security by providing decentralized and tamper-resistant data storage
and authentication mechanisms. It can help prevent unauthorized access and data
manipulation in IoT networks.

3. Zero-Trust Architecture Countermeasure: Zero-trust architecture assumes that every
device and user is untrusted until proven otherwise. This approach enforces strict
access controls, continuously verifying the legitimacy of devices and users before
granting access to resources.

4. Authentication and Authorization Countermeasure: Implement strong authentica-
tion mechanisms (e.g., two-factor authentication, certificate-based authentication)
to ensure only authorized users and devices can access IoT systems and data.

Strengths of IoT Attack Countermeasures:

1. Diverse Defense Techniques: IoT attack countermeasures encompass a wide range
of techniques, from encryption and authentication to intrusion detection systems and
network segmentation. This diversity allows for a multi-layered defense approach
that can effectively address various attack vectors.

2. Integration of Al and Machine Learning: Al-driven techniques, such as anomaly
detection and behavior profiling, have the potential to identify new and previ-
ously unknown attack patterns. These technologies can adapt to changing attack
methodologies, making them more robust against evolving threats.

3. Collaborative Solutions: Many [oT countermeasures encourage collaboration among
devices and networks. Devices can share threat intelligence and collectively respond
to attacks, thereby enhancing the overall security posture of the IoT ecosystem.

Weaknesses of IoT Attack Countermeasures:

1. Resource Constraints: Many IoT devices have limited computational power, memory,
and energy resources. Implementing resource-intensive security mechanisms can lead
to performance degradation and may not be feasible for all devices.

2. Regulatory and Compliance Challenges: Different regions and industries have varying
regulations and compliance requirements for [oT security. This lack of standardization
can complicate the implementation of consistent counter-measures.

3. Complexity and Usability: Some IoT security solutions can be complex to imple-
ment and manage. Complexity can lead to misconfigurations or neglect, reducing
the effectiveness of countermeasures. Additionally, poor user interfaces can hinder
proper configuration.

6 Future Direction, Summary and Conclusion

According to several surveys of literature studied above, the increased importance of
IoT may grow over time. There are significant methods for protecting mobile mission-
critical operations. A number of these could make the threat mitigation procedure more
challenging and necessitate complete automation when it comes to individually or col-
lectively safeguard the network. The following points provide a brief overview of our
finding, recommendations and future direction.
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Table 3. Comparative analysis of different countermeasures
Ref | Technology Aim Narration Positive Negative
[41] | Ultra-Low Power | Reduced PKC is Increased It is a slow
Public Key protocol beneficial to network/data | process
Cryptography overhead due security security
PKC services
[42] | ICMetric Based | Securing the Safeguard Preventing Potential for
Framework IoT against threats | device Direct
unauthorized | Compromise
access
[43] | ICmetrics based | Ensuring Improving the | Preventing Unauthenticated
security network security of IoT | device from | public keys
integrity cloning
[44] | Anomaly-based | Proposed deep |IDSs with ML | Effective It is extremely
intrusion learning-based processing expensive
detection systems | IDSs models
[45] | Quality-Aware D2D systems DASH Solid IP spoofing
Streaming implementation | technology network
[46] | Intrusion Propose ML Solve the safety | Improve the | it is prone to
Detection method for risks of the detection DoS
Technology in intrusion system accuracy
ML detection
technology
[47] | Anomaly Performances of | IoT attack and | System Incorrect Data
detection in IoT | ML models anomaly accuracy Capture
detection Difficulties
[48] | Symmetric and | Proposed Highly efficient | Effective High
Asymmetric Key | algorithms in their network computational
Cryptography respective methods cost
domains
[49] | IP-Base wireless | Propose securing the Great inputs | May not be
sensor network | SAKES IoT with security | compactable
authentication | violations with other IoT
model domain

1. More focus should be given to how to create a lightweight, reliable trust management
system for both ultra-low power and powerful devices; further research must be done.

2. The security mechanisms should be updated to suit the system requirements and user
needs better.

3. Resilience and Recovery Strategies: Developing strategies for IoT systems to quickly
recover from attacks and restore normal operations is vital. This might involve
redundancy, failover mechanisms, and rapid incident response plans.
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4. Regulation and Standards: Collaborations between industry, researchers, and policy-
makers are essential to establish security regulations and standards for IoT devices.
Research could focus on defining best practices and guidelines for IoT manufacturers
to ensure security by design.

5. Human-Centric Security: Considering the human factor in [oT security is often over-
looked. Future research could investigate ways to design user interfaces that help users
understand and manage the security settings of their IoT devices more effectively.

6. Device Authentication and Identity Management: Enhancing authentication methods
for 10T devices and establishing robust identity management mechanisms are criti-
cal. Future research could focus on developing lightweight yet secure authentication
protocols and exploring the integration of blockchain technology for ensuring device
identities and secure communication.

6.1 Conclusion

This article provides a thorough analysis of the Internet of Things, including its archi-
tectures, supporting technologies, and privacy and security challenges. There have been
discussions about various IoT architectures, including our proposed model of the archi-
tecture of IoT along with their security operations. Figure 3 illustrates these operations
with four fundamental layers: PL, ML, AL, and NL, in which our work analyzed the
security issues and solutions. When employed in actual implementations, a number of
applications, including the smart home, smart grid, smart health, smart transportation,
and smart cities, are also vulnerable to dangers in the IoT application field. The main
objectives of this study are to provide a clear, thorough, review, analysis, and deep
understanding of IoT, explain the range of challenges it involves, and highlight areas
that still need to be handled in order to promote the evolution of IoT. Furthermore, we
have shown that little research is done in this area. We discussed security tactics while
outlining unresolved issues and areas for further research.
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