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Abstract. Edge computing brings computational resources, reliable
network infrastructure, and real-time capabilities closer to devices. Pro-
viding resources and workloads at the edge is mainly realized with con-
tainer technology. The appropriate placement in terms of when, where,
and how to provide containerized workloads is still an ongoing problem
domain. Kubernetes is nowadays the state-of-the-art platform for con-
tainerized service orchestration to tackle these issues. Although Kuber-
netes misses capabilities like using real-time network metrics for schedul-
ing and topology awareness, it is still used for realizing cloud-edge
architectures. In this paper, we analyze current cloud-edge architectures
implemented with Kubernetes and how they solve general requirements
of edge computing and orchestration. Furthermore, we identify shortcom-
ings in these implementations based on the fundamental requirements of
edge computing and orchestration. Even if issues like obtaining network-
related metrics and implementing topology awareness are solved well,
other requirements like real-time processing of metrics, fault-tolerance,
and the placement of container registries are in early stages.

Keywords: Edge computing - Edge orchestration + Cloud computing *
Container orchestration - Kubernetes

1 Introduction

In recent years, edge computing has evolved as a supplementary layer to cloud
computing where computational resources, so-called edge nodes, are placed close
to data-generating entities, often Internet of Things (IoT) devices. The number
of IoT devices is still growing and will exceed 30 billion by 2025.! In consequence,
it is necessary to re-think the current concentration on cloud computing. The
primary driver of edge computing is the need to provide location-aware resource
and service provisioning because typical use cases like autonomous driving,
smart traffic control systems, and other real-time services require low response
times (<20 ms) [5]. Edge computing aims to achieve low latency, higher network

All links were last followed on June, 26, 2021.
! https://www.statista.com /statistics /1101442 /iot-number-of-connected-devices-
worldwide/.
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reliability, and enhanced privacy. The data is processed close to data-generating
devices and not necessarily uploaded to the cloud [35]. However, the assign-
ment of workloads to heterogeneous edge nodes, often low-end devices, requires
real-time monitoring of available and demanded resources and is a fairly complex
task. An efficient and sophisticated management is inevitable [37]. The workloads
are usually handled by the usage of container technology. Compared to full-blown
Virtual Machines (VMs), this lightweight way of virtualization, meanwhile seen
as a de facto standard in edge computing, facilitates providing workloads on
cloud and edge [24,29]. Containers are small in size, share the same kernel of
an operating system, and are executed on a container runtime (e.g., Docker)
that is available for a large number of platforms and architectures [4]. In partic-
ular; the process of container orchestration comprises the dynamic assignment
of containerized workloads to the cloud or edge nodes based on available and
demanded resources. Further, orchestration must provide a certain quality of
service, e.g., in terms of realized latency or response time [7].

Nowadays, Kubernetes (K8s) is the state-of-the-art container orchestration
platform and used in many application areas to achieve highly available, scalable,
and fault-tolerant clusters.? Nevertheless, considering, using, and evaluating K8s
for the implementation of cloud-edge architectures is still an ongoing process in
research. In this paper, we want to discuss the current state-of-the-art K8s-based
cloud-edge implementations. At this, we analyze essential requirements of cloud-
edge architectures especially w.r.t. their orchestration. In addition, we identify
existing architectural and conceptual proposals for edge and fog orchestration
that are using K8s as a platform to realize orchestration following the essential
requirements of edge computing. Furthermore, we examine potential weaknesses
in already existing implementations with K8s and propose a set of architectural
and conceptual improvements that are compliant with the claims of cloud-edge
orchestration. This enables us to evaluate the fit of K8s as a single, uniform, and
easy-to-use orchestration platform, which offers the possibility to manage large
cloud-edge systems. Our research questions are as follows:

RQ1: What essential requirements of cloud-edge orchestration do exist, are
covered by K8s, and what are the arising shortcomings?

RQ2: What are the potential benefits and drawbacks of already established
K8s-based cloud-edge environments?

RQ3: Are the potential drawbacks of the established cloud-edge environ-
ments using K8s solvable without breaking the fundamental concepts of edge
computing and architectural design of K8s?

To answer these research questions, we perform a literature review and obtain
the most critical characteristics, requirements, and challenges regarding orches-
tration of cloud-edge environments. This helps us to evaluate the capabilities of
K8s and contributes to RQ1. Targeting RQ2, we review the most popular archi-
tectures using K8s to analyze the state-of-the-art. In the next step, we map the
obtained requirements running a cloud-edge system to the already established
cloud-edge implementations with K8s and identify potential strengths and weak-

2 https://kubernetes.io/.


https://kubernetes.io/

Towards Orchestration of Cloud-Edge Architectures with Kubernetes 209

nesses. Lastly, we evaluate conceptually, based on the considered studies, if the
obtained K8s-based drawbacks are solvable and if it is realizable and compliant
with cloud-edge architectures to answer RQ3.

The remainder of the paper is structured as follows: Sect. 2 presents a short
introduction on edge computing, orchestration, and K8s in general. Section 3 dis-
cusses the related work evaluating edge (orchestration) solutions. In Sect. 4, we
analyze K8s-based orchestration architectures, limitations, and potential solu-
tions for K8s in cloud-edge environments. Limitations of the considered solutions
will be part of Sect.5. We critically discuss our findings and outline the limita-
tions of our study in Sect.6. We conclude our work with a summary and what
we plan to do in the future (Sect. 7).

2 Conceptual Foundations

This chapter describes the conceptual foundations of edge computing and orches-
tration of cloud-edge architectures. Furthermore, a basic understanding of K8s
as orchestration platform will be provided to support answering RQ1.

2.1 Edge Computing

Edge computing is a new paradigm where computational resources are placed
close to data-generating devices. This placement strategy aims to increase the
bandwidth and reduce latency [6]. In comparison to cloud computing, where all
data is stored and processed in a centralized manner, edge computing acts as
an additional decentralized layer to support and take load from the cloud [37].
Especially resource-constrained IoT devices can benefit from the increased band-
width and ultra-low response times (<20 ms) because they are often performing
real-time analytics or video surveillance activities with a large amount of traffic.
In addition, IoT environments usually work in a geographically distributed way
that suffers from unstable network connections [30]. Long distances coupled with
many hops to the data-receiving and data-processing endpoints (i.e., servers in
the cloud) intensify breaking the core requirement of low latency for critical
applications. The higher the physical distance to the processing endpoints, the
higher the transmission latency [35]. Edge computing can be classified into dif-
ferent technologies. The most frequent types, also called edge technologies, are
Cloudlet, Mobile Edge Computing (MEC), Micro Data Center (MDC) [23], and
Fog [8] (Fig.1). All of them offer provision models to interact with the cloud.
MEC has been introduced by Nokia in 2014 and provides computing, network,
and storage resources, predominantly near mobile base stations. Following the
general objectives of the edge computing paradigm, MEC aims to enable bil-
lion of resource-constraint devices with network capabilities low-latency access
to process compute-intensive tasks, like real-time analytics [13]. Usually, MEC
resources are placed next to mobile Radio Access Network (RAN) stations, where
a high bandwidth enables fast and dynamic deployment of applications that are
processing requests with real-time needs. This reduces the amount of data that
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Fig. 1. Cloud-edge architecture with provision models and edge technologies.

is uploaded to the cloud considerably and mitigates network congestion. How-
ever, it is not clearly defined whether MEC layers should replace the cloud layer
completely. Data may or may not be still forwarded to the cloud [2,8].

A cloudlet is a decentralized set of devices that form a virtualized cluster for
running low-latency applications. Cloudlets are self-managing, easy-to-deploy
by local maintainers, and bring the cloud one step closer to the edge. They
require a reliable, high bandwidth internet connection because workloads are
transmitted as VM overlays that are executed on top of an already installed
base image. In addition, it is one core requirement to shift those VM overlays
rapidly if served devices change their physical location, like vehicles in smart
traffic control systems. Originally, cloudlets are supposed to run VM overlays to
serve requesting devices [34]. However, [3] considered containers for application
migration in cloudlets and [31,32] linux containers as lightweight alternative.

Micro Data Centers (mDCs) are similar to cloudlets because they want to
achieve low-response times by extending the cloud layer. In contrast to cloudlets
that are set up in a decentralized manner maintained by independent owners,
mDCs run in one single, isolated, and secured unit. This comprises protection
in terms of physical as well as software-related access control because multi-
tenancy is an essential requirement of mDCs. They usually have a reliable, fast,
and persistent connection to the cloud to enable data exchange.?

3 https://www.networkworld.com/article/2979570/microsoft-researcher-why-micro-
datacenters-really-matter-to-mobiles-future.html.
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Lastly, the fog paradigm, which is often interpreted as synonym to edge
computing [30,37,41], can reduce the latency between cloud and IoT devices.
In contrast to the presented edge technologies in the former paragraph, the
fog computing layer is one step closer to the service requesting devices and is
designed in a decentralized manner. A large number of heterogeneous fog devices
is required to manage, cooperate, and communicate to achieve the objective of
low-latency [9,40]. It is still an open question if there is a fundamental difference
between edge and fog computing. However, both technologies are sharing a com-
mon set of services (e.g., computation, storage, and networking) in a similar way
as an intermediate layer between the cloud and IoT layer. We treat edge and fog
as similar and related technologies and do not introduce a further differentiation,
as many other authors [9,30,37,41].

As indicated in Fig. 1, applications with low-latency requirements can be
deployed in different ways. The three most frequent so-called provision models
are (I) scaling, (II) offloading, and (III) edge-only deployments, even if the edge
layer is not supposed to replace the cloud completely [2,8]. (I) Scaling to the edge,
also called distributed offloading, keeps the application running in the cloud and
edge layer simultaneously. This provision model applies especially if the cloud
and edge layer need to work together because both are running out of resources.
For example, the edge node may reach the available amount of storage and the
cloud may violate the latency requirement [1]. (II) Offloading from cloud to edge
and vice versa is the most frequently discussed and used approach. Applications
and tasks are moved to the edge layer to achieve better response times, e.g., due
to periodic high load. Equally, applications may be shifted to the cloud when
the load decreases [18]. (IIT) Edge-only deployments are also possible, where the
applications are placed only on the edge layer and moved across different edge
nodes, to fulfill the needed latency. Offloading is not necessarily destined for this
way of placement. However, many solutions perform a mixed approach even if
they focus on edge placement in specific [36].

2.2 Orchestration of Cloud-Edge Architectures

Cloud-edge environments introduce new complexities that arise when new layers
with different provision models are added to the cloud. Cloud-Edge orchestration
comprises all activities to distribute a set of applications to the cloud, edge, and
IoT layer given a set of objectives. There are multiple objectives involved to run
this architecture efficiently (Sect.2.1).

The essential parts are performance-related aspects like the optimal place-
ment of applications dependent on the real-time latency and bandwidth of
devices in the architecture to the origin of potential requests. Complex optimiza-
tion and scheduling models are required to distribute applications according to
resource demand and supply of CPU, memory, disk, and network utilization [37].
In addition, cloud-edge architectures must be fault-tolerant and resilient if some
nodes in the network become unavailable [42]. The decentralized, distributed,
and large-scale nature of edge layers intensifies the complexity because often
edge resources are equipped with low-power devices [18,19]. Associated with
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Fig. 2. Generic orchestration architecture, based on [10].

large-scale deployments, orchestration must provide extensibility to dynamically
scale up and scale down the number of available nodes [28]. Security is also
an important part of cloud-edge environments because edge technologies like
cloudlets and mDCs are shared across different tenants (Sect.2.1). In addition,
they may be publicly accessible [41]. Hence, concepts like authentication, autho-
rization, and user access control are inevitable running cloud-edge systems [42].

All types of provision models require a fast and efficient way of moving appli-
cations through the different layers. For this, container virtualization can be seen
as the de facto standard to run applications in this regards. Containers include
the application, all necessary libraries, and the runtime environment. They run
on top of a so-called container engines, like Docker, and share the same kernel of
an operating system. During runtime, the containers are isolated and can only
use a previously defined amount of resources, such as CPU or memory. Running
applications in this way involves several advantages: Containers are small in size
and provide fast startup times [4]. Especially the portability of containers has
led to wide acceptance in edge computing [24,29].

Figure 2 shows a generic container orchestration architecture based on [10].
Applications are provided by a container registry and executed on cloud and/or
edge nodes. The autonomic controller consists of an orchestrator that imple-
ments an orchestration strategy, algorithm, or policy responsible for assigning
those applications on different nodes. At this, different provision models can be
realized, as explained in the former section.

2.3 Kubernetes

K8s can be used to run workloads on a set of nodes and to implement the
described generic orchestration architecture from the last chapter. We present a
minimal working cluster in Fig. 3. It consists of at least one master node, also
called control plane, that carries all system-related services to run the cluster.
Further, at least one worker node is needed to run the assigned workloads.*
The master node contains a set of services to manage the set of worker nodes.
All system-related services are running as containers and can be distributed

4 Tt is even possible to run single-node clusters by attaching workloads to the master
node; however, this should not be done in production environments.
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Fig. 3. General Kubernetes architecture.

among different nodes to achieve high availability. The controller-manager (c¢-m)
observes all nodes running in the cluster and keeps track of the current state.
For instance, as part of the controller manager, the replication manager can
restart pods on other nodes in case of failing nodes. The Kube Scheduler (KS),
in Fig. 3 named sched, assigns containerized workloads that are running in pods
to worker nodes based on filtering and scoring to find the most appropriate
node for deployment. For example, previously defined constraints and available
resources on nodes are taken into consideration. K8s holds the cluster data in a
strongly consistent distributed key-value store etcd, for example, currently run-
ning assignments. All data will automatically be distributed across all running
eted instances to achieve redundancy. The api component is used to interact with
all system-related components, exposed as REST API. Not shown as optional
component in Fig.2 is the Horizontal Pod Autoscaler (HPA) that can dynam-
ically increase and decrease the number of pods based on CPU and memory
utilization.® All worker nodes run a so-called kubelet that interacts with the con-
troller manager on the master node. This component manages the lifecycle of
pods based on the commands from the controller manager. Furthermore, this
component transmits the current node status to the control plane. Lastly, the
kube-proxy (k-prozy) is used to make workloads available via the network in the
form of services by opening ports and forwarding traffic.

As annotated in Fig. 3, K8s allows to replace and modify several components.
The scheduling component can be modified or replaced entirely. Custom labels
can be assigned to nodes, for example, to enrich the information basis for the
scheduling process. Possible for a customized scheduling and scaling are also
external applications that are interacting with the api or containerized compo-
nents that can even be deployed as control plane components, for example, if
the scheduler is supposed to be replaced.”

® https://kubernetes.io/docs/tasks/run-application /horizontal- pod-autoscale/.
5 https://kubernetes.io/docs/concepts/overview /components /.
" https://kubernetes.io/docs/concepts/extend-kubernetes,/ .
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3 Related Work

The works that are related to our survey are three-fold. Firstly, we identified
those works that defined and investigated fundamental characteristics of cloud-
edge computing and performed a subsequent evaluation based on a set of criteria.

[45] conducted a literature survey on fog computing and similar or related
computing paradigms, like the described edge technologies in Fig. 1. Besides
general aspects of fog computing, they stated limitations, research directions,
and potential solutions for fog orchestration. Limitations and research directions
were mapped to potential solutions from various authors. Although cloud-edge
orchestration was not the focus of this work in specific, many useful aspects
were included for future research. In [39], a comprehensive literature survey
was performed to obtain the state-of-the-art orchestration challenges, also for
edge and fog computing. The authors also presented a mapping between these
challenges and provided a list of corresponding potential solutions as described in
different studies. [26] followed this qualitative approach and investigated several
requirements, like infrastructural-, platform-, and application-related criteria.
These criteria were used to evaluate established fog architectures and use cases.
In terms of orchestration, the authors collected a comprehensive set of resource
allocation and scheduling algorithms as a discipline of orchestration. Again, these
obtained criteria were used to evaluate a selected set of solutions that tackle this
problem domain. In [41], the motivation, challenges, and opportunities in edge
computing were discussed. The authors provided a reasonable set of aspects that
must be handled, especially in regards to orchestration-related activities.

Secondly, the works that evaluate edge (orchestration) architectures are
related to our study. Whereas the studies in the former paragraph explicitly
evaluate general challenges in edge and fog computing, the following studies
target cloud-edge or edge orchestration in specific. For example, [19] defined
several requirements for orchestration in terms of node-handling capabilities
(e.g., joining/leaving the cluster, scheduling, and device mapping to contain-
ers). They evaluated container orchestration tools like Mesos, Kubernetes, and
Docker Swarm. Although they do not compare different cloud-edge architectures
implemented with these tools, their defined requirements contribute to the col-
lection of features an orchestration system should comply with. Similar to the
studies in the first part, [42] analyzed the state-of-the-art of fog orchestration.
Their study provides a detailed overview of requirements and what orchestration
must fulfill. Based on these obtained criteria, they evaluated well-established and
standardized fog orchestration architectures. They conclude that most of these
cloud-edge architectures can deal with the challenges in fog computing. However,
there was no practical implementation covered.

Thirdly, those evaluations that focus only on one certain aspect of cloud-edge
orchestration are further in relation to our work: General architectural and algo-
rithmic challenges, for example, for resource provisioning and scheduling, were
part of [25]. The qualitative literature review leads to a comprehensive set of
limitations that are mapped to potential solutions. In addition, starting points
were added to support further investigations. [1] also provided a comprehensive
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survey in a subarea of cloud-edge orchestration. They analyze offloading strate-
gies based on a set of criteria that was theoretically derived. A similar approach
was made by [43]. They analyzed several offloading algorithms based on a pre-
viously set of criteria and presented an overview.

Although many of the approaches investigated several challenges, research
directions, and potential solutions for issues in cloud-edge orchestration, there
is no comprehensive overview of K8s-based cloud-edge and edge architectures in
specific. Therefore, we provide a comprehensive evaluation of those modifications
according to the requirements of cloud-edge architectures.

4 Kubernetes as Edge Orchestration Platform

To get an overview of the current state-of-the-art of cloud-edge orchestration
with K8s, we analyzed 18 research papers. We obtained these papers from dif-
ferent databases like IEEE Explore, SpringerLink, and ArXiv. We used the term
Kubernetes A (edge V fog) A (computing V orchestration).

Finally, we only considered those papers which identified potential shortcom-
ings of K8s and provided a set of solutions by retaining K8s. In total, seven out
of 18 publications were excluded. Besides a short introduction on the considered
solutions, this chapter also discusses limitations of K8s for edge orchestration
and presents potential solutions stated in the literature to answer RQ2.

4.1 Kubernetes-Based Edge Orchestration Architectures

The set of K8s-based edge orchestration systems can be basically separated into
three parts, namely (open-source) frameworks and solutions that are tackling
essential orchestration activities in edge computing, solutions that applied cus-
tom modifications and extensions to K8s for cloud-edge orchestration, and finally
those solutions that orchestrate only the edge-layer with a modified K8s. This
chapter shortly outlines the general approach of these platforms and solutions.

Platform-Based Solutions. The first part comprises frameworks like
KubeEdge (KE)®, Baetyl?, OpenYurt (OY)!, or ioFog!!. These frameworks
often use K8s as an underlying platform without any modifications to run the
required system-related services and the target applications as containerized
workloads. These platforms usually provide a mechanism to enable an easy
setup of cloud-edge architectures. They provide routines to deploy infrastruc-
ture components like virtual networks, additional middleware like message bro-
kers, preconfigured service- or event bus endpoints, and management capabilities.
Users can easily connect devices to the architecture and monitor their current

8 https://kubeedge.io/en/.

9 https://baetyl.io/en.
19 https://github.com/openyurtio/openyurt.
Y https://iofog.org/.
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state. Platforms like KE advertise resource optimization to enable the usage of
the platform with low-end devices, which are very common in the field of edge
computing. The primary lack of those platforms is the missing dynamic work-
load allocation capability. Those platforms are not able to perform intelligent
placement decisions based on the current resource utilization on edge devices,
offloading of containerized workloads from cloud to edge and vice versa, and
finally scaling out to the edge [17]. In consequence, some authors used the modi-
fiability and extensibility of K8s (Sect. 2.3) to implement custom cloud-edge and
edge architectures, which are described in the following paragraphs.

Custom Cloud-Edge Architectures. Secondly, we present architectures
using cloud and edge layers in collaboration to provide orchestrations.

[17] propose KaiS. This scheduling framework dispatches requests decentral-
ized at the edge and cooperates with the cloud to improve the long-term rate of
request processing and system overhead. Furthermore, they used centralized ser-
vice orchestration in the cloud to assign containerized workloads to edge nodes.
The architecture made usage of learning dispatching and orchestration tech-
niques. The authors obtained that KaiS can distinctly reduce the throughput
rate and scheduling costs compared to K8s or other greedy approaches. A scal-
able and custom solution was described in [21] as a multi-objective optimization
problem to minimize interference and energy consumption of deployments. They
deployed custom containers on all nodes in the cluster to meet the requirements
of co-allocation of dependent workloads on a single node to reduce the carbon
footprint of the entire cloud-edge orchestration. Compared to a First Come First
Serve algorithm, KEIDS and the introduced optimizations on KEIDS led to dif-
ferent improvements in reducing carbon footprint, performance, and energy min-
imization. The solution, named Swirly, presented in [15], aims to fulfill several
requirements of cloud-edge orchestration. Swirly is a scheduler running in the
cloud and creates service topology to support scheduling. It supports large-scale
and topology-aware deployments with a minimal number of container instances
by taking real-time resource utilization (e.g., CPU, memory, and latency) into
consideration. They deployed a custom container on all nodes to achieve the
previously mentioned goals. As a benchmarking result, they concluded that the
proposed solution is able to manage up to 300000 devices. [33] proposed a cloud-
edge architecture with network-aware scheduling for an air monitoring service.
They implemented several extensions, like custom schedulers, and applied modi-
fications to K8s to support location-aware scheduling. As a result, they compared
their network-aware scheduler with the default KS and other approaches based
on integer linear programming. They showed that their proposed architecture
with the modified scheduler leads to a noticeable reduction in network latency.
A further notable example of K8s-based implementations is the work of [16].
The proposed architecture aims to get K8s ready for the orchestration of geo-
graphically distributed clusters. They placed additional components, e.g., for
measuring network latency on each node, and proposed a custom scheduler for
scheduling activities. This solution targets the cloud and edge layer for placing
workloads and performs periodic latency probes to determine optimized latency-
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aware deployments. An evaluation has shown that the architecture can adjust
the deployment based on real-time conditions. [20] designed an architecture with
the focus on fault-tolerance by defining application isolation, data transport, and
multi-cluster management. They deployed fault-tolerant Kafka clusters in cloud
and edge to achieve a reliable storage layer. In addition, they deployed mas-
ter nodes on the cloud in high availability mode. Finally, they evaluated that a
two-node failure does not mitigate the operational state of the cluster. Lastly,
the solution of [44] is worth mentioning. They propose Fogernetes, a fog com-
puting platform, which is based on a labeling system to achieve network-aware
and resource-oriented deployments. The deployments are based on assigning a
set of key-value pairs to nodes and adding those to the deployment file as well.
As a case study, they deployed a video streaming architecture with a camera,
client, middleware, and central processing unit in the cloud and showed that K8s
followed a location-aware deployment based on the defined mappings.

Custom Edge Architectures. Thirdly, we give a short conceptual overview
of solutions that considered only the edge layer for orchestration activities.

[22] propose a fog architecture based on K8s that aims to deploy multi-
container applications on resource-limited fog devices. They introduced several
plugins to the default KS to achieve more efficient and location-aware distri-
bution of containers, for example, by distributing multi-container deployment
on neighboring nodes. As a result, they conclude that the service quality was
not mitigated and the procedure might evolve as common practice to utilize
fog architectures. In [12], a decoupled and native modification was executed on
K8s to achieve location-aware, latency-aware, and fault-tolerant deployments.
Based on a decoupled architecture, deployments are calculated by the usage of
an external component. This component passes the created deployment to an
unmodified K8s cluster architecture. The native modification runs on K8s as
an additional component and interacts directly via API calls to achieve a more
robust integration into K8s. Finally, the authors performed several experiments
on allocation costs and failover time to evaluate the proposed modifications. [27]
proposes an edge solution for industrial IoT to reduce the scheduling time by
applying single-step scheduling, especially in the field of 5G. The implemented
custom scheduler achieves latency-aware deployments and optimizes the deploy-
ment time and temperature of all nodes in the cluster. As a result, they reduced
the scheduling time and considered additional metrics, like latency, jitter, and
packet loss in the scheduling process. In [11], the inherent issues in the schedul-
ing process were addressed by implementing an agent-based approach to reduce
the load on the master node while scheduling. The scheduler runs instead of
the default scheduler and addresses only the fog layer. The authors followed an
agent-based approach that shifts selected scheduling tasks of K8s, like node fil-
tering and scoring, to agents, which are placed on nodes in the architecture. An
evaluation has shown that the agentified scheduler significantly needed less time
for deployments with a small number (<10) of replicas.
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4.2 General Limitations of K8s for Edge Orchestration

We distinguished the general limitations of K8s as an orchestration platform
in resource awareness and architectural shortcomings. These categories exhibit
substantial obstacles running K8s in production for cloud-edge architectures.

Resource Awareness. Dealing with real-time resource demands and supplies
in terms of the current CPU, memory, storage, and network utilization can
be seen as a major challenge in orchestrating cloud-edge architectures. Since
conditions are dynamically changing and shifting actions must be initiated in
an appropriate amount of time, K8s shows several limitations in this regard.
Frequently mentioned are the limited capabilities of the default K8s scheduler
to deal with other resources like CPU and memory utilization. Especially for
small edge and IoT devices other resource types are also essential, e.g., the
current quality of the network connection [12,21,22,27,33]. Other authors using
K8s as platform for orchestration mention that the missing capabilities taking
the resource consumption for shifting applications or tasks from cloud to edge
as further scheduling metric is a major drawback. Considering energy efficiency
might be important for mitigating unnecessary offloading actions and reducing
carbon footprint [21,33].

Cloud-edge deployments benefit from latency- and bandwidth-aware orches-
trations. That means it is desirable to place multi-component applications close
to each other in order to reduce the communication cost [22,33]. Following
the main objective of edge computing, applications must be placed close to
requesting devices. Therefore, latency is one of the most important measure-
ments that should play an essential role in scheduling container workloads to
edge devices. K8s does not provide a built-in mechanism to run deployments
based on bandwidth and latency that might limit the application in cloud-edge
environments [12,16,21,22,33].

Lastly, the KS shows several obstacles for the usage of K8s in edge comput-
ing. As pointed out in Sect. 2.3, the KS assigns workloads in the form of pods
to nodes based on filtering and scoring by node priority calculation. K8s takes
the workloads to be scheduled one-by-one at a time and does not preferentially
consider assigned priorities to pods to a set of available nodes [17,22,27,33].
Furthermore, developers are allowed to define the resource requests of pods stat-
ically. If those definitions are far away from the actual resource usage, nodes
might be underutilized. The scheduling algorithm might lead to unassigned pods
if no resources are left on nodes, even if the containers in the pods to be sched-
uled could be distributed among different nodes [22,33]. The missing under-
standing of the network topology is one further downside. K8s interprets the
set of worker nodes as homogeneous with similar capabilities, although cloud-
edge architectures usually consists of heterogeneous nodes in a geographical dis-
tributed architecture [12,14,16,17,21,22,33,44]. Without a topology, K8s can
not realize location-aware deployments that are required for the different provi-
sion models and edge technologies (Sect. 2.2).
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Architectural Shortcomings. Besides the resource-related shortcomings of
K8s, there are also architectural issues that are part of related works (Sect. 3).
By definition, the decentralized organization is an essential characteristic of edge
computing (Sect. 2.1). However, K8s exhibits a centrally organized control plane
that manages the lifecycle of a large set of nodes and applications running on
them. Even though the control plane can run in a high availability manner [20],
this architecture violates the decentralized notion [11,17,22]. In addition and
solid relation to the topology criteria in the former chapter, the distributed
nature of edge-computing is degraded because K8s does not hold a network
topology to model geographically distributed and independent cloud-edge clus-
ters [17]. Lastly, one single K8s cluster can at most handle 5000 nodes with
150000 pods and 300000 containers in total.'? A very large edge cluster requires
additional coupling, e.g., by the usage of cluster federation [14,15].

4.3 Potential Solutions for K8s as Edge Orchestration Platform

This section provides a short overview of potential solutions to overcome the
most critical challenges in edge computing, according to the former section.

Providing Resource Awareness. The missing capability of dealing with other
resources like CPU and memory was the most frequently mentioned downside
taking K8s as an orchestration system, especially in regards to latency, band-
width, energy consumption, and costs to determine future scheduling activities.
Some authors implemented a custom way to collect additional metrics, like band-
width and latency, with containerized applications and agents that are running
alongside the K8s components. These metrics are further analyzed by custom
schedulers that are running as normal containers alongside the default KS to
alter deployments [11,15-17,21,27]. K8s also offers to implement custom and
native schedulers that can also run together with or without the default K8s
scheduler.'® Furthermore, there are already implementations that are using the
default KS with scheduler extenders that allow to alter scheduling decisions of
the filtering and scoring step of the default KS [22,33]. As pointed out in Sect. 2.3,
the default KS starts with filtering and prioritizing nodes based on predicates.
The priority step can be revised and added to the default KS by recompila-
tion, for example, as performed by [22]. Lastly, creating new deployment mani-
fests based on custom containers was already done by researchers to modify the
orchestration [12,44]. Finally, the issue of potentially unscheduled pods must
be addressed, for example, by splitting up deployments and distribute them to
different nodes [22]. Moving already running pods to different nodes might also
be an option [16]. This solution, however, does not address the issue of static
resource assignments to pods and potential under- and over-utilization of the
infrastructure. According to the investigated solutions, real-time data analysis

2 https://kubernetes.io/docs/setup/best-practices/cluster-large// .
'3 https://kubernetes.io/docs/tasks/extend-kubernetes/configure-multiple-
schedulers//.
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is desired, respectively, must be regularly revised to avoid not properly chosen
resource assignments.

Implementing Cloud-Edge Architectures. The orchestration of cloud-edge
architectures should follow a decentralized organization and should not rely on a
master node as it is the case with K8s. However, this requirement can be relaxed
because it is common practice to introduce centralized schedulers for the edge,
as shown by several examples [16,17,44]. Agent-based and other decentralized
approaches together with centralized components have already been realized
with K8s, even specific for edge-computing [11,17]. The missing awareness of
network topology can be seen as a major drawback, perhaps the most serious.
As explained in Sect. 2.2, edge orchestration is supposed to implement various
provision models. For example, to perform (II) edge offloading from cloud to edge
or vice versa requires knowledge about the position and assignment of nodes to
layers (Fig. 1). Therefore, K8s must provide a way to define a network topology
in order to orchestrate cloud-edge environments with different edge technologies.
As indicated in Sect. 2.3, labels can be assigned to nodes in order to implement a
network topology. Based on so-called affinities and anti-affinities, the set of usable
nodes for pod deployment can be limited in a reasonable way. The investigated
solutions commonly used affinities to express the corresponding layer (i.e., cloud,
edge, or IoT) a node is assigned to and additional context-related information,
like the target location [12,16,22,44] or the device type [33].

5 Limitations of the Proposed Solutions

Although the proposals based on K8s provided contributions to get K8s ready
for the edge, there are still some issues that must be considered running cloud-
edge environments in production. In this chapter, we present an overview of the
investigated solutions and the identified drawbacks. Again, we distinguished the
limitations in resource-related and architectural shortcomings.

5.1 Resource-Related Solutions

Table 1 shows an overview of which requirements in terms of resource-awareness
are supported (@), partially supported (O), or not supported (no circle). Also,
we mention where no details could be found (3k).

First, most of the proposals modifying K8s for edge environments consid-
ered the cloud and the edge layer. Architectures where the cloud holds the K8s
master node with control planes or custom scheduler components and the edge
layer, consisting of a set of worker nodes, are a frequent architectural design.
However, some solutions only consider the edge layer, which runs all necessary
components. In regards to the scheduling process, most of the authors used cus-
tom containerized schedulers that are replacing the native default scheduler in
K8s completely. [12,33] used an unmodified version of the native scheduler (O)
in collaboration with a custom scheduler [12] or an extender [33]. In addition,
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Table 1. Comparison of resource-awareness in different Kubernetes implementations
for cloud-edge architectures.
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there are proposals that do not include customization of the scheduler and work
with implicit scheduling [20] respectively affinities and anti-affinities to imple-
ment scheduling to the cloud and edge layer [44]. In general, all solutions are
aware of CPU, memory, and disk resources. However, most of the solutions
take the static resource assignments (O) for scheduling decisions. Only a few
approaches scheduled based on dynamic real-time metrics (@). One approach
considers the energy consumption, which might be important for devices running
on battery [21]. Latency-aware deployments are crucial in edge-deployments.
Some authors achieved those deployments by periodically measuring the net-
work latency (@) between nodes. Other solutions only consider predefined and
static assignments (O). The currently available bandwidth is rarely considered
in the investigated solutions. There are predefined static (O) definitions of band-
width [33] as well as periodic (@) checks [21]. The K8s API is used to measure
the current CPU and memory utilization to support the scheduling and scaling
decisions. As clarified in Sect. 4.2, the set of considered metrics must be extended.
Some solutions make usage of the unmodified K8 API (O) without any mod-
ification or extensions. Also, we investigated solutions that deploy custom (@)
containers in addition to the native metrics components [15,16]. However, there
is one solution [12] that is replacing the metrics server compatible with the K8s
API (@) to gather latency between nodes. Missing explanations and definitions
were also the case (3¢).
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5.2 Architectural Solutions

After highlighting the resource-related shortcomings, we will review the architec-
tural implementations according to the obtained requirements. Topology plays a
major role because edge-cloud orchestrators must be aware of the network they
orchestrate to support all provision models and edge technologies.

A few authors allow explicit addressing (@) of cloud and edge layers for
deployment or scheduling workloads. Other solutions [20,21] take the cloud and
edge layer as a single system running orchestration and workloads. Often, only
the edge layer is in the focus of orchestration activities, as shown in Table 2.
Workloads are not supposed to be moved through the different layers. Some
solutions, like [17,33,44] facilitate the scaling model, where applications can run
on cloud and edge in a replicated manner (@). Due to the implemented scheduler
algorithms, [20] and [21] support scaling to edge only implicitly (O). Explicit
offloading (@) from cloud to edge is rarely supported because most works take
the cloud as a control layer, which is not supposed to run workloads. Implicit
offloading (O) might occur when nodes are failing and K8s resiliency feature
is shifting and restarting the workload on another node. However, this is only
possible for architectures where workloads can be assigned to the cloud. Nearly
all works also enable edge-only deployments, where workloads are executed and

Table 2. Comparison of architectural capabilities in different kubernetes implementa-
tions for cloud-edge architectures.
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moved across the edge layer to achieve fast response times (@). Partial edge-
only means that workloads are implicitly scaled-out (O) by K8s, for example, if
only edge nodes are available for deployment and users or the HPA increase the
number of replicas. The investigated solutions poorly cover fault-tolerance. For
our analysis, we only consider the fault-tolerance concerning the architecture of
K8s itself, not the fault-tolerance of the deployed applications.

This follows our objective to identify architectural shortcomings. Even if most
of the deployments offer high availability, a crashing master node that is run-
ning the control plane stops scheduling, scaling, monitoring, and the resiliency
features in K8s and is not acceptable if these solutions operate in critical areas.
[17,21] introduce geographically independent (@) K8s clusters to provide fault-
tolerance. However, the control plane is not replicated according to the recom-
mendation deploying at least three master nodes (@) for production environ-
ments.'* Only [20] implemented a fault-tolerant K8s architecture by considering
three master nodes that are also running the distributed key-value store etcd
as cluster storage (O). Nevertheless, it might be worth considering to decouple
eted from the master nodes running the control plane components by deploying
an external etcd cluster, which is interacting with the master nodes. Compared
to the stacked cluster storage setup (O), where etcd is distributed on the master
nodes, an external storage cluster would achieve a higher degree of resiliency
and reduce the load on the master nodes (@). This is especially recommended
for setups that need to handle a large number of nodes.'® Container registries
are mainly provided by the cloud in a non-geographically replicated manner.
The position of those registries is essential, enabling edge nodes to download
container images very fast, for example, if workloads must be scaled, offloaded,
or moved to achieve the edge-only model. Since latency reduction is a core char-
acteristic of edge computing, this should also be reflected in placing container
registries at appropriate locations. Only one publication [33] considered a fully
replicated solution across cloud and edge (@). [44] provided a registry only at the
edge (@) to enable fast download times. Often, placing strategies are neglected
and neither specified nor discussed ().

6 Discussion

After the evaluation of the proposed K8s-based solutions, this chapter will pro-
vide a detailed discussion. In Sect. 6.1, we present our findings by answering our
research questions from Sect. 1. Subsequently, Sect. 6.2 contains the limitations
of our study. Finally, we conclude this chapter with a short assessment if the
ambitions modifying and extending K8s should be retained (Sect.6.3).

1 https: //kubernetes.io/docs/setup/production-environment /.
!5 https://kubernetes.io/docs/setup/production-environment /tools/kubeadm /ha-

topology/.
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6.1 Findings

In the first chapters of this work, we analyzed fundamental characteristics of
edge computing (Sect.2.1), edge orchestration (Sect.2.2), and K8s as container
orchestration platform (Sect.2.3). Furthermore, we presented and analyzed sev-
eral studies that considered K8s as basis for cloud-edge orchestration (Sect. 4.1)
to obtain the general limitations (Sect.4.2). This procedure allows us to answer
RQ1. The essential requirements of cloud-edge orchestration can be separated
into resource- and architectural-related requirements. Resource-related require-
ments are the different layers, which are used by the orchestration architecture
to operate. Furthermore, considering real-time resource utilization and provid-
ing network awareness in deployments are important requirements, ideally with
dynamic consideration. In regards to architectural requirements, it is important
to consider the topology of all nodes that are managed, the realization of dif-
ferent provision models, and most notably, the implementation of fault-tolerance
even for the architecture-managing components. Some of these requirements are
already covered by K8s. In terms of resources, for example, K8s provides basic
scheduling using CPU and memory resources and horizontal scaling based on
these metrics. Additionally, K8s offers built-in mechanisms building high avail-
ability clusters. As mentioned by [19], it is very convenient with K8s to add
and remove nodes to a cloud-edge architecture during runtime. This is a typical
practice in edge systems to dynamically add and remove nodes from and to the
cluster [28]. We did not include this in our analysis in detail because all cloud-
edge architecture implementations offer this implicitly by the usage of K8s. In
addition, security was not further analyzed because the system-related communi-
cations are secured via HTTPS and provide a built-in system for authentication
and authorization.'® However, there are several shortcomings of K8s in orches-
tration activities. Firstly, in terms of resource-awareness, K8s is primarily built
for the cloud and is not supposed for running on a heterogeneous structure [12].
A major problem is dealing with real-time resource demands and supplies that
are not regarded during scheduling activities. Especially missing network-related
measurements in the default scheduling behavior, as most significant issue, must
be solved. Regarding architecture-related issues, the missing topology awareness
was frequently mentioned, limiting the orchestration possibilities. This leads to
the issue that K8s will be unable to perform other provision models like edge-
only deployments. For example, standalone K8s clusters (i.e., single clusters for
cloud, edge, and IoT) might offer basic horizontal scaling with acceptable per-
formance. Inherently, K8s offers a centralized way of scheduling and managing
the cluster. As outlined, this violates the decentralized notion of edge comput-
ing technologies. However, this issue can be relaxed because there are various
non-K8s-based solutions for cloud-edge architectures, as shown by the works
of [38,46]. Especially for task offloading, centralized management is used very
frequently, as analyzed by [43].

In Sect. 4.1 we analyzed the state-of-the-art of K8s-based cloud-edge orches-
tration. We also outlined the general limitations of K8s for edge orchestra-

16 https://kubernetes.io/docs/concepts/security /controlling-access/.
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tions (Sect. 4.2) as well as potential solutions (Sect. 4.3). This contributes to RQ2
that aimed to investigate the benefits and drawbacks of the solutions that used
K8s as orchestration platform for cloud-edge architectures. We argue that many
solutions provided reasonable and meaningful proposals getting K8s ready for
edge computing. The most notable benefits regarding resource-awareness include
adding custom schedulers that make dynamic usage of other resources than CPU
or memory and realizing network-aware deployments, especially for the schedul-
ing process. Also, architecture-related issues were approached, like implement-
ing topology-aware deployments. However, there is still a considerable lack in
implementing different provision models, fault-tolerance of the cluster architec-
ture, and placement of container registries as critical components for cloud-edge
orchestrations.

The qualitative analysis of the K8s-based proposals enabled us to identify
shortcomings (Sect.5), according to our work from the previous chapters. As
already indicated, the solutions that were part of our study showed several
drawbacks. It is crucial solving them in order to run cloud-edge deployments
in production. From our perspective, we believe that most of the challenges are
solvable with a foreseeable amount of effort (RQ3). There are partial solutions
for almost all problems, which can be combined to realize a unified solution.

We believe that all resource-related issues can be solved. Even if several
cloud-edge architectures used only the edge layer for deployment, K8s clusters
can be distributed over the different layers or deployed by the usage of cluster
federation'”. As already outlined, many components of K8s can be extended or
replaced, like the scheduler component to be aware of real-time resources and
network measurements. However, implementing native schedulers for the edge is
considered a complex process [12]. This might be the reason why there are no
native implementations. In addition, K8s allows the replacement of the metrics
server to enrich the type of measurements.

We conclude that essential architecture-related requirements, like network
topology, offering different types of provision models apart from edge-only
deployments, high availability concepts, and the placement of container registries
were not a major focus of the implementations. As already indicated, it might
be desirable to include, for example, the IoT layer for containerized deployments
as well. Issues like implementing fault-tolerance by replicating clusters, master
nodes, or geographically distributed container registries, can be provided quickly
and without much effort. However, this requires relaxing essential criteria like the
decentralized architecture of edge computing in favor of a unified orchestration
platform. As discussed above, this might be an acceptable trade-off.

6.2 Limitations

To the best of our knowledge, we aligned the set of evaluation criteria to the
most critical general requirements of edge computing and the derived shortcom-
ings of K8s. In consequence, the evaluation catalog might not cover the complete

17 https://github.com/kubernetes-sigs /kubefed.
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set of requirements and represents a simplification that should reveal the state-
of-the-art in orchestration activities with K8s. Furthermore, it is still not clear
if the selected solutions are comparable. They implement centralized, decentral-
ized, and mixed architectures and follow different approaches and objectives, like
implementing a cloud-edge topology, minimizing resource usage, optimizing con-
tainer allocation, or reducing latency in deployments. However, we state that the
type of architecture or objective should not constrain the mission-critical chal-
lenges in edge computing. In Sect. 2.1, we described different provision models in
edge computing that different edge technologies can implement. Nevertheless, it
is questionable if all provision models must be supported by one solution because
edge-only deployments seem to be the most frequent deployment, according to
our survey. More sophisticated solutions increase the complexity and might influ-
ence the performance of large-scale deployments.

6.3 Kubernetes as Unified Cloud-Edge Platform

Lastly, it must be evaluated if K8s should be further considered as a cross-layer
platform. As already explained in Sect.4.3, there are many modifications and
extensions needed to fulfill the basic requirements of cloud-edge orchestrations.
In addition, the platform is rather designed for cloud computing than for the
orchestration of complex multi-layer architectures [22]. However, in our perspec-
tive, K8s should still be in focus for cloud-edge orchestrations.

There are mainly three reasons for this, which are as follows: K8s is widely
spread and can be seen as the state-of-the-art orchestration platform for con-
tainerized workloads. Since container virtualization leverages edge computing,
a well-established, maintained, tested, and reliable framework is a crucial suc-
cess factor fostering the penetration of edge computing, enabling better and
more reliable real-time services. There are a lot of cloud providers and other
platform as a service companies that offer K8s without an advanced configu-
ration to set up hybrid architectures, for example Google Cloud Platform!® or
Jelastic!®. Further, because edge computing is a relatively new paradigm, devel-
opers can benefit from already available expertise. This reduces the initial hur-
dle deploying those architectures since developers are already familiar with the
technology. Secondly, security and high availability is even a significant aspect in
implementing cloud-edge architectures. All interactions between the controlling
instances, nodes, and containers that collect metrics must be secured. Other-
wise, deployment to production is irresponsible. K8s offers built-in mechanisms
for authentication, authorization, and user management. Next, support for high
availability deployments, not only restricted to the actual deployment but also
to the system-related components that are required to operate the architecture,
is worth mentioning at this point. In this regard, there are many other cus-
tom implementations for edge computing out there, mostly prototypes, without
proper security management or option for high availability. As the third and last

18 https://cloud.google.com/.
19 https://jelastic.com/.
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reason to continue working on K8s for cloud-edge architectures is the extensi-
bility of a well-designed ecosystem. Replacing fundamental components, like the
scheduler component, adding labels to realize a network topology, and revising
the considered metrics make K8s an eligible candidate for a unified platform.

Indeed, the set of possibilities is a major challenge and needs some stan-
dardization. As mentioned by [39], there is a strong need for standardization in
orchestration-related activities. Architectural and implementation-related pro-
posals with standardized components can be helpful running K8s in different
setups for orchestration of complex and large-scale architectures. Specifically,
this refers to providing custom native schedulers for edge computing, which can
be easily pulled from a public repository and run alongside or in place of the
native scheduler. Potential algorithms for orchestrating the cloud or edge layer
should be taken from the literature and provided for K8s to enable widespread
usage. This could also foster the use of established edge orchestration strategies,
algorithms, or policies. Additional components, like custom metrics server, must
also be standardized to expand the limited set of built-in supported metrics like
the metrics server.

7 Conclusion and Future Work

Edge computing complements the cloud by bringing additional resources closer
to end-users to achieve reliable and low-latency quality of service for real-time
applications. Providing and distributing applications is mainly performed with
container technology, where workloads are executed on a container runtime, usu-
ally pulled from a central registry. Cloud-edge orchestration activities comprise
the workload distribution on a set of resource-limited nodes. Over time, several
approaches emerged that took K8s, a container orchestration platform built for
the cloud, for cloud-edge orchestration. Since many authors claimed that K8s is
not ready for this kind of orchestration, they proposed several improvements.

In this paper, we evaluated those architectural proposals that tackle sev-
eral limitations of K8s as a cloud-edge orchestration platform. We have done
this based on essential requirements of edge computing, edge orchestration, and
capabilities of native K8s that were obtained from a literature survey.

As a result, we identified several benefits and drawbacks of the established
architectures. Major issues like real-time resource utilization, network aware-
ness, and network topology were solved quite well. Other aspects, however, were
neglected. These aspects comprise especially implementing different provision
models, like scaling and offloading between the cloud and edge layer. Further-
more, fault-tolerant cluster architectures for managing cloud-edge architectures
are in the early stages. The missing consideration of appropriate container reg-
istry placement strategies was also identified as a major challenge.

In addition, we assessed if the shortcomings of K8s for cloud-edge orchestra-
tions could be resolved with an appropriate amount of effort. We conclude that
based on the already available partial solutions, K8s-based cloud-edge orches-
tration should still be in focus for further improvement and research.
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For our future work, we still want to consider K8s as a unified orchestration
platform, even for the edge. We do believe that a high degree in standardization
of the extensions that are necessary to serve cloud-edge architectures can brace
the position of K8s as a standard orchestration system. Our following contribu-
tions will specify a set of architectural blueprints that help set up production
environments. Further, we want to guide how distinguished generic cloud-edge
orchestration strategies, algorithms, and policies can be implemented by the
usage of natively implemented K8s schedulers. The public availability of those
schedulers provided by a public registry can foster the usage and active partic-
ipation of K8s in edge computing. To examine the feasibility of the proposed
architectural blueprints, we plan to provide reference implementations that are
evaluated and tested at scale to achieve evidence that K8s can run large and
sophisticated cloud-edge architectures in production.
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