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Abstract. Captchas are widely used to distinguish between human and
machine programs and protect computers from malicious attacks. How-
ever, with the development of image recognition and deep learning tech-
niques, the attack success rate of traditional text-based and image-based
captcha is getting higher. This leads to increasing demand for more
secure captcha. In recent years, some captcha service providers such
as Tencent, NetEase, Geetest, etc. put forward novel visual reasoning
captchas to improve the safety level, and reduce the risk of attacks. There
has been little research on this kind of novel captcha. Existing method
mainly uses modular method to break it, but has to train separately and
is still insufficient for reasoning task. In order to solve above challenges for
visual reasoning captcha, this paper introduces a novel end-to-end graph
reasoning network to crack the visual reasoning captcha for the first time.
We use object detection model to identify all the objects in the captcha.
Then, we extract the distribution of question attention and image fea-
tures to build a graph neural network. Finally, an end-to-end reason-
ing framework for attacking visual reasoning captcha is constructed by
using reasoning module to integrate multi-modal. We achieve a higher
success rate of attack on some very popular visual reasoning captchas.
The results will provide technical and theory support for the security
evaluation of captchas, and promote research on more secure captchas.

Keywords: captchas - visual reasoning - object detection * graph
neural network - features extraction

1 Introduction

1.1 Background

With the rapid development of information technology, network security has
become an increasing concern. To defend malicious attacks or automated bots,
various websites and mobile applications often employ captchas. Captcha is usu-
ally composed of a series of digits, letters, images, audio or other information
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that is challenging for automated programs to recognize. Each type of captcha
requires users to solve a unique task that is easy for human to complete, yet
difficult for machines and programs. At present, common captchas include text-
based captchas, image-based captchas, voice recognition captchas, slide-based
captchas and so on [29]. To improve the security of captchas, developers con-
stantly added anti-recognition mechanisms into them, such as background noise,
character rotation, overlap, distortion [2,5,7]. However, with the rapid develop-
ment of character recognition [21], image recognition [10], these captchas can be
easily broken by attackers using machine learning methods [3] and deep learn-
ing methods [15,23,30,31]. Meanwhile, the captchas are increasingly difficult to
be recognized by human because of the complex anti-recognition mechanisms
deployed by captcha developers for improving security. However, the user expe-
rience is greatly reduced and the security does not significantly improve [1].

To solve above problems, the company Tencent proposed a visual reasoning
captcha called Visual Turing Test (VTT)! [25] for the first time. This kind of
captcha gives an image containing many objects, and a question. Users must
choose the correct object according to the question and click on the specific area
to pass the captcha. Subsequently, to improve the security and user experience
of captchas, other popular captcha service providers, such as Geetest?, Netease?,
Dingxiang*, Shumei®, and Xiaodun® proposed similar visual reasoning captchas
to defend against robot programs. The questions of these captcha challenges
usually include the investigation of object attributes, such as shape, color, size.
Some questions also include complex visual and spatial logic relations, such as
relative position, relative size, the same color and shape.

Since the captcha has only been proposed in the last few years, few researches
have focused on the security of this kind of captcha. Among them, the designer
of VT'T evaluated its security by carrying out a relation network attack test, but
only achieved a 4.7% success rate [25], indicating that this type of captcha has
a good defense effect.

Visual reasoning captchas are required to solve problems similar to Visual
Question Answer (VQA) [12,19]. However, with the rapid development of deep
learning technology, visual reasoning captchas are facing increasingly enormous
security threats. Wang et al. [27] were first to carry out the study of VIT
attack using modular method [14]. To the best of our knowledge, this is the only
attacking work on visual reasoning captchas. However, the ability of their model
to learn object attributes and relative relation is still insufficient. Some potential
logical relations will be ignored when different modules are used to filter objects
directly. In addition, the results of former module will greatly affect the latter

! https://007.qq.com/online.html.

2 https://www.geetest.com /show.

3 https://dun.163.com/trial /space-inference.

* https://www.dingxiang-inc.com/business/captcha.

5 https://www.ishumei.com/trial /captcha.html.

5 https:/ /sec.xiaodun.com/onlineExperience /spatialReasoningSelection.
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modules in their method. For example, if the results of detection module are not
good, this will affect the final reasoning results of integration module.

1.2 Challenges

At present, the research on attacking visual reasoning captchas mainly faces the
following three challenges:

The first challenge is that there is little research on visual reasoning captcha
at present [27], and existing research doesn’t provide public available dataset.
Moreover, many visual reasoning captcha service providers add anti-crawler
mechanism in their websites, which makes it very difficult to obtain and con-
struct large-scale and high-quality datasets.

The second challenge is how to integrate the multimodal features of visual
reasoning captchas for training. To solve the task of visual reasoning captcha,
attackers need to learn semantic information and image information at the same
time, find the target object according to the logical relation, and locate the spe-
cific target region. However, the existing VQA work [12,19] lacks the reasoning
ability of complex logical relation for this type of captcha.

The third challenge is that previous attack on visual reasoning captcha
schemes [27] lacks end-to-end logical reasoning, requiring separate training and
module assembly. Moreover, procedure parser needs to be designed for each type
of captcha, which requires a large labor cost.

1.3 Contributions

For the above challenges, this paper proposes a general, graph neural network-
based end-to-end reasoning framework, which can crack existing popular visual
reasoning captchas with a high attack success rate. Specifically, we built a web
crawler and successfully collected large scale of visual reasoning captchas from
multiple popular captcha service providers. The attack framework is composed
of object detection module, question encoding module, image feature extraction
module and graph reasoning module. First, we use the object detection method
based on Mask R-CNN [9] to identify all objects in the image. Then we extract
the distribution of question attention and object image features as multi-modal.
Finally, we use each detected object as a node and relative relations as edges
to construct a multi-step graph reasoning network. By reasoning with multi-
modal, we get the predict answer. Meanwhile, our model can achieve a relevant
high attack success rate with a small training number of captchas. The main
contributions of this paper are summarized as follows:

e To the best of our knowledge, we are the first to propose an end-to-
end reasoning framework for attacking visual reasoning captchas.
The framework is based on graph neural network, which adopts GRU-like
updating mechanism to spread the visual and position information in the
network. It integrates multimodal features to carry out successful attacks on
multiple very popular visual reasoning captchas. The success attack rate of
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VTT, Geetest, NetEase, Shumei, Xiaodun are 89.5%, 76.8%, 72.0%, 100.0%
and 89.7%, respectively.

e In view of the difficulty of logical reasoning in visual reasoning
captchas, we propose a novel method of extracting absolute posi-
tion, relative position, visual and relative visual features of objects
in visual reasoning captchas for the first time. We use these features
to learn the visual and spatial position relationships of objects, complete rel-
evant reasoning tasks, and visualize the reasoning process. The results show
that by using these features, our model has good performance in answering
relevant logical reasoning questions.

2 Related Work

2.1 Visual Question Answering

The VQA is a research field that integrates image understanding, natural lan-
guage processing and machine learning. Recent research models mainly include
modular methods and end-to-end methods. On the one hand, models such as
NS-VQA [28], XNMs [22] adopt modular methods that transform questions into
procedures which can filter objects with irrelevant attributes. By constructing
modules, they used these procedures to get the final text answers. On the other
hand, model of MAC [13], FiLM [20] used end-to-end approach, which integrates
semantic and image features to achieve good results.

However, existing VQA models simply extract semantic and image features
to fuse multi-modal, which lack the ability to learn logical relation in visual rea-
soning captchas. At the same time, the key to crack the visual reasoning captcha
is to output accurate answer location, while most of existing VQA models out-
put text answers. Therefore, to solve complex logic reasoning, special model for
visual reasoning captcha is needed.

2.2 Security Analysis of Captchas

The existing research on the security of captchas can be divided into text-based
captchas [5,7,24], image-based captchas [30], audio and video-based captchas
[18], slider-based captchas [29,30] and visual reasoning captchas [25]. We will
focus on three types of popular captchas including text, image, visual reasoning
captchas to introduce the related cracking and defense work as follows.

Text-Based Captchas. As the first proposed captcha [24], text-based captcha
requires the user to give the correct character sequence in order according to
the text image. Existing text-based captchas adopt multiple anti-recognition
mechanisms: Amazon uses rotated characters [7], Google ReCaptcha uses dis-
torted characters [7], to increase the difficulty of cracking them. Other captchas
increase the attack difficulty by employing complex character structure, such as
Microsoft which uses two-layer characters [5] and Apple which uses overlapping
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characters [26]. Instead of changing the character shape or structure, Sina and
Scihub [2] add noise such as dots, lines and shadows into the background to
interfere with text recognition. It is important to note that current text-based
captchas increase the cracking difficulty by using more than one anti-recognition
mechanism.

Although text-based captcha defense mechanism keeps evolving, it doesn’t
hinder the development of text recognition technology from cracking it. There
has been a lot of works on how to crack the various text-based captchas. Gao et al.
[6] successfully cracked hollow captchas using color fill segmentation algorithm.
In view of the noise in text-based captcha, Chen et [2] proposed a variety of
noise removal methods based on spatial domain filter, Gibbs and Hough trans-
form, and morphology to break anti-recognition mechanism. Dionysiou et al.
[3] systematically summarized the work of attacking text-based captchas using
machine learning and deep learning, and points out that text-based captcha is
no longer secure.

In general, attack methods against text-based captcha are getting more effec-
tive with the development of artificial intelligence. At present, the improvement
space of text-based captcha defense has become very limited, and the security is
not enough to resist the existing state of the art methods.

Image-Based Captchas. Existing image-based captchas can be divided into
select-based captchas, slider-based captchas and click-based captchas [29,30].
Compared with text-based captchas, they are more friendly and have richer
information in images, promoting a wide range of applications.

Select-based captchas require users to select images of a specified category
from a group of images according to object hint, such as Asirra [4] which requires
users to select cat images from 12 images. Zhao et al. [30] achieved 83.25%
attack success rates on select-based ReCaptcha v2 using image detection and
classification models. Slider-based captchas [29,30] require users to drag the
slider to the specified position, and distinguish human from machine according
to the accuracy of the mouse trajectory and the position of the slider. The process
of cracking slider-based captchas is mainly divided into two steps. First, the slider
and target position are obtained. Then, a slide track is made according to the
offset distance of the target position. A script is used to simulate the drag of
mouse. Although slider-based captchas are no longer secure enough, they are still
widely deployed due to low cost and user friendliness. For click-based captchas
[29,30], users need to click characters in sequence following the hint, which can
be regarded as a simplification of text-based captchas. The task behind click-
based captchas is the same as text-based captchas, with similar anti-recognition
mechanisms. The security of click-based captchas is also decreasing because of
excellent character recognition technology.

Visual Reasoning Captchas. Visual reasoning captcha is a new kind of captcha
and has appeared in recent years. At present, only Wang’s research team [27]
has worked on visual reasoning captchas. In order to crack the visual reasoning
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captchas, they proposed a model composed of semantic parsing, detection, classifi-
cation and integration modules. Adopting the work from [14], the semantic parsing
module parses the input question and converts it into a reasoning program. The
detection module uses Faster R-CNN [8] to locate the object and obtain simple
attributes, such as color, size and shape. The classification module uses SENet
[11] to further classify the subtle attributes including tilt direction and charac-
ter category. Finally, the integration module uses reasoning programs to filter out
redundant objects, and the final object left is the predicted answer.

Wang’s work has achieved a high success rate, but there are still some prob-
lems to be solved. (1) With the increasing and upgrading of visual reasoning
captchas, new measures have been taken to make the number of objects to be
detected increase and logical relationships more complex. In Wang’s method, the
detection module may fail to recognize objects that have occlusion, which mean
an object is partially blocked by other objects. Part of logical relation reasoning
is unable to carry out because occluded objects are unable to participate in rea-
soning. (2) There are many object categories in captchas, which makes it harder
for detection and classification module to learn the image features extracted by
the network. As a result, the programs used in reasoning are very likely to filter
out objects relevant to the question and miss some underlying logical relation-
ship. (3) Their method needs to train separately and assemble modules, which
requires a large labor and computation cost.

In order to solve above problems, this paper proposes an end-to-end reason-
ing framework for attacking visual reasoning captchas. To address visual reason-
ing captchas that have more objects in images and richer logical information in
questions, we use graph neural network as model foundation due to the stronger
ability in learning relationship between objects. Moreover, in view of more object
categories in visual reasoning captchas, we adopt Mask R-CNN in our detection
module to make sure all objects are detected as many as possible. By extracting
the object features and question attention distribution of the captchas, the model
is capable of learning multi-modal features. Through the updating mechanism of
GRUs, the model propagates and fuses multi-modal features in the network and
successfully attacks multiple visual reasoning captcha schemes. The end-to-end
reasoning does not need to train modules separately, which decreases our labor
cost.

3 Methodology

In this section, we describe in detail our framework used to attack visual reason-
ing captcha. As shown in Fig. 1, our framework consists of data collection module,
object detection module, question encoding module, image feature extraction
module and graph reasoning module.

3.1 Data Collection Module

At present, there are few studies on visual reasoning captchas. Only Wang et
al. [27] have carried out relevant attack research. But they did not make their
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Fig. 1. Framework for attacking visual reasoning captchas

dataset public, which has greatly limited the research work in this field. To collect
data for experiments, we developed a web crawler program for visual reasoning
captchas platforms, and collected a large number of visual reasoning captchas in
the form of image-question pairs. Subsequently, dataset construction and data
annotation are carried out.

Visual reasoning captcha service providers usually adopt strict anti-crawl
means to avoid large-scale malicious collection of captchas, which limits the
dataset construction in this research field. In order to bypass anti-crawl mech-
anism and collect sufficient visual reasoning captchas, we develop customized
web crawlers using the function library Selenium in Python, which can con-
trol browser to dynamically click elements in websites. Specifically, we collected
images of visual reasoning captchas and corresponding questions, and adopted a
de-duplication mechanism to ensure that the captchas collected were not repet-
itive.

We use crawlers to obtain visual reasoning captchas of VTT, NetEase,
Geetest, and Shumei. As the official website of Xiaodun provides few captchas,
we tried our best to collect, but collected less than 10,000 captchas. So we devel-
oped a program which generates new questions based on existing captcha images
to expand the size of Xiaodun captcha dataset. Finally, we collected a large
number of captchas from VTT, Geetest, NetEase, Xiaodun, Shumei, with 10,000,
10,000, 10,000, 10,000, and 300 captchas, respectively. Note that captcha data
was collected from February 26, 2023 to April 1, 2023.
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3.2 Object Detection Module

After data collection, we use object detection module to process visual reasoning
captcha images and obtain locations of all objects in the image. The output is
object bounding boxes and object labels.

Object Detection. Our object detection module uses Mask R-CNN [9], a
deep learning-based model that can simultaneously detect and segment objects
in images. Compared with other target detection models, Mask R-CNN has
more accurate positioning and segmentation. It can detect all the categories in
captchas, such as uppercase or lowercase letters, digits, geometric objects, while
significantly reducing the cost and time of our detection. Therefore, this paper
chooses it as object detection model.

Manually Labeling and Object Detection Training. In order to use Mask
R-CNN for object detection, we select a number of 250, 50, 150, 100, 25 images
from VTT, Geetest, NetEase, Xiaodun, Shumei, respectively and manually label
them. Subsequently, we trained Mask R-CNN using Resnet-50 network parame-
ters pre-trained on ImageNet, and generated separate model parameters for dif-
ferent visual reasoning captchas. Finally, the object bounding boxes and labels
detected in each captcha are obtained. We made a preliminary attempt to ensure
that all objects in the captchas are detected, and discovered that a threshold of
score higher than 0.7 can achieve best results. Therefore, we set the threshold
for object detection.

After the training of object detection is completed, we count the number of
object categories and calculate the detection accuracy of each kind of captcha.
Among them, Tencent VTT includes three categories of letters, numbers, and
geometric objects, a total of 53 types of objects. NetEase includes three cate-
gories of letters, numbers, and geometric objects, a total of 57 types of objects.
Xiaodun includes letters, numbers, geometric objects, with a total of 46 types
of objects. The captchas of Geetest and Shumei only include the category of
geometric objects, and there are 5 types and 7 types of objects respectively.

3.3 Question Encoding Module

Our question encoding module consists of a simplifier and a BiLSTM network.
This paper innovatively proposes a simplifier algorithm for questions of visual
reasoning captchas. The simplifier refers to preprocessing the question input into
the BiLSTM, removing and replacing redundant strings. By doing this, the num-
ber of question vocabulary is reduced and the complexity of subsequent reason-
ing network is decreased. For example, a question in VI'T & s i IEXTRETFEE
(Please click the letter facing you), after processing by our simplifier, the new ques-
tion is ‘IEX P EE (the facing letter), which reduces unnecessary strings ‘15 i,
i’ (Please click) and ‘YR’ (you). We also remove character punctuation in the
question. Some simplifier examples are shown in Table 1.
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Table 1. Examples of questions before and after the simplification process.

Platform Origin Question Simplified Question

T A E RS R B <7 %t a5 805 £kt
VTT  Please click the letter “t” that is side the side facing letter t
facing you
BRGERBEE O AT EEG EREBETEANKE Y
Geetest Dk

Please click the yellow object to the the yellow object left of the large yel-
left of the large yellow cube. low cube

R/ NG willlf — RSB NEwi ] — RSB

NetEase Please click the lowercase w with the the lowercase w with the same direc-

same direction as uppercase B tion as uppercase B
it B R/ R e B K A B/NGE KT

Shumei Click the smallest green rectangular the smallest green cube rectangular
in the image
i A SR AR R PR 5 8RR TR R R
Xiaodun Please click the object that has the the object that has the same shape
same shape as the tilted object as the tilted object

After being processed by the simplifier, we establish vocabulary dictionary
based on all the questions in each type of captcha. We use Jieba’, a func-
tion library in Python which can segment Chinese sentences, to establish a
vocabulary-to-number mapping table. Subsequently, we map the word vectors
<wi,Ws, ..., w> to number vectors <ni,ng,...,n;>. After preprocessed by the
word embedding layer and the multi-layer perceptron, the word embedding e is
input into the BiLSTM network. Since the questions of visual reasoning captchas
in Shumei and Netease are not complex, the size of the word embedding layer
is set to 64, and the word embedding used by the rest of the captchas is set
to 128. The size of the hidden layer of the BiLSTM network is 256, and the
number of layers is 2. We extract the output of the BiLSTM network as the
semantic information representation. After that, we linearly transform it and
use SoftMax function to standardize. The word embeddings are combined to
use the self-attention network to calculate the attention distribution weight of
each feature wyeq;. The question attention distribution is divided into absolute
position, relative position, visual feature, and relative visual feature attention
according to image features.

3.4 Image Feature Extraction Module

In this module, we analyze and extract image features of visual reasoning
captchas. These features are classified into four categories: absolute position
feature, relative position feature, visual feature, and relative visual feature.

" https://pypi.org/project /jieba/.
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Visual Feature. Existing works on CLEVR [13,20] show that using the feature
extracted by the conv4 layer in the pre-trained Resnet101 network can learn the
visual attributes of objects well. Different from these works which extracted the
features of the entire image, we segment the captcha into object images according
to the object bounding boxes returned by the object detection module. Then,
we extract the image feature f,;s of each object image.

Absolute Position Feature. We receive the object bounding boxes bbox =
[, y,w, h] from the output of object detection module, where z,y denotes the
upper-left coordinates of the object bounding box, and w, h denotes the width
and height of the object bounding box. According to previous work [16], the
position and relative position features of objects can well represent the rela-
tionship among objects, and also satisfy the logical reasoning requirements
for positional relationships in visual reasoning captchas. Therefore, we define
fabspos = |, &, 2w yth wh ], where W, H represent the width and height
of the captcha, respectively. Our results show that the first four features can
learn the position of an object in the captcha. The last feature ﬁ’;l represents
the size of an object in the captcha, therefore can answer questions about the
size of objects.

Relative Position Feature. Some questions require users to accurately
describe the position relation among objects in visual reasoning captchas, so
we extracted the position relationship feature feqqe between each two objects
in the captcha. To describe the relative position, we use the polar coordinates
proposed in [19]. Specifically, We adopt polar coordinates to better represent
the relative relation among objects. The c,,c, represent the center point of an
object, 0 represents the angle relation and p represents the distance relation:

arctan( :”J :i” )

= ——7"—— i
2
p= \/(Czj - Cz;,)z + (Cyj - Cyi)Z (2)
A /W2 + H2
fedge - [97 p]a (3)
We define frei pos = [fedges fuis; fabs,posj], which represents the relative position
feature between object ¢ and object j.

(1)

Visual Relative Feature. Visual relative feature is used to deal with questions
about the same color or shape. We define fo;, = [fvisy s fabs pos, in] as all visual
features of the object n, where [, is the object label value output from the
object detection module. The fre1vis = [fobj,s fonj;] 15 used to represent the
relative visual feature between object ¢ and object j.
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3.5 Graph Reasoning Module

We build a graph reasoning module, which receives the object bounding boxes
output from the former object detection module, the weight of the question
attention distribution output from the question encoding module and four kinds
of image features from image feature extraction. We construct the corresponding
graph neural network so as to represent object relation in the captcha. After
multi-step reasoning, the network finally outputs the predicted object bounding
box as the answer.

Graph Neural Network Construction. We use object detection module to
get all the objects in the captcha. These objects are defined as nodes V = {v;}
of the graph neural network. The relationship between each two objects is defined
as edges F = {ei,j}f\szl of the graph neural network. By doing this, the graph
neural network G = {V, E} is constructed. Node attributes contain extracted
absolute position feature fups pos and visual feature f,;5, and edge attributes
contain extracted relative position feature f,c; pos and relative visual feature
frel,m's~

Multi-step Reasoning. After constructing the graph neural network, we first
use the multi-layer perceptron to process the image features. Then, inspired by
GG-NN [17], we add a GRU-like updating mechanism into the graph network
and implement a multi-step reasoning process:

fmm = Wmm(unesattenrel + Wimgfrel) (4)
Al = tanh(fonm ;2" (5)
" = GRU(Aver, hi¥5), (6)

In (4) (5) (6), the rel includes relative position feature and relative visual fea-
ture. The Wyyes, Wimg, Wmm represent the fully connected layer parameters
of question attention, image feature and multi-modality, respectively. The f,.m
represents the multi-modal feature after integration, and h:ez’” represents the
hidden layer state of the ith object after n steps reasoning. After completing the
multi-step reasoning, we use the last hidden layer state of the captcha to get the
final answer prediction score:

score = Z tanh(atten) - tanh(hirebabshy, (7)

We regard the final problem as a multi-classification task, which means select-
ing the object with the highest probability among the N objects in a captcha.
The probability of the object i is expressed by p; = W Cross entropy

j=1
is used as the loss function of our model: ’

N
L==) ci-log(p), (8)

where ¢; is 1 when the object is the answer of the visual reasoning captchas, and
0 when it is not.
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Table 2. Information of visual reasoning captchas from different platforms.

Platform | Question attribute | Class number | Example label

VTT color 4 red, yellow, blue, green
shape 53 cube, sphere, uppercase N, lowercase a, number 5
size 2 biggest, smallest
direction 2 facing, side facing
location 2 right below, above

Geetest | color 4 red, yellow, blue, green
shape 5 cube, sphere, cone, cylinder, polyhedron
size 2 biggest, smallest
location 2 in front, behind, left, right

NetEase | color 4 red, yellow, blue, green
shape 57 cylinder, number 6, uppercase D, lowercase y
direction 2 facing, side facing

Shumei | color 4 red, yellow, blue, green
shape 7 cylinder, rectangular, hexagonal prism
size 1 smallest

Xiaodun | color 4 red, yellow, blue, green
shape 46 ring, polyhedron, uppercase A, number 7
size 2 biggest, smallest
direction 2 tilt, non-tilt
location 1 above

4 Experiments

In this section, we evaluate the performance of the proposed model framework
by attacking various visual reasoning captchas. First, we describe the experiment
setup in our work. After this, we conduct a couple of experiments to verify the
superiority of graph reasoning model in solving visual reasoning captchas.

4.1 Experiment Setup

In our work, the experiment of object detection module is on Intel(R) Xeon(R)
E5-2680 v4 CPU and TITAN X-12G GPU, 15GB memory. The rest of the
experiments are conducted on 12th Gen Intel(R) Core(TM) i7-12700H CP and
NVIDIA GeForce RTX 3060 GPU, with 16 GB of RAM. All deep learning models
are implemented using Pytorch v1.7.0.

4.2 Analysis of Visual Reasoning Captchas

To evaluate the performance of the proposed graph reasoning model, we carry
out a detailed analysis of visual reasoning captchas. We collect relevant infor-
mation including question attributes, class number and example label from dif-
ferent captcha platforms, as shown in Table 2. From the table, we can discover
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that question attributes of all the visual reasoning captchas include color and
shape. The VTT, Geetest, and Xiaodun are more difficult, which include the
question attribute such as size, position, direction, upper or lower case of let-
ter. Besides, they have more types of shapes, which demonstrates that breaking
visual reasoning captchas is not easy.

4.3 Train and Test Attack on Visual Reasoning Captchas

In this experiment, we use our model to conduct training on various visual
reasoning captcha datasets. The VTT, Geetest, NetEase and Xiaodun’s train
set, validation set and test set are 8,000, 1,000 and 1,000 question-image pairs,
respectively. Shumei’s train set, validation set and test set are 240, 30 and 30
question-image pairs, respectively. In this way, the training set comprised 80%
of the data, while the validation set and test set each accounted for 10%. The
attack success rates on various visual reasoning captchas are shown in Fig. 2.

1F 4l
P 081 ° 0.9
5 2
= & 0.8
Bo6f 8
8 @
8 o
=1 S07r
« %]
c04 >
© ——=VTT S 06F
F —=-Geetest
0.2r NetEase
-e-Shumei 05
—o—Xiaodun
0 . . . i 0.4
0 10 20 30 40 50 VTT Geetest NetEase Shumei Xiaodun
Epochs Different Visual Reasoning Captchas

(a)

Fig. 2. Train and test attack success rate of different captchas.

As shown in Fig. 2, the training on VI'T and Xiaodun reaches convergence
around 15 epochs, while Geetest, NetEase and Shumei reach convergence around
35 epochs. The final attack success rate of our model on the test datasets of VI'T,
Geetest, NetEase, Shumei, Xiaodun are 89.5%, 76.8%, 72.0%, 100.0% and 89.7%,
respectively, all of which are more than 70%, indicating that our reasoning model
can achieve excellent performance in attacking various multiple visual reasoning
captchas tasks. Our model achieves best on Shumei, this may due to the reason
that Shumei has simpler geometry objects. Our model does not perform well on
Geetest and NetEase, we think that the reason comes down to the complex logic
reasoning behind their questions.

4.4 Influence of the Scale of the Dataset

In our work, VI'T, Geetest, NetEase, Xiaodun captchas trainsets contain 8,000
pairs of captcha-questions. To explore the performance of our model with a
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Fig. 3. Success rate of visual reasoning captchas with different training numbers.

small trainset, we train our model with different numbers of captchas. Because
the number of Shumei visual reasoning captchas is not enough, the experiment
is not carried out on it. The success rate of attacking visual reasoning captchas

Table 3. Proportion and attack success rate of different shapes.

Platform Shape Examples Proportion ASR

Geometry .

16.5% 76.16%

70.9% 90.48%

12.6% 92.12%

100.0 % 76.90%

Geetest Geometry ‘ . .
Geometry i . .

Letter —_ 79.6% 67.48%

NetEase g P —
Number 9 5 y { 16.3%  90.24%
Shumei Ceometry i A ‘ 100.0%  100.00%

Geometry r) ‘ . 63.9% 92.18%
Letter C R H 26.6%  78.95%

Xiaod
AU N umber Q 5 8 95%  82.11%

4.1% 68.59%
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with various scale of trainset is shown in Fig.3. From the figure, we can see
that attack success rates of four kinds of captchas are low when the scale of
trainset is 200. But the attack success rate of VI'T improves greatly as the
scale of trainset reaches 400, which reaches a success rate of around 60% and
then slowly increases. The attack success rate of Geetest and NetEase gradually
increases with the increasing scale of trainset, but is slower compared to VTT.
For Xiaodun, the attack success rate exceeds 50% when the scale of trainset is
only 1,200. After 1,200, the attack success rate of it slowly increases. It shows
that the success rates of model attacks on all the captchas can exceed 50% when
the scale of the trainset is only half of the original dataset. It is proved that our
model can also be applied to a small-scale dataset.

4.5 Attack Success Rate of Different Shapes

In this experiment, we have also calculated the attack success rate of different
shapes in each visual reasoning captcha scheme, as shown in Table 3. From the
table, we can see that our model achieves the highest attack success rates on
number in VIT, NetEase and Xiaodun, which all exceed 90%. For geometry
shape, Shumei achieves higher success rate compared to other captchas. The
reason is that Shumei has only geometry objects. Although there are many
shapes with different attributes in VI'T and Xiaodun, our model still has a

Table 4. Test attack success rate of visual reasoning captchas using different models.

Platform | Example Ours | LCGN [12] | VQA [19] | Wang et al. [27]"

Shumei | [ ® 4 ®, % [1000% | 100% 70.0% 95.9%
0@ kcnN

Xiaodun | €% , )‘ 89.7% 16.6% 20.3% 79.2%

VTT Wi | 5959 10.9% 19.1% 88.0%

r M M . 0 . 0 . 0 . 0

p——

"
Geetest - | 76.8% 11.6% 18.6% 90.8%

NetEase f U 72.0% 16.7% 25.0% 86.2%

" Note that Wang’s work did not make their dataset and code public, and the model
is too complex and difficult to reproduce. Therefore, we cite their experimental
results directly for comparison.
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good performance, which demonstrates that it has the ability to learn multi-
modal and the logical reasoning behind the corresponding questions.

4.6 Baseline Studies

In order to evaluate performance, a series of baseline studies are considered in
our work. Wang’s model [27] does not make the code public, and the model
is too complex and difficult to reproduce. So instead of comparing with their
model, we select two VQA-related work that can also solve task of visual rea-
soning captchas. We compare our model with [19], which achieved good results
on VQA2.0 dataset and LCGN [12] which achieved excellent performance on
CLEVR-ref dataset. We used the same object detection module and compare
the different reasoning part. The experimental results are shown in Table4. Our
attacking framework can achieve success rates of 100.0%, 89.7%, 89.5%, 76.8%
and 72.0% on the test dataset of Shumei, Xiaodun, VTT, Geetest and NetEase,
respectively. The results are far superior to the model LCGN [12] and VQA [19].
Compared to these models, we achieve state of the art on Shumei, VI'T and
Xiaodun. Compared to Wang’s results, we did not achieve the best results on

Table 5. The visualization of captcha reasoning.
Origin S=1

S=2 S=3 S=4
L -

VTT-Question: Please click the letter on the cube

iaodun-Question: Please click the lowercase of the red letter

Geetest-Question: Please click the small cube to the left of the large sphere.

Netease-Question: Please click the lowercase u with the same color as the lowercase f

k|
V.‘. ‘----
S 4
I il

Shumei-Question: Click the smallest blue cylinder in the image

’0
C
S

s

C N
)
L
X

P
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Geetest and NetEase, which may have something to do with the fact that we
used different datasets. Note that we cite their experimental results from [27]
directly for comparison because they did not make their dataset and code public.

4.7 Reasoning Visualize

In addition, to better demonstrate the reasoning effectiveness of our model on
visual reasoning captchas, we visualize the graph attention distribution in the

Foon . i Ml wp e

+ QI: Please click the « Q2: Please click the object ¥ Q3: Please click the b4 Q4:Please click the
lowercase of the green letter with the same color as the number ‘4’ that is side object with the same color as
green cube facing to you the largest sphere

(1) VIT

+ Ql:Please click the blue +  Q2:Please click the ¢ Q3:Please click the small ¢ Q4:Please click the small

object in front of the yellow object with the same shape object with the same color as cube on the left of the
object. as the small object the big sphere. cylinder.
(2) Geetest

B RJ y U 1B ga M
et e OV nEp

~  Ql:Please click the + Q2:Please click the sphere X Q3:Please click the X Q4:Please click the
lowercase k with the same with the direction as the uppercase letter Q in the lowercase m with the same
color as the uppercase R lowercase u forwarding direction direction as uppercase B
(3) NetEase
ol bbb
: | 3
R ot g
N
 Ql:Please click the blue  Q2:Please click the object ¢ Q3:Please click the object ?:‘:"e“fe CI'C: the “"J;“
letter on the cylinder with the least number Wwith the same shape as the
. red lowercase letter
(4) Xiaodun

TR Y [ 5] X

/Q1:Click the smallest blue s Q2:Click the smallest + Q3:Click the smallest +/ Q4:Click the smallest blue
pyramid in the image green triangular prism in the yellow cone in the image rectangular in the image
image .
(5) Shumei

Fig. 4. Successful and failed examples of visual reasoning captchas.
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multi-step reasoning process, as shown in Table 5. S represents the Sth step of
reasoning. We can learn from the table that the attentive image region changes
through out the multi-step reasoning and regions are relevant to the correspond-
ing question. This indicates that our model can complete the logical reasoning
in captchas.

4.8 Case Study Experiment

To illustrate the availability of our method, we carried out the case study exper-
iment. Some successful and failed attacks are shown in Fig. 4. Previous experi-
ments show that we can achieve best in Shumei, VI'T and Xiaodun. For VTT,
we can see that our model detects the side facing objects, but chooses wrong
shape in Q3. This failure may due to that the shapes of the two objects are sim-
ilar. While in Q4 the failure may be the reason that the model gets the wrong
size. Although there is only geometry objects in Geetest, the questions include
many relative position attributes which make the logical reasoning more com-
plex. The model achieves 100% on Shumei captchas, we think the key reason is
that the geometry objects in Shumei are very simple and there are no occlusion.
We think that our model still needs improvement in learning the abstract logic
behind questions.

5 Conclusion

This paper proposes a novel end-to-end reasoning framework based on graph
neural network for attacking visual reasoning captchas. The framework is com-
posed of five modules: data collection module, object detection module, question
encoding module, image feature extraction module and graph reasoning module.
Specifically, we use the object detection module to extract the object boundary
boxes and labels. Based on the absolute position, relative position, visual and
relative visual features in captcha images, we integrate the attention distribution
output of the question encoding module. We construct a graph neural network
with object attributes and relational attributes as nodes and edges, and imple-
ment multi-step reasoning by combining the GRU-like updating mechanism. The
answer object boundary box of visual reasoning captcha is given. In addition, we
trained the model with a small dataset, and the experimental results show that
our graph reasoning network can achieve good performance on multiple visual
reasoning captchas. We also visualize our reasoning step, which demonstrates
that our model has excellent reasoning learning ability. In the future, we will
further improve the attack success rate of our model, and we can build a more
effective model for transmitting multi-modal, which can be extended to other
similar visual reasoning tasks.
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