
Research on Federated Sharing Methods
for Massive Data in Blockchain

Bing Wu and Haiyan Kang(B)

School of Information Management, Beijing Information Science and Technology University,
Beijing 100192, China

kanghaiyan@126.com

Abstract. Data storage with the help of blockchain can ensure the transparency,
non-tampering and autonomy of data information holders. However, the on-chain
storage of massive data will seriously affect the performance of blockchain,
and some private sensitive data and so on are not suitable for public storage in
blockchain. To address the above problems, a trusted federated learning method
based on local differential privacymechanism,LooselyCoupledLocalDifferential
Privacy Blockchain Federated Learning (LL-BCFL) is proposed for blockchain
that realizes secure and efficient processing of massive user data. Firstly, a client
selection mechanism is proposed and designed with the help of blockchain, which
mainly includes two operations, namely, verification update and reputation calcu-
lation, to ensure the correctness and effectiveness of global model aggregation as
well as the honesty and motivation of clients participating in training. Secondly,
federated learning is used to realize the joint training of massive data distributed
stored in each terminal device, so as to alleviate the phenomenon of “data silos”
caused by privacy and security issues. In addition, a local differential privacy
mechanism is designed in this method to solve the inference attack problem in
the training process of federated learning. Finally, experiments are conducted
on the MNIST dataset for both balanced and unbalanced datasets to verify the
effectiveness of the proposed method LL-BCFL.

Keywords: Federated learning · Local differential privacy · Privacy protection ·
Blockchain storage · Massive data utilization

1 Introduction

In today’s digital era, data is the core support and basic elements for the breakthrough
development of emerging technologies and field industries such as artificial intelligence,
cloud computing, mobile Internet and other big data industries. China has become the
world’s first data producer by virtue of the large amount of data generated from social
networks, the Internet of Things, hospitals, banking systems, social networks, and other
fields [1, 2], and the growth of data volume still shows explosive growth. The existence
of massive data has provided fundamental guarantees for the development of various
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advanced technologies, but the increasing emphasis on data security and privacy protec-
tion by countries, enterprises, and individuals has led to the inability of massive data to
be effectively shared and fully utilized [3, 4]. For example, data leakage, data theft and
other data security issues caused by incidents such as the illegal and excessive collection
and use of users’ personal information by Didi Company, as well as the introduction of
legal documents related to data privacy protection, such as the “Data Security Law of
the People’s Republic of China” and the “Personal Information Protection Law of the
People’s Republic of China”, have all reflected the phenomenon of massive data being
difficult to centrally process.

With the security attributes of blockchain such as traceability and tamperability, the
secure storage of distributed data is effectively realized [5]. However, the on-chain stor-
age of massive data will lead to a series of problems such as higher storage cost, slower
transaction efficiency, and higher probability of node failure in blockchain. In view of
the above blockchain massive data storage and the “data silos” problem caused by the
distributed storage of massive data, it is proposed to adopt the idea of combining “on-
chain and off-chain” to realize the efficient utilization and safe processing of massive
data by combining with the federated learning technology [6]. In recent years, the model
construction method combining blockchain technology and federated learning technol-
ogy has been widely studied. For example, Qi et al. [7] proposed a federated learning
framework based on federated blockchain to solve the security vulnerabilities and data
privacy breaches caused by single point of failure, and ultimately realize the traffic flow
prediction under privacy protection.

Federated learning is an effective solution to the privacy protection problem in
machine learning, but there is still a risk of privacy leakage during its model train-
ing process [8–10]. With the help of federated learning technology to solve the “data
silos” problem caused by industry competition, privacy security, and aggregation cost,
while combining with the corresponding privacy protection methods to ensure the secu-
rity in the model training process. In recent years, there are 2 main research directions
on privacy protection techniques in federated learning, which are perturbation mecha-
nism and encryption mechanism. The perturbation mechanism is mainly implemented
by centralized differential privacy (CDP) and local differential privacy (LDP), which
directly adds noise to the original data and perturbs sensitive information such as data
features so that even if the data is leaked or stolen by a malicious attack, the valid infor-
mation of the original data cannot be accurately inferred. Zhang et al. [11] applied the
local differential privacy technique to the clustering problem and proposed AGClus-
ter, a privacy-preserving grid clustering method based on LDP, to improve the quality
of clustering under the premise of guaranteeing data privacy and security. Encryption
mechanism is an indirect data privacy protection method acting in the process of data
exchange, which is realized by combining security techniques such as cryptography
tools, such as homomorphic encryption and secret sharing techniques. Yu et al. [12]
proposed an efficient and secure federated aggregation scheme based on homomorphic
encryption, which effectively solves the problems of federated learning data security as
well as increased communication overhead after encryption.

The above related researches have made important breakthroughs in data processing
and data privacy protection, but at the same time, there are still the following three urgent
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problems to be solved, which are (1) federated learning under massive data suffers from
the problem of inefficient information retrieval from distributed data terminal and is
not easy to be managed, (2) there may be dishonest and unresponsive malicious clients
participating in the training of federated learning models, and (3) only the validity verifi-
cation is considered on the balanced data sets, without considering the actual prevalence
of unbalanced datasets, which lacks the universal validation of the proposed method.
Through in-depth research on the above issues, the main contributions of this paper are
as follows.

(1) Propose a trusted federated learningmethod based on local differential privacymech-
anism for blockchain, i.e., Loosely Coupled Local Differential Privacy Blockchain
Federated Learning (LL-BCFL), to achieve the effective utilization and efficient
processing of distributed massive user data.

(2) Propose a client selection method for participating in model training to ensure the
correctness and effectiveness of global model aggregation, as well as the honesty
and enthusiasm of participating clients in training.

(3) Design a local differential privacymechanism to act in the federated learning param-
eter passing process, and perturb the data by adding noise to solve the privacy leakage
problem in federated learning model training.

(4) Considering both balanced and unbalanced datasets, a large number of experiments
are performed on MNIST real datasets to evaluate the effectiveness of the proposed
method.

2 Related Work

2.1 Blockchain

Blockchain, as a distributed ledger technology with security attributes such as trans-
parency, non-tamperability, and non-repudiation [13], is widely used in various fields
such as finance, healthcare, and public services [14, 15]. While blockchain technology
shows great potential in various fields, it also faces the following 2 key issues [16], which
are (1) security issue, and (2) scalability issue. The security of blockchain systems is
ensured by cryptography and consensus algorithms, however, theoretical weaknesses
in security mechanisms can lead to the possibility of malicious attacks on blockchain
systems such as malware attacks, distributed denial of service attacks, and other mali-
cious attacks. The three main reasons that contribute to the scalability issues [17] of
blockchain systems include the following (1) low throughput, (2) excessive data load,
and (3) inefficient query engines.

Massive data storage with the help of blockchain may cause problems such as trans-
action, query, and other functions become inefficient due to data overload. Therefore, it
is considered to combine with federated learning to directly store massive data locally
at each terminal, which solves the problem of data security and privacy protection while
solving the problem of decentralized massive data usage.

2.2 Federated Learning

Federal learning (FL) [18] adheres to the core idea of “data does not move, the model
moves, and the data is available but not visible”, and trains machine learning models by
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combining data from multiple parties under the premise of not sharing local data. Com-
bined with deep learning, privacy protection technology and other domain technologies,
it solves the problem of maximizing the utilization of massive data under decentralized
storage. The definition of federated learning is as follows.

Definition 1 Federated learning [19]. Define N participants {F1, ...,FN } to hold their
respective datasets {D1, ...,DN } and collaborate to train a globalmodelMFED. Compared
with the centralized traditional machine learning model MFED, the federated learning
model MFED has a certain degree of accuracy loss. Let VFED be the accuracy of the
federated learning model and VSUM be the accuracy of the traditional machine learning
model, the loss of accuracy is

|VFED − VSUM | < δ(δ is a non − negative real number) (1)

Ideally, the loss of accuracy of the federated learning model is small, i.e., the non-
negative real number δ is small.

Federated learning better solves the problems of “data silos” and data privacy and
security, but it still has the defects of reliability and security. Therefore, it is an impor-
tant challenge for federated learning to solve the security problem of parameter trans-
fer between the center server and the clients and the honest reliability problem of the
clients participating in the model training by combining with relevant privacy protection
techniques.

2.3 Local Differential Privacy Technique

In 2008, Dwork proposed the concept of differential privacy (DP), which mainly relies
on a randomization algorithm. Differential privacy mechanism can be utilized to protect
against differential attacks and inference attacks in order to prevent the attacker from
successfully obtaining the specific information of a particular piece of data based on
some small differences in information. In this paper, in order to ensure the availability
of data, we utilize the relaxation differential privacy which is widely used in real world
scenarios and is defined as follows.

Definition 2 (ε, δ)-Differential privacy [20].Given n users, for any randomized algo-
rithmM , take as input any two neighboring datasets D and D′ that differ by at most one
record, such that any subset of the output of algorithm M be Y (Y ∈ R) and satisfy.

Pr[M (D) = Y ] ≤ eε × Pr
[
M

(
D′) = Y

] + δ (2)

Then the algorithmM is said to satisfy (ε, δ)-differential privacy. Where parameter
ε denotes the magnitude of the degree of privacy protection, the smaller the value of
ε the higher the degree of privacy protection. δ is a relaxation parameter to ensure the
effectiveness of relaxed differential privacy, which is usually taken to be a small positive
number, e.g., 0.1 or less.
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Differential privacy is mainly realized by adding random noise to the input param-
eters or output results to perturb the data. Common data perturbation mechanisms [21]
are Gaussian, Laplace and random response mechanisms. In particular, the Gaussian
mechanism achieves (ε, δ)-differential privacy by adding normally distributed Gaussian
noise with mean 0 and variance σ 2I to the output f (t), i.e.,M (t) = f (t)+M

(
σ 2I

)
. The

introducedGaussian noise satisfies aGaussian distribution and is a randomnumber in the
range between (0, σ 2I) and I for the unitmatrix. TheLaplacemechanism achieves (ε, δ)-
differential privacy by adding to the output result f (u) a Laplace noise generated accord-
ing to the Laplace distribution of the probability density function p(x|λ|) = 1

2λe
−|x|/λ,

i.e.,M (t) = f (u) + Laplace( �f /ε), Laplace(•) is Laplace noise.

3 LL-BCFL Method Design

3.1 Description of the Problem

Storing massive data in the blockchain will exacerbate the problems of scalability, low
throughput, and high latency efficiency of the blockchain itself, and distributed storage
of large amounts of data across local users will exacerbate the phenomenon of “data
silos”, which leads to the inability to effectively utilize massive data. Federated learn-
ing technology is widely used to solve the centralized data collection and processing
problems of traditional machine learning, but there are still privacy and security issues
such as dishonest clients uploading false update parameters or intermediate parameter
leakage in the model training process.

Therefore, in order to realize the effective utilization and efficient processing of
massive data in distributed terminal devices while ensuring privacy and security, there
is an urgent need to solve the above problems. The related symbols and parameters
involved in this paper are shown in Table 1.

Table 1. Related symbols and parameters

Notation Meaning

M Number of clients

N Number of federal learning participants

T Total number of federated learning exchange rounds

ε Privacy budget in local differential privacy definition

δ Relevant parameters in local differential privacy definition

wi Model parameters relevant for client evaluation in federated learning

ui Client-trained local model

3.2 Local Data Query Privacy Protection Mechanism

To address the above problems, this paper combines blockchain technology to propose
a trusted federated learning method based on local differential privacy mechanism, i.e.,
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Loosely Coupled Local Differential Privacy Blockchain Federated Learning (LL-BCFL)
to realize efficient processing of massive user data. The method adopts the core idea
of combining “on-chain and off-chain”, and is constructed by storing data summary
information on the chain and storing and processing massive data off the chain, and
its architecture is shown in Fig. 1, which mainly contains the following three methods,
namely, (1) loosely coupled BCFLmethod, (2) federated learning method based on local
differential privacy, and (3) massive data storage and processing method. The proposed
method in this paper provides an effective solution to the problem of using massive data
in industries such as healthcare, finance, and security, where data privacy requirements
are extremely high.

Fig. 1. System architecture diagram

3.2.1 Loosely Coupled BCFL Method

In this paper, the loosely coupled federated learning [22] approach is used to combine
blockchain technology and federated learning mechanism, and its detailed coupling
is reflected in Fig. 1. In particular, blockchain is used to validate model updates and
manage the reputation of the client, which joins the federated learning network by
sending down the reputation value. Federated learning based on server-client model
is used for local model training and global model aggregation, joining the blockchain
network by uploading local model parameter updates. In the loosely coupled BCFL, the
distributed ledger is used to record information such as client data digests and reputation
values, and the miners are used to provide a client selection mechanism for federated



18 B. Wu and H. Kang

learning to select appropriate clients to participate in the model training process. The
client selection process is described as follows.

(1) Client self-assessment: the client evaluates itself based on its data type, data size,
and data type.

(2) Server evaluation: The server weights the client’s self-assessment value and histori-
cal reputation value, and calculates the client’s reputation index with the help of sub-
jective logic model (SLM) method, and finally generates the client’s comprehensive
reputation value.

(3) Client selection: Select the clients as the participants of the federal learning model
training according to the comprehensive reputation value in descending order.

The specific implementation of the client selection mechanism is detailed in
algorithm 1.

The client selection mechanism acts during each round of federated learning model
training, iterating in a loop until the model converges. The server, with the help of the
blockchain, selects reliable participants with high reputation for the federated learning
task based on the client selection mechanism. The high-reputation participants bring
with them high-quality data for modeling training, which can significantly improve the
learning efficiency of federated learning. At the same time, the validation mechanism
is provided for federated learning with the help of miners to verify the validity of local
model updates. The validation update process is described as follows.
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Obtain local model updates: the miner obtains the local model updates uploaded to
the blockchain network by the client.

Validate model parameters: the miner validates the received local model updates
according to predefined rules and constraints.

The implementation of the local model update validation mechanism is detailed in
algorithm 2.

After the miner completes the local model update validation mechanism, the vali-
datedmodel parameters are sent down to the server to ensure the validity and compliance
of the localmodel update, to preventmalicious or invalidmodel parameters fromentering
the process of global aggregation, and to improve the reliability and overall performance
of the models in the BCFL system.

3.2.2 A Federation Learning Method Based on Local Differential Privation

In this paper, we incorporate the local differential privacy mechanism into federated
learning to solve the problemof possible inference attacks during intermediate parameter
exchanges between server-side and client-side in federated learning. The method archi-
tecture is shown in Fig. 2, and its round of complete training process can be summarized
as follows.

The central server is responsible for client selection and global parameter initial-
ization, distribution, aggregation, and global model update. The selected clients get the
global parameters and train the model locally by themselves. After that, the resultant
parameters after adding noise perturbation are sent to the miners, who perform trans-
action validation to filter unqualified or even malicious local model updates [23], and
calculate the reputation value to evaluate the reputation of the clients as the basis for
the next round of client selection. The miner sends the verified local model updates and
the reputation values of the clients to the server, which completes the final global model
aggregation. This process iterates in a loop until the model converges.
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Fig. 2. A model structure for federated learning data sharing based on local differential privacy

3.2.3 Massive Data Storage and Processing Method

The storage of data in this system mainly includes the following two parts: (1) storage
of simple data summary information on the blockchain, including local user informa-
tion, dataset information, and client reputation value and other summary information, to
ensure that the data stored on the chain is “visible and immutable”, so as to facilitate the
completion of the reputation calculation and client retrieval operations, and effectively
improve data security and model training efficiency. (2) The storage of local datasets
in the user terminal, which is directly managed by each data holder, provides a basic
guarantee for data privacy and security. The processing of data in this system consists
of the following three parts, namely, (1) the client uses the local data for model training
and adds differential privacy noise to the process parameters, (2) uploads the trained
local model updates to the miner for validation, and (3) sends the validated local model
updates to the server for aggregation and sends the aggregated model parameters to the
client.

3.3 Method Analysis

In the LL-BCFL method, the relevant data summary information is stored with the help
of blockchain, and the unique properties of blockchain can ensure the security of the
information. Secondly, the designed client selectionmechanism can ensure the reliability
and motivation of clients participating in model training. In addition, the introduction
of local differential privacy mechanism can effectively avoid the problem of inference
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attacks that may be suffered during the training process of federated learning models.
Therefore, the LL-BCFL method proposed in this paper has high security.

For the time complexity of the algorithm, theLL-BCFLmethodmainly consists of the
aggregation algorithm of the server and the local model training algorithm of the client,
and the local model training algorithm of the client as well as the Select_Client algorithm
and the Valid_Model algorithm proposed in this paper are nested in the aggregation
algorithm of the server. Denote the overall number of iterations of the LL-BCFLmethod
isT . , the number of participants isM , and the time complexity of the server’s aggregation
algorithm is O(log(M )) at each iteration, the time complexity of the LL-BCFL method
is equal to that of the server’s aggregation algorithm, which is O(Tlog(M )).

4 Experiment and Analysis

4.1 Experimental Environment and Dataset
Experimental Environment
This section evaluates the effectiveness of the modeling approach proposed in this paper
and designs comparative experiments. The experiments are conducted under the oper-
ating system Windows 10 (64-bit), and the experimental code is implemented in the
Pycharm development environment based on the programming language Python 3.8 for
collaborative model training for federal learning. The hardware configuration is Intel(R)
Core(TM) i5-8265U CPU @ 1.60GHz, NVIDIA GeForce MX150 GPU, 8 GB RAM.
Deep learning models are trained using Pytorch 1.7.1 and differential privacy noise
is added. The neural network model used for the network architecture of this experi-
ment is conventional neural network (CNN) through which the global model is trained
iteratively. The stochastic optimization algorithm used in this experiment is stochas-
tic gradient descent (SGD) method, with which the model parameters are adjusted to
iteratively optimize the local model.

Experimental Dataset
TheMNISTdatasetwas chosen for training and testing in the experiment, which contains
10 grayscale images of handwritten digits 28 × 28 with 60,000 training samples and
10,000 test samples. The MNIST dataset is loaded automatically by code during the
experiment to provide training data for the local model training of each participant as a
way to simulate the horizontal federated learning process. The multi-party data used for
federated learning suffers from variability issues due to factors such as domain-industry
characteristics, which can have a direct impact on the accuracy and validity of the final
model. Therefore, it is necessary to balance the data samples in the dataset before model
training begins.

4.2 Model Effectiveness Evaluation Experiment

In this section, the effectiveness of the proposedmethod is evaluated by comprehensively
considering both balanced and unbalanced datasets, using convolutional neural network
(CNN) as the client’s training model. Two parameter variables, namely the noise type
and the number of training rounds, are mainly targeted to explore their effects on the
global accuracy of the model, respectively. The two experiments are conducted on the
MNIST dataset, and the main implementation methods are as follows.
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(1) Explore the effect of noise type on the global accuracy of the model.

Under the differential privacy parameter C = 10% and participant N = 100, the
added noise is set to be Laplace noise, Gaussian noise, respectively, and no differential
privacy without adding any noise is used as a control to derive the impact on model
accuracy produced by the addition of privacy noise.

1) Under the above conditions, the model is trained for 100 rounds using the balanced
dataset and the results are shown in Fig. 3.

Fig. 3. Global accuracy with 100 rounds of IID distribution (left to right No-DP, Laplace-DP,
Gaussian-DP)

2) Under the above conditions, the model is trained for 100 rounds using the unbalanced
dataset and the results are shown in Fig. 4.

Fig. 4. Global accuracywith 100 rounds of Non-IID distribution (left to right No-DP, Laplace-DP,
Gaussian-DP)

The following conclusions can be drawn from the curves obtained from the
experiment, Figs. 3 and 4.

(1) Using a balanced dataset trained for 100 roundswith the samenumber of participants,
adding noise affects the accuracy of model training. In particular, adding Laplace
noise has little effect on the model accuracy and the final model accuracy reaches
90%. However, adding Gaussian noise has a greater effect on the model accuracy
and the model accuracy reaches only 70% at the highest.

(2) Using the unbalanced dataset to train 100 rounds under the premise of the same
number of participants, the curve fluctuates greatly compared to Fig. 3, and the final
accuracy is reduced, and the addition of Laplace noise and Gaussian noise all appear
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to be unable to converge. Therefore, under the condition of fewer training rounds
using unbalanced dataset, adding noise can not complete the training of the model.

(3) Under the same training conditions, the model accuracy fluctuates greatly during
model training using the unbalanced dataset, and its final accuracy decreases com-
pared to model training using the balanced dataset. At the same time, the Gaussian
mechanism differential privacy method for low latitude dataset under less rounds
of learning has too much influence on the perturbation of the data, which seriously
affects the model effectiveness and cannot be used.

(2) Explore the effect of the number of training rounds on the global accuracy of the
model.

In the case of differential privacy parameter C = 10% and participant N = 100, the
number of training rounds is set to 100, 200, and 500, respectively. Three cases of no
differential privacy, Laplace mechanism differential privacy, and Gaussian mechanism
differential privacy are considered to derive the impact of the number of training rounds
on the accuracy of the model.

1) Under the above conditions, 100 rounds of training the model with balanced dataset
and the results are shown in Fig. 3; 100 rounds of training the model with unbalanced
dataset and the results are shown in Fig. 4.

2) Train the model for 200 rounds under the above conditions.

Fig. 5. Global accuracy with 200 rounds of IID distribution (left to right No-DP, Laplace-DP,
Gaussian-DP)

Fig. 6. Global accuracywith 200 rounds of Non-IID distribution (left to right No-DP, Laplace-DP,
Gaussian-DP)

Through the curves obtained from the experiment, Figs. 5 and 6, and combined with
Figs. 3 and 4, the following conclusions can be obtained.

(1) Using a balanced dataset trained for 200 roundswith the samenumber of participants,
the global model accuracy curves with the addition of two noises respectively have
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roughly the same trend, and the final model accuracies are all between 80% and
90%.

(2) Using the unbalanced dataset with the same number of participants for 200 rounds
of training, the final accuracies of the models are all reduced compared to Fig. 5. The
federated learning curve graphwith Laplace noise added in Fig. 6 has a 10% increase
in final accuracy compared to the federated learning curve graph with Laplace noise
added inFig. 4. The federated learning plotwithGaussian noise added inFig. 6 shows
a significant improvement in training results compared to the federated learning plot
with Gaussian noise added in Fig. 4.

3) Train the model for 500 rounds under the above conditions.

Fig. 7. Global accuracy with 500 rounds of IID distribution (left to right No-DP, Laplace-DP,
Gaussian-DP)

Fig. 8. Global accuracywith 500 rounds of Non-IID distribution (left to right No-DP, Laplace-DP,
Gaussian-DP)

Through the curves obtained from the experiment, Figs. 7 and 8, and combined with
Figs. 3, 4, 5 and 6, the following conclusions can be obtained.

(1) After 500 rounds of trainingwith the same number of participants using the balanced
dataset, the differences in the curves of the globalmodel accuracy after adding the two
noises separately become very small, and all of them have the characteristics of the
curves obtained from the model training using the no-difference privacy technique
at the early stage of training.

(2) Using the unbalanced dataset for 500 rounds of training with the same number of
participants increases the final accuracies of the models compared to Fig. 6 for all
of them, and the final model accuracies are almost the same compared to the results
of Fig. 5 for 200 rounds of training using the balanced dataset.

(3) In the comparison of different number of training rounds using balanced dataset, the
bounding curves of the federated learning accuracy under Laplace mechanism and
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Gaussian mechanism both illustrate that increasing the number of training rounds
of federated learning can improve the accuracy of the trained model. In the compar-
ison of different numbers of training rounds using unbalanced datasets, unbalanced
datasets that are prevalent in reality can be well aggregated into high-accuracy mod-
els as long as the number of rounds of training using federated learning is high
enough.

5 Conclusions

In this paper, we combine blockchain technology and federated learning mechanism to
propose and design a trusted federated learning method LL-BCFL based on local differ-
ential privacymechanism to achieve secure and efficient processing of massive data. The
blockchain is utilized to store simple summary information such as the personal infor-
mation and reputation value of each local user, the type and number of entries of the
data, to avoid storing too much data that affects the performance of the blockchain while
improving the retrieval efficiency of user-related information. Design a selection mecha-
nism for clients participating in model training, whereby clients are evaluated by miners
in the blockchain through the verification of model update parameters and reputation
calculation operations to ensure that honest and active clients are selected to participate
in each round ofmodel training, improving the efficiency and accuracy ofmodel training.
Federated learning is used to achieve centralized “sharing” of distributed massive data,
and a local differential privacy mechanism is introduced to effectively ensure the secu-
rity of parameter transmission during model training. Finally, the proposed LL-BCFL
method is validated on the real dataset MNIST by conducting experiments on balanced
and unbalanced datasets, and comparing with the original federated learning without
differential privacy. Future work will focus on the integration of federated learning with
advanced technological fields, as well as the study of privacy-preserving techniques in
federated learning, in order to realize the improvement of the global accuracy of the
resulting learning model while ensuring data privacy and security.
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