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Abstract. Network slicing is a mechanism that could be used by oper-
ators to support multiple virtual networks over underlying hardware
infrastructure. Typically, it could leverage Network Function Virtualiza-
tion (NFV) technology to share the computing/storage resources in data
center scenarios, for example, creating multiple VM (virtual machine)
instances for different network functions or network tenants. Through
different VM instances, most of computing-intensive core network appli-
cations (e.g. vEPC, vIMS) could be supported. In order to achieve this
goal, in this paper we propose a novel Openflow-extended queue schedul-
ing scheme for multi-tenants in the access network.

Keywords: Network function virtualization - Network slicing -+ Queue
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1 Introduction

The idea of splitting the data plane and the control plane is widely accepted. As
an open interface between the control plane and data plane, OpenFlow [1] was
originally proposed and developed at Stanford University [2] and is now mar-
shalled by the Open Networking Foundation (ONF) [3]. The Software-Defined
Access Network (SDAN) concept [4] was introduced to extend the benefits
of Software Defined Networking (SDN) and Network Function Virtualization
(NFV) into broadband access [2,5]. However, there are still many open issues
to be addressed. For example, how to slice fixed access networks? As shown
in Fig. 2, how to support multi-tenants sharing the same ONU as well as the
link resource with access nodes? How to identify traffics of different virtual net-
work operators (VNOs) while guaranteeing strong isolation between them? How
to provide complete logical resource for each VNO without any conflict? For
example, complete VLAN tags (0-4096) could be employed by each VNO.

In traditional access network, a variety of different access technologies and
modes (from ADSL to VDSL, EPON to GPON) would coexist or even collocate
in a quite long period. The diversity of access technologies increases the cost of
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hardware maintenance and complicates network O&M. When operators want to
migrate the line access technology (for example, from ADSL to VDSL or even
G.fast), they have to manually upgrade the access device (at least LT board)
accordingly. Furthermore, if operators want to deploy a specialized or customized
(maybe not standardized) protocol or feature, it would be quite difficult, and they
will basically have to wait for vendors to produce dedicated processing boards (LT
board). Due to the highly coupled hardware and software, closed and proprietary
device, and standard-oriented eco-system, the telecom-specific network equipment
is prone to a lack of flexibility, and the operators usually have to change the hard-
ware (e.g. LT board) so as to support new protocols or customized features.

Moreover, currently most of the existing access networks are dedicatedly
deployed by the incumbent operators, with extremely high expenditure invested
on infrastructure construction and access network deployment. Greenfield or
alternative operator, who wants to extend their services to the same area, must
deploy their own dedicated access infrastructure networks, though in fact the
infrastructure deployed by the incumbent operator is underutilized with many
unused optical fibers underground as well as other access resource. This model
is accompanied with various disadvantages such as the investment waste for the
operators and low resource utilization. Besides, the customers are impossible to
make dynamic selections among different operators, incurring high cost on man-
ually changing the customer lines. To deal with these issues, this paper aims to
achieve a virtualized access network supporting multi-tenancy and flexible slicing
through queue scheduling optimization. With this aim, this paper proposes an
OpenFlow-enabled queue scheduling methodology for network slicing and traffic
isolation. In order to facilitate the centralized queue management, we introduce a
new “Enqueuer” module in the access controller and extend OpenFlow protocol
[1] to indicate queue scheduler as well as queue property.

The remainder of this paper is organized as follows. Section 2 briefly reviews the
related work. Section 4 describes the basic idea of the proposed solution. Section
5 presents the design details of the solution. Section 6 concludes this paper.

2 Related Work

Currently, there is little research on fixed access network sharing, especially on
how to slice the access resource between ONU and access node. The most similar
case is the slicing of forwarding devices.

For those OpenFlow-enabled forwarding devices (e.g. switch, router, etc.),
“FlowVisor” solution could be a feasible choice to support multi-tenants [6]. As
shown in Fig. 1, FlowVisor is a special OpenFlow controller that acts as a trans-
parent proxy between OpenFlow switches and multiple OpenFlow controllers.
FlowVisor creates rich “slices” of network resources and delegates control of
each slice to a different controller which may belong to different VNOs, such as
Alice Controller, Bob controller, and Cathy Controller. But in the “FlowVisor”
solution, the InP controller could not obtain queue-relevant information from
underlying devices. It means that the InP controller has no knowledge/capabil-
ity to manage the queue scheduling. To address this problem, this paper extends
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OpenFlow protocol to help controller get the queue information from underlying
devices. In the InP controller, specific modules are designed to perform central-
ized queue scheduling and enable strong isolation between different VNOs. Y.
Oktian, etc. [7] investigated different design approaches of SDN controller. They
classified the methods into several design choices, where each design choice may
influence several SDN issues such as scalability, robustness, consistency, and pri-
vacy. They further analyzed the advantages and disadvantages of each model
regarding these matters.

Alice Bob Cathy
Controller Controller Controller

\OpenFIow t /

FlowVisor

t OpenFlow

OpenFlow
Firmware

Data Path

Switch/Router

Fig. 1. Overview of FlowVisor scheme

Slices can be defined by any combination of switch ports (layer 1), source
and destination Ethernet addresses or types (layer 2), source and destination IP
addresses or types (layer 3), and source and destination TCP/UDP ports [8] or
ICMP code/type (layer 4) [9]. It means each slice/VNO has its own flow space
which is employed to distinguish traffic of different slices/VNOs.

FlowVisor enforces isolation between each slice, i.e., one slice cannot control
another slice’s traffic. Every slice has its own flow controller as well as the logical
view. This is control plane isolation. As for the data plane isolation, FlowVisor
could leverage hardware capability and OpenFlow protocol to provide band-
width isolation. For example, OpenFlow protocol has already exposed hardware
bandwidth slicing capabilities in the form of per-port queues. Thus, the traffic
isolation could be guaranteed through queue scheduling, which means different
queues could be designated to different slices/VNOs.

However, the FlowVisor solution has several drawbacks:

1. Since no specific mechanism/messages in OpenFlow protocol (latest 1.5
version) could help controller and switch to communicate queue-related
information, e.g. queue scheduling algorithm, queue number, queue prior-
ity, queue affiliation, guaranteed/ceiling rate, and so on. Thus, FlowVi-
sor could not obtain detailed queue information of underlying devices.
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Consequently, FlowVisor has no knowledge of deciding which queue
the flow/packet should be put into, let alone QoS assurance.

2. Generally, each slice/VNO could define its own Openflow table item, as shown
in the left part of Fig.3. But, basically VNOs have no knowledge of queue
configuration, which is usually dominated by infrastructure operator. For the
purpose of shielding or security, it is better not exposing queue details to
VNOs. Thus, the VNO controller could not decide which queue the flow/-
packet should be put into. It is necessary for the FlowVisor to inject queue
value in each flow table item, which eventually would be delivered to the
underlying switch, as shown in right part of Fig. 3. This injection action should
be performed based on queue information, VNO property and even the flow
characteristics. Currently, in FlowVisor solution, there is no specific module
that could perform this action.

In terms of network customization, some researchers have made some trials
on introducing SDN concept into traditional access networks. The three main
problems in network management being addressed include: enabling frequent
changes to network conditions and states, providing support for network config-
urations in a high-level language, and providing better visibility and control over
tasks for performing network diagnosis and troubleshooting. To deal with the
network configuration and management problems existed in the current state-
of-the-art networks, H. Kim. etc. [10] employed SDN to improve the network
management from various aspects. In addition to the systems themselves, var-
ious prototype deployments [11-14] have demonstrated how SDN can improve
common network management tasks and enable business applications in campus
and carrier networks.

Network slicing also has been discussed a lot in access network especially in
the PON systems [14-19]. The major research activities focus on the physical or
cross-layer protocol design for multiple concurrent network applications, e.g. 5G
X-hauling, IoT services, and low-latency applications, etc.

In order to address the drawbacks of the existing work, we propose a novel
OpenFlow-extended queue scheduling for multi-tenants in the access network.

3 Motivation and Problem Statement

Network operators are facing a very challenging problem, that is, the growth rate
of revenue is far behind the growth rate of data traffic and cost. These differ-
ences in these growth rates lead to a significant income gap. In order to narrow
the revenue gap and achieve a sustainable business model, one effective app-
roach is to increase the revenue per bit through specialized network framework
and customized service provision. In the highly competitive telecommunications
industry, in order to create differentiation, network operators are willing to imple-
ment their own optimized protocols and provide subscribers with more and more
customization possibilities. This appeal urges operators to abstract underlying
network infrastructure and provides standard application programming inter-
faces at different levels. The concept of SDN, which separates the control plane
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Fig. 3. Queue value injection

from the data plane, just meets this requirement exactly. Moving most of the
complexity of physical devices to a centralized computing pool allows easier man-
agement of those functions, and efficiently supports customized requirements in
a software-defined way. Consequently, the telecommunication network can easily
be programmed or reprogrammed in an IT manner in real-time. Operators can
conveniently customize their environments to enable rapid service innovation.

Another approach to narrow the revenue gap is to resort to network virtu-
alization and network slicing, which could lower the cost per bit. Network vir-
tualization provides a powerful way to run multiple networks, each of which is
customized to a specific purpose, at the same time over a shared substrate. With
the benefit of network virtualization, network provider owns a physical access
network that could support multi-tenancy, where network provider’s access net-
work may be used by other service providers or network tenants. In this way, the
access network, as a highly multiplexed shared environment, could simultane-
ously offers multiple different tenants with on-demand use of network resources
that may have different network characteristics. Each tenant would have its
own dedicated network instance which provides complete functions just like a
physical network element. Many virtual access node (VAN) instances with fully
functionalities implemented on physical access node will be provided to different
tenants.
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Although the network customization and virtualization can effectively drive
revenue growth and forge differentiation, there are still many technical issues to
be solved for the operators during the actual deployment and implementation of
network customization and virtualization. The key intractable issues are listed
as below.

— What kind of architecture could enable programmability, automation and
customization, and facilitate carrier to build highly scalable, flexible networks
that readily adapt to changing business needs?

— What methodology could provide the ability to deliver new network capability
and services without the need to configure individual devices or waiting for
vendor releases?

— How to dynamically create the virtual instances on the physical device while
providing support for flexibility? Through what means to manage/control/-
maintain these virtual instances while reducing the OPEX?

— How to support customized requirements of multi-tenants? For example, how
to make one MDU (Multiple Dwelling Unit) serve for multi-tenants simulta-
neously; How to provide flexible baseband protocol and configurable packet
processing to different tenants?

— How to support different access technologies (e.g. ADSL, G.fast, EPON)
simultaneously without dedicated processing board (line termination board)?
For example, one virtual access node may support ADSL protocol at one
moment, and support G.fast protocol (even EPON) at another moment.

— How to support dynamic port/link configuration for various deployment sce-
narios? How to dynamically change the serving object of one physical port on
MDU or OLT (Optical Line Terminal)? It implies that one MDU/OLT phys-
ical port may serve for one VNO (Virtual Network Operator) at one moment,
and serve for other VNOs at another moment.

VNO A VNO B VNO C

AbstractTopology ~ Flow Control AbstractT¢ Flow Control Abstract Topology Fiow Control

CPE
VNOA
VNOE

g ; s
VNOC & : : / VNO A
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Fig. 4. Architecture of access network sharing
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These emerging problems push the industry to explore new methodologies to
allow enterprises and carriers to gain unprecedented programmability, automa-
tion, and network control, and enable them to build highly scalable and flexible
networks that readily adapt to changing business needs. Software defined net-
working, decoupling the control plane and data plane of the network, has been
considered as a potential solution, which can meet all these challenges. From
the perspective of access network, SDN concept could offer a more intelligent
and automatic network framework, which facilitates fast service provisioning
and enables a wide variety of access technologies. Based on these observations,
this paper aims to design a new SDN-based architecture for fixed access net-
work, which can provide cost-efficient network control and management with
high scalability and customization support.

4 Basic Idea of the Solution

In order to support multi-tenants sharing the same fixed access network, espe-
cially the access node and ONU, we extend OpenFlow protocol and introduce
a queue scheduling methodology for traffic isolation and QoS guarantee. The
whole architecture is shown in Fig. 4.

The main contributions of this paper can be summarized as below.

1. We introduce a queue scheduling mechanism for multi-tenants. According
to the hardware capability, the queue scheduling could be implemented on
Access Node or ONU. Option 1: the Access Node maintains a queue set
(composed of several queues) for each ONU; In the queue set, different queues
would be designated to different VNOs. Note that multiple queues could serve
for one VNO. Option 2: ONU maintains only one queue set for different VNOs.
In the queue set, different queues would be designated to different VNOs. The
difference from option 1 is that there no specific queue set for each CPE.

2. We introduce a new module “Enqueuer” into InP controller (Infrastructure
Provider controller), which is responsible for adding the queue action into flow
table item. When VNOs deliver specific flow table item (mainly those con-
figured with detailed output port) to InP controller, the “Enqueuer” module
designates the queue value in the action field according to the queue informa-
tion, VNO matrix and flow property. Then, the “Enqueuer” module injects
the queue value in the original flow table item and delivers it to underlying
devices (in our case, ONU or Access Node).

3. New data structs and property fields are defined and introduced into Open-
Flow protocol to indicate queue-related information. Through these exten-
sions, the controller would have the capability to get queue information of
each port, e.g. queue number, queue scheduler, queue priority, queue affilia-
tion, guaranteed /ceiling rate, etc. Then controller could make queue decision
for each flow.
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Fig. 5. Queue scheduling for multi-tenants

5 Solution Design and Implementation

This section presents the design and implementation of our approach, intro-
ducing how to slice fixed access network based on OpenFlow-enabled queue
scheduling.

5.1 Solution Design and Implementation

As mentioned before, Access Node or ONU maintains several queues for different
tenants/VNOs. Dedicated queue (or multi-queues) is reserved for specific tenan-
t/VNO. According to the flow table item (with configured queue field) delivered
by InP controller, Access Node or ONU could identify different traffics and set
them to proper queue. It means that a slice of Access Node or ONU is created
for each VNO, which could work as a fully functional Access Node or ONU
with complete physical resources (port, link) and logical resources (VLAN space
and other label resources). It provides fully functional access network slices for
different VNOs while guaranteeing strong isolation between them.
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enum ofp_queue_desc_prop_type {

OFPQDPT_MIN_RATE =0; /* Minimum data rate guaranteed. */
OFPQDPT_MAX_RATE =1; /* Maximum data rate. */
OFPQDPT_PRIORITY =2; * Queue priority in SP algorithms. */
OFPQDPT_WEIGHT =3; * Weight value in WRR algorithms. */
OFPQDPT_AFFILIATION =4; * Queue affiliation. */
OFPQDPT_EXPERIMENTER =0xFFFF; /* Experimenter defined property. */

Y
/* Common header for al queue properties. */
struct ofp_queue_desc_prop_header {
uint16_t type; /* One of OFPQDPT_*. */
uint16_t length; /* Length in bytes of this property. */
}
/™ queue description.*/
struct ofp_queue_desc {

uint32_t port_no; /* Port this queue is attached to. */
uint32_t queue_id; /* id for the specific queue. */

uint16_t len; /* Length in bytes of this queue desc. */
uint8_t pad[6]; /* 64-bit alignment. */

struct ofp_queue_desc_prop_header properties [0]; /*List of properties. */

Fig. 6. Queue property type and queue description struct-1

InP controller maintains the VNO matrix, which is composed of a series
of rules. Each rule item describes the properties of one VNO, such as VNO
type, VNO priority, CPE identities, flow space, VNO controller IP, etc. When
an unknown flow arrives at the Access Node, it would be forwarded to InP
controller. According to the VNO matrix, InP controller identifies the flow and
forwards it to the corresponding VNO controller. Then, the VNO controller gen-
erates and delivers flow table item to InP controller. Since the VNO controller
could obtain the queue information of underlying devices (AN or ONU) through
the extended OpenFlow protocol, it could decide which queue is used for for-
warding the flow. The “Enqueuer” module injects proper queue value in the
action field of flow table item and delivers it to the Access Node or ONU. The
whole procedure is shown in Fig. 5.

In order to communicate the queue information between the controller and
underlying devices, we introduce a new enum value (as shown in Fig. 6) to describe
different types of queue properties, which could be included in queue description
struct (ofp_queue_desc) defined in OpenFlow protocol. As shown in Fig. 7, three
new property objects (ofp_queue_desc_prop_priority, ofp_queue_desc_prop_weight,
ofp_queue_desc_prop_affiliation) are introduced to describe the priority, weight and
affiliation property, respectively. Note that all these properties are not manda-
tory and they are defined and used only when applicable. For example, only when
weighted round-robin algorithms are employed for queue scheduling, the weight
property would be used to describe the queue weights. Only when the queue is
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/* queue priority description.*

struct ofp_queue_desc_prop_priority {

16_t type; * OFPQDPT_PRIORITY. */
Jintl16_t length; * Lengthis 8. %/
uintl6_t priority; * priority value. */
uint8_t pad[2]; * 64-bit alignment */

/™ queue weight description. ™

struct ofp_queue_desc_prop_weight {

type; * OFPQDPT_WEIGHT. */
length; * Lengthis8. ™

weight; * weight value. */
pad(2]; * 64-bit alignment */

/* queue affilation description.®

struct ofp_queue_desc_prop_affiiation{

uint16_t type; * OFPQDPT_AFFILIATION. */

uint16_t length; /* Lengthis8. */

uint16_t affiiation; /* Tenant ID to indicate queue affiliation. Set OxFF if not exclusive *
uint8_t pad[2]; /* 64-bit alignment */

Fig. 7. Queue property type and queue description struct-2

dedicated to one specific VNO, the affiliation property would be set to the corre-
sponding VNO ID.

A series of queue scheduler structs are defined to describe different scheduling
algorithms. As shown in Fig.8 and Fig. 9, specific parameters are defined for
different schedulers. Different queue schedulers are defined to describe different
queue scheduler algorithms. Each queue scheduler struct could include multiple
ofp_queue_desc structs, which describe queues under the scheduling of this queue
scheduler.

As show in Fig.10, specific queue scheduler struct would be added
to ofp_port_desc_prop_* struct if the corresponding scheduling algorithm is
employed on this port.

Through these extensions to OpenFlow protocol, the queue status and sched-
uler information could be communicated between the controller and underlying
devices. Based on this information, the “Enqueuer” module can accurately make
decisions and designate proper queue value in the flow action field.

Overall, this paper proposed an OpenFlow-enabled queue scheduling method-
ology to support multi-tenants sharing the same fixed access network. It pro-
vides fully functional access network slices for different VNOs while guaranteeing
strong isolation between them. Besides, the OpenFlow protocol is extended to
enable communicating the queue-relevant information between the controller and
underlying devices.
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/*HTB struct. */

struct ofp_queue_scheduler_HTB {

Y

uint16_t
uint16_t
uint16_t
uint32_t
uint32_t
struct ofp_queue_desc

/* WRR struct. */

struct ofp_queue_scheduler_WRR {

Y

uint16_t
uint16_t
uint16_t
uint32_t
uint32_t

struct ofp_queue_desc

% SP struct. */
struct ofp_queue_scheduler_SP {

%

uint16_t
uint16_t
uint16_t
uint32_t
uint32_t
struct ofp_queue_desc

type;
length;
leaf_number;
guaranteed_rate;
cei_rate;
queue[leaf_number];

type;
length;
queue_number;
max_weight ;
mini_weight;
queue[queue_number];

length;
queue_number;
highest_ priority;
lowest_priority;
queue[gueve_number];

/* no queue description defined in FIFO struct . */

struct ofp_queue_scheduler_FIFO {

Y

uint16_t
uint16_t

/* queue scheduler types */

enum ofp_queue_scheduler_type {

%

OFPQST_HTB =0;
OFPQST_WRR =y
OFPQST_SP =2;

OFPQST_FIFO =3;
OFPQST_EXPERIMENTER

/= OFPQST_HTB %/
/* Length in bytes of this scheduler. */
/* totalleaves number. =/
/* total guaranteed rate. ¥/
/* total cefing rate. */
/* property description of each queue. */

/™ OFPQST_WRR */
/* Length in bytes of this scheduler. */
/* total queue number. */
/* maximum weight value. */
/* minimal granularity of weight. */
/* property description of each queue. */

Fig. 8. New structs of queue scheduler-1

/* OFPQST_SP */
/* Length in bytes of this scheduler. */
/* total queue number. */
/* value of the highest priority . */
/* value of the lowest priority. */
/* property description of each queue. */

/* OFPQST_FIFO*/
/™ Length in bytes of this scheduler. */

[* HTB scheduler. */
/* WRR scheduler. */

[* SP scheduler. */
[* FIFO scheduler. */
/* Experimenter scheduler. */

Fig. 9. New structs of queue scheduler-2
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/* Ethernet port description property. */
struct ofp_port_desc_prop_ethemet {

uint16_t type; /* OFPPDPT_ETHERNET. */
uint16_t length; /* Length in bytes of this property. */
uint8_t pad[4]; /* Align to 64 bits. */

/* Bitmaps of OFPPF_* that describe features. All bits zeroed if
unsupported or unavailable. */

uint32_t curr; /* Current features. */

uint32_t  advertised; /™ Features being advertised by the port. */
uint32_t supported; /™ Features supported by the port. */

uint32_t peer; /™ Features advertised by peer. */

uint32_t curr_speed; /™ Current port bitrate in kbps. */

uint32_t max_speed; /* Max port bitrate in kbps */

uintl6_t max_queue; /* Max amount of queue; zero if unsupported *
struct ofp_queue_scheduler_header scheduler; /* dedicated scheduler property*/

Y

Fig. 10. Extension to port property description struct

6 Conclusion

The rise of 5g technology greatly promotes the development of communication
network, and a large number of new business scenarios emerge, such as network
slicing, and so on. In order to support multi-tenants sharing the same fixed access
network, especially the access node and ONU, in this paper we propose a novel
queue scheduling mechanism for multi-tenants by extending OpenFlow proto-
col and introduce a queue scheduling methodology for traffic isolation and QoS
guarantee. Besides, a new “Enqueuer” module is introduced for the SDN con-
troller to perform centralized queue management and guarantee strong isolation
between different VNOs.
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