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Abstract. Device fingerprinting is a key technology in cybersecurity,
which enables organizations to identify potential vulnerabilities, gain
valuable insights into their network infrastructure, and enhance over-
all defense mechanisms. However, the complexity and dynamics of
cyberspace make it extremely challenging to generate unique, robust, and
tamper-resistant device fingerprints. In this paper, we propose a cryp-
tographic device fingerprinting framework for network devices, which
utilizes triplet network to cluster the feature information of data sam-
ples into embeddings, and then apply fuzzy extractors to generate a
cryptographic fingerprint for each device based on the feature informa-
tion in each cluster. In order to overcome the discontinuity of embed-
dings in Hamming space output by triples networks, which degrades the
robustness of fingerprints, we use gray code to transform embeddings
before applying fuzzy extractors. The experimental results show that the
method proposed can obtain unique and robust fingerprint encoding for
the same type of device in noisy environments, and supports incremental
fingerprint encoding for newly added devices through a small number of
sample learning. The experimental results show that the classification
accuracy reaches 99.99%, and the histogram of generated fingerprints
conform to the Gaussian distribution, which reflects the excellent cryp-
tographic characteristics.
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1 Introduction

With the rapid development of wireless technology and the widespread coverage
of wireless communication infrastructure, wireless networks have become a neces-
sity in people’s daily lives. However, the continuous emergence of wireless device
impersonation attacks poses great challenges to the security of wireless networks
[7]. In WiFi networks, attackers can use user identity information obtained from
communication content to disguise themselves as legitimate devices, and then
launch counterfeit attacks to deceive wireless access points (APs), thereby ille-
gally accessing the network or conducting further attacks, such as Distributed
Denial of Service (DDoS) and vulnerability scanning. Enforcing identity cre-
dentials is a widely recognized and effective way to prevent malicious attackers
from stealing or even damaging the network. However, credentials usually rely
on authentication by authoritative third parties and can only be used to verify
the legitimacy of the server’s identity. Moreover, most works related to creden-
tials rely on cryptographic mechanisms to protect the distribution of credentials
and to resist phishing attacks, but their effectiveness in wireless network secu-
rity comes at a higher computational complexity and cost. Complex encryption
algorithms limit the deployment of lightweight devices due to computational
power limitations. Especially, in the open or compromised networking environ-
ments, the continuous upgrading of existing and cracking technologies also poses
a threat to its security.

Fortunately, a class of emerging methods known as device fingerprinting [19]
provides another means of confirming the user’s identity. The work of Radhakr-
ishnan et al. [12] shows that even simple traffic characteristics, such as mes-
sage arrival intervals, can reflect the uniqueness of a device. In the complex
IoT application scenario, many studies attempted to recognize device identities
based on passive observation of network traffic [11]. Basically, most of these
methods model device fingerprinting as a classification problem, which can be
handled by traditional classification methods such as decision trees and sup-
port vector machines(SVM), or Deep-Learning Neural Network(DNN) methods
[9]. However, the device fingerprinting method only solves the device recogni-
tion problem, but does not solve the impersonation attack problem. Once the
adversary actively steals or inadvertently caches the traffic characteristics of the
device, it is possible to imitate the traffic characteristics of the device through
traffic shaping. To the best of our knowledge, few references have taken into
account both device fingerprinting and impersonation attacks.

In this paper, we propose a cryptographic device fingerprinting framework,
which can generate device fingerprints that are difficult to impersonate by com-
bining triplet network [13,15] and modified fuzzy extractors. Triplet network is
a deep learning model, which is able to learn useful representations by distance
comparisons. Unlike traditional deep learning networks, such as convolutional
neural networks (CNN), triplet networks are able to adapt more easily to data
updates through incremental learning. Then, fuzzy extractors [4] are applied to
construct a cryptographic unique key for each device by extracting stable signals
from the output of triplet network and added noisy data. In order to overcome
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the discontinuity of embeddings in Hamming space output by triples networks,
which degrades the robustness of fingerprints, we extend the fuzzy extractors by
applying gray code [6] to transform embeddings as inputs.

The main innovations and contributions of this paper include the following
aspects:

— A framework for combining triplet network and modified fuzzy extractor for
generating cryptographic device fingerprints.

— A method of smoothing embeddings in Hamming space, which uses gray code
to convert the output of triplet networks, so that the fuzzy extractors have
more robust performance.

— Through simulation and experiments, the results show that the device finger-
prints generated by the proposed method have a good random distribution,
which reflects the excellent cryptographic characteristics.

2 Background and Related Work

2.1 Traditional Network Device Identification

Many existing network monitoring technologies such as Censys, Shodan and
ZoomEye, use IP and MAC information as the main means of device identifi-
cation. However, the IP and MAC information is easily modified or forged at
the software level, which makes the identity information of the device not very
reliable.

2.2 Existing Identification Methods for Network Devices

In recent years, a particular technology called Physical Unclosable Func-
tion(PUF) has received widespread attention. PUF is a promising technique that
utilizes inherent manufacturing differences between devices to achieve identity
recognition. Suh et al. [14] utilized the variable delay characteristics of integrated
circuit ICs to introduce PUF for device identity identification and verification.
Afterwards, Wang et al. [17] proposed a solution of PUF to implement mutual
authentication mechanism between sensors, in which a coordinator is needed as
an assistance. Zhang et al. [20] proposed a simplified identity verification solu-
tion that can resist known attacks such as impersonation, replay, and tamper
attacks, but some security requirements of anonymity, mutual authentication
and non Linkage were not taken into account.

Although PUF is promising for the security requirements of device authen-
tication without the need for complex encryption algorithms or expensive hard-
ware conditions, the gap between promise and reality still exists. For instance,
some work based on commercial chips shows that some machine learning attack
methods are able to construct RFID simulators to achieve cloning of commercial
PUF-based RFID chips at a rather low cost [1].
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2.3 Device Fingerprinting Methods in Cyberspace

There are already many studies on designing device authentication credentials
based on device hardware level information, such as [3,8,12]. Due to the slight
differences in the hardware composition of the device during the factory process,
and the different user environments have different degrees of influence on the
equipment components after leaving the factory, which leads to drift of the local
hardware clock of the device. Some experimental results show that the degree
of clock drift can be described by drift rate, which can be used for distinguish-
ing devices with some good characteristics, such as measurability, uniqueness,
distinguishability and stability. Radhakrishnan et al. [12] proposed a technology
called GTID, which collects network traffic and uses artificial neural network to
create unique and replicable devices and device Type signature. Fang et al. [5]
design a device identity authentication mechanism using device hardware fea-
tures based on webpage loading. The rationality is that while different hardware
devices may lead to the different throughput when loading the same webpage,
so the time traces generated during the webpage loading process can be used as
device fingerprint features. Similarly, based on network traffic, Bezawada et al.
[2] use passive detection to train machine learning classifiers to identify equip-
ment by capturing the session message of wireless devices in the network space
and extracting the characteristics of the header and load, but only at the device
type level can the recognition accuracy meet the requirements.

2.4 Cryptographic Key Generations

Most cryptographic methods are used to secure communications through encryp-
tion and decryption algorithms, rather than being used to identify devices or
users. Almost all cryptographic key generation methods emphasize the random-
ness of the key. In general, cryptographic keys can be generated through either
secret key exchange or physical-layer wiretap codes [10]. Typical key exchange
methods include Diffie-Hellman algorithm (D-H), lattice-based cryptography,
and quantum key distribution (QKD), while physical-layer wiretap methods usu-
ally are called physical-layer key generation, which constructs cryptographic keys
by extracting randomness from fading channels.

In contrast, fuzzy extractors [4] is a transformation method that can convert
repeated noisy readings of a secret into the same uniformly distributed key. Since
the key is in a uniformly random distribution, it is hard to guess the repeated
noisy readings if only these readings are not cached. This inspires us that fuzzy
extractors can provide a promising method for resisting impersonation attacks.

3 Key Level Device Fingerprint Generation Method

3.1 Problem Description

For fingerprint generation methods, keys are commonly used to ensure the confi-
dentiality of fingerprints, but symmetric encryption algorithms have a high risk
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of being cracked, while asymmetric algorithms exchange memory consumption
for the security of identity fingerprints. An effective and low-cost approach is to
use a fuzzy extractor to generate physically non clonable fingerprints, making
them tamper resistant.

Another challenge faced by fingerprint design based on device features is that
the device feature information used needs to be distinguishable, and the more
distinguishing the feature information from other devices, the less likely it is to
be the same as other devices. However, another issue that needs to be considered
is that the feature information needs to have no significant fluctuations within
a limited time range. The selected feature information is expected to balance
uniqueness and stability, but the fact is often difficult to achieve as desired. The
feature information that is easy to collect in existing research is difficult to meet
both requirements. Therefore, the key to fingerprint design schemes is to design
appropriate methods to extract and process the collected feature information to
meet the above two requirements.

It is worth mentioning that in terms of stability, in addition to consider-
ing that device fingerprints should maintain stability on a time scale, it is also
important to consider that with the introduction of new devices in the network,
the fingerprint generation of existing devices will not be affected by the new
devices. The deep neural network model involved in the fingerprint generation
process needs to be continuously retrained to adapt to changes in feature data,
which is called incremental learning (IL). The traditional approach uses regu-
lar retraining to update the network, but its drawbacks are also evideideant, as
the continuous addition of new devices can lead to a sharp increase in memory
consumption and training time.

3.2 Basic Idea

The goal of this paper is to seek a fingerprint generation scheme that is based on
the relatively unique and stable feature information of the device, and performs
appropriate processing to generate fingerprints with immutability, uniqueness,
and stability. At the same time, the likelihood of being impersonated should
be as small as possible. The designed fingerprint generation mechanism ensures
security while calmly responding to the scenario of constantly adding new devices
to the system, and can train the network to recognize new devices with almost
no changes to the original model parameters.

Based on existing research, this paper selects the inter arrival time (IAT)
between network device packets as the feature information used for device fin-
gerprint generation. The main consideration is that IAT, as a hardware level
feature of the device, has the ability to distinguish different devices and does
not fluctuate significantly in a short period of time. For the IAT information
collected over a period of time, this paper analyzes the statistical characteristics
of the data and transforms them into a histogram array as input for the next step.

As shown in the Fig. 1, we use triplet network to perform two-dimensional
spatial mapping on the processed IAT data histogram array, during which device
inter class segmentation and intra class aggregation are achieved. The output of
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triplet network is a multidimensional tensor, called an embedding, which consists
a series of float numbers. If these floating-point numbers are directly represented
as binary format, they are discontinuous in Hamming space. For example, the
Hamming distance between “011” and “100” is 3, even though they differ by only
1 as integer numbers. In order to overcome the discontinuity of embeddings in
Hamming space, we use gray code transformation to process these embeddings,
as a gray code transformation enables that adjacent numbers have a single digit
differing by 1. Finally, the two-dimensional encoding of IAT data is inputted into
the fuzzy extractor to generate a unique and robust fingerprint encoding for the
device.

N
SAES L

0

Device detection Data preprocessing Feature Extraction

( Gray code transformation )

Device fingerprints

(Cryptographic keys) Fuzzy Extractor

Verification and Identification

Fig. 1. Fingerprint Design Framework

3.3 Data Sample Collection

The performance and capability of device hardware can be reflected in the speed
of sending and receiving data packets. Taking the packet sending process as an
example, the hardware involved in the packet creation process includes CPU,
L1/L2 cache, physical memory, DMA controller, Front-side bus, back-end bus,
PCI bus and NIC. Therefore, devices composed of different hardware components
will reflect the differences in device identity in the information of packet arrival
delay.

The use of different device hardware components and usage losses will cause
changes in the device clock offset. We collect the IAT in the network traffic
information. In this study, we captured data packets of various types of wireless
devices in isolated and open environments, and obtained IAT features of differ-
ent devices based on timestamp information. Placing the tested equipment in an
isolated environment in a shielding device can reduce the interference of the sur-
rounding environment in achieving radio frequency. The campus network, as a
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typical practical application scenario, is used for testing. The experimental pro-
cess may be affected by interference from other frequency devices around it, but
this can verify the effectiveness of this scheme in real application environments
with noise interference.

When preprocessing IAT data, we focus on the statistical characteristics of
the obtained TAT information over a period of time. Therefore, the original data
is processed in the form of a histogram at a threshold of 0.01, which intuitively
represents the distribution characteristics of device IAT information in various
time intervals.

3.4 Generations of Feature Embeddings

In order to enhance the recognition ability of the feature encoder, we propose
to use triple loss function [18] when training the feature extraction network.
Through the comparison between samples (within class/between classes), the
model has the ability to distinguish the similarity between samples. Using the
feature code that has been aggregated within class and dispersed between classes
to replace the feature tag to represent the feature set of the device can ensure
that the constructed feature code meets the local sensitive hash characteristics.

The encoding of features in two-dimensional space is represented by f ().
This article aims to ensure that feature 27 (anchor) of a device target is closer
to all other features 2% (similar samples) of the same target, rather than any
feature x7' (dissimilar samples) belonging to different devices. Therefore, the
Loss function to be minimized is:

N
TL =3I )~ £ @3~ 1F @) = £ @)IE] (1)
1

In this paper, we mainly use convolutional neural network (CNN, one-
dimensional or two-dimensional) as the feedforward network. The ultimate goal
of the ternary loss function is to shorten the distance between the reference
sample and the same type of sample as far as possible, and at the same time
distance between the reference sample and the different type of sample. These
three feedforward networks share parameters. By using the same ternary loss
function for training, we can learn the similarity of the same type of sample and
the difference of the different type of sample at the same time. As shown in the
Fig. 2, the iterative model is divided into two stages: training and testing. The
first stage is a pre training process, which is based on the training dataset to
train the feedforward network model with locally sensitive hash encoding abil-
ity, that is, the feature codes output by different types of samples have a longer
distance, and the feature codes output by similar samples have a closer distance.
The recognition process of cyberspace information is the second stage, with the
goal of enabling iterative models to recognize online devices. The specific app-
roach is to collect IAT data samples of online devices and enhance the iterative
network based on the ternary loss function. The preprocessed test data samples
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can be trained using a feedforward network to generate two-dimensional feature
codes for each test sample, which can have locally sensitive hash characteristics.

Training procass

—LCNN] Triplet loss
N —LCNN

Training '

Shared model
Structured X 2D feature
“ffeatm'g . code
| information | g 1
2D feature
Test data AN
code

Fig. 2. Triplet network process

3.5 Gray Code Transformation

Gray code transformation is used to overcome the discontinuity of embeddings in
Hamming space, because a gray code has a perfect characteristics that adjacent
numbers have a single digit differing by 1.

The pseudocode of gray code transformation is shown in Algorithm 1. Since
an embedding is array of integer numbers. BinaryRepresent() is a function
that converts an integer number to a vector of binary bits. Correspondingly,
Integer Represent() is a function that converts a vector of binary bits to an
integer number. After gray code transformation is applied, embeddings have
been converted into Hamming space, ready for being further processed by fuzzy
extractors.

3.6 Fingerprint Generation

As Radhakrishnan et al. [12] pointed out that each device has non-replicable
uniqueness in its traffic pattern, which can be seen as a random source. It is
believed that even if there are differences in the characteristics exhibited by
the device at different times, analyzing the feature data of the same device at
all times can reveal a pattern where stable features uniquely correspond to the
device identity.

Dodis et al. [4] proves that the information reconciliation step is able to
eliminate of noise from the actual traffic data collected from network device. The
function structure of fuzzy extractor used in this paper is shown in Fig. 3, where
BCH encoding is used to perform the function of information reconciliation and
SHA 256 is a 256-bit cryptographic hash function.
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Data:

x = [z1, 22, ..., Tw]| denoting embeddings in the format of multi-dimensional

tensor ;

Result: y = [y1, Y2, ..., Yw] denoting embeddings in the format of gray code
array;

initialization;

for i = 1: w do
s « BinaryRepresent(x;);
gray < 0;
gray(1) « s(1);
for i = 2: s(2) do

| gray(i) — XOR(zi—1,x:);
end
y; < Integer Represent(gray);
end
return y;

Algorithm 1: The pseudocode of gray code transformation

In our implementation, the output of triplet network is a two-dimensional
embedding. In order to overcome the discontinuity of embeddings in Hamming
space, gray code transformation is applied to encode the two-dimensional embed-
dings. Figure4 illustrates the process that gray code transformation converts a
two-dimensional embedding to the Hamming space. Correspondingly, the dis-
tance of the anchor point in the middle of the two-dimensional plane will be
converted into the Hamming distance between binary codes. The feature infor-
mation from the same device has a smaller Hamming distance after being pro-
cessed and encoded, so it will have a greater chance to be determined as the
same device when passing through the fuzzy extractor, i.e., gray code transfor-
mation can contribute to improving the accuracy of fingerprint generation. For
the characteristic information of different devices, the processing of triplet net-
work and gray code coding can also increase the Hamming distance after coding,
and reduce the occurrence of misjudgments.

4 Device Fingerprint Update

4.1 Requirements of Update

Almost all device fingerprinting methods rely on classification algorithms, such
as decision tree and neural networks, to identify device identities or types. How-
ever, due to the instability of the network, adding devices to the original system
means retraining the model. Abandoning historical data may lead to significant
differences in fingerprints of the same device before and after the new model is
generated, which may lead to potential catastrophic forgetting problems. There-
fore, when implementing the fingerprint generation and verification system, it is
also extremely necessary to design an effective incremental training method to
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maintain the stability of fingerprint generation, improve the efficiency of model
training, and reduce memory consumption.

Although the type recognition algorithms based on deep learning have strong
feature extraction and representation capabilities, traditional deep learning net-
works such as Convolutional neural network (CNN) need to rely on a large num-
ber of high-quality training data. Due to the complexity and dynamics of the
cyberspace, it is often difficult to obtain a large amount of high-quality training
data, especially when new devices are added into the network. At this time, it
is necessary to update the network model in a timely manner to identify new
devices. Therefore, we employ an iterative learning method based on ternary loss
function to incrementally train the neural network.

4.2 Incremental Training Process

The working process of the iterative learning method can be divided into two
stages: offline and online.

The offline stage is a pre-training process based on the training dataset, which
enables the feedforward network model to have local sensitive hash encoding
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ability. The expected training result is that the distance between the feature
codes output by different types of samples is longer, and the distance between
the feature codes output by similar samples is closer.

The process of identifying cyberspace information, known as the online stage,
aims to equip the iterative model with the ability to identify online devices. The
specific approach is to collect M data samples from online devices, mix them
with a certain number of old data samples (which should contain data from
other devices), construct triplets, and then conduct incremental training on the
iterative network based on the ternary loss function.

As shown in Fig.5, at the beginning of training, fully load the pre-trained
model parameters as the initial parameters of the model. At the end of the train-
ing, the new model parameters obtained from incremental training are fully saved
as the initial parameters for the next incremental training. At the same time,
classification algorithms are used to establish the mapping relationship between
feature codes and labels. After collecting test data samples, the trained feedfor-
ward network is used to generate feature codes for each test sample, and then
classification algorithms are used to achieve target classification and recognition.
The iterative model based on the ternary loss function can achieve high recogni-
tion accuracy through incremental training, i.e., the original model parameters
are kept and only a small number of new class samples are needed for training.

01d data

New sample
data

Incremental
training data

A P N
Training

v

(Final new mode])

Fig. 5. Incremental training process
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5 Experimental Implementation and Result Analysis

In this section, we evaluate the performance of the proposed framework from
three aspects in an isolated network environment, including analyzing the
uniqueness, robustness, and tamper resistance of each stage of device fingerprint
generation.

The dataset we used in our experiment are GTID data collected by the
CRAWDAD team in 2014 [16]. They captured over 300GB of traffic data in
isolated experimental environments and campus network environments, respec-
tively. The isolated experimental environment can shield the impact of wireless
devices other than experimental devices on the experiment, while the campus
network environment verifies the performance of the proposed scheme in practi-
cal application scenarios.

5.1 Data Preparation

Taking the device traffic data captured in an isolated network environment as an
example, a histogram is used to demonstrate the device differentiation ability of
TAT data. As shown in Fig. 6, there are significant differences in the distribution
of IAT data among different types of devices shown in Fig. 6b, Fig. 6¢ and Fig. 6d.
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Fig. 6. IAT distribution of different devices
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Although the trends of the same type of device are relatively consistent, the
distribution still varies in Fig. 6a and Fig. 6b. These experimental data provides
a support for the reasonability of adopting IAT data for device fingerprinting.

5.2 Numerical Results

Verification of Fingerprinting Capability. Since the packet arrival interval
has been proved to be significantly related to the device identity, the triple loss
function can be used to effectively distinguish the corresponding relationship
between the feature tag and the device target in each type of feature. This net-
work has been trained so that the square of the distance in multi-dimensional
space directly corresponds to the similarity between feature labels, that is, fea-
tures from the same device have smaller distances, while features from different
devices have larger distances. Taking IAT data of multiple types of wireless
devices in an isolated environment as an example, the multi-dimensional dis-
tribution effect of different devices through randomly initialized networks and
Triplet networks is shown in Fig. 7.

(a)Initial two-dimensionaldistribution  (b) Two-dimensional distribution after
of the dataset training of ternary loss function

Fig. 7. Two-dimensional distribution of different devices

Comparison of Accuracy. In isolated network environments, the classifica-
tion accuracy of two-dimensional encoding processed by triplet networks under
incremental training can reach over 90% in most cases, as shown in Fig. 8. It can
be observed that if the new device is a type of device that has never existed in
the existing training model, the overall classification accuracy of the new device
will remain relatively unchanged or even improve. However, when the new device
type already exists in the existing device, the classification accuracy will have a
slight degradation trend. Among them, the experimental data of the new devices
DevDN2 in Fig. 8c and DevIP2 in Fig. 8d show good performance, but the accu-
racy of device recognition for the existed devices decreased by 7.53% and 4.77%,
respectively.
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Effectiveness of Gray Code Transformation. Figure9 shows the effective-
ness of fuzzy extractors and gray code transformation on prediction accuracy,
respectively. It can be seen that fuzzy processors can improve the accuracy by
6% if gray code transformation is not applied. After gray code transformation
is activated, the accuracy has an increase by 0.4%. And in the process of incre-
mental training, the accuracy fluctuates to a relatively large extent along with
the growth of the number of devices. In contrast, with fuzzy extractors and
gray code transformation, the curve becomes relatively stable, basically above
99.8% accuracy. This is reasonable because the fuzzy extractor has ability to
reduce the noise in feature data, and gray code transformation is able to reduce
discontinuities of embeddings in Hamming space.

From perspective of tamper resistance, the fuzzy extractors enable that only
the output fingerprint should be retained, while the device’s traffic data can be
discarded. Since SHA256 used in fuzzy extractors is a one-way hash function, it
is basically impossible to obtain useful information about device. It cuts off the
possibility of intruders obtaining device information through cracking message
data to disguise themselves.
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Key Distribution of Device Fingerprinting. Figure 10 shows the relation-
ship between the histogram of key distribution of device fingerprinting and the
number of devices. Since device fingerprints adopt 127-bit encoding, the his-
togram consists of 128 bins. The value of each bin is set to the number of 1
in the binary representation of each embedding, so its range is from 0 to 127,
totally 128 bins. It can be seen that the histogram in Fig. 10b is slightly closer
to the Gaussian distribution that in Fig.10a. This implies that the generated
device fingerprint carries very little information about network traffic feature,
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which greatly increases the difficulty of impersonation attacks and reflects the
excellent cryptographic characteristics.

6 Conclusion

This article proposes a cryptographic device fingerprinting framework, which
combines triplet network and fuzzy extractor to generate fingerprints for net-
work devices. Triplet networks are employed to extract device characteristics
with saliency from network traffic and express them as multi-dimensional embed-
dings, while fuzzy extractors are committed to generating unique, robust, and
tamper-resistant device fingerprints from the multi-dimensional embeddings.
Moreover, in order to overcome the discontinuity of embeddings in Hamming
space, gray code transformation is introduced to transform embeddings before
applying fuzzy extractors. The experimental results validate the effectiveness of
fingerprinting capability based on IAT data and demonstrate that the predic-
tion accuracy is improved as gray code transformation significantly mitigates the
discontinuity of embeddings in Hamming space. Moreover, the proposed frame-
work enables excellent random distribution characteristics to the device finger-
prints, while taking into account the prediction accuracy and anti-impersonation
attacks.

Although both triplet networks and fuzzy extractors themselves have been
widely studied and applied, the combination of the two has still received little
attention. Basically, the idea in this paper is generic and may also be generalized
to other applications such as extracting cryptographic keys from biological data.
These issues deserve further in-depth study.
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