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Abstract. Sybil attack consists to generate several false identities in order to
bypass access control and thus produce false messages to seriously undermine the
normal operation of Wireless Sensor Networks (WSN). It is considered one of
the major threats to WSNs. The problem has been widely taken into account by
researchers. However, detecting this attack and effectively countering it in the con-
text of resource-constrained connected objects remains a challenge. In this paper,
we propose a lightweight authentication system based on elliptic curve cryptog-
raphy to counter this attack. This asymmetric encryption system uses smaller
encryption keys than RSA and EL-Gamal, but offers the same level of security.
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1 Introduction

AWireless Sensor Network (WSN) is a group of nodes which main function is to collect
information about its environment and transmit it to a server for further processing. These
nodes may be used in a multi-hop context, where each node plays the role of collector
for its own environment and router for others neighboring peers. Ease of deployment of
this type of network is an asset, enabling them to be easily integrated into a variety of
application domains such as environmental monitoring, home automation, industry, etc.
[1]. For reasons of concealment and cost, these nodes are often small in size. Their capac-
ities, notably in terms of computing power, memory, storage and energy, are therefore
limited. These constraints have a negative impact on the ability of these nodes to support
robust security mechanisms or quality of service [2–4]. The aim of new proposals and
protocols dedicated to (WSN) is to make a compromise between the security and quality
of service provided by these solutions and the resource constraints of these nodes [5, 6].
In this context, an efficient security key management mechanism is a major asset for the
smooth operation of these networks. In this paper, we propose an efficient authentication
solution based on elliptic curve cryptography. This solution integrates efficient security
key management to face Sybil attack. This protocol is less power-hungry and easy to
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implement in WSN. The remainder of the manuscript is organized as follows. In Sect. 2,
we present the Sybil attack and highlight previous work concerning proposed solutions
to counter this attack. In Sect. 3, we present our lightweight authentication approach.
In Sect. 4, we present results of a performance evaluation of our approach. Finally, we
conclude in Sect. 5.

2 Related Works

In many cases, sensors in a network must cooperate to perform tasks. New sensors can
use the identities of other legitimate sensors, defining Sybil attacks, which degrade data
integrity, security and resources availability. Sybil attacks target routing mechanisms,
resource allocation, data aggregation, privileged node election, distributed storage and
misbehavior detection [7, 8]. While all ad hoc networks are vulnerable to Sybil attacks,
WSNs can be protected using appropriate protocols. In the absence of a central authority,
a Sybil attack is easy to carry out, unless large resources are used. However, detecting
Sybil attacks is difficult. In the Sybil attack, malicious node has several identities and
can appear in several places at the same time, and the probability of selecting such false
sensors is high, leading to a reduction in the quality assurance provided by the multi-hop
protocol [9]. As a rule, protocols assume a sensor have unique key, and since a central
element of Sybil attacks is identity theft, authentication is the main defence. A trusted
key server or base station can authenticate a sensor for other sensors on the network. If
a unique key is used, the discovery of this key is critical for the whole network [10, 11].
In the field of WSN, the issue of Sybil attacks has been widely explored by researchers.

In [12], the authors propose a new strategy based on machine learning to detect
spoofing attacks in wireless sensor networks. The proposed algorithm combines two
classifiers to process and analyse instantaneous strength samples of the received signal
to detect attacks. This solution is suitable in the context of WSN, but does not take into
account all possible cases related to impersonation attacks. It is optimized for scenarios
where the legitimate node and the malicious node are at the same distance or very close
to each other in relation to the landmark.

Shantala Devi Patil et al. [13] have proposed a security solution to thwart imperson-
ation attacks and node compromise in aWSN. They have implemented an authentication
mechanism called PAW (Provisioning authentication on demand in WSN). This solu-
tion is based on the authentication of external users wishing to access network resources.
The proposed PAW system is divided into four phases: The preparation phase, carried
out by the base station, which is the point of contact for external network users. The
registration phase, in which users and cluster leaders register with the base station. In
the authentication phase, a three-stage authentication is performed and a session key is
established between the user and the cluster leader to secure data exchanges. In the final
phase, a common session key is generated for the user and the cluster leader. Due to the
resource constraints of WSN, this authentication solution is effective, but its complexity
induces a high energy consumption. Authentication and establishment of the session key
between the sensor nodes and the user is made up of several hash operations.

In [14], the authors proposed a protocol for sensor node authentication and key
distribution. This solution makes it possible to combat impersonation attacks and mod-
ification or replay of routing information in a WSN. The protocol consists of five steps:
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The first consists of exchanging neighbor discovery information. The next step estab-
lishes a well-to-well relationship. The third step involves sharing group authentication
keys, followed by initial node authentication. The final step involves re-authenticating
the nodes. This solution can counter several types of attack, but its authentication process
is very time-consuming. The number of messages exchanged in this protocol is high,
generating high energy consumption.

Neha Badetia et al. [15] have proposed a distributed mechanism for authenticating
nodes inWSN. Sensor nodes are logically arranged as a binary tree with the base station.
A token is generated by the parent node for its child node. This token is then used by a
child node for mutual authentication of the sensor nodes. This algorithm comprises two
phases: a registration phase and an authentication phase. During the registration phase,
each parent node generates a token for its child node, and these tokens are then used
by the nodes for mutual authentication. The token contains the node’s identity, public
key, pseudo-random number and lifetime. This solution has a good level of security, but
the amount of information stored in sensor nodes using this protocol is high. The nodes
don’t have enough resources and their storage capacity is limited.

Aishwarya Vardhan et al. [16] have proposed a mutual node authentication scheme
that promotes secure exchange between sensor nodes. This solution combats identity
theft attacks. It is based on double encryption of identification data, using both symmet-
ric and asymmetric encryption algorithms. This solution offers an acceptable level of
security, but the encryption mechanisms used generate high energy consumption. The
asymmetric encryption algorithm is one of the most energy-intensive. The encryption
process for this algorithm requires very high computing power.

Most of the proposed solutions, even if they provide acceptable security, are energy-
intensive and provide significant system resources. They are thus unsuited to the context
of resource-constrained networks.

3 Proposed Solution

In this section, first we present a network context and the threat and then the components
of the solution.

3.1 Network Functional Architecture and Threat Presentation

3.1.1 Functional Architecture of the Network

Our architecture consists of an SDN controller, a base station and a set of nodes deployed
in the observation environment. In our architecture, a sensor node collects data in its
surrounding environment and transmits it to the base station. The base station receives
the data collected in the field of observation. It uses the controller in the background to
ensure the authenticity of the sensor nodes and the integrity of the data received. The
controller is responsible for managing and authenticating each sensor node wishing to
join the network.
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3.1.2 Presentation of the Threat

In the sybbil attack, for the case of our architecture, a malicious node uses several
identities simultaneously or non-simultaneously to disrupt network operation. By using
multiple identities, an attacker can take control of the network and consequently carry
out different types of attack. It can also bypass a decision on a particular agreement.
Communications take place in a one-hopneighborhood, so it’s not possible for an attacker
to replay, and nodes won’t need to decipher certain message fields to perform routing.

3.2 Our Solution Presentation

We propose an authentication system based on elliptic curve cryptography. This is an
asymmetric encryption system, using smaller key sizes than other cryptographic algo-
rithms, but offering the same level of security. The controller generates two keys for each
node, a public key and a symmetric key, before deployment. Node identifiers are sup-
plied by the provider. A range of identifiers is provided for a large number of nodes. This
range of node identifiers will be stored at the base station before the nodes are deployed.
The controller is also responsible for generating the elliptic curve parameters. Initially,
the controller selects an elliptic curve EC over a finite field Fq and opts for a base point
P with large order p (where p and q are prime numbers). The controller then makes it
public to the base station, which in turn transmits it to all the sensor nodes in the network.
The implementation of our authentication solution comprises three phases (see Fig. 1):
first, registration phase, which consists of gathering the security identification informa-
tion for each node. This information will be used during the authentication phase. The
second, called the authentication phase, enables communication to be initiated between
the sensor node and the controller based on the security credentials obtained. The third,
called the re-authentication phase, requires sensor nodes that have been in standby mode
for a long period to re-authenticate.

3.2.1 Registration Phase

Before launching the authentication process between two network entities, it is necessary
for each part of the communication to go through a registration process in order to provide
security credentials that will be used for the authentication phase. We will now illustrate
the message flows exchanged during the registration and authentication phases. The
registration phase takes place in three (03) stages.

Step 1: the sensor node sends a registration request to the controller via the base
station. The message contains the symmetrical key, encrypted using the controller’s
public key. The encrypted message is concatenated with the node ID before being sent.

Step 2: on receipt, the base station checks the node’s identity against the identity
stored at its level. If this is the case, the base station forwards the encrypted message to
the controller.

Step 3: After receiving the message from the base station, the controller first verifies
the certificate, then decrypts the node’s message using its private key to check the con-
formity of the key stored at its level. After verification, the controller will retransmit a
new symmetrical key for the sensor node, which will be used during the authentication
phase. This new key will be encrypted with the node’s public key and transmitted to the
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base station, which in turn transmits it to the sensor node. On receipt, the node decrypts
the message and checks that it has been registered when it has the new symmetrical key.

3.2.2 Authentication Phase

Step 5: when the node wants to authenticate, it generates a random number N1 using the
elliptic curve parameter. It then encrypts this value using the new symmetrical key. The
encrypted message is concatenated with the node ID, and the whole set is signed using
the node’s private key. It sends the set to the base station.

Step 6: on receipt, the base station checks the signature and the node ID. It then
forwards the encrypted message to the controller.

Step 7: the controller decrypts the message and replies to the node, returning the N1
value concatenated with a new N2 value it generates. The message is encrypted using
the new symmetrical key and transmitted to the base station.

Step 8: the base station transmits the encrypted message to the node.
Step 9: the node must send back the N2 value encrypted with the new symmetrical

key to be authenticated.
Step 10: the base station transmits the encryptedmessage to the controller to complete

the authentication process. By receiving the N2 value, the controller is certain that the
node is not malicious and can be trusted.

3.2.3 Re-authentication Phase

This phase forces sensor nodes that have been in standby mode for a long time to
re-authenticate (Table 1).

Table 1. Scoring table.

Symbols Description

EpubC Controller public key

EpubN Node public key

EprivN Node private key

CS Symmetric key

ECso New symmetric key

N1 Random number

IDN Node identity

|| Concatenation operator

Certif Certificate

4 Analytical Evaluation

In this section, we present an analytical assessment of the security level of our protocol
in the face of attacks and certain security constraints defined in WSNs.
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Fig. 1. Authentication system

4.1 Safety Analysis

This analysis is based on certain security constraints defined in WSN: access control,
confidentiality and authentication.

Access control: the solutionwepropose prevents any element outside the system from
accessing the network. For a node N wishing to join the network, it must necessarily go
through a process of authentication and confidential data exchange. In our case, node N
must send its authentication data to the controller via the base station. This authentication
data is integrated into each node before it is deployed. If nodeN hasn’t this authentication
data, access control will fail and it will not be able to integrate into the network.

Confidentiality: this guarantees that information from a sensor node is only made
accessible or revealed to its intended recipient. Our authentication system also ensures
the confidentiality of authentication data exchanged between the node and the controller.
Nodes have their own preliminary keys, such as the controller’s public key, the base sta-
tion’s symmetrical key and their own public and private keys. When a node I wants to
authenticate itself to the controller, it sends its authentication data encryptedwith the cor-
responding public key. This mechanism guarantees the confidentiality of authentication
data.

Authentication: our solution ensures the authentication of every node wishing to
communicate in the network. The identity of each node is verified by the base station,
and final authentication takes place at the controller. The elliptic curve parameters are
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used to generate unique keys for each node. These keys are used during the authentication
process to ensure effective security.

4.2 Security Against Known Attacks

The different characteristics of WSNs expose them to numerous security threats [20,
21]. Denial of service and impersonation attacks are easier to carry out in this type of
wireless, infrastructure-free network. In this section, we evaluate the security of our
protocol against a few types of attack.

Attacks such as spoofing, modifying or replaying routing information fail against
our protocol if the content of messages exchanged in the network is unknown. In our
protocol, an attacker must not be able to usurp the identity, the public keys embedded
in a node, or the values of the elliptic curve parameter. Since the usurpation of all this
information is complex, our protocol offers an acceptable level of security against these
types of attacks.

The proposed protocol is also resistant to sybil attacks, thanks to the verification of
node identity by the base station. The nonces generated from the elliptic curve parameters
remain secret and are transmitted securely between the node and the controller. It is very
difficult to carry out such an attack against this protocol, if you don’t know the random
values generated by the node and controller.

5 Conclusion

With the rapid development of the Internet of Things (IoT), SDN technology is attracting
increasing attention from researchers. Its centralized control improves device manage-
ment efficiency and security. In this article, we have proposed a lightweight authenti-
cation system to combat identity theft attacks such as the sybil attack. This protocol is
based on elliptic curve cryptography, which is an asymmetric encryption system that
consumes less energy than others. In this contribution, a controller is responsible for
managing and authenticating network nodes.
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