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Abstract. Analyzing attacker behavior and generating realistic mod-
els to accurately capture the realities of cybersecurity threats is a very
challenging task for researchers. Psychological personality and profiling
studies provide a broad understanding of personality traits, but lack a
level of interactive immersion that enables observers to collect concrete
cybersecurity-relevant behavioral data. Participant’s intricate actions
and interactions with real computer systems are seldom captured in any
cybersecurity studies. Our work focuses on capturing human actions and
decisions to provide an empirical basis for these types of models. We pro-
vide a practical methodology that helps bridge the gap between theory
and practice by facilitating construction, experimentation, and data col-
lection for repeatable and scalable human experimentation with realistic
cybersecurity scenarios. While our methodology is platform agnostic, we
describe state of the art technologies that may be used to satisfy the
objectives of each of the stages of the methodology.
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1 Introduction

Prevailing literature on cybersecurity behavioral analysis is limited to basic psy-
chological profiles. Although there is an abundance of work related to behavioral
analysis and personality profiling in psychology, these works mainly focus on
profiling attackers using the results of surveys taken by non-technical partici-
pants [1]. Most of these studies originate from speculative actions and responses
to questions. Participants are typically drawn from Amazon Mechanical Turk
(AMT), in which the target population does not possess technical or cyberse-
curity training and qualifications [1-3]. The resulting datasets and models built
from these studies fail to capture interactions of attackers and defenders with
real systems and networks.

Presently, cybersecurity datasets that enable analysis and model generation
are incomplete or unavailable. This is in part due to the sensitive nature of foren-
sic data resulting in non-releasable information associated with real attacks [4].
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After compromise, organizations do not commonly publish details about inci-
dents risking it could lead to loss of revenue [5]. If released, datasets are altered
e.g., removed network packet payloads and anonymization. This may result
in loss of valuable information for researchers [6]. Frequently these datasets
do not contain ground truth such as tools and configurations employed. Fur-
thermore, participants’ technical proficiency, psychological characteristics, and
demographic information is often not documented or made available.

Our approach combines solutions to the shortcomings presented in psychol-
ogy and computer forensics when compiling experimental data. In summary, our
work described here brings forth the following objectives:

1. Guidelines for valid and experimental datasets that are aimed at bridging the
gap between technical experiments and psychological profiling by enabling
the generation of an effective dataset.

2. A mechanism that incorporates elevating participants’ technical skills, which
can be expensive and difficult to recruit otherwise.

3. While the methodology is platform agnostic, we provide a set of state-of-the-
art tools and frameworks that can be used to implement a system to meet
the research objectives.

2 Related Work

An abundant number of psychological studies pursue to profile cybersecurity
attackers based on high-level traits. These profiles include motivation, personal-
ity traits, and propensity to commit a crime among others. These studies are not
technical in nature but directed towards technical participants [5,7]. Most mod-
els developed from these studies are built from answers to hypothetical questions
in an attempt to characterize participants [1]. Nonetheless, hypothetical answers
may not capture participant actions when interacting with real computer sys-
tems. Our methodology aims on capturing these key missing interactions.

In McClain et al., an experimental procedure is presented similar to our
research method where participants are trained and raised to a proficiency level
before conducting a technical experiment. These experiments generate datasets
that capture detailed interactions between participants and computer systems
including keystrokes, network traffic, and process trees [8]. Nonetheless, their
approach does not scale well. A preliminary implementation of this methodol-
ogy allows a large number of remote participants using a web browser. Similarly,
Acosta et al. also developed a novel data collection system, ECEL, and platform
for hosting exercises focused on penetration testing and other cybersecurity ana-
lyst tasks [9]. Our approach is similar to [8,10], however we refrain from edu-
cating participants with live instructors. This approach may lead to inconsistent
teaching across the sample population.

3 Methodology Design

We developed a methodology that improves upon prevailing mechanisms for col-
lecting human behavioral information such as AMT. Existing methods do not
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capture interactions between cybersecurity experts and information systems. We
propose bridging this gap by targeting participants with minimal technical back-
ground. These participants are trained to fulfill the particular needs of an exper-
iment. A well-tuned experimental setup and trained participants, we believe, can
compensate for the need of experienced and expensive ones. This novel cyber-
security methodology consists of five stages: Questionnaires, Theoretical Edu-
cation, Practical Education, Experimentation, and Model Creation/Validation
(See Fig. 1).

3.- Practical Education

Applied educational
exercises employing
ools in experimental
environment

1.- Questionnaires 2.- Theoretical Education

Psychological,
demographic, technical
characteristics of
participants

Conceptual training on
tools, tactiques, and
techniques
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Create/validate
models from technical
interactions observed

Scenarios execution
in experimental
environment

Fig. 1. Five-stage methodology for training, experimenting, and collecting technical
cybersecurity data.

3.1 Questionnaires

A fundamental stage in our methodology is to collect participants’ ground truth.
With these questionnaires, researchers can inquire about psychological, demo-
graphic, and similar characteristics. This facilitates capturing participant inher-
ent features to build robust participants’ profiles [1]. This is not intended to
inquire about any hypothetical actions an attacker or defender might carry out.

3.2 Theoretical Education

Education is a critical stage in our methodology. During this stage, researchers
can recruit participants with basic cybersecurity knowledge and then train them
on specific concepts, tasks, and tools employed during an experiment. Even
though we work with novice participants, they can provide powerful insights
into human behavior such as propensity towards certain actions. This involves
their cognitive processes of selection across multiple alternatives including spon-
taneous actions and reactions [11]. Our methodology does not serve the purpose
of gathering data from domain experts, but instead looks at human behavior
such as decision making on scenarios with high technical complexity. We elevate
the participants’ skill level required for a technical study as opposed to sim-
plifying an experiment and considerably diminishing its impact and relevance
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of its findings. This allows researchers to abstain from formulating assumptions
where participants are asked hypothetical or abstract questions and consequently
obtain hypothetical and high level answers that are later unrealistically mapped
to higher complexities in real-world scenarios. Instead, we gather information
from informed beginners connected to the cybersecurity domain such Computer
Science students and IT professionals, and turn them into qualified participants.

3.3 Practical Education

Our methodology emphasizes an educational model where practical instruc-
tion is a cornerstone for learning cybersecurity. Practical education ought to be
directed toward aiding participants to improve understanding of concepts and
tools. Complementing integration of theoretical concepts and development of
practical experience to reinforce learning in preparation for an experiment. This
stage promotes practical teaching of cybersecurity at an operational level [12].

1)
[ ¥

Learning Goals Scenario Specification Scenario Execution Learning Achieved
Expected learning Expected actions Concrete actions True learning

2)

Fig. 2. Relationship between 1) theoretical and 2) practical learning effectiveness with
respect to their anticipated outcomes.

We adapted Millar and Abrahams [10] stages of teaching and learning effec-
tiveness for cybersecurity tasks and scenarios into four stages: Learning Goals,
Scenario Specification, Scenario Execution, and Learning Achieved (See Fig. 2).
The Learning Goals stage aims to clearly define the scope of the learning plan.
Artifact design ought to be driven by type of expected audience, technical com-
plexity, and experiment’s goals. Interactive content, videos, and supplemen-
tal lesson notes can be options for effective learning artifacts. Next, the Sce-
nario Specification stage defines the desirable tactics and techniques participants
should follow during an experiment. Scenario configurations are meticulously
defined and act as the authoritative source of content for the practical education
section of this paper. Practical exercises must be designed to complement theo-
retical education to achieve a comprehensive grasp of concepts. Scenario Ezecu-
tion is concerned with the actual actions performed by participants during an
experiment. These actions are the result of the quality of educational methods,
particularly practical education leading up to this stage. Also, actions are influ-
enced by the experiment’s design and complexity, as well as the performance
metrics known to participants. Finally, Learning Achieved is the credible learn-
ing attained. We measure practical education effectiveness contrasting intended
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activities (Scenario Specification) and actual activities performed by partici-
pants (Scenario Execution). Similarly, we compare Learning Goals with Learn-
ing Achieved to assess effectiveness of theoretical learning [13]. For our experi-
mentation methodology, we are primarily interested in the relationship between
Scenario Specification and Scenario Execution. Learning efforts are centered on
short term goals addressing technical requirements allowing participants to com-
petently progress through the experimental scenarios. Theoretical lessons and
practical activities must be constantly evaluated employing small focus groups
to measure their effectiveness where revisions must trigger an increase in learning
performance [13].

3.4 Implementation and Experimentation

At present time, availability of valid, complete, and labeled cybersecurity data
constraint research efforts. This unmet data demand raises the need for experi-
mental frameworks and testbeds that accurately emulate cybersecurity scenarios.
Nonetheless, sophisticated testbeds are complex and expensive to build. For this
reason, during the scenario design time, deciding on implementation options
such as emulation versus simulation is of the utmost importance. On the one
hand, simulations only reproduce external visible behavior from a model. This
is more efficient and inexpensive, but fails to capture low level interactions.
On the other hand, emulation do reproduce low level interactions. Emulation
increases system development and complexity, in addition to greater computa-
tional resources. Nonetheless, emulation allows a more comprehensive experi-
mental settings where forensic level interactions can be recorded and analyzed.
Sandia National Laboratory developed a cyber-physical testbed that combines
simulation and emulation in an attempt to alleviate implementation costs [14].

Our methodology lays novel groundwork for an experimental framework. We
propose tools for accessibility, portability, and scalability of a framework. Com-
plex technical studies may require human subjects to be physically present for
training and participation [10]. Similar to AMT, a web-based tool, we propose
Apache Guacamole to increase accessibility to participants. Moreover, we pro-
pose the Common Open Research Emulator (CORE) as the center of our exper-
imental environment. CORE facilitates the creation of network scenarios and
supports connecting emulated networks seamlessly to real ones [15].

3.5 Model Creation/Validation

The final stage in this methodology is to create and validate new or existing
models from the experimental data collected. The goal of decision-making models
is to reasonably predict actions from cybersecurity actors. Performance metrics
must be defined to evaluate the validity of models [16]. Models are not expected
to always be correct, but as complexity increases, must yield reasonable answers
to our questions. [17]. This stage is open to any research area, such as psychology
and mathematics, to create and validate their own models.
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4 Conclusions and Future Work

A central issue for developing realistic models is data availability revolving
around the human aspects of decision-making in a valid cybersecurity context.

Existing data does not provide context for researchers to account for cyberse-
curity actor’s intentions, technical skills, psychological traits, and demographics.
Additionally, predominant research methods do not capture realistic interactions
among cybersecurity actors. Similarly to the scarcity of valid data, cybersecu-
rity professionals are difficult to find and expensive to recruit when conducting
technical studies.

We have defined a five-stage methodology that works around inadequate
sources of qualified cybersecurity participants. Our methodology elevates the
skills of novice technical students and professionals to an acceptable proficiency
turning them into more suitable participants. This leveling enables participants
to complete realistic exercises using tools and techniques that mimic those used
by field professionals.

Moreover, we recommend tools and software, laying the groundwork for an
experimental framework and testbed. We believe it is well-suited for experiments
that observe decision-making phenomena, not skill level, associated with humans
in technical environments.

Future work involves validating this methodology with a larger pool of partic-
ipants in a formal setting. We also plan to perform a study and collect associated
data to determine what human factors influence decision making, at the recon-
naissance phase, when scanning a computer network. An in-depth analysis will
involve extrapolation of salient features and patterns in the data.
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