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Abstract. The location awareness capabilities of edge computing (EC)
contains large quantity of the physical devices with short coverage range.
The possibilities of the potential private data attacks from adversaries
increases dramatically through easily accessible location information.
The existing research on privacy-preserving schemes cannot meet var-
ious privacy-preserving expectations in practice for EC variants. In this
paper, we proposed a dual scheme customizable e-differential privacy
preservation to provide comprehensive protection. We establish the first
scheme by clustering Edge Nodes (ENs) with SDN-enabled EC where
SDN enables the capabilities of the programmability. In addition, we
customize the e-differential privacy preservation scheme for variant EC
services with the employment of modified Laplacian mechanism to gen-
erate noise, where the optimal tradeoff been found. The extensive exper-
iments results demonstrate the significance of the proposed model in
terms of privacy protection level and data utility, respectively.

Keywords: Edge computing - Privacy-preserving - Software defined
network - Differential privacy - Location-aware application

1 Introduction

The Internet of Things (IoTs) is advancing at a breakneck pace, and connection
between things is becoming more pervasive [3,7]. Increasingly more objects are
becoming intelligent as they are capable of seeing their surroundings, connecting
to the internet, and receiving instructions remotely. These intelligence of the
objects are derived from data, analysis, and input from a variety of systems or
servers connected to a variety of mobile devices [4].

The wireless and decentralized properties of ENs are vulnerable to adver-
saries in the actual application process of edge computing (EC), resulting in
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major location-aware privacy disclosure vulnerabilities [14]. EC enables compu-
tation to take place closer to the user [17]. It evaluates data locally and makes
decisions based on it. It decreases the danger of privacy leakage by avoiding
long-distance data transfer in the network to certain extent [27]. However, a
substantial amount of sensitive private data can be retrieved since attackers can
easily access real-time data received by ENs. Higher criteria for privacy pro-
tection techniques in EC have been recommended as a result of methodologies
that assure users can utilise the service without revealing their sensitive location
data [19]. Traditional privacy-preserving solutions are impractical for directly
addressing the highlighted problem in an effective manner, despite certain exist-
ing privacy-preserving models or algorithms being presented [9]. Furthermore,
the location privacy disclosure concern identified in EC will have a significant
impact on EC application development. It is critical to investigate location-aware
privacy preserving solutions for massive EC applications based on location.

Motivated by this, to establish an optimal trade-off on data utilities with a
sufficient accuracy and efficiency, we offer a dual-scheme e-customised differen-
tial privacy model (DDSDP) based on software-defined EC (SD-EC) services.
SD-EC increases the network’s privacy protection capabilities by allowing it to
be programmed flexibly and dynamically [11,18]. First, we initiate the EN clus-
tering method. This strategy connects users to EC services through a group of
ENs rather than a single reliable service provider, while also increasing the com-
plexity of attacking targets for adversaries. Furthermore, the measurements of
e-customised differential privacy was determined by the distance between ENs
cluster. To quantify data utilities and privacy protection levels, we create a
QoS-based mapping function. Our thorough studies illustrate the efficiency and
accuracy in real time.

The contributions of this paper can be summarized as follows:

— We offer a dual-scheme e-customized differential privacy model to retain
location-aware private data for users. In addition, to offer first scheme pro-
tection for location-aware data from users to ENs, we consider a dynamic
clustering strategy. This protects against frontal attacks from adaptable foes.
Furthermore, We adapt Affinity Propagation methods to boost the effective-
ness of the clustering scheme while retaining the greatest degree of privacy
protection.

— We designate our second approach as the e-customized protection model with
modified Laplacian mechanism by providing noise to the clustered EN. More-
over, we developed a QoS-based mechanism to measure the distance between
privacy levels. DDSDP seeks to enhance the utilities of data while minimising
privacy costs.

— To illustrate the proposed models, we perform extensive experiments based
on real-world dataset. The evaluation results reveal notable significant per-
formances in data utilities and privacy protection level.

This paper is organized as following. Section2 summarizes the existing
research on EC and related privacy protection approaches. The attacking for-
mulation with two popular attack methods is analyzed in Sect.3. Section4
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formulates our proposed DDSDP model in both schemes. Sectionb performs
evaluation results from our extensive experiments by using the DDSDP protec-
tion model. Finally, summarization and future works are discussed in Sect. 6.

2 Related Work

EC benefits from dense geographical dispersion, which accomplished by installing
ENs in multiple locations and interconnecting each of the nodes to end devices
[22]. Moreover, the geographic dispersion of the ENs enables location mobility
for IoTs devices, obviating the requirement for devices to traverse the entire
network [10]. Besides the tangible benefits of EC’s location-aware capabilities,
the most immediate challenge is the preservation of users’ privacy when it relates
to geographical location data.

The user in the EC environment are not expected to reveal actual location
to attackers when obtaining services. Location-aware data includes not only the
current specific location, but also the contents of the EN that are saved and
processed in EC, such as movement patterns and behavioural patterns. Indeed,
the dimensionality to which location-aware privacy protection and Quality of
Service(QoS) are the result of a sequence of antagonistic connections [8]. Current
research on location-aware privacy protection technology for EC is primarily
concentrated on two aspects: 1) the the models of privacy-preserving that utilises
reputable third-party entities [24], and 2) the data anonymization technique [16].

Moreover, J. Kang [13] proposed privacy-preserving pseudonym method
which addressed privacy concerns associated with location-based EC internet
vehicles. While these solutions provide acceptable performance, they are more
concerned with maintaining a stable network state than with dynamic and tai-
lored EC restrictions. Lyu [15] performed extensive research on the tailored
epsilon-differential privacy-preserving technique [12], which Qu [20], Badsha [2],
and Wang Wang [25] all effectively demonstrated. These strategies are very suc-
cessful in social networks, recommendation systems, and location-aware apps.
They are theoretically sound and include strong privacy safeguards [23].

Furthermore, we examine two typical attack vectors that adversaries are
commonly using to target sensitive location data in the EC.

Wormhole Attacks. This type of attacks are very hazardous since they may occur
even when all parties to the communication guarantee the message’s validity and
secrecy. The attacker creates a secret channel between two cooperating malicious
nodes with the intent of transferring data groups acquired at one network point
to another. J. Zhang et al. [28] developed the grid clustering routing method
(FGC) to protect against wormhole attacks, and it is currently extensively used
in industrial IoT.

DDoS Attack. Another popular attack technique in SDN-enabled EC is the
DDoS assault, which targets the communication layer. According to the loca-
tion service provider, it prevents radio signals from being transmitted [21,26].
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The literature has examined the feasibility and efficacy of DDoS attacks against
a variety of transport protocols, including Bluetooth [5]. Along with active inter-
fering attacks, the adversaries may conduct a denial-of-service (DoS) attack by
installing a malicious device or router that intentionally violates the communi-
cation protocol in order to cause conflicts or disrupt communication.

3 Formulation of Adversaries Attack in Location-Aware

The volume of information that attackers may extract from the location-aware
privacy data for the users after its broadcasting influences the effectiveness of the
adversary attack model in the EC. The location data captured by the adversaries
from user encapsulated within the context of a collection of spatiotemporal data
{r:r=(P,t)}, where r determined a single adversary-collected location data,
and P defined the specific location of the user, and the accurate timing of the
collection determined as t. Moreover, the disclosure of sensitive location data
is structured as a set of {s1, sa, ..., S, }, where s, denotes the nth position after
numbering.

Adversaries can deduce users’ privacy information based on location data by
predicting the probability p when user is in a sensitive location s; at time ¢. We
describe location data that users supply at any point in time ¢ where it does not
reveal the @ privacy of users in a sensitive location. Therefore, it will quantify
the adversary location data collection in order to identify the user in a specified
sensitive location information.

Definition 1 (Location-Aware Data Privacy)

In any time #’, it represents the rate of probability for each user at the time of ¢’
at location s;, we use P {Uit/ } We also use Ld; to represent the data at specific

location which collected by attackers at certain time ¢. As a result, we have
P{UJ’ |Lt}—P{Ui’f'} <9 (1)

where 6 denotes the user’s privacy requirement, P {Uitl | Lt} denotes that

the adversary acquires location data subsequent to the user at time ¢ and eval-
uates the posterior probability of the user being in a vulnerable position s; at
specific time ', and P {U;} denotes the adversary’s prior probability of specu-
lating that the user is in a perilous position s;. According to Def 1, the adver-
sary’s collection of user location data cannot surpass 0 in order for the attacker
to deduce the user’s sensitive location. Therefore, after aggregating the posi-
tion sequence from the users, the discrepancy in probability values between
the posterior and prior probabilities of the user being in a specific sensitive
position at a given moment is less than 6. At each moment ¢/, the adversary

has =", P {Uit'} logP {Uit'} of previous knowledge about the user’s location.
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Thus, the amount of sensitive user location data exposed to attackers in ENs
can be estimated as follows:

Comp(s) = ZP {Uit/} logP {Uit/}
_ ZP {Uit/ | Lt} logP {Uit' | Lt}

As defined in Definition 1, a privacy-preserving technique that meets 6 pri-
vacy may guarantee the quantity of information included in the published data
in the EN is less than nf, where n is the quantity of sensitive locations. At any
point in time, users with strict privacy needs may set theta to 0. As a conse-
quence, users must ensure the location data they post does not jeopardise their
f privacy in any sensitive location. They only need to adhere to the % standard
of the privacy level.

(2)

4 System Modeling and Analysis

Figure 1 illustrates the proposed DDSDP model utilised in the SDN-enabled
EC service. Both schemes secure the data privacy in location-aware applications
between users and ENs. We begin with a customized SDN control layer. This
novel control layer attempts to offer a real-time clustering solution. It uses the
modified affinity propagation (AP) clustering technique. As the clusters are con-
stantly updated, attackers cannot identify the source of the first connected EN.
As a result, clustering protects privacy. The security level is also increased by
modifying the Laplacian mechanism. We utilise QoS mapping to assess data util-
ity and privacy protection. Thus, SDN-enabled EC services provide the highest
privacy level and data utility protection.

Fig. 1. DDSDP framework in SD-enabled EC.
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4.1 Edge Nodes (ENs) Clustering Modelling

We use EN clustering to conceal the real position data from users in the first
scheme of proposed DDSDP model. This preservation approach successfully
avoids the opponent from quickly invading and allows for more complex attack
measures. Each cluster is composed of at least two or more ENs. Instead of direct
connections, users are assigned to EN clusters that span a larger region under
the adversary attacking paradigm. Adversaries need necessary analytical stages
as precise selection gets increasingly difficult.

Weight Factors and Unification Process. Distance-based location is a popular
location-aware privacy-preserving technique in EC. We determine the distance
based on the user situation by analysing the arrival time and the its differ-
ence between the arrivals. Typically, each EN calculates the user position via
a distance-based location method. If location information is exposed, user pri-
vacy will be jeopardised. Moreover, in order to establish the current location of
the user, the selected EN must be aware of the location of each reference node.
The geolocation information for the reference node are revealed if the adversary
perform spoofing on the location data and other attacks against the reference
node.

We calculated the position distances between specified ENs and the initial
anchor node using the matrix S where S = S}, 53,51, S é denotes distinct factors
associated with the same EN, whereas the elements S = Si, 52,57, S denotes
the same factor for all ENs. As a result, we construct the matrix as

Sl sls... 8]
2 5% 8382

S = (3)

ENs have a variety of indices based on their features, such as access points and
servers. Before the aggregate indicator can be computed, a unification procedure
is needed to identify the distances. To address the issue of differing absolute
values for various indices, the absolute values must be transformed to relative
values. S’ denotes the matrix S after the unification procedure.

r 1 1 1 1 -

=1 Si i=1 S% =1 SCL‘s i:% SE
2 2 2
s} sz s SE
g = im1 51 220m1 Sy 25 S5 =155 (4)

st S5 s 55
«@ k3 « k3 « 7 R (o3 7

_E’izl Sl i=1 52 i=1 SS i=1 S[i—

Cluster Triggering Process. Primarily, all ENs are geographically allocated.
When the potential attacks are detected, we initially propose a cluster triggering
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technique by allocating measurements according to the entropy weight determi-
nation. The EWM’s fundamental premise is to derive objective weights of certain
variables. The EWM determine the weight of each element in each factor of the
attacking formulation. In general, lower e/ value indicates the importance of the
element including datalnformation, quantity of the data, and therefore merits a
greater weight in the relevant factor. In comparison, a higher entropy e’ implies
that an element has a lower value, offers less information, and contributes less
to the overall assessment, and therefore should have a lower weight. Due to the
unification procedure, the weight factor for each component j in each dimension
i must be computed, where j =1,2,3,...,m,and ¢+ =1,2,3,...,n.

!
=
ij — 0
D1 Tij

Each factor j must have an entropy value computed, where j = 1,2,3,...,m.
k =1/In(n) > 0 in this case, and e; >= 0.

(5)

6j = -k pr hlpij (6)
i=1

A redundancy rate is determined throughout this procedure to minimise
variance. The redundancy rate for j = 1,2,...,m is d; = 1 — e;. Following the
redundancy correction, the following weight factors are calculated:

d;
Z;'nzl d;

After assigning weights towards each element per dimension, the clustering
procedure is carried out by the weight factors. Assume that ¢4 is the threshold
value for clustering that is dependent on the edge network’s distance. T3, is
the outcome of the triggering process and is determined by the weight factor
computed for each element. Clustering process is defined by the unique EN
factor abstracted with the maximum value.

’Ll)j:

(7)

1
Ttl = 571 X ttg
g Zi:l Si
Sl
T2 = — 2 xt
D DT B
Sl
TP = =P — xt
tg Zi:1 SZ; tg
Ttg = max(Ttlg, thga T 7T5;) (8)
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4.2 Affinity Propagation-Based Clustering

On the basis of a modified AP mechanism, we develop a clustering model. AP
is a semisupervised clustering method based on closest neighbour propagation
developed by Frey et al. [6]. In comparison with other clustering techniques,
AP does not need a final number of clusters to be specified. Rather of creating
new data points, the cluster centres are chosen using existing geographical data
points. AP approach is less reliant on the initial location information input and
does not require a symmetric data similarity matrix. In EC, the input data may
be of various types as a result of our triggering mechanisms weight factor-based
selections. As a result, the AP method is the optimal choice for grouping ENs.

Preference. We begin by examining the parameter for the preferences. The sim-
ilarity between each cluster centres is stated as sim(d,p), which reflects the
similarities between the data points p and d. The Euclidean distance is used to
determine this similarity:

sim(d, p) =

Responsibility. sim(d, p) indicates the degree to which data point p is appropriate
for designation as the cluster centre for data point d and represents a message
sent from d to p, where p € 1,2..., N and p # p'.

r(d,p) = (s(d,p) — maz {a(d,p') + sim(d, p")}) x Tig (10)

where a(d, p’) is the value showing the accessibility of point 4 to all points
except kwith a starting value of 0. s(d,j) denotes the responsibility of a point
by points other than p, where points other than d are in rivalry with d for
ownership. 7(d, p) denotes p’s cumulative duty to act as the cluster centre for d.
When r(d,p) > 0, it indicates that p has a greater responsibility to act as the
cluster centre.

Awailability. To analysis the availability aggregration, a(d, p) indicates the prob-
ability that data point d should always choose data point p as its cluster centre
and is equivalent to a message delivered from p to d.

a(d,p) = min {O,T(d,p/) + Z {ma:r(Om(d',p))}} X Tyg (11)

p

a(p.p') = (Y {max(0,r(d',p))}) x Ty (12)

p

where r(d’, p) indicates the responsibility value of point p as the cluster centre
for points other than d. We aggregate all responsibility values greater than or
equal to 0, and we also include the responsibility value p as a cluster centre in its
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own right. Specifically, all data points with matching responsibility values larger
than 0 support point p, and data point d chooses p as a cluster centre based on
its cumulative value.

A Damping Factor. A damping factor is used as the algorithm repeatedly updates
the availability and responsibility values. This factor A enables the AP method
to converge more quickly. The damping factor may take on values ranging from
0 to 1. X operates on the responsibility and availability values throughout each
iteration of the algorithm to weight the update in relation to the previous iter-
ation.

dpn=(1—=X) Xdp+AX1H_1 (13)

DPn = (1_>\) xpn"’)\ X Pn—1 (14)

4.3 e-Customized Differential Scheme

Each user in EC exposes their sensitive location data during connection estab-
lishment. However, before this location data is released, it must be protected
from disclosure. We developed the first clustering method in order to enhance
the difficulty level when an opponent intends to attack. Additionally, the model
secures the released data with a tailored degree of protection based on the clus-
ter distances. Additionally, our second scheme seeks to offer consumers with the
utmost in privacy protection. To get the greatest protection, we compromised
e-customized differential privacy and introduced Laplacian noise to the cluster.

QoS Data Utility Mapping. The previous paragraph specified the distance
between each cluster as sim(i, k), and the Softmax function was utilised to
describe the data utility with QoS and privacy preservation level as € in the
DDSDP model. In a multi-class problem, the Softmax function assigns decimal
probability to each class. Moreover, it is often used to visualise the utility of data
and the level of privacy protection provided by the QoS mapping. The mapping
function is represented as follows:

exp(0lsim;y, - x)

Zszlexp(%simik - x)

QoS(€;) =k x (15)

where k € K is the parameter used to modify the maximum amplitude value,
# indicates the curve’s steepness, and x indicates the position.

Laplacian Mechanism and Laplacian Noise. On preserve anonymity of location,
we use probabilistic clustering to the initial results of the single clustering query.
To protect users’ privacy when it comes to location-aware information, we utilise
the Laplacian technique to change the actual value by adding Laplacian noise to
the original clustering result data, guaranteeing differential privacy both before
and after noise addition.
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M(D)=f(D)+Y
s.t.

e |l Fw) — F) | (19)

pa(2) )
Af

Lap(a) = 2221 = capl

where € specifies the privacy budget and € may be adjusted to obtain a better
privacy budget outcome owing to the clustering requirement. The Laplacian dis-
tributed noise is determined by Y. Lap(«) denotes the mechanism’s probability
density, while o denotes the noise’s magnitude.

e-Customizable Differential Privacy Formulation. To prevent data release in ENs,
we model the e-customized differential privacy method. We map the privacy pro-
tection level using the clustering method and multihop with QoS. Users submit
sensitive location data under the EC clustering paradigm. These data must be
protected against attackers. ENs also vary in capacity and processing capability.
As a result, we construct the second scheme as follows.

We utilise e-customizable differential privacy. In the case of M — 6(x), we
defined the mechanism as follows:

Pr[M(D) € Q] = exp(QoS(e;)) - Pr[M (D) € Q]
exp(0isimy, - x)

Z?Zlexp(é?,tf simig - T)

= exp(k x )- Pr{M(D") € Q]

s.t. (17)

v C iy,
V(D,D") C 1,

where x represents the result of the nosied location and D denotes the loca-
tion sensitive data’s storage space. € > 0 signifies the proximal relationship
between the data, and ¢ C V(D,D’) C 4 denotes the proximal relationship
between the data. We treat D; and D;; as changeable datasets to allow the
proposed model to include additional dynamic characteristics.

Three criteria are defined in order to undermine the configurable privacy
protection approach and clustering model. Initial e-customizable protection is
provided by the first qualifier. Each piece of sensitive location data is referred to
as p;, and e(ﬁ) should be fulfilled by anticipations {y;x} from pg. The second
qualification’s purpose is to specify a maximum degree of privacy protection for
the upper bound EN which where the sources are.

The second requirement specifies the degree of privacy protection that the
upper limit EN should be maximum. As stated above, the composition in its
entirety represented as:

n

com(e) = > Mple(7-) (1)

i=1,k#1
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In the third qualification, we optimise user-published data utilities. The
response of the real output x4 should be the most accurate noisy n from mech-
anism M. Additionally, various approximations {ygp,} result in a range of data
utility optimisation values. Thus, we can represent the total usefulness of the

data as follows:
n n
2
SO Bl yap — i |12 (19)
d=1 p#1
Thus, optimal tradeoffs will be evaluated based on the anticipated greatest

degree of privacy protection and lowest data usefulness.
exp(0!sim;y, - x)

Zszlexp(% simg - )
n,n

e=kx

MD(e(i_k)) < maxMD(e(d%)) (20)
i=1,k#1 ‘ !

ZZEH Yik — T4 ||§ > min(DU)

i=1 k#1

5 Performance Evaluation

To evaluate the performance of our proposed DDSDP model, we examine a series
of simulations in this section. We first assess data utilities by sampling time
periods at various places, then privacy protection levels at different locations.
Finally, the experiment assesses the clustering approach’s performance, including
clustering, transmission and loading outcomes for the total ENs. We used the
VicFreeWiFi Access Point Locations dataset [1] to validate these findings. The
dataset covers over 300 kms distances geographically and minimum of 250 MB
data flow per device every day. In the dataset, it contains 391 nodes are located
in the city centre, 44 nodes are located in the northbound zone, and 82 nodes
are located in the west-northbound region. This data impairs adversaries ability
to identify the location of users.

Due to the fact that SDN-enabled EC should allow more customization
choices without sacrificing original performance, we begin by analysing clus-
tering efficiency and evaluating network performance as a result of SDN-enabled
clustering. Furthermore, we evaluate our DDSDP model against a range of € val-
ues in order to optimise the e-specific differential privacy protection technique.
Additionally, two additional methods are compared: classic customisable differ-
ential privacy (CCDP) and classic e-differential privacy (CDP). In CDPs, the
Laplacian process produces noise. The CCDP provides a customizable degree of
privacy and adheres to Laplacian noise.

5.1 Clustering Analysis

Figure 2 illustrates the node clustering results from our DDSDP model’s initial
scheme clustering technique. The expected number of clusters is 16, created from
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517 accessible ENs. We assess system performance using three similarity values.
The lowest similarity is 2.00000e-9, the median is 0.017874, and the highest is
1.276488. Likelihood is dependent on location, length, and connection speed. The
homogeneity rate is 0.513, which shows how closely related nodes are grouped.
This dataset’s rate is heavily influenced by connection speed. It has a V-measure
and completeness of 0.333 and an adjusted Rand index of 0.080. The first scheme
clustering system produces excellent clustering results.

+1.449e2 Estimated number of clusters: 16

0.08 o

ﬁwﬁ%%

0.04 : :\

-37.825  -37.820 -37.815  -37.810  -37.805  —37.800

Fig. 2. Edge Node (EN) clustering results.

5.2 Data Utilities Performance

Figure 3 illustrate the outcomes of our DSDP data utilities. The figure depicts
the overall QoS functionality. We compare our findings with raw data values for
e = 0.1, e = 0.5, and € = 1, which makes it relevant to different situations. We
begin by aggregating 20 clustered EC nodes based on QoS metrics derived from
the distances between cluster. The Laplacian process generates a large amount
of noise in the form of responses. As illustrated in the figure, decreasing the value
of € results in improved overall data utility performance. When ¢ = 0.1, we use
clustering time slot 5 to achieve the peak value of 1.7.

Data Utility
N

—+—Raw Data
P, Data Utility ( = 1)

—+— Data Utility (¢ = 0.5)
—%&- Data Utility (¢ = 0.1)

10 12 14 16 18 20

2 4 3 s
SamplingTime Slot with Different Location

Fig. 3. Data utilities performance with three e values.
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Furthermore, we examine various clustering scenarios in terms of privacy
protection performance. To build up the customised ¢, we enable three sample
parameter values from the data utilities evaluation. In order to mimic the Lapla-
cian mechanism’s unpredictability, three € values were chosen. Figure 4 compares
privacy protection levels in terms of configurable €. It achieves a maximum pri-
vacy protection level of 1.5 while sampling time slot 7, while sampling time slot
20 maintains the greatest degree of privacy protection. Although the performance
for three parameters varies across clusters, it demonstrates the significance of
customisation. Moreove, we set € = 1 for the cluster in time slot 4.

15— T T T
X —+—Raw Data

Generated Data (€ = 1)

* | —A— Generated Data (¢ = 0.5)

—% Generated Data (¢ = 0.1)

Generated Data with Different Protection Levels

T
Sampling Time Slot with Different Locations

Fig. 4. Different locations privacy levels.

5.3 Performances Against Attacking Scenarios

Figure5 demonstrates the performance level of privacy protection in a worm-
hole attack scenario against solitary and clustered ENs. The DDSDP model is
compared to the other two classic models. Two dotted green lines show the
adversary’s data’s € value. A lower € results in greater privacy protection. Since
our approach relies on e-customized differential privacy, a lower value of € indi-
cates less data given to adversaries. ¢ has two values. When (e = 0.45), the
adversary can identify most of the location data and familiar with the other
attacking models. (e = 2.05) is the point when CDP and CCDP are completely
functioning and can offer comprehensive protection for consumers. All e values
between the dashed green lines except DDSDP model provide optimum protec-
tion. As a result, DDSDP can offer stronger protection strategies when assaults
occur where CDP and CCDP suffer.

Figure 6 illustrates the performance of proposed DDSDP model against a
DDoS attack. We utilise € values of 0.45 and 2.05 from previous figures. Because
the composition process is still free, CDP is unaffected by DDoS attacks. On top
of that, the € rises from 0.45 for DDSDP and CCDP. However, DDSDP shows
that two or more opponents will not collect any additional information following
an assault. epsilon total = maximum e value at time of assault. As a result,
the DDSDP model we presented above outperforms both common attacking
techniques.
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Fig. 5. Attacking Scenario 1: (a) Location data shared by multiple users to individual
Edge Node (EN); (b) Location data shared by multiple users to clustered Edge Nodes
(ENS).
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Privacy Level(e)
Privacy Level(e)
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Number of ¢ Involved in Composition
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Fig. 6. Attacking Scenario 2: (a) Location data shared by multiple users to individual

Edge Nodes (ENs); (b) Location data shared by multiple users to clustered Edge Nodes
(ENs).

6 Conclusion and Future Works

In this paper, we proposed a privacy protection mechanism (DDSD) for SDN-
enabled EC. Our proposed model includes two schemes: SDN based cluster-
ing EN and e-customized differential privacy to defend against two common
attacker techniques. As a first step, we created our first clustering-based pro-
tection system. As a result, attackers cannot identify the location data in the
first place. Furthermore, we integrated e-customizable differential privacy model
where adding noises into the SDN based EN cluster. Our extensive experimen-
tal findings established that the proposed model and clustering approach not
only exhibit high reliability in specified situations, but also offer configurable
location-aware data privacy protection. More over, we consider to further opti-
mize the data utilities and privacy loss by considering Markov Decision Process
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(MDP) where will provide optimal tradeoff solutions. Moreover, reinforcement
learning methods will also be tested to optimize the convergence speed.
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