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Abstract. Blockchain technology is a popular solution for secure trans-
actions in untrusted networks. However, with the growing number of
blockchain applications, how to ensure the security of the blockchain
system itself has become an urgent problem. In this paper, we pro-
pose a novel security-testing framework for blockchain systems based
on a vulnerability-detection model. Our study involves an analysis and
comparison with existing software-vulnerability analysis methods. Our
framework first addresses each factor that impacts the security of the
blockchain system, with a vulnerability attack graph being constructed
using model-checking to describe the complete exploitation process of
system vulnerabilities. Reliability Theory is used to quantitatively assess
the vulnerability attack graph of the blockchain system, thereby pro-
viding a theoretical basis for evaluating its security. Finally, we verify
the effectiveness and feasibility of the proposed security-testing frame-
work for blockchain systems on an e-voting election blockchain system.
The results from our extensive experiments show that our proposed
method outperforms other formal-verification-based methods for detect-
ing blockchain vulnerabilities, and also provides a scientific and reliable
assessment of blockchain system security.
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1 Introduction

Since its appearance with Bitcoin in 2009, blockchain technology has become one
of the most prominent emerging technologies in recent years, and it has been
widely applied in various social and economic scenarios [13,14,43]. Blockchain
is a novel cryptographic distributed network-transaction bookkeeping system
that offers support for decentralization, anonymity and tamper-evident features
[29]. It may be considered as a decentralized database [20] that offers potential
economic value. However, the complexity of blockchain systems makes it easy
for them to be attacked, and the blockchain industry saw 427 security incidents
in 2022, with estimated losses reaching as high as $3.52 billion [26], a rise of
approximately 37.3% from the previous year. Therefore, it is crucial to ensure
the security of blockchain systems to address the emerging security challenges.

Blockchain security technology plays a crucial role in ensuring the secu-
rity and trustworthiness of blockchain systems. It encompasses several critical
aspects, including cryptography, smart-contract security, consensus-mechanism
security, distributed authentication technology, privacy protection, and preven-
tion of DDoS attacks [28]. Cryptography is fundamental to ensure the data
encryption and digital signature [50], while smart-contract security is an essential
means of ensuring the contract logic correctness and security [35]. Consensus-
mechanism security is critical to maintain the consistency and security of the
entire blockchain system [46]. Additionally, distributed authentication tech-
nology [2], privacy protection [51], and prevention of DDoS attacks [25] are
other important technologies that can enhance the security of blockchain sys-
tems. However, existing approaches often focus on improving specific aspects of
blockchain systems, and may lack unified security testing and evaluation proto-
cols for entire blockchain systems: This creates challenges for verifying the overall
security and trustworthiness of blockchain systems. As a result, it is necessary
to continuously explore and develop an efficient and reliable blockchain security
framework to ensure the security of blockchain systems.

In this paper, we present a security-testing framework called VDABSys (Vuln
erability Detection Approach for Blockchain Systems) that builds on the work in
VDMBS (Vulnerability Detection Model for Blockchain System) [8]. The VDAB-
Sys utilizes the MAL (Model Action Logic) [19] to characterize the functional
modules of blockchain systems, along with the CTL (Computational Temporal
Logic) [39] language to specify the security requirements that the blockchain sys-
tem must fulfill. These inputs are then used by the formal verification tool called
IVY Workbench [6] to generate a vulnerability attack graph for the blockchain
systems, describing and analyzing the system vulnerability using Reliability The-
ory [11]. With the proposed framework, the vulnerability of the blockchain sys-
tem is quantitatively assessed to provide a theoretical basis for evaluating its
security. The main contributions of this paper are as follows:

— We propose a novel security-testing framework called VDABSys to provide a
theoretical foundation for evaluating the security of blockchain systems. The
VDABSys framework first constructs a vulnerability-detection model for the
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blockchain system, and then constructs a vulnerability attack graph based on
the vulnerability detection model. Finally, VDABSys quantitatively evaluates
the vulnerability attack graph to analyze the security of entire blockchain
system.

— We propose a vulnerability attack graph construction-method based on
model checking and state-transition diagrams, thereby providing insights into
the possible attack paths and helping to identifying the vulnerabilities in
blockchain systems. The proposed method generates the counter-examples
using model-checking techniques to create the state-transition diagrams.

— We use Reliability Theory to quantify the vulnerability attack graph and
select the appropriate model to calculate the corresponding system reliability
function according to the applicable scenarios, thereby providing a theoretical
basis for evaluating the security of the blockchain system.

— We perform an example analysis on a blockchain e-voting system to verify the
feasibility of VDABSys, and then demonstrate and validate the effectiveness
of the proposed VDABSys through experiments and comparisons with other
techniques.

The rest of this paper is organized as follows. Section 2 discusses the related
work. Section 3 describes our proposed approach. Section 4 presents a case study.
Section 5 presents the experimental results and analysis. Finally, we conclude the
paper in Sect. 6.

2 Related Work

The architecture of a blockchain can be broadly categorized into application
layer, contract layer, network layer, consensus layer and data layer. A majority
of research into blockchain vulnerability detection has concentrated on these
layers [5,9,15].

Conventional testing methods, such as black box [1] and penetration test-
ing [4], have primarily been utilized for assessing the application layer. How-
ever, these methods tend to focus only on the functionality or interfaces to the
blockchain system, potentially ignoring interactions between multiple users, and
other things. This could result in some vulnerabilities not being detected. They
may also involve generation of large amounts of test cases, which can involve
significant manual effort and lengthy detection times. Consequently, these tradi-
tional testing approaches can be inefficient. Most blockchain security incidents
result from exploiting security vulnerabilities in smart contracts [42,47]. Accord-
ingly, there has been significant research into the examination of smart contracts.
This has included utilizing techniques such as fuzzing [23] and symbolic execu-
tion [3]. However, these methods have relatively simple detection strategies and
may not ensure accurate detection, even if the same vulnerability occurs in dif-
ferent code segments. Moreover, the computation time required for symbolic
execution of the entire path is prohibitively high [17] and the limitation of exe-
cution path depth could result in undetected vulnerabilities. Intrusion detection
systems (IDSs) have typically been employed to secure the blockchain network
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layer [36]. However, traditional IDSs may not detect attacks on smart contracts,
consensus mechanism attacks, 51% attacks and other new types of threats spe-
cific to blockchain technology. The testing methods for consensus layer and data
layer also often require extensive manual intervention and may exhibit high false
alarm rates [16,44].

Although many studies have been conducted on blockchain security, most
of them have focused on the specific levels or components of the blockchain
system: There is lack of unified frameworks that can ensure the overall security
of blockchain system.

Currently, different architectures and models of system security can be used
as a guideline to build a framework for blockchain security. For example, a secu-
rity architecture that considers the security requirements of the Product Life-
cycle Information Management (PLIM) phase was proposed for the Internet of
Things (IoT). This approach identified the most important components that can
be included for security management of IoT, and analyzed the potential security
threats [48]. In addition, a scalable and automatic approach for cybersecurity was
proposed based on the concepts of isolation, interaction and representation: This
framework could provide a structured and potentially automated security pro-
cess to achieve integral and comprehensive security solutions [41]. The Security
Reference Architecture combined high fidelity asset visibility and deep endpoint
intelligence with business contexts to automate security and IT operations [32].
The Center for Internet Security (CIS) assists organizations in concentrating
their security resources and expertise on protecting against cyber-attacks [10].
The Cybersecurity Framework suggested by the National Institute of Standards
& Technology (NIST) offers a security framework to empower enterprises and
enhance their ability to defend against cyber-attacks [34].

In order to overcome the difficulties mentioned above, we present a novel
vulnerability-detection model for blockchain systems based on earlier work by
Chen et al. [8]. The proposed model considers various factors that can impact
the security of blockchain systems. To analyze the vulnerability of blockchain
systems, this paper constructs the vulnerability attack graph using a model-
checking method [12], that comprehensively portrays the exploitation process.
It applies Reliability Theory [11] to quantitatively evaluate and analyze the vul-
nerabilities, thereby providing a theoretical foundation for enhancing the security
of blockchain systems.

3 Security-Testing Framework for Blockchain Systems

In this paper, we propose a security-testing framework called VDABSys (Vulner-
ability Detection Approach for Blockchain Systems), which consists of three
parts: system modeling, formal verification and security assessment. The VDAB-
Sys framework is illustrated in Fig. 1.

The detailed VDABSys steps are as follows:
Step 1: Based on the established vulnerability-detection model, get the set of
system functions, and perform vulnerability detection on each. This approach
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Fig. 1. Blockchain-system security-testing framework

breaks down the complex blockchain system into smaller sub-functions, making
it easier to test each one individually, and reducing the overall testing difficulty.
Step 2: Formal methods are used to test each sub-function of the blockchain
system. Firstly, the MAL (Model Action Logic) language is applied to formal-
ize the variable definitions, state migration and migration conditions. Secondly,
the CTL (Computing Tree Logic) language is used to extract and describe the
set of security statutes that need to be satisfied by the current function. The
MAL and CTL are then fed into the IVY Workbench formal verification toolset.
If the verified property does not satisfy the condition in the currently tested
sub-function (i.e., a vulnerability exists in this security statute), then the ana-
lyzer function of the workbench is selected to generate a counter-example for
attacking this vulnerability. The counter-example is represented in the form of
state-migration diagrams, which are used to generate the vulnerability attack
graph of the sub-function. After testing all sub-functions, a collection of vulner-
ability attack graphs is produced. This process breaks down a complex system
into individual sub-functions, which can reduce the testing difficulty and allow
more thorough vulnerability detection.

Step 3: When all the vulnerability attack graphs for the sub-functions are gen-
erated, they are integrated to create a global vulnerability attack graph using
unified integration processing for the whole blockchain system. Reliability theory
is then applied to analyze and quantitatively assess the vulnerabilities, thereby
providing a theoretical basis for evaluating the security of the blockchain system.
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3.1 Decomposition of Blockchain System

In this section, we break down the complex blockchain system into smaller
sub-functional modules to reduce the difficulty of performing security testing
on the blockchain system based on the vulnerability-detection model. During
decomposition, we formally define each functional module in terms of the seven
dimensions considered in the model: function modules; hosts; interaction rela-
tions; intruder privileges; states; behaviors; and security protection objectives.
We then perform vulnerability detection. We provide a brief overview of the pro-
posed vulnerability-detection model for blockchain systems in Table1. A com-
prehensive description of the model-construction process and its effectiveness in
detecting vulnerabilities can be found in the work by Chen et al. [8].

Table 1. Overview of the vulnerability-detection model

Dimensions Description

Function Modules A blockchain system consists of a set of services or functions,
where the function points (denoted f) are the basic units for
the construction of blockchain security tests

Hosts It includes the identifier of the host, the type of user using it,
the services running on it, the software installed on it, and
the set of vulnerabilities identified on it

Interaction Relation The relation can be described by a triple relationship: R C
Host x Host x A. For example: R(hi, hj, b) means that host
h; has the ability to engage with host h; through behavior b

Intruder Privilege The level of permissions satisfying the full order relationship:
None < User < Root

State The five aspects of states of the blockchain system are
expressed in terms of their number, name, the subject
condition, the object condition, and the environment
condition

Behaviors The three aspects of behaviors that make a change in the
state of vulnerability are expressed in terms of the source
state, the target state, and the cost parameter

Security Protection Objective | The two aspects of the security protection objective that the
blockchain system needs to satisfy during its operation are
expressed in terms of the number and the detailed description
of this security statute. The security attribute specification is
a formal description of the safety attribute using branching
time logic.

3.2 Construction of the Vulnerability Attack Graph

To construct a vulnerability attack graph, we formalize the system using the
MAL language as well as extract and describe the security statute AGF using
the CTL language. We use the IVY Workbench formal-verification toolset to
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verify whether or not the AGF properties hold. If the AGF is false, the work-
bench analyzer function is used to generate a counter-example, which represents
a path to an unsafe state. The counter-example is then transformed into a state-
migration diagram, which is used to generate the vulnerability attack graph
for the blockchain system. The construction of the vulnerability attack graph
provides insights into the possible attack paths, and helps to identify the vul-
nerabilities in the blockchain systems.

Step 1: Extract the set of states S for the current test sub-function from the
vulnerability-detection model. The initial state Sy belongs to S, and the behavior
ensemble A is a subset of S x S, where a change in state from s to s’ is denoted
by the tuple (s, s’).

Step 2: Establish the set of behaviors A for migration from each state to the
next state, and then determine the set of security statutes G = AGF that need
to be satisfied by this sub-function according to the vulnerability model.

Step 3: Complete the formalization of variable definitions, state migrations and
behavior descriptions using MAL language and represent current sub-function
in a formalized manner. And then, describe the set of security statutes (G) using
CTL language.

Step 4: Enter the information obtained from the previous steps into the IVY
Workbench and then use the NuSMV model checker to iteratively search for the
set Sunsafe of all unsafe states that do not conform to the security statute g as
well as the set RY = RN (Sunsafe X Sunsase) Of all state transitions leading to
the unsafe states. These sets can be extracted using the Logical States output
of the TracesAnalyzer module in the IVY Workbench.

Step 5: Generate the sub-functional vulnerability attack graph V; = (Sunsafe,
R9,C, 55,59, x), where Synsafe is the set of unsafe state nodes, RY is the set of
edges, C' is the set of conditions (including initial conditions, preconditions and
postconditions), S§ is the set of unsafe initial states, S¢ = {s| s € Sunsafe} 18
the set of insecure states that violate the security statute g,  can be any other
information that needs to be referenced(such as open ports, IDS, etc.).

Step 6: Use the graphical tool Graphviz to integrate the set of sub-functional
vulnerability attack graphs into the blockchain system vulnerability attack
graph. This final (system-level) attack graph is output as a state-migration graph
[27].

3.3 Quantitative Analysis of Risk Based on Vulnerability Attack
Graphs

In this paper, we use Reliability Theory [11] to quantify the vulnerability attack
graph. It identifies the reliability parameters used to describe the reliability of
blockchain systems under evaluation. The main reliability parameters in the
vulnerability attack graph of the blockchain systems are e, Re(c), and E(c).

— &: The success probability € of an atomic behavior represents its cost, which is
determined by the factors such as computational resources, human resources,
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knowledge level, storage space, and time required for the behavior to be exe-
cuted. We estimate € based on the type of vulnerability, considering the vul-
nerability model of blockchain systems established in the previous section.
Specifically, we assume that an attacker exploiting the same vulnerability
generates several atomic behaviors with the same probability of success.

— Re(c): The reliability function Re(c) of the blockchain systems measures the
overall security of the systems. It indicates the probability that the systems
will maintain security at a specified cost ¢ under specified conditions. In the
context of vulnerability attack graphs, Re(c) represents the probability that
the systems remain secure after a certain number of atomic behaviors have
been executed by the attacker.

Larger values of Re(c) indicate a higher level of security, while smaller values
indicate a greater vulnerability to attacks.

— E(c) denotes the average attack cost on the blockchain systems.

Based on the architectural characteristics of the blockchain system, we clas-
sify the vulnerability state diagram into three models: serial; parallel; and com-
posite. Then, we select the appropriate model to calculate the corresponding
system reliability function according to the applicable scenarios.

Fig. 2. Serial model

For the serial model shown in Fig.2, if CO; and ¢; are the cost and suc-
cess probability of the atomic behavior, respectively, at step i, then Res(c) is
calculated using Equation (1):

n N e.eTEic
Res(c) =1—P(COL +COs+ ...+ CO, <) = Z Iz jic

= Hj:l,j;éi (g5 — i)

(1)

Assumptions: Vi # j — ; #€j;n > 2

For the parallel model shown in Fig. 3, if CO; and ¢; are again the cost and
success probability of the atomic behavior at step 4, then Regs(c) is calculated
using Eq. (2):

Res(¢) = P (min CO; > ¢) = HP (CO; > ¢) = e~ Xizsic (2)
i=1

For the composite model shown in Fig.4, Reg(c) is calculated using a recur-

sive approach, as in Eq. (3):

Res(c) = [] (Re(e),ens) (3)

kein(s)
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Fig. 4. Composite model

where s is the target node of the vulnerability attack graph; in(s) is the set of
all input nodes to s; € s is the probability of success of the atomic behavior
corresponding to the directed edge from the input node k to the target node s;
Rey(c) is the reliability function corresponding to input node k; and (Rej(c),
€k,s) is the reliability function corresponding to the path from the input node %
to the target node s.

The vulnerability of the analyzed blockchain system should be calculated
using a combination of the above three models. After obtaining the system
Reg(c), the average cost of the system attack (written as E(C)), is calculated
using Equation (4):

+oo
EC) = /0 Res(c)de (4)

Larger values of E(C) indicate greater average costs for the attacker to com-
plete the attack target, that is, the blockchain system is more secure. We map
the results to the interval [0, 1), where larger values indicate more expensive
attacks for the attacker, and thus a more secure blockchain system. The map-
ping function is given in Equation (5):

B(C) — arctan E(C) N % (5)

™
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4 Case Study

In this section, we illustrate the feasibility and effectiveness of VDABSys using a
simple e-voting blockchain system called BlockChainVoting [31] as an example.

4.1 The E-Voting Blockchain System

The e-voting blockchain system consists of three core modules: the election
administrator module; the voting module for voters; and the voting manage-
ment module. The main implemented functions are as follows:

(1) The election administrator module allows adding, deleting and updating of
the candidates.

(2) The voting module allows voter registration, connection, verification and
polling functions.

(3) The voting management module allows the creation, authorization, statistics
and publishing functions of voting events.

4.2 The Process of Testing and Evaluation for the E-Voting
Blockchain System

In this section, we report on the security testing and evaluation of BlockChain-
Voting with the proposed VDABSys system. First, the vulnerability-detection
model is constructed for the system. Then, the vulnerability-detection model
is verified using formal methods, and a vulnerability attack graph is generated
based on the verification results. Finally, an expected cost of the attack is com-
puted by choosing an appropriate reliability computation model based on the
vulnerability attack graph, thereby assessing the security of the BlockChainVot-
ing system.

Step 1: We construct the vulnerability-detection model for BlockChainVoting
system in accordance with the approach introduced in Sect. 3.1. On the analysis
of BlockChainVoting system, we construct the behaviors and state of three core
functions (the election administrator module, the voting module and the voting
management module). The set of voting module states is shown in Table 2 and
a detailed description of each behavior is given in Table 3.

Table 2. The set of states of voting module

State ID | State name | Environment conditions | Object conditions | Subject conditions
So Initial state | © Frequency = 0 CurNumber = 0
S1 Vote RshTrust(full, user) Frequency = 1 CurNumber = 1
Sa Pause RshTrust(full, manager) | Frequency = 2 CurNumber = 1
Ss Counting RshTrust(full, manager) | Frequency = 1 CurNumber = 2
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Table 3. The set of behaviors of the voting module

Behavior ID | Behavior name | Source state | Target sate | Cost parameter &
a1 Start {%0,52,53} {51} g1 = 0.25

az Pause {51} {52,583} g2 = 0.25

as Add votes {51} {51} ez = 0.5

a4 Count votes {50,51,52} {S0,51} es = 0.5

as Cleared {50,51,52,53} | {So} es = 0.5

We also construct 15 security statutes and 17 CTL constraints: 14 of the CTL
constraints are based on interactions in the BlockChainVoting system, and three
are based on the intruder models for denial-of-service attacks, eclipse attacks and
Sybil attacks. The set of statues that should meet the needs of the voting module
is given in Table4.

Table 4. The set of security statutes for the voting module

Statute ID | Description CTL

9 The current number of votes cannot be less than 0 AG(!(cur Number < 0))

9 The current number of votes cannot be greater than the AG(/(curStatus = Counting&cur Number = Total))
maximum number of voters

93 Each voting ID can only vote once AG(!(Frequency > 1))

A Voting is only possible during the required time period AG(N(curTime > begin&curTime < end))

95 The system can only perform polling operations when the AG(!(curStatus = Pause&IncNumber = true))

polling status is turned on

Step 2: We use the MAL language to describe the variables, the migration of
states and the behavior of the vulnerability detection model. We also use the
CTL language to describe the security properties of the functional modules that
must be checked. The MAL model and CTL properties are then fed into IVY
Workbench for formal verification. Finally, we check the 17 CTL constraints,
and find that ten security attribute statues violate the security statues of the
BlockChainVoting system.

In the voting function module of the BlockChainVoting system, the five
security properties are checked separately: gl and g4 conformed to the secu-
rity statute, but the remaining verification results were false. The logical state
diagram of the counter-example is shown in Fig. 5.

We analyzed the three CTL constraints (g2, g3, and g5) that violated the
security properties. With g2, the number of available votes was greater than
the number of voters during the voting process, which suggests a system logic
vulnerability of incorrectly limiting the times that each voter can vote. With
g3, each voting ID could vote multiple times and did not have a threshold limit,
which suggests that this system has a risk of DDoS attack. With g5, voters could
continue to vote when voting was suspended, which indicates that this system
has a logic vulnerability.
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Fig. 5. Logical State Diagram of the counter-example

graph is constructed, as shown in Fig. 6.
Step 3: We analyze the above vulnerability attack diagram and compute the
reliability function of BlockChainVoting system as:

n —_—e.
[Tj=1gje7=¢

According to our proposed method, the corresponding vulnerability attack

Re() =3 i e

The corresponding average attack cost is E(C) = 0+°° Reg(c)de = Z?:l E%

Through the normalization process, the system’s attack cost E(C) = 0.2845.
This result indicates that the attacker only needs to pay a relatively small price
to complete the attack and compromise the overall operation of the system. As
a result, the overall security of this system is considered to be low.
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Fig. 6. The vulnerability attack graph of the BlockChainVoting system

5 Experimental Analysis

5.1 Experimental Setup

To verify the effectiveness of the proposed VDABSys, we conducted experiments
with it and other blockchain vulnerability-detection approaches (the F* frame-
work [18], ZEUS [24], and Coq [38]) for five different types of blockchain systerms.
All experiments were conducted on a computer with an i7-6700 CPU @ 2.90 GHz,
8 GB of RAM, and Windows 10 operating system. Here is a brief description of
the five blockchain systems:

BlockVotes [22]: An E-voting blockchain system, where administrators can
improve operation of tasks for elections, and voters can vote in an election
anytime and anywhere.

Stellar Core [37]: A financial blockchain system that is a decentralized, feder-
ated peer-to-peer network that allows people to send payments anywhere in
the world instantaneously, and with minimal fee.

IPFS [21]: A blockchain system for storing files, designed to preserve and
grow knowledge by making the web upgradeable, resilient, and more open.
VeChain Thor [40]: A supply-tracking blockchain system that can record and
track the production and supply chains of items to ensure their authenticity
and compliance, preventing forgery and fraud.

MedRec [33]: A medical-records management blockchain system designed
to improve the security, reliability and interoperability of medical records.
It uses blockchain technology to create a secure, accessible, decentralised
medical-records storage system that makes it easier for parties such as doc-
tors, patients and insurers to access and share medical records.
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5.2 Experimental Result and Analysis

We first conducted vulnerability-detection modeling and formal verification
for the five different types of blockchain systems, and then constructed the
vulnerabi-lity-attack graph. Finally, we calculated the corresponding average
attack cost using the vulnerability state diagram. The experimental results are
shown in Table 5.

Table 5. VDABSys experimental results

System Name | System logic Smart Contract Cyber-Attack Risks | Number of E(C)
vulnerabilities Vulnerabilities vulnerabilities

BlockVotes 4 1 2 7 0.4523

Stellar Core |4 2 4 10 0.2699

IPFS 3 1 2 6 0.4702

VeChain Thor | 5 2 4 11 0.2505

MedRec 3 2 3 8 0.3462

We grouped the detected vulnerabilities for the blockchain systems into three
categories: system logic vulnerabilities; smart contract vulnerabilities; and cyber-
attack risks. System logic vulnerabilities refer to errors in the design or imple-
mentation of the blockchain system that can lead to problems at the logical
level (such as improper interaction between modules, insufficient input valida-
tion, improper exception handling, race condition and improper access control).
Smart contract vulnerabilities are due to the unique characteristics of smart con-
tracts, and include reentrancy vulnerabilities, insecure randomness generation
vulnerabilities and time dependency vulnerabilities. Cyber-attack risks refer to
the cyber-attacks faced by blockchain systems, such as DDoS attacks [25], eclipse
attacks [45], Sybil attacks [49], timestamp attacks [7], and 51% attacks [30].

According to the experimental results shown in Table 5, VDMBS (the system
modeling part of VDABSys) can detect several potential vulnerabilities through
formal verification, with most vulnerabilities being related to system logic, fol-
lowed by cyber-attack risks. The average cost of a system attack on the five
blockchain systems calculated by VDABSys is much less than 1.0. Among the
five blockchain systems, the average cost of Stellar Core and VeChain Thor are
the lowest. The experimental results indicate that the proposed VDABSys is
effective in detecting vulnerabilities in different types of blockchain systems.

We also analyzed and compared the proposed VDABSys with existing formal-
verification-based blockchain vulnerability-detection approaches, the experimen-
tal results are shown in Table 6.

As shown in Table 6, the existing formal-verification-based blockchain vuln-
erability-detection approaches primarily focus on the security of the smart con-
tract layer in blockchain systems without considering the overall state of the
blockchain system during runtime. Compared with them, the proposed VDAB-
Sys examines the interaction security of smart contracts as well as the interac-
tions and state migration of other modules in the blockchain systems. Therefore,
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Table 6. Comparison of formal-verification-based blockchain vulnerability-detection
approaches

The types of vulnerabilities formal-verification-based blockchain
vulnerability-detection approaches

VDABSys | F* | ZEUS | Coq

[\

System logic vulnerabilities BlockVotes
Stellar Core
IPFS
VeChain
MedRec

4
4
3
5
4
Smart contract vulnerabilities | BlockVotes | 1
Stellar Core | 2
IPFS 1
2

2

2

4

2

4

3

VeChain
MedRec
Cyber-attack risks BlockVotes
Stellar Core
IPFS
VeChain
MedRec

OO OO |ON | |FHIO|IFH|IN| =~
OO OC|O|O|O|R|O|IFR|F|IFIN P~
o|lo|o|o|o|o|R|FR|IOR|lO|lO|OC|O|O

compared to other methods that only focus on a specific part of the blockchain
system, VDABSys is able to examine both the modules and the interactions
between different modules in a comprehensive manner, thus enabling the discov-
ery of potential vulnerabilities in different modules. As a result, VDABSys can
detect more system logic vulnerabilities than the other approaches. It can also
detect the cyber-attack risks, which the other approaches were not able to do.
Our framework uses Reliability Theory and vulnerability attack graphs to enable
a quantitative analysis of the blockchain system security; other methods are lim-
ited to only the vulnerability detection. Our proposed approach thus represents
a reliability enhancement compared to existing formal methods approaches.

6 Conclusion

With the continuous development of computer technology, blockchain systems
are very popular in network applications. Due to the complexity of these sys-
tems, there are significant security risks that must be addressed. Despite the
development of various blockchain security technologies, there is not yet a com-
prehensive and unified approach, which represents a gap and vulnerability for
blockchain security. To address these challenges, we present a new framework
called VDABSys (Vulnerability Detection Approach for Blockchain Systems) for
testing the security of blockchain systems.

This proposed VDABSys is based on the vulnerability-detection model
VDMBS proposed by Chen et al. [8]. VDABSys constructs a vulnerability attack
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graph using model checking and state transition diagrams, which can help to
identify potential attack paths and vulnerabilities in blockchain systems. VDAB-
Sys applies Reliability Theory to quantify the vulnerability attack graph and
selects an appropriate model to calculate the corresponding system reliability
based on the specific scenarios, which can provide a rigorous foundation for
evaluating the security of blockchain systems. Our experimental results con-
firm that the VDABSys can detect more system-logic vulnerabilities than other
formal-verification-based blockchain vulnerability-detection approaches, and it
can also detect the cyber-attack risks, which the other approaches were not able
to do. Overall, our proposed VDABSys framework offers a novel and promising
method for assessing the security of blockchain systems.

In the future, we would like to focus on refining the attack-success probability
¢ for each step in the vulnerability attack. We will also consider the factors
such as computational resources, human resources, time and storage space to
achieve more accurate quantitative vulnerability assessments, thereby further
enhancing the effectiveness of the proposed framework and contributing to the
overall improvement of blockchain system security.
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