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Abstract. To ensure secure access to the data held in internet of things, many
lightweight authentication schemes have been developed using approaches such
as symmetric cryptographyor hashingoperations.Although these schemes achieve
forward key secrecy and user anonymity, de-synchronization is amajor problem in
these protocols. As such, many other schemes have been presented to address this
pertinent security challenge. However, some of these schemes are still susceptible
to smart card loss attacks amongothers. In this paper, stochastic security ephemeral
generation protocol for 5G enabled internet of things is presented. It is demon-
strated to offer mutual authentication and session key agreement. It is also robust
against packet replays, eavesdropping and man-in-the-middle attacks. In terms of
performance, it has the lowest computation and communication overheads.

Keywords: 5G · Authentication · Ephemeral · IoT · Key agreement · Stochastic

1 Introduction

The Internet of Things (IoT) is a fairly recent technology that executes remote sensing
and control in heterogeneous networks. To achieve this, Radio Frequency Identification
(RFID) and Wireless Sensor Networks (WSNs) are deployed [1]. It basically consists
of sensors, home appliances and smart devices such as smart-phones that users deploy
to interact with the controlled devices [2]. In this scenario, the home appliances owners
exchange packets with the controlled devices over the internet. According to [3], WSNs
play critical roles in industrial internet of things (IIoT). As explained in [1], the incorpo-
ration of cloud computing with IoT can realize various smart environments such as smart
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transport system, smart healthcare and smart grid [4]. Here, the smartness crops from
the usage of smart sensors to perceive and collect information from the environment.

According to [5], the WSN is composed of miniature low powered sensors that
act as nodes and have found applications in agriculture, military, disaster management,
surveillance systems, environmental monitoring and safety. As explained in [6], the
sensors perceive their environment and transmit the collected data to the base stations
(sink nodes). Unfortunately, these sensor nodes are resource limited in terms of compu-
tation power and storage [7, 8]. In addition, WSN have coverage, energy, security and
connectivity constraints [9]. Due to its support for device ultra-densification and high
bandwidths, 5G networks form the backbone for most of the IoT applications such as
smart homes [10], smart cities [11], smart health and smart grids [12].

Despite themany application domains of IoT and the attained convenience, industrial
WSN (IWSN) face numerous privacy and security challenges owing to their internet
connectivity from unattended environments [9]. The need to access real-time data from
the sensor nodes calls for strong user authentication protocols. Since smart-phones are
increasing being used to access and control IoT devices [2] over cellular networks or
Wi-Fi networks, there is need to protect malware in these devices. According to [13], the
usage of broadcast messages in WSN can lead to various attacks and vulnerabilities. As
such, there is need for sensor nodes to execute authentication and key agreement before
accepting packets from each other. Authors in [14] explain that IoT sensors collect
private and sensitive data such as personal health information emanating from wearable
medical devices. In addition, home sensors and vehicular ad hoc networks (VANETs)
also collect and transmit private data that must be properly protected.

Authors in [5] have identified smart card loss, offline guessing, sensor node capture
as being serious challenges in WSN, due to the open wireless transmission medium
and operation in unattended environment. Consequently, the provision of privacy and
security in WSN is a challenging task. The results of any data leakages or successful
attack in WSNs are catastrophic due to their sensitivity, for instance in the military [13].
There is therefore need for secure transmission of the exchanged packets to the end
devices. Authors in [15] have identified the openness of the deployed communication
medium as being a major challenge inWSN. Proper authentication between the user and
the sensor node has therefore been recommended. On the other hand, the integration of
5G and IoT has been identified in [16] as having increased the attack surfaces in an IoT
environment.

As explained in [17], the resource limitation of sensor nodes, coupled with the
transfer of data over open wireless channels render security the biggest challenge during
deployment ofWSNs. Since users can access the sensor node data anytime and from any
location, authentication is key before this access is granted. On the other hand, authors in
[7] have identified bogus message insertion, packet interception, malicious deletion and
packet re-routing as being major issues in WSNs. Similarly, active and passive attacks
have been identified in [18] as being critical challenges. In addition, authors in [9] have
cited physical and cloning attacks as serious threats in IWSNs. Enforcing session key
agreement and user authentication is tricky due to the difficulty in replacing or recharging
battery of deployed sensors [7]. As such, reduction of energy consumption at the sensor
node is crucial. Unfortunately, the conventional internet protocols are inapplicable in
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IoT due to the low computation power of the supported devices [5]. Consequently, the
design of efficient security protocols for IoT devices is still challenging due to their
resource constrained nature [3].

To boost privacy in these networks, anonymity and untraceability need to be imple-
mented [19].Here, anonymity hides participants’ identity so that there is no knowledge of
who accesses data at particular instant. On the other hand, untraceability prevents track-
ing of particular user’s different sessions based on the exchanged packets. In addition,
authorization and access control are essential in securing IoT messages.

Based on the above mentioned challenges, secure communication is vital for the pro-
tection of packets exchanged over IoT environment. To achieve this, user authentication
should be executed, followed by key agreement [20, 21]. As such, many lightweight
authentication and key agreement protocols have been designed based on symmetric
encryption and decryption algorithms. However, most of these schemes still face de-
synchronization threats as they pursue forward key secrecy and anonymity [22]. Conse-
quently, upholding secure access to private and sensitive data in an IoT environment is
still an open challenge, owing to the large attack vectors [7]. The major contributions of
this paper include the following:

• A trusted authority based authentication scheme is developed to offer stochas-
tic generation of security tokens needed for secure packet exchanges in an IoT
environment.

• Message source authentication is executed to protect against session hijacking and
de-synchronization attacks.

• Security analysis is carried out to demonstrate that the proposed protocol offers key
agreement and mutual authentication, in addition to thwarting attacks such as man-
in-the-middle.

• The performance of the proposed protocol, is executed using communication and
computation costs as metrics, which shows that the proposed protocol has the least
values of these two metrics.

The rest of this research paper is organized as follows: Sect. 2 presents relatedwork in
this research domain while Sect. 3 discusses the system model of the proposed protocol.
On the other hand, Sect. 4 presents and discusses comparative evaluation of the proposed
protocol while Sect. 5 concludes the paper and offers some future directions.

2 Related Work

Security and privacy challenges in IoT devices have seen the development of a myriad of
authentication protocols. However, none of these schemes effectively satisfies IoT secu-
rity issues at low performance costs. For instance, an authentication and key agreement
(AKA) protocol presented in [23] has a number of security flaws [24, 25]. On the other
hand, the schemes in [26, 27] cannot uphold forward key secrecy and user anonymity
[28]. Similarly, the protocol in [29] has some security vulnerabilities [30]. Although the
scheme in [31] upholds authentication, confidentiality, integrity and non-repudiation,
the deployed bilinear pairing operations lead to high computational complexities [32].
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Authors in [33] introduce a temporal key based user authentication scheme that is shown
to have high efficiency. However, this approach is susceptible to impersonation, offline
guessing and injection attacks [34].

A novel three-factor authentication approach is developed in [35], but authors in
[36] point out that this scheme has security flaws. Similarly, a bio-hashing protocol is
presented in [37], but which is vulnerable to privileged insider and node capture attacks.
In addition, this scheme fails to offer user anonymity [27]. On the other hand, the scheme
in [38] offers protection against traceability, offline-guessing, impersonation, packet
replays and side-channel attacks, but at the expense of slightly high communication and
computation overheads. Although the protocol in [34] addresses some of the security
weakness of the scheme in [33], it is susceptible to traceability, impersonation and smart
card loss attacks. Similarly, the two-factor authentication scheme in [39] is not robust
against some attacks [30]. The biometrics-based scheme in [40] is vulnerable to collusion
and de-synchronization attacks, and cannot offer sensor node anonymity [39]. On the
other hand, the elliptic curve cryptography (ECC) based technique in [41], just like the
schemes in [33, 34], is susceptible to de-synchronization and ephemeral leakage attacks.

The protocol presented in [28] is unable to detect invalid passwords during logins
while the scheme in [42] is susceptible to de-synchronization andphysical capture attacks
[40], and does not offer sensor node anonymity [22]. Similarly, the protocol in [43] is
vulnerable to smart card loss, offline password guessing and traceability attacks. In
addition, the biometric authentication scheme in [2] is susceptible to smart card loss
attacks. On the other hand, the two-factor protocol in [44] is vulnerable to session key
disclosure, impersonation and smart card loss attacks [45]. Similarly, the fuzzy verifier
based scheme in [46] is susceptible to replay attacks. Although the protocol in [47]
can prevent de-synchronization attacks, it has high communication and computation
overheads.

The anonymous three-factor authentication scheme in [24] prevents offline guessing
attacks, but is susceptible to privileged insider attacks. On the other hand, the protocol in
[45] is vulnerable to offline password guessing, smart card loss and impersonation attacks
[35]. Although the authors in [48] claim that their scheme prevents known attacks, this
scheme is not robust against known secret attacks and has high computation costs. On
the other hand, the scheme in [49] is vulnerable to forgery and offline password guessing
attacks [28].

3 System Model

The entities involved in the proposed protocol include the sensor device (SD), trusted
authority (TA) and the gateway node (GWN) as shown in Fig. 1. In this network model,
the sensor node gathers relevant data upon request by its operators.



Stochastic Security Ephemeral Generation Protocol 7

IoT Devices
Trusted Authority

Gateway Node

Fig. 1. Network model

It then processes the collected data before transmitting it to the target entity such as a
GWN. Table 1 presents the symbols used in this paper, including their brief descriptions.

Table 1. Symbols and their descriptions

Symbol Description

SIDi Smart device identity
�
g TA secret key

EĶ Encryption using key Ķ

DĶ Decryption using key Ķ

UID User identity

ƥ User secret key

Ž User’s authentication token

Te Expiration time for Ž

Ti Timestamp

IDGWN Gateway node identity

ƥ * Session key

Ni Random nonce

The proposed protocol then executes system parameter setting, which is followed by
mutual authentication and key agreement. These two major phases are discussed below.

3.1 System Parameter Setting Phase

The activities carried out during this phase involves the generation of security parameters
by the TA, which are then assigned to both the gateway node and the sensor device as
explained in steps 1 to 4.

Step 1: The trusted authority (TA) derives secret key pair (Ai, Bi) for each IoT
sensor device SDi, which is then buffered in its memory before being transmitted to
these devices through some secure channels.

Step 2: Each SDi generates random challenge Ci at timestamp Ti before storing
them in its tamper proof device (TPD). This is followed by the TPD’s computation of
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.Next, SDi composes and sends it together
with registration request RegReq to the TA.

Step 3: On receipt of M1, the TA executes integrity validation followed by
data source authentication on the received message. To achieve this, it computes

from its locally buffered Ai and the received {SIDi, Ci, Ti}. If
, registration is aborted, otherwise the TA derives . Next, it

randomly selects secret key ğ before computingparameter . This is fol-
lowed by the construction of registration response RegRes together with
that is then conveyed to the SDi through a secure channel.

Step 4: Upon receiving M2, the SDi derives at the TPD. Next, it
calculates and checks whether . If this condition does not
hold, M2 is flagged as malicious, otherwise the SDi trusts that M2 was from a genuine
TA.

3.2 Authentication and Key Agreement Phase

In this phase, the parameters that were assigned to the sensor nodes and gateway node
during the previous phase are deployed to verify the messages exchanged among the
communicating entities. After successful mutual authentication, a session key is derived
to protect the exchanged packets as explained in step 1 to 6 below.

Step 1: The TA generates temporary key Ķ1 = h(ğ) followed by the derivation of
security parameter . It then forwards Ž to the user’s SDi, which
stores it in its memory.

Step 2: The SDi selects random numberN1 and generates themessage authentication
code (MAC) FM1 = h(ƥ , UID, N1, Ž, T1). Afterwards, the SDi composes authentication
request AuthReq together with M3 = {UID, IDGWN, N1, Ž, T1, FM1} that are then sent
to the GWN.

Step 3: On receiving M3, the GWN verifies whether the timestamp in this message
is within the permitted range, and if this is not the case, the authentication request is
rejected. However, if it is, the GWN derives temporary key Ķ1

* = h(ğ) that is utilized
to decrypt the received Ž. This decryption yields security parameters ƥ and Te. Next,
the validity of Te is confirmed such that if it is incorrect, the authentication session is
terminated. However, if it is legitimate, the GWN utilizes the obtained ƥ to validate the
received FM1. If FM1 is invalid, the GWN rejects the authentication request from the
SDi, otherwise it believes that FM1 is from a legitimate SDi.

Step 4: The GWN selects random number N2 and computes message authentication
code FM2 = h(ƥ , IDGWN, N2, T2). It then updates secret key ƥ * = h(ƥ , UID, IDGWN,
N2,N1). Finally, it composes authentication response AuthRes together withM4 = {UID,
IDGWN, N2, T2, FM2} that are sent over to the SDi.

Step 5: On receiving M4, freshness check is executed on this message using times-
tamp T2 such that if it is invalid, the authentication session is terminated. However, if it
is valid, it proceeds to confirm whether FM2 is legitimate or not. On condition that the
verification of T2 and FM2 flops, the session is terminated, otherwise the SDi computes
secret key ƥ * = h(ƥ , UID, IDGWN, N2, N1). Next, it derives FM3 = h(ƥ *, UID, IDGWN,
N2, T3) before composing M5 = {IDGWN, N2, T3, FM3} and delivering it to the GWN.
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Step 6: After getting FM3, the GWN validates it such that if the verification is
unsuccessful, the session is terminated, otherwise the GWN trusts the SDi. Afterwards,
the new secret key ƥ * is shared between the GWN and SDi.

4 Comparative Analysis and Evaluation

In this section, the proposed protocol is evaluated using the various attack models as
well as performance metrics as discussed in Sect. 4.1 and Sect. 4.2 below.

4.1 Security Evaluation

Both formal security analysis and informal analysis are carried out in this section to show
the robustness of the proposed protocol. This is elaborated in Sects. 4.1.1 and Sect. 4.1.2
that follow.

Formal Security Analysis. In this section, the Burrows-Abadi-Needham (BAN) logic
is employed as a formal model to proof that the proposed protocol attains the formulated
security goals. To achieve this, theBAN logic rules and notations in [10, 19] are deployed.
Based on the BAN logic analytical procedures, the following two goals are formulated:

For the successful execution of the logical analysis of the proposed protocol, initial
state assumptions (IAs) are critical. As such, the initial assumptions in Table 2 are made.

Table 2. Initial state assumptions

During the mutual authentication and key agreement phase, messages M3 = {UID,
IDGWN, N1, Ž, T, FM1}, M4 = {UID, IDGWN, N2, T2, FM2} and M5 = {IDGWN, N2, T3,
FM3} are exchanged between the SDi and GWN. For easier analysis during the BAN
logic proofs, these threemessages are transformed into idealized format as shown below.
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Afterwards, based on the BAN logic rules, initial state assumptions and idealized
message exchanges, the BAN logic proof proceeds as follows.

Based on M3 and IA3, the message meaning rule (MMR) is applied to yield B1:
B1: .
On the other hand, according to B1, nonce verification rule (NVR) is applied in both
IA4 and IA7 to obtain B2:
B2: .
Based on B2 and IA5, jurisdiction rule (JR) is applied to get B3:
B3: .
According to M4 and IA1, the MMR is applied to obtain B4:
B4: .
On the other hand, based on B4, IA6 and IA9 the application of NVR results in B5:
B5: .
Afterwards, MMR is used in M5 and B3 to yield B6:
B6: ].
Based on IA8, IA10 and B6, the application of NVR results in B7:

B7: .
The attainment of both Goal 1 and Goal 2 demonstrates that the proposed protocol

executes mutual authentication between the GWN and the SDi before the onset of data
exchanges between these two entities.

Informal Security Analysis. In this section, it is shown that the proposed protocol
is resilient against some of the most common attack vectors in the internet of things
environment. These attack vectors includeman-in-the-middle, eavesdropping and packet
replays. It is also shown that it offers mutual authentication and session key agreement.

Man-in-the-Middle Attacks. Suppose that an attacker is interested in deriving the new
session key ƥ *. To accomplish this, public parameters exchanged over the wireless
channels must be eavesdropped. However, this new session key ƥ * = h(ƥ , UID, IDGWN,
N2, N1) is computed from secret values ƥ after every successful mutual authentication.
As such, without proper authentication to the GWNor SDi, this attack is infeasible. Now,
suppose that the attacker is interested in deriving valid MAC {FM1 = h(ƥ , UID, N1, Ž,
T1), FM2 = h(ƥ , IDGWN, N2, T2) and FM3 = h(ƥ *, UID, IDGWN, N2, T3)} that may
be utilized to fool the network entities. However, derivation of any valid MAC requires
secret key ƥ and hence MitM attack fails.
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Mutual Authentication. The proposed protocol attains mutual authentication between
the SDi and GWN. Here, the GWN authenticates the SDi by checking whether the
received FM1 = h(ƥ , UID,N1, Ž, T1), where Clearly, it is only legitimate SDi
that can derive secret key ƥ needed to generate valid FM1. To authenticate the GWN, the
SDi confirms whether the received FM2 = h(ƥ , IDGWN,N2, T2). It is only the legitimate
GWN that can derive Ķ1 = h(ğ) that is deployed to decrypt Ž, thus obtaining secret key
ƥ . As such, there is a strong mutual authentication between SDi and GWN.

Eavesdropping Attacks. In the proposed scheme, the GWN enciphers and encapsulates
secret key ƥ in using ephemeral key Ķ1 = h(ğ). As such, even if
an attacker intercepts authentication token Ž over the communication channel, secret
key ƥ cannot be derived since Ķ1 is unknown. In addition, the sensitive data protection
encryption keys are never sent over the transmission channels. Consequently, adversaries
cannot eavesdrop these keys and hence cannot access the sensitive messages being
transmitted between the GWN and SDi.

Session Key Agreement. In the proposed scheme, the SDi negotiates some session key
ƥ * = h(ƥ , UID, IDGWN, N2, N1) with the GWN. This session key is derived from secret
key ƥ , and randomnumbersN1 andN2 that are dynamically derived by the SDi andGWN
respectively. Here, only the legitimate SDi has knowledge of secret key ƥ . Similarly, only
the legitimate GWN can compute ephemeral Ķ1 = h(ğ) required to retrieve secret key ƥ
through the decryption of Ž. The adversary is unable to derive the stochastic ephemeral
keying parameters and hence cannot derive the established session key between the SDi
and GWN.

Packet Replay Attacks. Suppose that an attacker attempts to intercept the messages
exchanged between the GWN and SDi. Afterwards, bogus authetication message is
constructed to fool the network entities. However, in the proposed protocol, timestamps
are used to carry out the freshness checks of all received messages. Due to the limited
permissible transmission delays, the intercepted and replayed message will have elon-
gated transmission delay and hence will be easily detected at the end devices. Since these
timestamps are hashed to obtain the message authentication codes FM1 = h(ƥ , UID, N1,
Ž, T1), FM2 = h(ƥ , IDGWN,N2, T2) and FM3 = h(ƥ *, UID, IDGWN,N2, T3), they cannot
be modified and substituted with bogus ones. Consequently, the replayed packets are
easily detected through verification of the message authentication codes, coupled with
freshness checks. Table 3 presents the comparison of the security features provided by
the proposed protocol and those of other related schemes.

It is evident that the proposed protocol has more security features compared with the
rest of the schemes.
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Table 3. Security features comparisons

Attack model [29] [39] [48] [28] [38] [24] [3] [46] Proposed

Key agreement
√ √ √ √ √ √ √ √ √

Man-in-the-middle
√ √ √ √

-
√

x
√ √

Replay x x
√

x
√ √

x x
√

Eavesdropping - - - - - - - -
√

Mutual authentication
√ √ √ √ √ √ √ √ √

Legend√
Effective

x Ineffective
- Not considered

4.2 Performance Evaluation

During the performance evaluation of authentication protocols, computation overheads
as well as communication costs are the most utilized metrics. As such, in this section,
it is shown that the proposed protocol has the lowest computation and communication
costs when compared with other related approaches.

Computation Overheads. The proposed protocol executed a single one-way hashing
(TH) operation and one symmetric key encryption (TE) during the system parameter
setting phase. However, during the authentication and key agreement phase, 7TH, 1TE
and one symmetric decryption (TD) operation are executed. Using the cryptographic
execution times in [28] shown in Table 4, the computation overheads of the proposed
protocol is derived.

Table 4. Cryptographic operations execution time

Cryptographic operation Time (ms)

ECC point multiplication 7.3529

One-way hashing 0.0004

Symmetric encryption or decryption 0.1303

Bio-deterministic reproduction 7.3529

Based on the values in Table 4, the computation overhead of the proposed protocol
is derived as follows:

7TH{7 ∗ 0.0004 = 0.0028}
1TE{1 ∗ 0.1303 = 0.1303}
1TD{1 ∗ 0.1303 = 0.1303}
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As such, the total execution time of the proposed protocol during AKA procedures
is 0.2634 ms. Table 5 presents the comparisons results of the obtained execution time
with other related schemes.

Table 5. Computation overheads

Protocol Overheads (ms)

[29] 29.94

[39] 29.42

[48] 51.99

[28] 36.77

[38] 1.04

[24] 51.48

[3] 29.42

[46] 44.13

Proposed 0.2634

Based on the values in Table 5, the scheme in [48] has the highest computation costs
of 51.99ms followed by the scheme in [24] with execution time of 51.48ms. On the other
hand, the proposed protocol has the least computation costs of 0.2634ms. Consequently,
it is the most applicable in an IoT environment where resources are limited in terms of
computation power.

Communication Overheads. In this evaluation, a consideration is given to the size of
the messages exchanged during the mutual authentication and key agreement phase.
During this phase, messages M3 = {UID, IDGWN,N1, Ž, T1, FM1}, M4 = {UID, IDGWN,
N2, T2, FM2} and M5 = {IDGWN, N2, T3, FM3} are exchanged between the SDi and
GWN.Using the parameter sizes in Table 6, the communication overhead in the proposed
protocol is derived.

Table 6. Parameter size

Parameter Size (bits)

Identity 32

One-way hashing 160

Random nonce 128

AES symmetric encryption/decryption 128

Timestamp 32
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Based on the values in Table 6, the communication overhead of the proposed protocol
is computed as follows:

M3 = {UID = IDGWN = T1 = 32,N1 = LZ = 128, �M1 = 160} = 384 bits
M4 = {UID = IDGWN = T2 = 32,N2 = 128, �M2 = 160} = 384 bits
M5 = {IDGWN = T3 = 32,N2 = 128, �M 3 = 160} = 352 bits

As such, the cumulative communication overhead in the proposed protocol is 1120
bits, which is equivalent to 140 bytes. Table 7 presents the communication costs
comparison results of the proposed protocol with other related schemes.

Table 7. Communication overheads

Protocol Overheads (bits)

[29] 3208

[39] 3424

[48] 2880

[28] 3072

[38] 1920

[24] 2368

[3] 2496

[46] 2880

Proposed 1120

Fig. 2. Communication costs comparisons

Based on the values in Table 7, the graphs in Fig. 2 are plotted. It is clear from Fig. 2
that the protocol in [39] had the largest communication costs followed by the scheme in
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[29]. On the other hand, the proposed protocol had the least number of bits exchanged
during the authentication and key agreement phase. As such, the proposed protocol
makes the most efficient usage of the network bandwidth. Consequently, it is ideal for
deployment in an internet of things environment where devices are energy constrained.
Since the number of bits transmitted is directly proportional to the energy consumed,
the proposed protocol is the most energy efficient among all these other schemes.

Based on these analyses, the proposed scheme exhibits the lowest computation and
communication overheads, and has most security features. As such, it has superior
security features and best performance among all the other schemes.

5 Conclusion and Future Work

IoT devices have become ubiquitous to an extent that they potentially enhance conve-
nience in people’s day to day activities. These devices exchange massive amount of
data that are private and sensitive. As such, any leakage of these data items can have
devastating effects on the privacy of the parties involved in the communication pro-
cess. Although many schemes have been developed to address these issues, they still
face numerous security and performance issues. On the other hand, the presented pro-
tocol is shown to have the least communication and computation costs. As such, it is
the most suitable for deployment in resource-constrained IoT devices. Moreover, the
scheme offers admirable security features such as mutual authentication and key agree-
ment, in addition to being resilient against a number of attacks such as packet replays.
Future work in this research domain lies in the practical implementation of the proposed
protocol in a real-world IoT scenario so that the attained performance and security issues
can be verified.
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