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Abstract. The vulnerability in the algorithm supply chain of deep
learning has imposed new challenges to image retrieval systems in the
downstream. Among a variety of techniques, deep hashing is gaining
popularity. As it inherits the algorithmic backend from deep learning,
a handful of attacks are recently proposed to disrupt normal image
retrieval. Unfortunately, the defense strategies in softmax classification
are not readily available to be applied in the image retrieval domain. In
this paper, we propose an efficient and unsupervised scheme to identify
unique adversarial behaviors in the hamming space. In particular, we
design three criteria from the perspectives of hamming distance, quanti-
zation loss and denoising to defend against both untargeted and targeted
attacks, which collectively limit the adversarial space. The extensive
experiments on four datasets demonstrate 2–23% improvements of detec-
tion rates with minimum computational overhead for real-time image
queries.

Keywords: Deep hashing · adversarial detection · image retrieval

1 Introduction

Powered by neural networks, deep hashing enables image retrieval at a large
scale [7,8,26,27,46,48]. By representing high-dimensional images with compact
binary codes, retrieval becomes an efficient similarity computation of Hamming
distance. Google [3], Bing [2], Pinterest [4], Taobao [1] have all incorporated
image query as part of their products. Despite of its great success, deep hashing
also inherits the vulnerabilities from neural networks [36] with new attack vectors
and effects. By introducing adversarial perturbations either on the query or
database images, normal requests can be diverted to an irrelevant (untargeted
attack) [45] or specific category (targeted attack) [6,40,42], e.g., turning a query
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Fig. 1. Miss rate of different detections for untageted/targeted adversarial examples in
deep hashing. The solid and hollow markers are for CIFAR-10 and ImageNet respec-
tively. Our method (UMCD) has the lowest miss rate on both datasets.

of “husky dog” into retrieving a branded “dog food” so the attacker can advertise
their products for free (Fig. 1).

With a handful of efforts on the attack side [6,40,42,45], deep hashing still
falls short to defend against adversarial examples in the hamming space. Adver-
sarial training and detection are the two common defenses in softmax classifica-
tion. Yet, adversarial training has to deal with the non-trivial trade-off between
robustness and accuracy [47]. According to our implementation (see appendix),
finding the min-max saddle points becomes even more difficult under the hash
function, which suffers from a large accuracy loss. On the other hand, detection
aims to unveil the adversarial behaviors on different levels of raw pixel [15,17],
feature distribution [17,23,28], softmax probabilities [19] and frequency compo-
nents [39] in a supervised [11] or unsupervised manner [44]. Based on the prior
knowledge of attack methods, supervised detection trains a classifier to distin-
guish the adversarial images, but is hard to extrapolate to the unknown attacks.
To this end, we pursue the direction of unsupervised anomaly detection in this
paper. Different from softmax classification on a closed set of class probabilities,
deep hashing maps similar/dissimilar images into binary codes in an open Ham-
ming space. Thus, the focus of our work is to tap into the unique adversarial
behaviors in deep hashing to detect both untargeted and targeted attacks.

Starting from the untargeted attacks [45], we first theoretically deduce the
hamming distance distribution from the adversarial image to other categories,
which asymptotically approaches a Gaussian distribution. For targeted attacks,
we discover an interesting adversarial behavior on the quantization loss: when
the adversarial objective is to produce the same hash code of a targeted cate-
gory [6,40], it unintentionally brings the quantization loss close to zero. Thus, we
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Fig. 2. The proposed detection framework: highlighted by the dash lines.

first develop two thresholding methods that take hamming distance and quan-
tization loss as the proxies. Then we combine the two criteria with a denoising-
based detection to measure the disagreement between an input and its denoised
transformation. We demonstrate that this combination can successfully defend
against both gray-box attackers, who have no prior knowledge of the detection
method, and the strongest white-box attackers, who know the existence of the
detection and can implement countermeasures. The overall framework is shown
in Fig. 2.

The main contributions of this paper are summarized below. To the best of
our knowledge, this is the first, unsupervised effort to defend against adversarial
attacks in deep hashing. Based on the novel discoveries and analysis, we propose
three criteria to unveil adversarial behaviors of targeted and untargeted attacks
in the hamming space, and demonstrate their complementing relations against
the strongest white-box attackers. The extensive experiments on CIFAR-10, Ima-
geNet, MS-COCO and NUSWIDE datasets show that the proposed method
surpasses the state-of-the-art defenses by up to 23% in detection rates with neg-
ligible computational overhead for real-time image queries.

2 Preliminary

This section illustrates the fundamentals of deep hashing and adversarial attacks.

2.1 Deep Hashing

Given a dataset of N samples X = {x1, x2, . . . , xN}, xi ∈ R
D and their cor-

responding labels Y = {y1, y2, . . . , yN}, yi ∈ R
C , where xi is the i-th sample

and yc,i = 1 if the i-th image is associated with class c. Deep hashing learns a
function fθ(x) that maps the input image x into a K-bit binary code h(x) via a
sign operation,

h(x) = sign(fθ(x)) ∈ {−1,+1}K , (1)
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where θ are the parameters learned from minimizing the weighted combination
of the similarity loss LS and quantization loss LQ [7,8,26,27,46,48],

θ = arg min
θ

LS + λLQ. (2)

LS represents the hamming distance Dh(h(xi), h(xj)) between two images xi

and xj with their similarity s(yi, yj),

s(yi, yj) =

{
+1, if yiy

T
j > 0

−1, otherwise.
(3)

LQ is the quantization loss to minimize the difference between the continuous
output of fθ(x) and its binary code h(x). The objective is to minimize the ham-
ming distance Dh(h(xi), h(xj)) between two samples xi and xj when they are
similar, maximize the hamming distance when they are dissimilar, and mean-
while, represent the continuous fθ(x) as binary codes. Both Dh(h1, h2) and h(x)
are non-differentiable regarding their inputs. A common technique is to use the
differentiable form of Dh(h1, h2) noted as 1

2 (K−h1
T h2) during backpropagation,

where h1, h2 are the continuous floating point representation in [−1,+1], and the
binary hash codes h(x) are represented by the continuous output of fθ(x). The
gap between such continuous and binary representations is considered as the
quantization loss LQ, which is minimized in Eq. (2).

Deep hashing consists of two main components, a database and a model. The
database stores the images and their pre-computed hash codes. Given a query
image x with hash code h(x), the system returns the top-k images from the
database which are h(x)’s k-nearest neighbors determined by hamming distance.
The retrieval performance is calculated by the mean average precision (mAP),
which is the ratio of images similar to x. In this paper, we base the hashing
framework on the state-of-the-art method called Central Similarity Quantization
(CSQ) [46]. CSQ pre-determines the optimal hash codes based on the Hadamard
matrix and randomly selects a set of hash codes with sufficient distances from
each other as the hash centers from the Hadamard matrix (or from a random
binary matrix if the Hadamard matrix is not available). Since different hashing
techniques share the general objective of Eq. (2), our defense applies to other
techniques as well [7,8,26,27,48].

2.2 Adversarial Attacks

Untargeted Attack. [45] finds an adversarial image x′ by maximizing the
hamming distance between the hash codes of adversarial examples and original
images, subject to the L∞ bound of ε.

max
x′

Dh

(
h(x′), h(x)

)
s.t. ‖x − x′‖∞ ≤ ε

(4)

It works effectively to reduce the mAP by pushing the original image towards
the furthest hamming distance in the hash space.
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Targeted Attack. [6,40,42] attempts to minimize the hamming distance from
x′ to the targeted hash code ht of a specific category,

min
x′

Dh(h(x′), ht)

s.t. ‖x − x′‖∞ ≤ ε
(5)

Once the attacker has embedded the adversarial images in the database, targeted
attacks enable image retrieval from a specific category upon user queries. For
example, as illustrated in [42], the database could mistakenly return the adver-
tisements of branded beer from the database upon the query of facial lotions.

Attack Model. Attackers can carry out both untargeted and targeted attacks.
In particular, we consider two types of gray-box and white-box attackers. Gray-
box attackers have access to all the information including network architecture,
weights and data, but are not aware of the existence of adversarial detection. The
stronger white-box attackers are aware of both the model function/parameters
and the existence of the detection. So they implement different bypassing strate-
gies as discussed in Sect. 4.

3 Adversarial Behaviors in the Hamming Space

Among a variety of artifacts left by adversarial images in classification net-
works, one of the most evident “adversarial behaviors” is from the softmax func-
tion [19,23]. Due to the fast-growing exponentiation, it magnifies small changes
in the logits [19] and becomes overconfident in the presence of adversarial images
by regularizing other categories [23]. In contrast to softmax, which makes the
decision from a closed set of categories, hashing maps similar images into com-
pact hamming balls in an open hamming space of {−1, 1}K . In this section, we
define three criteria to identify adversarial behaviors in the hamming space.

Fig. 3. t-SNE visualization of untargeted adversarial images vs. original images of
different datasets (a) CIFAR-10. (b) MS-COCO.
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3.1 Detecting Untargeted Attacks (C1)

We start with untargeted attacks that maximize the hamming distance between
x′ and x [45]. Though such behavior is straightforward to discern, we seek a
theoretical answer to the distribution of h(x′) when the attacking capacity is
maximized.

Assumption 1. The network is capable of learning perfect hash codes with
the minimum intra-class distance (i.e., equals to zero) and maximum margin
between each other.

If Assumption 1 holds, what is the hamming distance from the adversarial
h(x′) to the rest of the hash codes? To answer this question, we first establish the
distribution of the maximum inter-class distance as illustrated in the following
Lemma.

Lemma 1. Given a number of C classes in the K-bit hamming space with (ide-
ally) compact hash codes, the inter-class hamming distance follows a Binomial
Distribution of X ∼ B(K, p), where p = C

2(C−1) and p ≈ 1
2 when C is large.

Proof. For all C classes, consider only one bit location at a time. The maxi-
mum hamming distance is achieved when there is an equal number of C

2 , {+1}
and {−1} codes among the C classes. The hamming distance between two bits
is either 0 or 1. Thus, among

(
C
2

)
selection of pairs, the probability that the

hamming distance equals to 1 is (C
2 · C

2 )/
(
C
2

)
= C

2(C−1) . Since all K bits can
be selected independently, the probability of the inter-class hamming distance
between hi and hj equals to d is,

Pr
(
Dh(hi, hj) = d

)
=

(
K

d

)
pd(1 − p)K−d, p =

C

2(C − 1)
, (6)

in which mean value is Kp and variance is Kp(1 − p).

From Lemma 1, we can further deduce the next theorem.

Theorem 1. For untargeted attacks, the hamming distance from the adver-
sarial image to any other classes follows a Gaussian distribution N ∼ (K(1 −
p),Kp(1 − p)).

Proof. In the ideal situation, the untargeted attack maximizes the hamming
distance from Dh(h(x′), h(xi)) to K. Thus, for any other hash codes h(xj),
the hamming distance is Dh(h(x′), h(xj)) = K − Dh(hi, hj), which is also a
Binomial distribution with the mean of K(1−p) and the same variance. When the
hash bits K is a large value, it can be approximated by a Gaussian distribution
N ∼ (K(1 − p),Kp(1 − p)) [34].

Example. When K = 64 bits, and C is large (p → 1
2 ), using the three-sigma rule,

the confidence interval is (K(1 − p) − 3
√

Kp(1 − p),K(1 − p) + 3
√

Kp(1 − p)).
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In other words, there is 99.73% confidence that the hamming distance from an
untargeted adversarial image to any other classes would be within the [20, 44]
hamming distance interval with the mean of K/2 = 32, which is sufficiently
distinguishable in the hamming space. Note that the above analysis serves a
theoretical upper bound because achieving Assumption 1 is still an ongoing
effort [20,46]. To see some examples, we visualize the t-SNE of untargeted adver-
sarial images vs. benign images on CIFAR-10 and MS-COCO in Fig. 3. It is
observed that despite of a few samples, the majority of the adversarial images
are sufficiently distinguishable based on hamming distance. Hence, we formalize
the first detection criterion.

Fig. 4. Example of identifying targeted attacks based on quantization loss on Ima-
geNet. (a) Targeted attacks push the quantization loss to zero compared to untargeted
attacks. (b) The quantization loss for targeted attacks concentrates around zero vs. the
benign samples. (c) 60% of the untargeted attacks also concentrate around zero.

Criterion 1 (Hamming Distance). For query x, collect the set of top-k hash
codes Hk and calculate the average hamming distance to h(x).

C1 =
1

|Hk|
∑

h(xk)∈Hk

Dh

(
h(xk), h(x)

)
(7)

C1 is the average hamming distance of the top-k retrieval results, i.e., a scalar
value and we can compare it with a threshold T1 calculated on benign samples.
The computational process of C1 follows the normal retrieval procedures using
the top-k hash codes. To detect targeted attacks, we develop the next criterion.

3.2 Detecting Targeted Attacks (C2)

While untargeted attacks attempt to induce a bit flip that makes h(x′) = −h(x),
targeted attacks minimize the hamming distance between h(x′) and an arbitrary
target code ht (e.g., such as computed from consensus voting [6] of a category).
To find an appropriate metric to identify them, we have the following observation.

Observation 1. For the quantization loss of benign images Lb
Q and targeted

images Lt
Q, the relation Lb

Q > Lt
Q ≈ 0 holds.
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To illustrate this observation, recall that the original targeted objective in
Eq. (5) is not differentiable regarding the targeted binary code of x′. The imple-
mentation approximates via a continuous relaxation and the goal is to minimize
the distance between the continuous output from the tanh(·) function and the
target code [8]. As more gradient descent steps are taken, the quantization loss
Lt

Q → 0, when their inter-distance is minimized. This is in close analogy with
the adversarial images on softmax classifications while the targeted probabili-
ties become overconfident [23], and surprisingly, similar phenomenon is reflected
on the quantization loss in deep hashing. In contrast, for all the benign sam-
ples, it is difficult to find the optimal model parameters to push Lb

Q towards
zero during the training process. An example of ImageNet is shown in Fig. 4(a)
as the targeted attacks leave a distinguishable gap from benign samples. It is
also interesting to compare with the quantization loss of untargeted attacks in
Fig. 4(a), which is larger than zero. This is because for untargeted attacks, find-
ing an adversarial subspace that reduces the mAP to zero can be achieved before
flipping all the bits, which is much easier than targeted attacks. Based on these
observations, we develop the second detection criterion.

Criterion 2 (Quantization Loss). Calculate the Lp distance from the output
of network fθ(x) (logits before the sign function) and its hash code h(x),

C2 = ‖h(x) − fθ(x)‖p (8)

C2 is the quantization loss of query x. Here, we use the L1 distance (p = 1)
and obtain a threshold T2 on benign samples offline. Figures 4(b)(c) show the
distribution of quantization loss between the adversarial and the benign images.
As C2 → 0 for targeted attacks, we can see that using T2 can effectively identify
most of the attacks; using C2 also identifies about 60% of the untargeted attacks.

3.3 Detecting Prediction Inconsistency (C3)

C1 and C2 alone are not sufficient. In principle, detection works by limiting
the attacker’s action space in a confined region. Perturbation can be generally
treated as an artificial noise with high-frequency components [39]. Thus, a com-
mon approach is to apply local, non-local smoothing filters [44], auto-encoder
denoiser [30], color bit reduction [44], quantization [25], and measure the response
sensitivity to the denoised images. The adversarial images are more prone to
produce a different result, while the benign samples are less sensitive. These
denoising operations reduce the entropy (randomness) and the input dimensions
of adversarial space that the perturbations can act upon.

We extend this principle in deep hashing to formulate Criterion 3. Denote
the transformation [25,30,44] as t(·). For query x, C3 measures the hamming
distance between a transformed t(x) and x based on the output before the sign
function.
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Criterion 3 (Prediction Inconsistency)

C3 = Dh

(
fθ(t(x)), fθ(x)

)
(9)

In other words, C3 quantifies the disagreement between the original and trans-
formed inputs, which can be evaluated against a threshold T3 calculated offline
on benign samples.

3.4 Put Everything Together

The overall detection combines the three criteria: given a query image x, we
calculate {C1, C2, C3} and compare with thresholds {T1, T2, T3}. If (a) C1 < T1;
(b) C2 > T2; (c) C3 < T3, the input is considered as benign; otherwise, if any
of them is not satisfied, the input is rejected as an adversarial example. The
computation time is bounded by C3 since it requires two retrievals. To minimize
the compute time, the system can combine the original query and its denoised
copy into a batched query. In case the GPU has sufficient resources, it should
have minimum overhead as discussed in Sect. 4.5.

4 Experiments

4.1 Implementation

We evaluate our mechanism on the CIFAR-10, ImageNet, MS-COCO and
NUSWIDE datasets that are commonly used for deep hashing [7,8,26,27,46,48]
and adopt CSQ [46] with ResNet50 [18] as the base model. The RMSProp opti-
mizer [37] with learning rate 10−5 is used for training of 150 epochs. The weight
of the quantization loss is set to 10−4. For four datasets, our trained models
achieve mAP of 0.854, 0.883, 0.884, and 0.843, respectively.

We compare with several benchmarks originally designed for softmax clas-
sification: Local Intrinsic Dimensionality (LID) [28], Median Smoothing (FS-
Median), Non-local Means (FS-NLM) [44], FS-Adaptive [25], and MeanBlur [23].
FS-Adaptive uses the entropy of input as a metric to adaptively reduce the input
space using scalar quantization and smoothing spatial filter. We select MeanBlur
as the denoising technique for our method. True Positive Rate (TPR), False
Negative Rate (FNR, Miss Rate), and Area-Under-Curve (AUC) are used as the
evaluation metric, where adversarial examples are considered as Positive and
benign samples are considered as Negative. Thus, a detected adversarial exam-
ple is counted as a true positive, while a misidentified benign sample is counted
as false positive.

All detection methods are evaluated against both untargeted [45] and tar-
geted [6] deep hashing adversarial attacks (based on the PGD attack) and an
untargeted deep hashing CW [10] attack1. The step sizes of the former two are
set to 1.0 with 100 steps, limited by an L∞ norm of perturbation ε = 8. For CW
attack, the learning rate is set to 0.01 with 500 steps.
1 The CW attack is initially designed for softmax classification thus only a few logits

are optimized. But for deep hashing, all hashing bits need to be optimized which
rarely succeed for targeted CW attacks. Thus, we focus on the untargeted CW attack.
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Table 1. A comparison with state-of-the-arts methods of Detection Miss Rate (False
Negative Rate) against adversarial attacks for deep hashing, when allowing 5% FPR
on benign samples. Lower miss rate is better. Top two numbers of each column are
bolded, with the best in red and the second in blue.

Untgt [45] Tgt [6] Untgt CW [10]

C
IF

A
R

-1
0

LID [28] 14.90 4.00 12.16

FS-Median [44] 13.40 54.30 2.40

FS-NLM [44] 18.80 18.10 14.41

FS-Adaptive [25] 54.00 48.30 52.55

MeanBlur [23] 11.60 26.90 2.40

Ours 7.50 0.40 0.15

Im
a
g
eN

et

LID [28] 21.78 6.40 75.95

FS-Median [44] 8.54 19.20 1.41

FS-NLM [44] 2.62 3.40 8.02

FS-Adaptive [25] 4.05 4.30 13.68

MeanBlur [23] 0.76 4.54 0.94

Ours 0.42 0.34 0.47

M
S
-C

O
C

O

LID [28] 3.24 1.20 54.59

FS-Median [44] 0.26 7.10 0.00

FS-NLM [44] 0.00 1.72 0.08

FS-Adaptive [25] 0.00 2.84 0.08

MeanBlur [23] 0.00 2.12 0.00

Ours 0.00 1.12 0.00

N
U

S
W

ID
E

LID [28] 25.34 0.08 47.96

FS-Median [44] 3.52 16.33 0.00

FS-NLM [44] 0.00 2.90 0.00

FS-Adaptive [25] 0.00 4.57 0.00

MeanBlur [23] 0.19 4.29 0.00

Ours 0.00 1.29 0.00

4.2 Detection of Gray-Box Attacks

Our Method. Table 1 shows the detection miss rate of different methods when
we fix the FPR at 5%. The proposed method can make robust detection of
targeted attacks with less than 1% miss rate in the most cases. Compared to the
SOTA benchmarks, our method is 2.13% to 23.44% better than other methods
on average. Untargeted attacks are relatively easier to detect, so the overall miss
rates are lower than targeted attacks. Our method can still improve the baselines
by 1.15%–14.33%.

Compare with LID. Although LID performs well on most of the targeted
attacks, it does not generalize to the CW attack. Furthermore, different from
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the softmax networks that the last few layers often offer better detection [28],
LID is quite sensitive to which layers should those features be extracted in deep
hashing, which adds extra configuration overhead. In sum, LID is not always
effective against all types of attacks.

Compare with Spatial Denoising Methods. LID does not take advantage
of the spatial information like the rest four benchmarks using non-local mean,
median, etc. As shown in Table 1, though they generally have less than 10%
miss rates on untargeted attacks, there is a 0.5–17.8% gap in detecting tar-
geted attacks. Such gaps can be explained by the attack mechanisms as targeted
attacks take more gradient steps. This lands the image deep into the adversarial
space, which is more robust to pixel-level modifications such as denoising [21,42].
However, our method provides an extra layer of defense from C2 to specifically
monitor the value of quantization loss as targeted attacks bring it to zero, thereby
complementing C3 when targeted attacks push the inputs deep into the adver-
sarial space.

Table 2. Ablation study: detection rates of different combinations (ε = 32)

CIFAR-10 ImageNet MS-COCO NUSWIDE Avg. Gain

Untgt Tgt Untgt Tgt Untgt Tgt Untgt Tgt Untgt Tgt

C3 Alone 0.8160 0.7460 0.9110 0.8338 0.9954 0.9076 0.9757 0.8904 – –

C1 + C3 0.9870 0.7580 0.9522 0.8460 0.9966 0.9098 0.9757 0.8904 0.0533 0.0066

C2 + C3 0.8170 0.9830 0.9504 0.9828 0.9992 0.9784 0.9961 0.9847 0.0161 0.1377

C1 + C2 + C3 0.9880 0.9950 0.9916 0.9956 0.9992 0.9784 0.9961 0.9847 0.0692 0.1439

4.3 Detection of White-Box Attacks

Next, we demonstrate the detection of white-box attackers, who know the exis-
tence of our detection and conduct countermeasures accordingly. The attacker
adopts backward pass differentiable approximation [5] to estimate the gradients
and develops different strategies against C1, C2 and C3:

Against C1. C1 relies on the hamming distance between hash codes to detect
outliers. Thus, an effective evasion is to drive the adversarial examples into the
neighborhoods of benign images, e.g., generating the same binary hash codes of
certain targeted images ht:

L1 = Dh(fθ(x′), ht)︸ ︷︷ ︸
adv loss

(10)

AgainstC2. C2 detects near-zero quantization loss by accessing the logits before
the sign function. To bypass this detection, the attacker aims to maximize the
quantization loss, which amortizes the adversarial behavior identified from C2.

L2 = − ‖h(x′) − fθ(x′)‖1︸ ︷︷ ︸
quantization loss

(11)
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Against C3. C3 detects the disagreement between fθ(x′) and the denoised copy
fθ(t(x′)). The attacker minimizes such difference by enforcing distance between
fθ(x′) and fθ(t(x′)) to be small,

L3 = Dh(fθ(t(x′)), fθ(x′))︸ ︷︷ ︸
denoised adv loss

(12)

We use MeanBlur [23] as the transformation t(·) here. By combining them, the
white-box attacker constructs a joint optimization objective,

min
x′

L = L1 + λ1L2 + λ2L3 (13)

Detection of White-Box Attacks. Optimizing (13) turns out to be quite
difficult by finding λ1, λ2 that breach all three criteria. We demonstrate the
best effort in Fig. 5 that fixes λ2 to 0.3 and 3 and adjusts λ1 from 0 to 0.03.
The best case is when λ1=0.01, the detection rate has been lowered to around
0.4 (the yellow bars). However, the number of adversarial examples that can
successfully optimize (13) is also decreased to around 45% (the blue bars of
success rate). Hence, although the strongest white-box attackers still have some
chances, our detection has successfully confined the adversarial space by enlarg-
ing the attacker’s efforts. It is also interesting to see that different criteria form
compensating relations as indicated by the AUC values. When C2 (green curve)
declines, C1, C3 quickly rise and vice versa. This relation is further validated by
the ablation study next.

Fig. 5. White-box attack results. x-axis is the λ1 value and y-axis is the percentage.
Once the white-box attacks achieve a lower detection rate at λ1 =1e-2, the success rate
of generating such adversarial examples also drops significantly. The three detection
criteria compensate each other by observing the AUC values: when C1, C3 are low, C2

is high and vice versa. (Color figure online)



Unsupervised Multi-criteria Adversarial Detection in Deep Image Retrieval 157

Fig. 6. Computation time of different batch size: a) per sample; b) per batch.

4.4 Ablation Study

We present the ablation study to quantify the contribution of each criterion. We
use C3 alone as the baseline and add C1 and C2 with their averaged gain shown
in Table 2. The result is consistent with the defense objectives as the addition
of C1 and C2 helps improve the detection rates of the untargeted and targeted
attacks by 0.0533 and 0.1377, respectively. Meanwhile, C1 and C2 contribute
almost independently on the overall detection, e.g., C1 + C3 = 0.0533 plus
C2 +C3 = 0.0161 is equal to C1 +C2 +C3 = 0.0692 for untargeted attacks and
the same also holds for targeted attacks. This validates that all three criteria act
as indispensable parts in the detection.

4.5 Computational Time

Finally, we evaluate the computational overhead of the detection mechanism. In
practice, the system can accumulate queries into a batch to enhance the utiliza-
tion of GPU resources and reduce cost. Figure 6 shows the average retrieval time
per sample/batch. First, it is observed that the average time per sample is under
50 ms and further reduced as we increase the batch size. Once the batch size
is small, detection introduces negligible overhead because the GPU is underuti-
lized; as the batch size increases, an additional retrieval from the denoised copy
in C3 enlarges the gap between normal retrieval since the GPU resources have
been fully utilized. Thus, our detection introduces minimum overhead when the
system accumulates relatively small batch and responds to queries in real-time.

4.6 Variants of White-Box Attacks

The white-box case is always a challenging open problem because the attacker
can devise different variants after knowing the system details. Here we consider
a variation of the attack by slightly modify L3 while keeping L1 and L2 the
same. Recall that C3 detects the disagreement between fθ(x′) and the denoised
copy fθ(t(x′)), and the attacker aims to directly minimize such difference. When
this objective becomes difficult to optimize, the attacker can resort to an anchor
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Fig. 7. AUC Scores from different criteria by tuning λ1 against white-box attackers:
a) CIFAR-10; b) NUSWIDE.

Fig. 8. Trace of the white-box attack process of sub-objectives between two cases on
the threshold (a) λ1 = 0.0075. (b) λ2 = 0.008.

hash code ha and bring fθ(x′) and fθ(t(x′)) close to ha. Hence, L3 is replaced
by L′

3,
L′

3 = Dh(fθ(t(x′)), ha). (14)

By combining them, the white-box attacker constructs a joint optimization
objective,

min
x′

L = L1 + λ1L2 + λ2L′
3 (15)

For λ1, a larger value penalizes C2 more, and vice versa. To reduce the searching
effort, we set λ2 to 1 since L1 and L′

3 carry equal importance in the evaluation.
Figure 7 demonstrates the AUC scores with different λ1 values of CIFAR-10

and NUSWIDE datasets. As highlighted, for a fixed λ1, there is at least one of the
criteria with high AUC scores (larger than 0.9), which guarantees our method is
robust against white-box attackers. E.g., in CIFAR-10, when λ1 increases from
0.0075 to 0.008, C2 drops from 0.9 to near zero; however, C3 quickly gaps up
above 0.9 to compensate the weaknesses from C2, and C1 also increases. This
phenomenon is the same as we observed earlier as it indicates that the white-
box attacker can barely optimize C2 and C3 at the same time, i.e., it is difficult
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to find an adversarial space that satisfies both: 1) its quantization loss is much
larger than zero; 2) the adversarial example and its denoised copy that yield the
same hash code.

Recall that the attacker’s goal is to minimize both adv loss and denoised
adv loss, but to maximize quantization loss. Figure 8 further demonstrates the
trace of the optimization process for each sub-objective in Eq. (15) when λ1

changes from 0.0075 to 0.008 (the threshold from above). When λ1 = 0.0075,
the quantization loss is not being maximized compared to adv and denoised adv
loss. Hence, we see that white-box attacker is detected by C2. When λ1 increases
to 0.008, the optimization starts to weigh more on the quantization loss but the
original adv loss is no longer minimal, which leads to successful detection from
C3 instead.

Table 3. Detection rate (TPR) of the adversarial examples against white-box attacks
(ε = 32, λ1 = 0.0075)

Detector FPR CIFAR10 ImageNet MS-COCO NUSWIDE

MeanBlur [23] 0.1 0.0340 0.0218 0.0044 0.0057

0.2 0.0480 0.0250 0.0076 0.0076

UMCD(Ours) 0.1 0.9560 0.8824 0.4648 0.6204

0.2 0.9790 0.9180 0.6742 0.7900

We present additional results of the white-box attacks. Since the attacker
need to design specific objectives regarding the detection methods, we choose
MeanBlur [23] as a benchmark for comparison. The detection rate is True Pos-
itive Rate (TPR) with a certain threshold calculated by False Positive Rate
(FPR) on benign samples. We use the targeted attack with ||ε||∞ = 32. For the
best success rate and ability to bypass the detection, we choose λ1 = 0.0075.
In Table 3, we show the detection results on four datasets evaluated by TPR.
Given FPR= 0.1 and FPR= 0.2, our method achieves an average of 0.7309
and 0.8403 white-box detection rates, whereas the detection rates for Mean-
Blur is close to zero. This further validates that our method is robust against
the strongest white-box attackers. It is also interesting to see that both meth-
ods perform relatively better on single-label datasets (CIFAR-10 and ImageNet)
than multi-label datasets (MS-COCO and NUSWIDE), which is different from
the gray-box attacks. The reason behind that need to be further studied in the
future.

5 Related Work

5.1 Deep Hashing

Image retrieval uses nearest neighbor search to return the semantically related
images of query inputs. Traditionally, it relies on hand-crafted visual descriptors
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to reduce the computational cost of similarity measure [14,31]. Powered by deep
learning, end-to-end hash learning improves the performance to a new level [7,8,
26,27,46,48]. They use the similarities between image pairs to train deep hashing
models in a supervised manner by transforming the high-dimensional images into
compact hash codes, on which neighboring search can be efficiently performed
based on hamming distance. To convert the continuous outputs into discrete
binary codes, common approaches use continuous relaxation such as sigmoid or
hyperbolic tangent functions to approximate the discrete binary thresholding [7,
8,26,27,46,48]. Our work exploits the adversarial behaviors originated from this
approximation process, thus can be applied to a variety of deep hashing models.

5.2 Adversarial Attacks

Deep neural networks are known to be vulnerable to the non-perceptible per-
turbations [36]. The Fast Gradient Sign Method (FGSM) [16] generates pertur-
bations in the direction of the signed gradient to maximize the loss function in
one-shot computation. The Basic Iterative Method (BIM) [22] and Projected
Gradient Descent (PGD) [29] take iterative steps (from random initialization)
to achieve higher attack success. There are several other variants [5,10,32,38],
e.g., the CW attack aims at minimizing the perturbations to evade detection.

By using the deep learning backends, deep hashing inherits the vulnerabil-
ity from neural networks. With some slight adaptation, recent works have shown
that adversarial attacks can also mislead image retrieval systems [6,40,42,43,45].
The attacks can be generally categorized into untargeted and targeted attacks.
Untargeted attacks divert the query away from the correct results, which make
the system retrieve irrelevant images or simply nothing. [45] proposes an untar-
geted attack to maximize the hamming distance between adversarial and benign
samples. [12,24] craft adversarial examples based on iterative retrievals from a
black-box model. [43] hides private images in the database into a non-retrievable
subspace by minimizing the number of samples around the private images. Tar-
geted attacks make the systems return images from a targeted category, differ-
ent from the inputs. [6,40] minimize the average hamming distance between the
adversarial examples and a set of images with a target label. [42] enhances tar-
geted transferability to a black-box model via injecting random noise into the
adversarial generation. Our work defends against both untargeted and targeted
attacks in deep hashing.

5.3 Adversarial Defenses

Most of the defense mechanisms are based on softmax classification. As proactive
measures, gradient masking [33] and adversarial training [13,29,35,41] learns a
robust model. The early defense of [33] starts with an incorrect conjecture that
ascribes adversarial example to high nonlinearity/overfitting, and develops defen-
sive distillation to reduce the variations around input. The method is quickly
subverted by [5,9,10] as argued in [16] that the primary cause is due to local
linearity of neural networks instead.
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Hence, a large body of works focus on adversarial training [13,29,35,41] by
solving a min-max saddle point problem. However, it is non-trivial to tackle the
trade-off between robustness and accuracy [47], which often leads to significant
loss on clean image accuracy, with extensive training efforts. Applying adversarial
training into the deep hashing domain could suffer from even higher accuracy
loss. For image retrieval system, as long as the adversarial images are detected
at the input, we can equivalently thwart the attacks without accuracy loss and
training complexities.

Adversarial detections extract the artifacts left by the adversarial examples at
different levels: raw pixels [15,17], feature distributions [17,23], softmax distribu-
tions [19] and frequency components [39]. By analyzing the contrastive distribu-
tions of the adversarial and natural images, a detector can be efficiently trained
in a supervised or unsupervised manner. Another thread of works rely on the
prediction inconsistency by exploiting denoise method and measuring the dis-
agreement between the results [25,30,44]. All these works are based on softmax
classification. In this work, we discover adversarial behaviors from the hamming
space and propose a set of detection criteria including defending against the
strongest white-box attackers.

6 Conclusion

In this paper, we propose an efficient, unsupervised detection of adversarial
examples in deep hashing based image retrieval. We design three criteria to
identify adversarial behaviors of both targeted and untargeted attacks in the
hamming space and consider white-box attackers who are aware of the existence
of the defense. The extensive evaluations demonstrate that the proposed detec-
tion can surpass previous defense techniques by a large margin and is also robust
against white-box attacker by limiting its action space.
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