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Abstract. The Internet of Things (IoT) is a relatively new concept as it connects
things (or objects) that do not have high computational power. The IoT helps
these things see, listen, and take action by interoperating with minimal human
intervention to make people’s lives easier. However, these systems are vulnerable
to attacks and security threats that could potentially undermine consumer confi-
dence in them. For this reason, it is critical to understand the characteristics of IoT
security and their requirements before starting to discuss how to protect them. In
this scope, the present work reviews the importance of security in IoT applications,
factors that restrict the use of traditional security methods to protect [oTs, and the
basic requirements necessary to judge them as secure environments.
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1 Introduction

IoT security can be defined as all the strategies and technologies that aim to protect any
information collected, exchanged, or stored in any IoT system from threats and mali-
cious attacks [1]. This information may face many risks and threats such as theft, tam-
pering, and destruction. Also, the security of IoT components such as sensors, devices,
applications, and networks should be considered in the scope of IoT security.

Security considerations are not new in the information technology (IT) context;
rather, they are critical components of any technology’s success, development and adop-
tion. Security has always been an issue since computers started communicating with
each other. However, the scope of coverage of such security has so far been limited,
e.g. money and intellectual property, to name two [2, 3]. The advent of the IoT with
its complex environment has added a whole new dimension to this problem and, as a
result, has faced new and unique security challenges. This complexity is due to various
factors such as large number of heterogeneous connected devices, huge data generated
and exchanged by these devices, and differences in the communication infrastructure. In
addition, IoT devices are made by different manufacturers, use different security poli-
cies and communication stacks, and are based on various standards [4]. This has led to
the failure in implementing a robust security system for devices, especially since most
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of them are not equipped with an effective security mechanism and are not primarily
designed to deal with security problems [5].

The IoT is the integration and collaboration of several technologies such as WSN,
RFID, cloud computing, Internet, etc. Naturally, it suffers from all the vulnerabilities
of these technologies [6]. In addition, as mentioned above, the IoT has its own char-
acteristics which aggravate the security requirements considerably. This leads to an
indispensable need to review security requirements specifically from an IoT perspective.

Against this backdrop, the goal of this paper is to answer the following questions:

e Why is it so important to secure the IoT?

e What are the challenges when using the already available technologies to secure and
protect information to this end?

e What are the basic security requirements that must be met in IoT to render it secure?

2 Importance of IoT Security

Attacks on IoT devices can sometimes be easy to implement, especially when they
target devices with limited resources that represent the majority, such as smart TVs and
baby monitors. Resource limitations represent weaknesses and flaws that hackers can
use to attack the IoT system as a whole, thereby compromising its overall safety and
productivity [5, 7, 8]. In addition, IoT devices may be left to operate in harsh, irregular
and even hostile environments without supervision, making them more vulnerable to
various security breaches [9]. The common attack strategy on IoT devices is to hack one
device that has vulnerabilities, and to take fraudulent actions against other connected
devices by impersonating the true identity of the hacked device [5]. As a result, it can be
said that the interconnected nature of the [oT means that every insecure device connected
to it has the potential to affect the security of the [oT system as a whole [ 10]. For example,
attackers could compromise a home alarm system by intercepting the radio frequency
signal used to lock and unlock home windows.

It is common for IoT devices to be targeted by attackers. F-Secure published a report
titled “Attack Landscape H1 2019: IoT, SMB Traffic”, recording a 300% increase in
the number of cyber-attacks on IoT devices in 2019. The attacks usually target IoT
devices that are found in homes and workplaces such as medical devices, smart TVs,
and smart printers, all of which are considered weak and unsafe against these attacks.
More troubling is the fact that attackers find it easy to hack devices as access points to
more critical and sensitive networks and systems.

The importance of security in the IoT becomes even clearer with real-life incidents,
giving us a better idea about the extent of the impact of IoT security problems on
consumers’ lives. Here are a few examples:

BMW'’s ConnectedDrive Vulnerability: In January 2015, a security flaw appeared in
the BMW ConnectedDrive System, one that allows drivers whose cars have been acci-
dentally locked to request a remote unlock of their vehicle from the BMW helpline [11].
This flaw allowed the attacker to impersonate the BMW’s servers and send instructions
to unlock the locked vehicle remotely using a mobile phone network even without any
request from the owner.
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Hacked IoT Devices: On October 21,2016, several websites including Twitter, Netflix,
Spotify, Airbnb and The New York Times were reported to be inaccessible due to a
Distributed Denial of Service (DDoS) attack [12]. To launch this attack, the attacker(s)
hacked a number of IoT devices with limited resources and used them to send numerous
fake requests to these sites. This overflow burdened the Web sites, rendering them unable
to deal with their customers’ requests and leading to their temporary shut-down.

Denial of Basic Services: According to Simo Ronella, CEO of Valtia, the company
responsible for managing the overall operations and maintenance of damaged properties,
in 2016, two buildings in southeast Finland were attacked [13]. This attack deprived
residents of heating, which is an essential service in a cold country like Finland, as it
temporarily disrupted the computer systems that controlled the central heating and hot
water distribution to both buildings using a DDoS attack. According to local reports,
this cyber-attack lasted about a week.

Hacked Baby Monitor: According to NBC News, in 2018, a Texas couple experienced
acyber-attack targeting the cameras they used to monitor their four-month-old baby [14].
They heard voices and insults coming from the child’s room. Then they heard the voice
of a man in their room telling them that their child had been kidnapped. However, when
they got to their child’s room, they found him alone and asleep.

Exploiting Connected Fax Machines: In 2018, Yaniv Palmas and Eyal Atkin, two
security researchers from Check Point, discovered that popular HP Officejet Pro All-
in-One fax printers had security flaws [15]. These flaws could allow hackers to steal
data across the company’s network using a phone line and fax number. They said that
attackers could fax files loaded with malware that were specifically created to target
networks. Fax vulnerabilities enable this malware to decrypt files and upload them to
its memory, which could compromise sensitive information or cause disruption across
connected networks.

Hacking Smart Bulbs: The security experts from the University of Texas stated that
hackers can make use of Internet-connected light bulbs as a covert channel to exploit the
user’s private data [16]. Researchers used the LIFX and Phillips Hue smart light systems
as a study for this purpose, stating that hackers could launch an attack by manipulating
the infrared light upon creating a communication channel between the smart lights and
a device that senses infrared light. Then, by installing a malicious agent on the phone,
they could encode private data and transfer them through the infrared covert channel.
These are just several examples of what attacks targeting the IoT can do. The con-
sequences of the attacks may be more dangerous when they target applications that
directly affect human life, such as e-health applications or smart transportation applica-
tions, which may cause accidents that threaten people’s lives. IoT devices do not only
collect and manage critical personal information such as users’ names and telephone
numbers, medical records and prescriptions, but also monitor user activities (e.g., when
users are at home) [17, 18]. Therefore, users should ensure that IoT devices and the ser-
vices they provide are free from vulnerabilities and defects threatening user’s security,
especially as this technology is becoming more and more common in daily life [10, 19,
20]. For this reason, ensuring security in IoT products should be a major stakeholder
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priority and a goal to be achieved. Otherwise, without IoT security and privacy guar-
antees, related solutions are unlikely to be widely adopted by stakeholders despite their
benefits [21].

3 Factors that Restrict the Use of Traditional Security Methods
to Protect IoT

It is well known that protecting the information stored and exchanged among devices
and within a network is not a new problem as there have always been concerns for
cyber-attacks targeting information. However, security has remained as a hot topic since
ready-made solutions are not always satisfactory. The IoT security requires the develop-
ment and creation of new solutions designed to suit the nature of this technology or, at
best, solutions modified from old ones. This is because the common Internet-connected
devices differ from IoT devices in terms of functionality and device resources such as
memory, power source, and data processing capability. For example, a laptop differs
from a baby monitor and a smartphone differs from a smart door lock. This difference
makes it difficult to use traditional security, that was originally designed to protect these
systems, to protect the IoT; security in this respect has to be stronger because 0T devices
are connected to the physical world and, at the same time, they are not designed to with-
stand the new threats that this world faces on a daily basis. This section visits some of
the important features that distinguish the IoT from well-known information systems as
reported in [5, 10, 22-25].

3.1 Mobility

MostIoT devices are portable and often connect to the Internet via a wide range of service
providers. As most of these devices are mobile, this ability can cause disconnection from
a specific network, release its IP address, connect to another network, and get a new IP
address. Therefore, a stable network connection cannot always be expected in such an
environment. This factor makes it difficult and complicated to verify the identity of every
device trying to connect to the network. In addition, what resources such a device can
access, and what risks it may bring to the network are other issues to be considered.

3.2 Heterogeneity

The 10T is a heterogeneous and complex system that combines many products from dif-
ferent manufacturers; hence, the different technologies. These products differ from each
other in terms of resources (software and hardware), security policies, and functionality.
Therefore, interaction and interoperability become difficult due to the lack of a common
platform. This gives rise to the problem of creating a common standard for IoT secu-
rity architecture accepted by all vendors and manufacturers. Creating this architecture
would enhance the interoperability of the security functions of all components of the IoT
system. Obviously, the success of this will depend on collaboration among companies
to create a global standard that significantly facilitates [oT network security.
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3.3 Scalability

Scalability is related to the ability of the system, with all the software and hardware it
contains, to meet the large increase in the number of devices and the vast amount of
information circulating in addition to the increasing demand for services.

The things connected to the IoT are increasing daily and their number is expected to
reach about 14.7 billion devices by 2023 [26]. This significant increase in the number of
devices is matched with an increase in the number of users and an increase in the services
they demand. In addition, the amount of information that users share will increase by
a major amount. Such dual increase in both information and devices will lead to other
problems, including providing unique addresses for devices, where the information is
stored, and how to control and monitor it. On the other hand, a lot of these devices will be
deployed in areas where it may be impossible or impractical to provide physical security,
making it easier for intruders to physically compromise the devices on the network. In
short, limited scalability makes it difficult to monitor, identify, and protect IoT devices.

3.4 The Possibility of Being Tampered

Current security solutions focus primarily on protection from remote attackers, and are
based on the fact that these individuals cannot physically access the devices. This is
mostly true for desktop computers and servers that are usually kept in closed buildings,
or mobile devices that rarely leave their owners’ pockets. However, this is not the case
for IoT devices that may be located in many remote areas left unattended. In most cases,
attackers can gain easy physical access to them to extract secrets, modify programs, or
add malicious data.

3.5 Limited Resources

The implementation of a robust security mechanism in an IoT system depends on the
availability of strong security in each [oT device. It is well known that the availability
of robust security methods in any device depends to a large extent on having sufficient
resources to support it, such as having adequate power supply, memory space, and
processing capability.

The IoT devices are not initially built for being secure; nor are they always designed
to be smart and to exchange information with other devices. As discussed previously,
traditional methods may not always work; for instance, those used to secure computers
cannot be used to secure IoT devices such as coffee machines, refrigerators, door locks,
etc. One of the reasons is that these devices contain a limited amount of resources, unlike
computers. Most IoT devices are simple, resource-constrained things that often perform
one function, such as turning lights on/off or measuring the oxygen level in the blood.
Such lack of resources inhibits the implementation of complex security solutions. On
the other hand, since traditional security solutions are designed to run on computers,
smartphones, and other devices with larger resources, they are not suitable for IoT
devices with limited resources.

The devices in the IoT have many limitations and restrictions that control the level
of security they can provide. This may be due to the manufacturers’ strategy to produce
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inexpensive and lightweight smart devices. The resource limitations on IoT devices
include hardware restrictions such as computing power, energy supply and memory
size; and software restrictions such as O/S security updates, and network limitations due
to a variety of the communication protocols and media.

4 Security Requirements for the IoT

In the short term, the IoT is expected to enter various areas of our daily life such as
our cities, homes, hospitals and schools. However, this prevalence heavily depends on
an important factor, which is the degree of security that the IoT provides to consumers
[27]. If 10T service providers want this technology to spread widely, they should think
of security requirements when manufacturing or deploying IoT technology. In this way,
IoT user can be sure that his sensitive and private information is essentially protected
from any kind of abuse. Also, the services and applications provided by the IoT must be
available whenever the user needs them.

Table 1. Example IoT threats and possible attack consequences.

Threat Target Possible consequences

Eavesdropping Confidentiality Disclosure of sensitive data

Eavesdropping Privacy Disclosure of private data

Impersonation Authentication, Authorization | Unauthorized access to data or
devices

Tampering Availability Physical damage

False data injection | Integrity May cause false reports and wrong
decisions

In order to ensure security in the IoT and to create readily available IoT devices and
services, a set of security requirements have to be taken into consideration. Failure to
do so could mean failure to provide security and privacy, resulting in serious problems
and dire consequences. The minimum main security requirements to be met in any IoT
system can be listed as providing confidentiality, integrity, availability, authentication,
authorization, and privacy [4, 7, 24, 28-30]. These requirements are extracted consid-
ering the most popular potential threats to these systems and their targets as given in
Table 1. Note that the table does not include all threats, but only examples; also that,
even though these requirements may not be new as regards computer security, they still
need to be considered when it comes to [oTs.

4.1 Confidentiality

Confidentiality refers to granting only authorized users the right to access certain infor-
mation, ensuring the security of that information, and protecting it from disclosure.
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Even if this information is stolen, the presence of such a security measure prevents the
perpetrators from understanding the stolen data and exploiting it.

IoT devices may deal with sensitive information important to individuals, institutions
and governments, including medical records, banking transactions and military secrets.
Therefore, the protection of this information is important and is closely related to the
user’s degree of confidence in the IoT technology and their willingness to use it and
benefit from its services. For example, eavesdropping or tampering with information
exchanged by health devices may lead to the disclosure of personal health information
or even lead to life-threatening situations for individuals. As another example, the data
related to the composition of any product that guarantees its quality and distinguishes it
from other products should be confidential because its spread can harm the company’s
reputation and competitive advantage [8].

To achieve confidentiality, protect information and gain user confidence, specific
technologies need to be developed, such as encrypting data before it is transmitted, and
creating mechanisms for securely distributing cryptographic keys [24, 31, 32]. Most of
the techniques used previously to provide confidentiality in the network are considered
heavy on the [oT system and, for this reason, cannot be implemented for this purpose. For
example, some asymmetric encryption methods, which encode data through a complex
calculation that require adequate power and high computational capacity, will not be
suitable for use in IoT devices with limited resources. One of the well-known encryption
methods is the symmetric key encryption method. In this method, the sender and receiver
use the same secret key to encrypt and decrypt the data [33]. However, before defining
these technologies, one should take into account the heterogeneous nature of the IoT and
the limited resources of most of its devices. In the literature, there are studies to develop
symmetric key-based lightweight encryption algorithms aiming to produce solutions to
this specific requirement.

4.2 Integrity

This requirement is necessary to give users confidence in the accuracy and complete-
ness of the information provided by the IoT. As mentioned before, the 0T is often based
on the exchange of private, sensitive and valuable information among many different
devices that greatly affect consumers. For this reason, it is important to ensure that accu-
rate, original, legal, unaltered, timely and complete information reaches consumers [22].
Incorrect information may appear as a result of changing or tampering with the original
information, and this change may be intentional or unintentional. In an intentional alter-
ation, a malicious attacker picks up the information before it reaches its target, changes
it, and then sends it back to its destination. Thus, the recipient receives information other
than what was sent to them from the authorized sender. As a result, the attacker can mod-
ify, alter, or completely destroy the data, endangering the integrity of the IoT system,
which entails great risks. As for the unintended change, it could sometimes result from
a transmission error or unintended noise, or as a result of weather factors [5, 34].

This security requirement is important to the IoT and, if not available, there may be
serious consequences. For example, tampering with medical information and readings
produced by medical devices, such as an insulin pump or pacemaker, may lead to life-
threatening consequences [18]. Apart from this, if the data is not reliable, then it cannot
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be used for the purposes for which it was designed; hence, any service that relies on this
data could be compromised. An even more dangerous incident is using this data without
knowing that it has been tampered with, sometimes resulting in wrong decisions, e.g.
giving the wrong medication to a patient. Therefore, there is a need to come up with
and use technologies whose mission is to verify the integrity of the data provided by
the IoT. One simple technique to do so is the Cyclic Redundancy Check (CRC), which
ensures data integrity by adding a fixed-length value to detect network errors in the IoT.
A request to resend the correct data goes to the sender if this technology observes the
arrival of incorrect data [9, 24, 32].

4.3 Availability

The requirement of IoT availability is necessary to provide a fully functional Internet-
connected environment. This ensures that services are available to consumers whenever
they need them and without interruption [18]. In other words, availability ensures that
authorized users can access all related devices, services and data provided by the IoT
whenever they need it and without any delay. Availability is essential even in the event
of attacks and crashes; it also guarantees the ability to provide minimum services in the
event of a power outage and blackout [5, 22]. In IoT, most services are requested in
real time, meaning that if the request is not answered in time due to unavailability of
the service, this request cannot be rescheduled at any other time [35]. For example, if
the information about an intruder in a house is sent to the police station the next day,
that information loses its value. Likewise, if the blood glucose meter registers disturbing
readings, which are then received late by the doctor, this can result in significant harm
to the patient, even death. Therefore, certain techniques should be devised and applied
to ensure uninterrupted availability in IoT. Additionally, an IoT system needs to provide
backup of vital information to prevent data loss and ensure data availability. Firewalls
and IDSs can be installed on a network to prevent attacks and provide availability of IoT
devices [32].

4.4 Authentication

Authentication is a major requirement of the IoT because it provides confidence in
the devices participating in the IoT network and is critical for improving network per-
formance. This security requirement is for everything intended to connect to an IoT
system. Typically, the authentication and identity management work together to manage
and secure access to information and resources, and to connect to the network. Iden-
tity management identifies objects individually, while authentication enables the IoT
objects to confirm the identity of the peer they are communicating with. In other words,
authentication enables the recipient to verify whether she or he has actually received the
data from the sender who claims who they are. This means ensuring the legitimacy of
the data presented in the networks, as well as the legitimacy of the objects sending and
requesting that data. In brief, to provide security, no IoT entity should have the ability to
directly access available resources unless its identity is authenticated first [5, 7, 32, 34].

The process of authenticating and verifying the identity of an object is a prerequisite
for allowing access to resources and requests for any data or service in the IoT. This
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process ensures that no attacker can enter the network using a false ID and password,
and send out false messages. This further demonstrates the importance of having a
mechanism that enables the recipient to ensure that the message received comes from a
reliable source and, at the same time, enables the senders to ensure that the requester of
information is reliable.

The nature of scalability in the IoT is a major concern when authentication is taken
into account. Identifying a large number of devices and authenticating each object
directly in real time can be a daunting task due to the vast number of objects connected to
the IoT [36]. Because of all this, it is necessary to propose a mechanism that effectively
deals with the scalability of devices in the IoT environment while enabling entities to
confirm each other’s identity in every interaction in it. To work around this issue, dif-
ferent schemes and algorithms and pre-shared keys are proposed that are lightweight
and do not adversely affect battery life within devices and their performance. For exam-
ple, symmetric key encryption depends on both parties having the same encryption key
to confirm their identity [37, 38]. Also, one of the methods used for authentication is
what is known as the ‘direct authentication method’ for humans and machines. The
user can open the office door using biometric identification (such as a fingerprint) or an
object within a personal network, such as an ID card or smartphone. The combination
of authentication methods can prevent any overall system security loss.

4.5 Authorization

There is sometimes confusion between authentication and authorization requirements
although these requirements differ completely in meaning. Authentication means con-
firmation of identity, while authorization means allowing access to the system. In simple
terms, authentication is the process of self-verification, while authorization is the process
of checking what the self has access to. Authorization enables determining if the person
or object, after authenticating their identity, is permitted to, for example, access, use, or
read the resource. These privileges or permissions are determined by the device or by
the identity of the users. As such, given proper identity, anyone can access an [oT system
while without permission, no one can access any resources in it [5, 39]. Therefore, it can
be said that the authorization policy determines which specific resources can be accessed
by which entity or user.

Authorization is typically implemented through the use of access control. Access
control is important in establishing a secure connection among a number of devices and
resources. After determining whether an object has the right to access a specific resource,
the access control mechanism either allows or denies it to access the related resource.
One important issue that should be addressed in access control is to make it easier
to create and modify its rules, and to make these rules easy to understand and follow
[7, 40].

4.6 Privacy Requirement

Privacy is the ability to protect data from eavesdropping and to control how it is shared
and distributed. It is also concerned with concealing the identity of the owner and the



Security Requirements in IoT Environments 93

recipient of the information, which is an important aspect especially in the case of
personal and sensitive information [28].

Since many people, devices and services communicate and share everything online,
such as photos, videos, health records, etc., it has become important to consider privacy
as an important security requirement [32]. In an open environment like the IoT, a lot of
personal information about individuals can be collected without their knowledge if there
are no security measures to prevent this. In an IoT environment, individuals will be able to
take advantage of a large number of services that require personal information related to,
for example, a consumer. These services may require photos, emails, phone numbers,
bank account information, and many more. Moreover, the environment itself may be
able to obtain this information automatically as a result of the interconnection among its
services and devices. For example, some smart TV companies collect information about
their customers in order to assess viewing behavior, usually without the knowledge or
desire of customers. In this case, privacy should provide protection to individuals by
giving them full control over their personal data. They should know who is responsible
for collecting their data and where it is stored, and they should also be notified before
such data is shared through the system [4, 39].

The privacy requirement should ensure that consumers’ information and identities
are in safe hands and completely protected from disclosure or leakage. The inability to
access personal data except by the authorized person means that no other authenticated
customer who has nothing to do with this information or any other individual can access
it [4]. For example, hospital administration personnel need access to patient data for
administrative purposes (registration, billing, etc.), but they are not allowed to know
anything about the patient’s history and health status. In this case, privacy concerns
granting employees the right to access information related to their work only without
disclosing sensitive medical information not related to their work [20].

IoT has become integral in various applications, namely remote patient monitoring,
energy consumption control, traffic control, and smart parking. In all of these appli-
cations, users need the protection of personal information related to their movements,
habits, and interactions with other people. Therefore, there is an urgent need to pro-
pose protocols and administrative frameworks for dealing with privacy, determining
who stores them where, and who manages and provides access to information in IoT.
For example, individuals’ personal information should be destroyed when it is no longer
needed. As another solution, all communication between 10T nodes can be encrypted
using proper encryption algorithms. This solution ensures that the connection is not
open to intruders trying to eavesdrop and, at the same time, guarantees privacy. Access
control mechanisms are also among the steps that help protect individuals’ privacy. This
mechanism controls who has the right to access the data and what action can be taken
on it.

5 Conclusions

This paper provides answers related to three key questions listed in the Introduction
concerning IoT security. First, the importance of IoT security is explained by providing
real-life examples. Then, the reasons that make it difficult to use the available secu-
rity methods and techniques to protect the IoT are discussed. Finally, the basic security
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requirements that should be met in the IoT are elaborated. Since these security require-
ments are primarily targeted by cyber-attacks, they need special attention to secure any
IoT system.

The findings of this study are as follows: 1) IoT systems are targets of cyber-attacks,
such as eavesdropping, compromising the confidentiality of data exchanged among IoT
nodes. 2) IoT devices are very sensitive to intentional or unintentional data changes.
3) There are different types of attacks which can affect the availability of IoT devices
and service. 4) Authentication and authorization of users and devices become complex
in such a heterogeneous environment. 5) Large amounts of personal information about
individuals can be collected without their knowledge. Considering all these findings,
confidentiality, integrity, availability, authentication, authorization and privacy are taken
as the basic security requirements for an IoT environment.

If enough security measures are in place to protect an IoT system, then the system
can be considered secure. For this reason, it is very important to know such security
requirements in full before starting to implement related actions. With the increasing
use and popularity of IoT devices worldwide, it is only natural and inevitable to guarantee
secure applications before any dire consequences come about as a result of compromised
systems being in use.
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