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Abstract. In the hardware Trojan detectionmethod, destructive reverse engineer-
ing can most precisely restore the original circuit of the chip to be detected, but
this method is a huge amount of work, high cost, long life cycle. In this paper, we
proposed a multi-featured GEP technology, non-destructive reverse engineering
of the chip using various data obtained from bypass detection, in order to restore
the actual circuit of the hardware, or at least find out the unknown circuit design.
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1 Introduction

In today’s hardware Trojan detection technology [1–7], destructive reverse engineering
[1, 3, 8–10] can most precisely restore the original circuit of the chip to be detected, but
this technology is a huge amount of work, high cost, long life cycle, and the chip has
been scrapped after detection, can only be used for sampling or replication of a class
of chips, bypass detection [11–16] technology analyzes the bypass circuit signal, such
as timing, power, electromagnetics, heat, etc., determine whether or not they contain
Trojans, no damage to the chip, relatively small amount of data is needed, lower cost, is
the most important and effective method.

Some of the work is done by evolutionary algorithms to study evolutionary hardware
[17–23]. This paper proposes a multi-featured GEP evolutionary algorithm, use a single
circuit component or group of circuit structures as a node, use an operator to describe
a node’s multi-features, use GEP to evolved circuits close to the original circuit, then
determine the structure of the original circuit.

2 Brief Introduction of GEP

GEP (Gene Expression Programming) [24] combines the advantages of GA and GP,
follow the basic steps of Evolutionary Computation (EC). The basic composition of
its genetic material is two kinds of symbols, that is terminators and functions. A gene

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2021
Published by Springer Nature Switzerland AG 2021. All Rights Reserved
X. Wu et al. (Eds.): QShine 2020, LNICST 381, pp. 22–37, 2021.
https://doi.org/10.1007/978-3-030-77569-8_2

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-77569-8_2&domain=pdf
http://orcid.org/0000-0003-4941-3167
http://orcid.org/0000-0001-7201-2092
https://doi.org/10.1007/978-3-030-77569-8_2


Hardware Trojan Detection Method Based on Multi-featured GEP 23

consists of a linear, fixed-length string of symbols, code for expression treeswith different
sizes and shapes, a chromosome can consist of a single gene or multiple genes, each
chromosome is decoded to map as a candidate solution for problem response.

F is the set of functions and T is the set of terminals, the genes of GEP are composed
of a head and a tail. The head contains symbols that represent both F and T, whereas the
tail contains T. For each problem the length of the head h is chosen, whereas the length
of the tail e is a function of h and the number of arguments of the function with more
arguments n (also called maximum arity) and is evaluated by the equation:

e = h × (n − 1) + 1 (1)

For example, consider a gene for which the set of functions F = {+, −, *, /, Q} and
the set of terminals T = {a, b}. In this case n = 2, if we chose an h = 10, then e = 11,
thus the length of the gene is 21, one such gene is shown below (the tail is shown in
bold):

+Q − /b ∗ abQbabababbaaab

It codes for the following expression tree (ET):

The algebraic expression:

√
a/b + b − √

a ∗ b

Tail excess symbols are discarded directly without use. This allows GEP to use
fixed-length encoding to express different sizes and shapes of expression trees.

3 Use GEP to Represent Circuit

GEP has done well in mining association rules, clustering, classification rules, time
series predictions, sunspot predictions [25–29].

As can be seen from the data structure of GEP, GEP can solve tree structure problems
very well, Other words, circuits that can be represented as a tree-shaped structure with n
leaf nodes, can be described directly with GEP. The logic circuit of the 6-in/1 output in
Fig. 1(a) can be easily represented as a tree structure in Fig. 1(b), It replaces the logical
gate function with the logical symbol, in GEP, Its corresponding effective gene is:

And, And, And, A, Not, And, And, B, C, Not, E, F, D
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Fig. 1. 6-in/1-out circuit

Fig. 2. Isomorphic circuit of Fig. 1

But, if only logical values are used to represent the circuit, there are too many
isomorphic situations, for example, the circuit in Fig. 1 can be replaced with the circuit
in Fig. 2.

The corresponding valid gene is:

And, A, And, C, And, Not, And, D, E, F

The two circuits are fully equivalent in logic values, both is:

Y = ACD′EF

And you can see, in the second circuit, input B is not used at all. That is, input B in
the first circuit does not actually affect the output.

This example is just for the logic value of the circuit, In fact, for the circuit bypass
information detection, there is a similar situation. The test results for any single bypass
information, we can get a number of different circuit structures. This article refers to
this situation as isomorphic.

Thus, only a logical value is used to learn a certain kind of bypass information
to describe the circuit, so much Isomorphism that the circuit structure could not be
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confirmed. In this paper, a multi-featured GEP algorithm is proposed, use the same
structure in GEP to represent multiple circuit features, effectively reduces the number
of isomorphic circuits, and use this algorithm to detect hardware trojans.

4 Multi-featured GEP

In this paper, the logic value of the circuit or any kind of bypass information such as
voltage, current, etc. is called a characteristic value. Isomorphism for a characteristic
value, essentially, the characteristics of the circuit components on this characteristic
value are superimposed on each other, allows several different circuit structures to exhibit
similar or even identical characteristics after the characteristic values are superimposed
on each other, this makes it impossible to represent the corresponding circuit by the
result of a particular characteristic value.

While we are doing the test, multiple feature values are detected at the same time,
the detection results of each feature value can result in multiple isomorphic circuits, but
since the overlay characteristics of different feature values cannot be identical, these
homogeneous circuits cannot be exactly the same, and the same part of which is the
possible real circuit.

The Multi-featured GEP algorithm can be illustrated by a Not-Gate designed by a
triode in Fig. 3.

Fig. 3. A Not Gate Designed by Triode

• Feature Value 1:

In digital logic terms, the description of this circuit is: Y = !A.

• Feature Value 2:

In terms of voltage, the description of this circuit is: Vy = VA < VSH ? Vcc: VCES.
Among them: VSH represents high-level threshold, that is, the lower potential limit

of “1” in the circuit. VCES represents a saturation voltage drop of the tripole.
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• Feature Value 3:

In terms of current, the description of this circuit is: Cy = N * CA, where N is the
magnification of the current.

In addition, there are a variety of other bypass information detection items, like delay,
spectrum, etc.

The above 3 characteristic values, using any one alone can not determine the lower
circuit structure, however, if the three cases are combined, the circuit structure can be
determined.

In GEP, an operator represents only one calculation, a GEP individual can only
represent a description of a feature value, can get an unlimited number of isosome
circuits, it is difficult to determine the actual circuit structure.

This paper proposes a method to combine the test results of multiple characteristic
values on a basic circuit into a single function representation, combine into a compos-
ite function, i.e. have a function represent multiple calculations, use GEP’s functional
evolutionary ability to evolve representations close to the original circuit.

In detail, we include these multiple detection values in a function, the input of the
function is multiple feature values, the output is a vector, like this non-gate circuit. in
GEP’s expression tree, it is still represented by “Not.”, but the implication becomes the
calculation of the below vector:

Not(A1, A2, . . . , An) = [F1(A1), F2(A2), . . . , Fn(An)]

Where Ak (k is 1,…, n) is the input value of some kind of feature detection, Fk (Ak)
(k s 1, …, n) is the result of this feature value detection corresponding to the input value
Ak.

For example, corresponding to this non-gate circuit, the symbol Not indicates the
following meaning:

Not(A, VA, CA) = [!A, VA < VSH?Vcc : VCES, N ∗ CA]

Where A represents the logical value (1 or 0) represented by the voltage entered at
point A, The VA represents the input voltage of point A and the CA represents the input
current of point A.

Thus, when using GEP evolution, a single symbol Not can also represent multiple
feature value tests that are not associated with each other.
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5 Experiments

5.1 Experimental Settings

This paper has designed 4 experiments (Table 1).

1. Parameters
• The circuit parameters are:

– Output m = 1
– The number of features is k = 1, 2, 2, 3
– 3 features are used: feature 1 is logical, feature 2 is voltage value, feature 3 is

current value.

• As a comparison experiment, the parameters used are exactly the same:

Table 1. Experiment parameters

Parameter Value

Fitness >=1

Selection mode Tournament, size = 3

Population size 10000

Head length 20

Tail length 21

Chromosome length 1

Mutation rate 0.05

Insert rate 0.1

Root insert rate 0.01

One-point cross rate 0.1

Two-point recombination rate 0.1

Input number 4

Output number 1

Function set Not, And, Or
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2. Fitness function

The characteristic data are logical data, voltage data and current data, which have
their respective Fitness function:

a. Logical Fitness function:

F1 = 1 −
∑N

i=1
|yi − y|/N (2)

N is the test data count, yi is the logical value calculated based on the test data after
decoding the individual, y is the output logic values for test data. Because of the logic
value, so the worst case is that each output after the individual decodes is the opposite
of the test value, that is |yi − y| = 1, so the value of the F1 is in [0,1].

b. Voltage Fitness function

F2 = 1 − (
∑N

i=1

∣∣yi − y
∣∣/N)/(VCC − VDD) (3)

N is the test data count, yi is the voltage value calculated based on the test data after
decoding the individual, y is the output voltage values for test data. The worst case is,
each test output value is either the highest level or the lowest level, and each output that
is decoded by an individual is the opposite of the test value that is |yi − y| = Vcc −
VDD, so the value of the F2 is in [0,1].

c. Current Fitness function

F3 = 1 − SSE/SST (4)

SSE =
∑m

i=1
(yi − y

∧

i)
2

SST =
∑m

i=1
(yi − yi)

2
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N is the test data count, y
∧

i is estimate of yi calculated from Ti using formula, yi is the
average of the y, SSE is Residual Sum of Squares, SST is Sum of Squares of Deviations,
F3 is the square of the multiple correlation coefficient in statistics, its value is also in
[0,1].

d. Individual’s Fitness

According to the previous algorithm description, the individual’s fitness should be a
combination of the three, then the individual’s fitness is:

F = C1 ∗ F1 + C2 ∗ F2 + C3 ∗ F3 (5)

C1, C2, C3 is weights of 3 feature values in final fitness.

5.2 Experimental Results

Figure 4 is a circuit that has no Trojan.
Its boolean expression is

Y = A + BC + BD (6)

The circuit dose the computation

Y =
{
0, (ABCD) < 5
1, else

(7)

A B C D

Y

Fig. 4. Circuit has No Trojan

After several logic gates added to the circuit of the Fig. 1, it becomes a circuit has
trojan (Fig. 5). In the new circuit that Y will also get a value of 0 when (ABCD) = 7:

Y =
{
0, (ABCD) < 5 or (ABCD) = 7
1, else

(8)

Its Boolean expression becomes:

Y = A + BCD′ + BC′D (9)
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A B C D

Y

Fig. 5. Circuit with Trojan

The activate gene of the circuit is: Or, A, Or, And, And, B, And, B, And, Not, D, C,
Not, C, D

If the pins are so many that we can only test part of the values, the input value
to activate the trojan (ABCD) = (0111)2 may be missed at this time. In the following
experiment, the input value (0111)2 will not be provided, and the output of this input
value will be determined by the evolved circuit.

Using different combinations, we designed 4 sets of experiments. Considering that
the logic values are required to be correct in the circuit first, the voltage and current
values must be based on the correct logic values in order to make sense. The individual’s
fitness is a combination of several data, in which the proportion of logical value is larger.

• Experiment 1 (Table 2)

Table 2. Setting of the Experiment 1

Parameter Value

Logic Gate And, or, not

Values Provided Logic Values

Fitness function F = F1

Exercise Count 100

Trojan Discovered Count 0
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None of the 100 times exercise is able to discover the Trojan circuit if only the logical
values were provided. Figure 6 shows some typical results.

Fig. 6. Some Circuits evolved by Multi-featured GEP in Experiment 1

The simplified Boolean Expression of all the circuits above is:

Y = A + BC + BD
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• Experiment 2 (Table 3)

Table 3. Setting of the Experiment 2

Parameter Value

Logic Gate And, or, not

Values Provided Logic Values, Voltage Values

Fitness function F = 0.8 * F1 + 0.2 * F2

Exercise Count 100

Trojan Discovered Count 0

None of the 100 times exercise is able to discover the Trojan circuit if both the logical
values and the voltage values were provided. Figure 7 shows some typical results.

The simplified Boolean Expression of all the circuits above is:

Y = A + BC + BD

The Trojan still cannot be discovered although both the logical value and the voltage
value were provided. The reason is in digital circuits, the logic value itself is expressed
in terms of voltage values, for example, a voltage value less than 3 V is considered to be
0, a voltage value greater than 3 V is considered to be 1. So the choice of logical value
and voltage value as feature values on this issue is as same as only provided the logical
value.

• Experiment 3 (Table 4)

The Trojan circuit was discovered 72 times among the 100 times exercise when the
logical values and the voltage values were provided. Figure 8 shows some typical results.

Both circuits’ simplified Boolean Expression is

Y = A + BCD′ + BC′D

The equivalent circuit has been discovered although the original circuit has hidden.

• Experiment 4 (Table 5)

The Trojan circuit was discovered 67 times among the 100 times exercise when three
feature values were all provided. Figure 9 shows a different result.

The simplified Boolean Expression is:

Y = A + BCD′ + BC′D

A circuit equivalent to the original circuit has been found.
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Fig. 7. Some Circuits evolved by Multi-featured GEP in Experiment 2
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Table 4. Setting of the Experiment 3

Parameter Value

Logic Gate And, or, not

Values Provided Logic Values, Current Values

Fitness function F = 0.8 * F1 + 0.2 * F3

Exercise Count 100

Trojan Discovered Count 72

Fig. 8. Some Circuits evolved by Multi-featured GEP in Experiment 3

In this group of experiments, three feature values were used, but the efficiency of
discovering the Trojan was similar to experiment 3 which used only two feature values.
The reason is since the logical value itself is expressed in terms of voltage values, then
the three feature values are equal to the two feature values.
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Table 5. Setting of the Experiment 4

Parameter Value

Logic Gate And, or, not

Values Provided Logic Values, Voltage Values Current Values

Fitness function F = 0.6 * F1 + 0.2 * F2 + 0.2 * F3

Exercise Count 100

Trojan Discovered Count 67

A B

Fig. 9. Typical Circuit evolved by Multi-featured GEP in Experiment 4

6 Conclusions

This paper has proposed multi-featured GEP algorithm, when multiple feature values
were fused into the same operator, there is a certain probability that GEP can auto-
matically discover the evolutionary power of mathematical formulas to discover Trojan
circuits. The fewer features used, the more efficient GEP evolves, but farther away the
conclusion is from the real circuit. On the otherwise, the more features used, the less
efficient GEP evolves, but the conclusion is closer to the real circuit. However, if there is
a direct conversion relationship between the multiple feature values used, the character-
istic values can be considered one, and this situation does not increase the evolutionary
accuracy of GEP.
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