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Abstract. Secret sharing schemes are used as a tool in many cryptographic proto-
cols including revocable electronic cash, electronic voting, cloud computing and
key management in sensor networks. But the existing post-quantum secret shar-
ing schemes are all based on Shamir’s (t, n) threshold scheme, there is currently
no post-quantum secret sharing scheme based on the Chinese Remainder Theo-
rem (CRT), so we construct a verifiable lattice-based secret sharing scheme using
some number theory methods and interaction methods. Furthermore, we prove
our scheme is safe in the post-quantum era. Finally, we compare our scheme with
other schemes. And the comparison shows that our scheme is more efficient and
occupies less memory.
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1 Introduction

Secret sharing is an important means in information security and data confidentiality. In
1979, its concept was first proposed by Shamir [1] and Beimel [2]. It refers to dividing
the secret s into several shares and distributing them among a group of participants
P = {P1,P1, · · · ,Pn}, so that each participant gets a secret share about the secret s,
and only P’s some specific subsets (called qualified subsets or authorized subsets) can
effectively recover s, while other subsets of P (non-qualified subsets) cannot effectively
recover s, or even get any useful information about the secret s.

A secret sharing system, consists of secret distributors, participant set P, access
structure �, secret space S, share space T , distribution algorithm, recovery algorithm,
and so on. The secret space gives the value range of the secret: the set of participants
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gives the members who participate in the secret sharing; the access structure � points
out which participants can recover the secret together, and � has properties: if A ∈ �

and A ⊂ B, then B ∈ �; the share space gives the value range of the secret share; the
distribution algorithm gives the probability polynomial time algorithm for generating
the secret share from the secret; the recovery algorithm is deterministic. The subset
of P in the access structure is called a qualified subset. According to the containment
relationship, the minimal element in � is called the minimum qualified subset, and �

is uniquely determined by its minimal element set �0, and �0 is called the basis of �.
A secret-sharing scheme is said to be complete if all non-qualified subsets do not have
any information about the secret s. We call ρ = log|T |/log|S| the information rate of a
secret sharing scheme. A secret sharing scheme is said to be ideal if its information rate
is 1.

The threshold method is the most common in secret sharing systems. There are many
threshold systems proposed, among which Shamir’s Lagrange interpolation polynomial
method [1], Blakley’s vector method [3], Asmuth et al.’s congruence class method [4, 5],
and Karnin’s matrix method [6] are the main representatives, and these have been widely
used. There are two main problems [7–25] in the usual secret sharing scheme: one is that
it cannot resist the sharer’s cheating well, that is, some sharers will provide false shares
when recovering the secret, so some members of the qualified subset cannot recover the
correct share. Second, it cannot effectively prevent distributors from cheating, that is,
distributors may distribute false shares to some sharers when distributing secret shares.
To solve these problems, Chor et al. [7] proposed the concept of verifiable secret sharing.
The verifiable secret sharing scheme is composed of an additional verification algorithm
based on the usual secret sharing scheme. A verifiable secret sharing scheme is a basic
tool for designingmulti-party security protocols. It has beenwidely used inmany aspects
such as multi-party secure computing, group-oriented cryptosystem, key escrow system,
and electronic commerce. In the verifiable secret sharing scheme, the sharer can check
whether the secret share he receives is valid (whether it is compatible with other shares)
through the verification algorithm. Let P1,P2, . . . ,Pn be the sharers, s is the secret to
be shared, and the access structure is �, then the verification algorithm satisfies

∃u∀A ∈ � : (∀Pi ∈ A : Verify(si = 1) → Rcover({si;Pi ∈ A}) = u

When the distributor is honest, u = s. If there is no need to exchange informa-
tion between sharers or between sharer and distributor when running the verification
algorithm, the corresponding verifiable secret sharing scheme is called non-interactive.
The first verifiable secret sharing scheme is interactive, and Benloh [26] gave the first
non-interactive verifiable secret sharing scheme, but this scheme has a trusted center.
Afterwards, Feldman [12], Pedersen [13] and others successively proposed some non-
interactive verifiable secret sharing schemes that do not require the trusted center. Lin
et al. [10] proposed a verifiable multiple secret sharing scheme. In the usual verifiable
secret sharing scheme, only the sharer himself can verify the validity of the shares he
gets, which limits the verifiability greatly. To solve this problem, Stadler [23] further
proposed the concept of publicly verifiable secret sharing. In a publicly verifiable secret
sharing scheme, the verifier can verify the correctness of the distribution of the secret
share, and the sharer can verify the validity of the shares held by himself. Stadler [23]
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gave two publicly verifiable secret sharing schemes, Fuiisaki et al. [24] gave a practical
provably secure publicly verifiable secret sharing scheme and its application. In these
schemes, the verification algorithm relies on tools such as public key encryption and
zero-knowledge proof, and the structure is relatively complex, so the efficiency is not
ideal.

According to Ref. [17], a verifiable secret sharing scheme must satisfy the following
two security properties:

1) If the distributor is honest, the share distribution process will always succeed, and
the attacker (including the malicious sharer) will not get any information about the
shared secret during the share distribution process. During the recovery process, no
matter how the attacker behaves, the honest sharer can always recover the shared
secret correctly.

2) If the distributor is colluded by the attacker (distributor is malicious), then either the
malicious behavior of the distributor is discovered by the honest sharers, causing all
honest sharers to withdraw from the share distribution process; or the distribution
process is accepted by the honest sharer, as a result of the distribution process, a
certain secret is uniquely fixed by the information held by the honest sharer, and
during the recovery process, the honest sharer is able to reconstruct the secret.

The present secret sharing scheme based on classical number theory problem is
threatened by quantum computer. Lattice structure is considered to be resistant to attacks
by quantum computers. In recent years, some sharing schemes based on lattice secrets
have been put forward [27–36]. In 2015, Pilaram et al. [34] proposed a lattice based (t, n)
threshold multi-stage secret sharing (MSSS) scheme according to Ajtai’s construction
for one-way functions. The principle of his scheme is based on Shamir’s secret sharing
method. In 2022, Yang et al. [35] pointed out that there were loopholes in Pilaram
et al. [34]’s scheme and proposed a filling method. In the same year, Kiamari et al. [36]
proposed a non-interactive verifiable LWE-based multi secret sharing scheme. It is the
first LWE based threshold multi secret sharing scheme that has formal security in the
standard model.

But none of them are constructed based on the Chinese remainder theorem (CRT),
and there are some security and efficiency issues. Therefore, we construct a verifiable
secret sharing scheme based on the CRT that is secure in the post-quantum era. Our
contributions are as follows:

1) We use number theory knowledge and interaction method to propose a post-quantum
secure verifiable secret sharing scheme based on the CRT, which makes the post-
quantum secret sharing scheme based on the CRT one more alternative;

2) We analyzed the security of our scheme and compared it with other schemes;

2 Preliminaries

2.1 Notations

Table 1 describes some system parameter notations needed by our scheme.
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Table 1. System parameter notations

Notation Description

n Total number of people

p1, p2, · · · , pn n primes which satisfied p1 < p2 < · · · < pn

φ Empty set

�, �1, �2, · · · ,�n Lattice �1 = p1Z
n,�2 = p2Z

n, · · · , �n = pnZn,

p1Z
n ∩ p2Z

n ∩ · · · ∩ pnZn = p1p2 · · · pnZn �= ∅

t Threshold size

s Secret value

m The size of matrix

φ Empty set

σ Gaussian parameter

D�,σ,v(·) Discrete Gaussian distribution

‖ · ‖ l2 norm

log The logarithm based on 2

O and ω the growth of functions

2.2 Algorithm Model and Security Model

1) Secret Sharing

A secret sharing scheme is a method of sharing secrets among a set of parties called
participants. A trusted third party, called a dealer, assigns a private value (called a share),
to each participant. Only the authorized subset of the participant can recover the secret by
running a pre-specified algorithm. The set of all authorization subsets is called the access
structure. In general, the access structure is a subset of the power set of participants.

A concrete instance of a general access structure is the threshold structure. A (t, n)
threshold secret sharing scheme is called perfect if less than t participants cannot obtain
information about the secret. A secret sharing scheme is said to be ideal when the entropy
of each share is equal to the entropy of the secret.

A secret sharing scheme usually consists of two phases:

(1) Share distribution: In this phase, the dealer computes the shares using a prespecified
algorithm and sends them securely to the participants.

(2) Secret reconstruction: In this phase, the authorized subsets of participants send their
shares to a combiner to recover the secret by running the algorithm.

2) Security Requirements

Each secret can only be recovered by any t or more participants who receive shares,
and fewer than t participants cannot get any information about the secret.
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2.3 Lattice

Lattice [37]: b1, b2, · · · , bn are n linearly independent vectors in Rn, let B =
[b1, b2, · · · , bn], �(B) = {Bc = ∑n

i=1 bici|c ∈ Zn} represent the n-dimensional lattice
� generated by the basis B, where B is a basis of the lattice �⊥(B). The orthogonal
lattice �⊥(B) = {e ∈ Rm|Be = 0mod q,B ∈ Rn×m

q }.
Discrete Gaussian Distribution [37]: For any σ > 0 and x ∈ Rm, the discrete Gaussian
distribution with σ as the parameter and v ∈ Rm as the center is defined as ρv,σ (x) =
exp(−π‖x − v‖2/σ 2).

The discrete Gaussian distribution on lattice � ⊆ Zm is defined as ∀x ∈ �,
D�,σ,v(x) = ρσ,v(x)/ρσ,v(�), where ρσ,v(�) = ∑

z∈� ρσ,v(z).
In particular, when representing a Gaussian distribution centered at 0, we often omit

0.

Intersection Method [38]: �1 and �2 are two lattices such that �1 + �2 = Zm and
�1

⋂
�2 �= φ; here, the addition is elementwise. For v1, v2 ∈ Zm, which provide two

co-sets �1 and �2, a vector e ∈ Zm exists such that e = v1 mod�1 and e = v2 mod�2.
This result can be generalized from two lattices to multiple lattices.

About more than two lattices, [39] can be viewed an example.

3 Our Scheme

3.1 Proposed Algorithm

1) Setup
In terms of n ≥ 2, let �1 = p1Zn,�2 = p2Zn, · · · ,�n = pnZn with n primes

p1, p2, · · · , pn(p1 < p2 < · · · < pn). Because p1, p2, · · · , pk are different primes,
p1Zn + p2Zn + · · · + pnZn = Zn and p1Zn ∩ p2Zn ∩ · · · ∩ pnZn = p1p2 · · · pnZn �= ∅.
Let v = [1, 1, · · · 1]

︸ ︷︷ ︸
n

T , N = p1 × p2 ×· · ·× pt ,M = pn−t+2 × pn−t+3 ×· · ·× pn. Secret

s satisfies N > s > M . Let H : {0, 1}∗ → {0, 1}∗ is a collision-resistant hash function.
2) Share distribution

For secrets s,the trusted center computing

⎧
⎪⎨

⎪⎩

s1v ≡ sv(mod �1)
...

snv ≡ sv(mod �n)

.

Then the sub-secret of secret s is (�i, si) (i ∈ [n]).
The trusted center sends the sub-secret (�i,si) to participants Pi and publish hi =

H (siv) (i ∈ [n])
3) Verification

Upon receiving the sharing, the participant Pi verifies whether the hash value of his
share is the same as that on the bulletin board, i.e., H (siv)? = hi
4) Secret reconstruction

Aggregators randomly select t sub-secrets from n participants,
(�1, s1), (�2, s2), · · · , (�t, st),
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use the intersection method to calculate the solution sv of

⎧
⎪⎨

⎪⎩

sv ≡ s1v(mod �1)
...

sv ≡ stv(mod �t)

, and

recover the secret s ≡ s(modN1), N1 = p1p2 · · · pt.

3.2 Correctness and Security

1) Correctness

In our scheme, according to the ordinary secret sharing scheme based on the CRT, a
secret is divided into n parts, so that at least t of n parts can obtain the secret s.

For any t sub-secrets:

(s1, p1), (s2, p2), · · · , (st, pt)

Calculate s ≡ s(modN1), N1 = p1p2 · · · pt, since N1 ≥ N > s > M , then the secret
s can be determined.

And the same goes for expanding into the scheme based on lattice.

2) Security

Theorem 1. In the proposed scheme, any less than t participants cannot recover the
undisclosed secret s.

Proof. In our scheme, according to the ordinary secret sharing scheme based on the
CRT, a secret is divided into n parts, so that at least t parts can obtain the secret s.

For any t − 1 sub-secrets:

(s1, p1), (s2, p2), · · · , (st−1, pt−1)

Calculate s ≡ s(modM1), M1 = p1p2 · · · pt−1, since N1 ≥ N > s > M ≥ M1, then
there is not enough information to determine s.

And the same goes for expanding into the scheme based on lattice.
Theorem 2. The scheme which we proposed is post-quantum safe.

Proof. The security of our scheme depends on the intersection method. The intersection
method [38] is post-quantum safe, so our scheme is also post-quantum safe.

4 Cost Analysis

In this section, we mainly compare the memory cost and time cost of our scheme with
other schemes. The comparison is shown in Table 2.
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Table 2. Cost requirements for different schemes

Schemes Size of shares Time of share distribution Time of secret reconstruction

Our scheme O(1) O(n) O(tlogt)

Pilaram et al. [34] O(n) O(n3) O(t3)

Kiamari et al. [36] O(1) O(nt) O(tlogt)

5 Conclusion

In this paper, we construct a verifiable lattice-based secret sharing scheme using some
number theory methods and interaction method. Our scheme is safe in the post-quantum
era. Furthermore, we analyse the security of our scheme. Finally, we compared our
scheme with other schemes, and the comparison shows that our scheme is more efficient
and occupies less memory.
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