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Abstract. This paper reviews the state of the art in blockchain-based
access control research. In the digital era, data security and access
management are increasingly important. Traditional access control (e.g.
RBAC, ABAC, CapBAC) faces various challenges in IoT, such as the
risk of centralization and the threat of data leakage. To address these
issues blockchain technology (with its properties such as distributed and
tamper-proof) provides innovative solutions. This paper first introduces
the three main-stream access control in IoT, then discusses the basic
concepts of blockchain (including consensus mechanism, smart contract
and cryptography), and analyzes the blockchain in access control appli-
cations (including authentication, privilege management and audit trail).
It then discusses the advantages and challenges of block-chain access con-
trol and future research directions. Finally, the potential of block-chain
in access control is summarized, emphasizing its importance for data
security and privacy protection. Through this overview paper, readers
can better understand the application of blockchain technology in access
control and provide valuable insights for future research and practice.
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1 Introduction

In the age of the internet, data security and privacy protection have become
crucial challenges in our society and business life [1-5]. With the frequent occur-
rence of large-scale data breaches and the constant escalation of hacker attacks,
we need a robust, secure, and reliable way to manage and protect our data.
While traditional access control models such as Role-Based Access Control
(RBAC) and Access Control Lists (ACL) perform well in specific contexts, they
fall short when dealing with complex permission management requirements and
cross-organizational collaboration. Previous research in this field has proposed
various extensions and improvements, such as Attribute-Based Access Control
(ABAC) and Capability-Based Access Control (CapBAC). However, these meth-
ods still face challenges related to centralization risks and single points of failure.
Blockchain technology is an innovative solution to address these challenges.
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Blockchain technology, initially conceived as the underlying technology for
Bitcoin, has rapidly evolved into a versatile tool that can play a role in various
industries and domains. Its core features, including distributed ledger, decentral-
ized control, immutability, and support for smart contracts, make it a promising
access control method. Pal et al. [6] analyzed how blockchain can enhance IoT
access control compared to traditional access control systems, and summarized
five key characteristics of blockchain and IoT access control. This provides an
outline for blockchain-based IoT access control.

This article aims to review the application of blockchain technology in the
field of access control and explore its potential value in data security and pri-
vacy protection. In the second section, we introduce the fundamental concepts
of access control, emphasizing their critical importance in the context of the
Internet of Things (IoT). Next, we discuss the challenges faced by traditional
access control methods and their limitations.

In the third section, we delve into the core principles and features of
blockchain technology and how they relate to access control. By conducting
an indepth examination of use cases where blockchain is applied in identity veri-
fication, permission management, and auditing, we demonstrate how it provides
more robust, transparent, and secure access control mechanisms across various
domains. In the fourth section, we analyze how the advantages of blockchain
address current challenges in the access control field and offer insights into future
prospects. Finally, we conclude this article.

2 Access Control

2.1 Background Knowledge

Access control is a security mechanism that ensures only authorized entities
can reliably access resources (such as files and data) through access policies.
Access policies rely on user identities, roles, attributes, and contextual informa-
tion to determine which entities can access particular resources under defined
conditions. Its goal is to protect systems and resources, making them accessible
only to legitimate users, preventing unauthorized access, thereby maintaining
the confidentiality, integrity, and availability of the system, and reducing the
risks of security threats and data leaks, as shown in Fig. 1. Previous research has
been dedicated to developing and improving various access control models and
mechanisms to safeguard data and resources within systems from unauthorized
access and misuse.

In the era of the proliferation of the IoT, access control is of paramount
importance due to several key reasons.

The highly heterogeneous and extensive scale of IoT devices presents a series
of challenges. The existence of a vast number of interconnected devices makes
scalability a critical concern [7,8]. In this context, security and privacy require-
ments become particularly vital, necessitating the safeguarding of data and the
confidentiality of user personal information. Since these devices can handle sen-
sitive information, multiple aspects of security must be considered. Anonymity,
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confidentiality, and integrity of data are of utmost importance. Firstly, data
should be anonymized to prevent the leakage of personal identity information.
Simultaneously, data confidentiality needs to be highly protected to prevent
unauthorized access or theft. Additionally, data integrity must also be ensured
to prevent tampering or corruption during transmission or storage. Furthermore,
identity verification and authorization mechanisms are indispensable. These
mechanisms prevent unauthorized users from accessing IoT systems, ensuring
that only legitimate users can access and operate the devices. Trust is a crucial
issue in the IoT environment. As different devices must process data according to
user demands and rights, users must be able to trust these devices. Establishing
trust hinges on robust security and privacy protection measures to ensure the
proper protection of user data and rights.

Access Decision

Function

Request Decision

Alccess Enforceme..tw Enforcement of
Function Access Results

Submission of
Access Request

Subject Object

Fig. 1. Major components of an access control process.

In summary, the heterogeneity and scale of the Internet of Things introduce
multi-faceted challenges, including scalability, privacy, security, and trust, among
others. However, traditional access control methods such as RBAC, ABAC, and
CapBAC face certain problems and limitations.

2.2 Role-Based Access Control

The RBAC model manages and controls access to system resources by asso-
ciating users with roles and roles with permissions, granting access to specific
roles, and assigning users to the corresponding roles. In the RBAC model, roles
are defined based on the responsibilities and positions of users, and the system
administrator assigns different roles to users, with each role having a set of per-
missions corresponding to its responsibilities. The core idea of the RBAC model
is to simplify permission management by organizing users into roles. Traditional
RBAC has limitations [9], including the role explosion problem, dynamic privi-
lege management issues that do not consider context, and a lack of fine-grained
access control, making it suitable for specific scenarios. Scholars have conducted
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extensive research on this topic. Rajpoot et al. [10] consider contextual infor-
mation and provide fine-grained access control, achieved by exploiting resource
content in policies. Vistbakka et al. [11] define RBAC by extending the tra-
ditional static approach and propose and for-malize a dynamic RBAC model.
Uddin et al. [12] propose an approach using the dynamic role-based access con-
trol model with dynamic separation of duties (SoD) and an authorization pro-
cess workflow. However, in the complex IoT landscape, the number of connected
devices is increasing dramatically. Formal dynamic RBAC is evidently not flex-
ible enough to meet the fine-grained access requirements of multiple attributes
in IoT. Furthermore, the central definition and management of roles and per-
missions lead to trust and extensible issues. The RBAC model is suitable for
managing permissions within an organization, such as a corporate intranet.

2.3 Attribute-Based Access Control

Compared to the RBAC model, ABAC offers greater flexibility. In the ABAC
model, access decisions are not manually assigned by system administrators
but are determined based on entity attributes, such as user attributes, resource
attributes, and environmental attributes. These attributes are defined through
policy rules, and the system dynamically decides whether to grant users access to
resources based on these rules. It then adapts access control dynamically based
on the actual context and needs. The ABAC model allows for finer-grained con-
trol and can determine access based on combinations of multiple attributes,
thus better accommodating complex access requirements. This model is com-
monly used in scenarios requiring highly customizable access control, such as
cloud computing and healthcare systems. It provides robust flexibility in policy

management but has some limitations in the context of the Internet of Things
(IoT).

Limitations of ABAC in the IoT Context Include:

Lack of Policy Management Mechanism: ABAC does not provide built-
in mechanisms to verify the required number of policies. This necessitates a
policy management mechanism for effective management and verification, which
can lead to increased complexity, potentially affecting system performance and
scalability.

Accuracy and Trustworthiness of Attributes: ABAC relies on attributes
for ac-cess decisions, but the accuracy and trustworthiness of these attributes
cannot al-ways be guaranteed. If attribute information is tampered with or
forged, the system may be vulnerable to security threats.

Difficulty in Attribute Standardization: Ensuring consistency of attributes
across different systems can be challenging. This is because different systems may
use varying attribute definitions and formats. Therefore, when applying ABAC
across systems, the issue of attribute standardization needs to be addressed.
ABAC also involves challenges related to delegation, management, auditabil-
ity, scalability, hierarchical representation, and others [13]. The inherent charac-
teristics of blockchain technology naturally address the limitations of ABAC.
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2.4 Capability-Based Access Control

‘Capability’ is one of the core concepts in the Capability-based Access Control
(CapBAC) model, and it serves as a token or identifier used to represent access
per-missions to resources. Specifically, a capability is a data structure that con-
tains in-formation about the following:

Resource Identifier: Specifies the unique identifier of the resource or object
to be accessed. This can be a file, a database record, a network service, and so
on.

Operation: Defines the permitted operation or type of operation to be executed,
such as read, write, delete, and others.

Subject: Identifies the entity with access privileges, typically a user, a process,
or another system entity.

Optional Additional Information: Depending on requirements, capabilities
may include other information related to access permissions, such as expiration
time, access conditions, and more.

Unlike RBAC and ABAC, the CapBAC model employs a unique approach to
access control. In CapBAC, access permissions are precisely managed through
“capabilities” rather than relying on pre-defined roles or attributes [14]. This
means that each entity is assigned or granted a set of capabilities, which explicitly
specify the actions they can perform and the resources they can access. And
CapBAC adopts a more entitycentric and personalized control approach.

The access control model of CapBAC exhibits broad applicability, enabling
access control implementation across different device types and manufacturers.
This is because capabilities represent access permissions in a universal man-
ner, making them understandable and applicable regardless of device types
or manufacturers. This scalability aids in improving cross-platform and cross-
organizational interoperability, rendering CapBAC highly promising in address-
ing access control require-ments in comp lex environments like the Internet of
Things (IoT). Additionally, CapBAC offers advantages in terms of lightweight
and scalability, making it a potential solution to tackle the challenges posed
by modern complex systems. While CapBAC is relatively new and has not yet
gained widespread adoption. As technology evolves and the demand for finer-
grained access control increases, the significance of CapBAC may gradually grow.
CapBAC has the potential to offer finer-grained access control and more flexible
token management compared to traditional access control. However, CapBAC
is more complex than traditional access control models, making its implementa-
tion and maintenance more challenging. Nevertheless, this complexity can also be
seen as a trade-off for providing higher security and precision in specific security
requirements.

All in all, These three access control models each have their own advantages
and applicable scenarios, with the choice of the appropriate model often depend-
ing on system requirements, complexity, and security needs. As shown in Table
1. RBAC is suitable for straightforward role management, ABAC is applica-
ble in scenarios requiring more flexible permission management, and CapBAC
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emphasizes the principle of least privilege, making it suitable for security-focused
environments.

Table 1. Comparison of Access Control Models.

Feature/Model RBAC ABAC CapBAC
Interoperability Lower Better Better
Scalability Lower Better Better

Dynamic Lower Better Higher

Security Basic Better Better

Privacy weaker Stronger Stronger
Fine-Grained [Some level Better Higher
Manageability |Relatively easyMore complex Some complexity

3 Blockchain Access Control

3.1 Background Knowledge

Blockchain is a distributed ledger technology that operates without reliance on
a single central authority or server. It is built on top of a peer-to-peer (P2P)
network, where data storage and validation are not under centralized control
but are collectively maintained and verified by multiple participants in the net-
work [15]. In a blockchain, transactions are recorded in blocks, with each block
containing a certain amount of transaction data. These blocks are connected
in chronological order, forming an ever-growing chain. Each transaction under-
goes validation and confirmation to ensure its legitimacy before being added
to the blockchain. This validation is achieved through encryption techniques
and distributed consensus algorithms, ensuring the security and reliability of
transactions. Consensus mechanisms are the rules and algorithms within the
blockchain network used to achieve agreement and validate transaction valid-
ity. Encryption algorithms are employed to encrypt trans-action data in the
blockchain, ensuring that only authorized participants can access and verify the
information, thereby safeguarding data privacy and security. Smart contracts
are another crucial concept [16], which are self-executing computer pro-grams
that automatically execute contract conditions. They are deployed and executed
on the blockchain network and automatically trigger and perform corresponding
actions based on predefined conditions.

Blockchain is considered the optimal solution to the single point of failure
prob-lem in centralized access control models and the security and trust issues
in access control runtime environments [17].
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3.2 Combined with Blockchain Access Control

RBAC Meets Blockchain

Kim et al. [17], implemented role-based access control (RBAC) on top of block-
chain, proposing a mechanism for sharing images while preventing arbitrary
third-party access. Specifically, it involves a central entity with dual roles: an
administrator with no access to videos but the capability to manage access poli-
cies, and a video manager with permissions for video creation, modification,
and deletion. When the administrator needs to modify the video manager’s
access policies, the management system sends an identity information request to
the requester, who undergoes hash authentication. Smart contracts are used to
request the identification key recorded in the management system to confirm that
the block was created on the blockchain network by a legitimate user, thereby
verifying the legitimacy of the block creator. The innovation in this paper lies
in the dual-role central entity. However, the paper merely uses blockchain as a
verification tool and does not integrate RBAC with blockchain. This approach
ensures data integrity but does not effectively overcome the inherent limitations
of RBAC, such as its lack of dynamism, granularity, and scalability, resulting in
a relatively narrow scope of applicability and inflexible policy management.

Rahman et al. [18] proposed a context-aware, auditable, and dynamically
loca-tion-aware role-based access control system based on Ethereum smart con-
tracts. Resource owners send transactions to the blockchain to manage rela-
tionships be-tween roles and permissions. A location server is associated with
an Ethereum ac-count that monitors user location information. However, the
LRBAC smart contract is only deployed on the Ethereum blockchain and does
not address the inherent limi-tations of RBAC, making it challenging to man-
age in scenarios with large amounts of data. Lackner et al. [19] introduced an
RBAC model based on hierarchical roles and role-configurable management rules
implemented through smart contracts. Permissions are not directly determined
by the position of management roles within the hierarchical structure. Instead,
roles are associated with corresponding manage-ment rules, and the granting
and revoking operations require confirmation from multiple users. This model
enables decentralized organizations with flexible man-agement constraints but
has a relatively limited scope of application.

The integration of blockchain with RBAC opens a rift in centralized access
control, where the system is no longer a single central entity but can have mul-
tiple central entities governing and managing each other. However, the inherent
limitations of RBAC remain a historical challenge.

ABAC Meets Blockchain

Zhang et al. [20] proposed a payable multi-authority Attribute-Based Encryp-
tion (ABE) scheme with outsourced decryption, serving as a solution for shar-
ing electronic health records in the edge computing environment. They specif-
ically designed ciphertext-policy ABE (CP-ABE) with policy hiding to protect
patients’ sensitive information. They utilized blockchain to store public param-
eters, reducing the online time of other entities and improving system efficiency.
Additionally, they employed smart contracts to facilitate fair payments between
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mobile edge computing (MEC) servers and users. Experimental results demon-
strated that blockchain technology addressed the trust issues between MEC
servers and users but did not consider attribute revocation and management. Yan
et al. [21] have integrated blockchain technology with attribute-based searchable
encryption to propose an innovative solution for distributed data sharing. This
solution supports policy concealment and attribute revocation, enabling fine-
grained searchable access to encrypted cloud data. Specifically, the approach
involves storing data ciphertext in the distributed Inter Planetary File System
(IPFS) and securely distributing metadata ciphertext through blockchain smart
contracts, ensuring data integrity and confidentiality. Additionally, they have
designed smart contracts with search auditing capabilities, allowing for dynamic
management of access permissions based on user access behavior and access
periods. Qin et al. [22] have proposed a blockchain-based multi-attribute autho-
rization access control scheme designed for data sharing. They leverage smart
contracts to establish mutual trust among multiple permissions and have devised
four smart contracts to facilitate cross-domain collaboration for multiple permis-
sions. By introducing a secret sharing scheme and an authorization block-chain,
they have successfully achieved cross-domain management for each attribute.
This eliminates the single-point bottleneck present in existing multi-attribute
CP-ABE (Ciphertext-Policy Attribute-Based Encryption) schemes while also
reducing computational and communication overhead between users and mul-
tiple attribute permissions. Additionally, they record access logs on a trusted
and immutable block-chain, allowing data owners to easily monitor user access
behavior. Wu et al. [23] also presented a strategy and attribute-concealing access
control scheme that combines block-chain technology and the ABAC model.
This scheme aims to establish access control that can be audited and preserves
privacy in data-sharing scenarios. It utilizes smart contracts to assess whether
attributes conform to certain policies and employs an additive homomorphic
Dynamic Threshold Public Key Cryptosystem (DT-PKC) cryptographic sys-
tem to encrypt attributes and policies. Multiple blockchain nodes collectively
decrypt the data and use zero-knowledge proof technology to ensure the correct-
ness of the decryption results. This approach effectively prevents attackers from
inferring private information or gaining unauthorized access through informa-
tion on the blockchain. However, it introduces complexity in terms of auditing
and monitoring, making it challenging to provide comprehensive traceability of
access activities. Therefore, striking a balance between privacy protection and
trace-ability remains a challenge in blockchain technology. Li et al. [24] com-
bined traditional RBAC and ABAC models to manage access policies in the
supply chain. Specifically, they adopted the ABAC model as the overall frame-
work, defining entities and attributes, encapsulating various operations among
different entities into roles, and incorporating roles as entity attributes within
ABAC. They designed three smart contracts on Hyperledger Fabric for manag-
ing information, storing access control, and implementing access control policies.
Experimental results demonstrated that this approach leverages the flexibility
of ABAC to achieve fine-grained and dynamic permission management while
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simplifying system permission administration with RBAC advantages. By
utilizing the traceability, tamper-resistance, and decentralization features of
blockchain technology, it addresses trust and information silo issues between
transaction parties, ensuring the security and privacy of medical device informa-
tion in the supply chain.
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Fig. 2. Major components of an access control process.

Implementing blockchain-based ABAC can be achieved through two main
approaches: transaction-based access control and smart contract-based access
control [23]: In transaction-based access control, access policies are stored on the
blockchain in the form of transactions. Users retrieve the necessary information
from the blockchain and make authorization decisions. The authorization results
are then communicated back to the blockchain through transactions. As shown
in Fig. 2. [32]

In smart contract-based access control, attributes and policies are transmit-
ted to smart contracts. When a user’s attributes align with the specified policies,
the smart contract automatically grants access authorization. As shown in Fig.
3.

From a privacy perspective, storing access policies and user attributes directly
on the blockchain ledger is not appropriate. Therefore, we need to explore a
method that strikes a balance between privacy and traceability, such as employ-
ing privacy protection techniques to conceal sensitive information. This issue
holds significant significance in blockchain research.

CapBAC Meets Blockchain
Xu et al. [25] introduced a decentralized capability-based access control scheme
utilizing blockchain, referred to as BlendCAC. This scheme defines two types of
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Fig. 3. Smart contract-based access control.

tokens: Identity-Capability (ICap) tokens, which record subject-specific autho-
rization operations, and Identity-Delegation-Certificate (IDC) tokens, which
document delegation relationships between subjects. Nakamura et al. [26] intro-
duced a delegation graph as an alternative to delegation trees, addressing two
limitations related to BlendCAC: authorization inconsistencies and the syn-
chronous updat-ing of permissions. Liu et al. [27] have proposed a capability-
based access control architecture for managing the identity and access control
of IoT devices, utilizing blockchain and decentralized identifiers (DIDs). Specif-
ically, the access control module collaborates with on-chain smart contracts.
Each DID uniquely corresponds to a blockchain account and allows DID owners
to configure recovery delegation and thresholds. Device owners can use own-
ership credentials to manage ownership relationships of their devices, enabling
them to revoke and reissue credentials to enhance device security and privacy.
This approach offers scalable and lightweight access control, ensuring the secu-
rity and trustworthiness of interactions between devices and servers through
protocol specifications. However, ensuring user privacy and managing DIDs can
be challenging.

4 Discussion

4.1 Access Control Advantages of Blockchain

Compared to traditional models, blockchain-based access control models offer
several advantages, including immutability, smart contracts, and distributed con-
trol.

Immutability Ensures Data Security: One of the greatest strengths of block-
chain is its immutability. Once information is written into the blockchain, it is
nearly impossible to alter or delete. This means that once access permissions are
granted or revoked, the corresponding records are permanently stored, ensuring
data integrity and trustworthiness. This is particularly valuable for protecting
sensitive information and facilitating audit trails.
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Smart Contracts Enable Automated Access Control: Smart contracts on
the blockchain are self-executing computer programs that can automatically exe-
cute predefined actions based on specified conditions. In blockchain-based access
con-trol, smart contracts can be used to implement automated access decisions
[27,28]. For example, when a user requests access to a particular resource, a smart
contract can verify the user’s identity and permissions, automatically granting
access if the conditions are met. This automated access control not only enhances
efficiency but also reduces the risk of human errors.

Distributed Control Enhances Availability: Blockchain is a distributed
system where permission information is stored across multiple nodes. This dis-
tributed nature ensures high availability of access control because there is single
point of failure that could cause the entire system to collapse. Even if some nodes
experience failures, other nodes can continue to execute access control tasks.

Transparency and Traceability: Blockchain’s transparency means that any-
one can view the data and access control rules on the blockchain. This trans-
parency helps build trust since users can clearly understand how access control
decisions are made. Furthermore, the blockchain records the history of every
access request and authori-zation, making audit tracking more accessible and
reliable [29].

4.2 Challenges and Future Prospects

With the continuous development of blockchain technology, it will continue to
have a positive impact on the field of access control. Here are some future
prospects:

Standardization and Interoperability: In the future, we may see more stan-
dards and protocols related to blockchain access control to facilitate interoper-
ability be-tween different systems. This will make it easier to integrate various
blockchain solutions into existing access control systems.

Privacy Protection: Implementing stronger privacy protection measures on
the blockchain will be an important direction. This may involve the application
of privacy computing to ensure that users’ sensitive information is not disclosed
[30].

Performance Optimization: Blockchain’s performance issues have always
been a challenge, especially in large-scale access control scenarios. Future
research and development may focus on improving the performance and scal-
ability of blockchain to meet high-demand requirements.

Multi-Chain and Cross-Chain Solutions: Multi-chain and cross-chain solu-
tions can provide greater flexibility for access control, allowing assets and per-
missions to be more easily interoperable and transferable between different
blockchains [31].
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5 Conclusion

This article delves deep into the fundamental concepts of access control and
its pivotal role in today’s digital landscape. We underscore the challenges and
constraints confronting traditional access control methods, including their static
nature, complexity, capability management, and security vulnerabilities. Sub-
sequently, we explore how blockchain technology addresses these challenges
and elucidate its potential advantages in the realm of access control, such as
immutability, smart contracts, distributed control, transparency, and security.
Blockchain technology introduces novel solutions and possibilities to the field of
access control. Its immutability and distributed nature enhance the credibility
and availability of access control. Smart contracts automate access decisions,
while transparency and traceability foster trust, and security fortifies data and
permission protection. Nevertheless, blockchain technology itself grapples with
performance, scalability, storage costs, and privacy issues, necessitating thought-
ful consideration and resolution in real-world applications. Looking to the future,
we anticipate ongoing development and innovation within blockchain technology
in the access control domain. Standardization and interoperability will facili-
tate integration across diverse systems, privacy protection techniques will bol-
ster the security of personal data, and performance optimization will enhance
blockchain’s usability in high-load environments. Multi-chain and cross-chain
solutions will provide support for greater flexibility, catering to the needs of
various organizations and application scenarios.

In conclusion, blockchain technology brings fresh hopes and opportunities to
the access control field, promising to enhance security and manageability in the
digital landscape. Nevertheless, it demands continuous research and improve-
ment to over-come its inherent challenges and realize its full potential.
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