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Abstract. A general architecture for collection and processing of water
resources data, in terms of quality and quantity, is presented and
discussed. The proposed architecture includes the sensing of physical
and chemical water parameters, data communications, and high levels
of information processing, namely machine learning. The architecture
adopts an Internet of Things perspective and resulted from a survey
of the most commonly measured water quality parameters, processing
and data acquisition computing modules, and communications hard-
ware and software protocols. It integrates state of the art technologies
in the fields of long distance communications, software containers and
blockchain technologies. Geographical information is associated with the
sensor data. The top layer joins data analysis and machine learning of all
the gathered information. Visualization of the raw data and of the results
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of the data analysis and machine learning procedures is also part of the
system. The integration of weather and remote sensing data, and offline
biochemical information is presented in this architecture. The architec-
ture is supported on common commercial of the shelf components and
open source software.

Keywords: Internet of Things · Sensing · System architectures ·
Water resources · Water quality

1 Introduction

Advances in one area of science are eventually accompanied by new possibilities
and advances in related or, sometimes, not so related technological areas. On
the other way, advances in several fields can motivate and boost the progress in
a particular area. As an example, radio astronomy, which moved from a single
very large antenna to farms of small simple standalone antennas, disposed as
an array, was made possible by the advances in the capability of computers to
synchronize and process large amounts of data and fast communications links.
This architecture is common to many applications, namely the deployment of
sensor nodes to monitor environmental parameters scattered along a region or
territory.

The Engage-SKA project1 aims to make the bridge between radio-astronomy
and social good by enabling the transfer of technology to other domains like
smart agriculture, environment and water monitoring.

The paper presents a system for monitoring water surface quality and quan-
tity by deploying several monitoring stations along a vast area. It will collect and
centralize data in the cloud. The information will be subject to data analysis
and machine learning procedures with the addition of data from other sources,
namely remote sensing. Water has been considered to be among the main social
resources [4], being unlike any other because it is an essential component of all
forms of life. Its scarcity and value have always marked the need for its public
administration and regulation. Not only the quantity but also an adequate qual-
ity is essential for the well-being and health of populations. Therefore, a careful
monitoring of water quality and the judicious management of water quantity is
a major concern in all countries, particularly in southern Europe, where water
is becoming a precious and scarce resource. The need to monitor the water
resources is becoming even more relevant in industrialized countries due to pol-
lution and contamination and to the increasing demand of this resource, aggra-
vated by climate change [7]. Smart environmental monitoring, in which smart
water monitoring can be included, catalyzes progress in the capabilities of data
collection, communication, data analysis and early warning [5].

Recent technological advances in sensors, microcontrollers and communica-
tion’s technologies, with a significant drop on the energy consumption and cost,
1 Enable Green E-Sciences for the Square Kilometer Array (Engage SKA), https://

engageska-portugal.pt/.

https://engageska-portugal.pt/
https://engageska-portugal.pt/
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led to the Internet of Things (IoT). For the continuous monitoring of water qual-
ity and quantity with the aim to improve efficiency in the use of water resources,
IoT based systems may be adopted [11,16,20,21]. Following the study of a set
of state of the art papers describing water monitoring systems, the design of
the architecture of a smart surface water monitoring system is presented with
the corresponding hardware and software infrastructure. The system is designed
to employ cutting edge processing platforms, sensors, communications infras-
tructures and protocols, and cloud based software to provide a complete water
quality and quantity monitoring architecture.

The state of the art of smart water monitoring using an IoT approach is
the topic of Sect. 2. It presents the results of a survey on published work on
this type of systems during the last few years. The latter survey substantiates
Sect. 3. It starts with a layer based description of a general system for smart
water monitoring and presents a general architecture of a water quality and
quantity data collection and analysis IoT based system. The paper concludes
with a summary of the main aspects of this work, its relevance for water as a
social good and some perspectives for future research in Sect. 4.

2 Smart Water Monitoring

There is not a single method that covers all water monitoring situations and for
each case the best method should be investigated to monitor water resources in
that particular case [23]. However, there are a couple of architectures that can
be applied to a broad range of situations [1,5,8].

Surface water monitoring implies the acquisition of data at a set of different
locations along the water surface, at different depths and at regular time intervals
[2,6]. The data can be used to establish the water’s quality and quantity and,
associated with a pattern recognition system and information from other sources,
provides the possibility to preview future problems, for example in terms of
biological or chemical contamination. It may also provide hints about climate
change consequences.

The IoT is playing a major role in monitoring water quality and quantity in
real time. An IoT system comprises both the monitoring of a single thing or the
interconnection of millions of things, with the ability to deliver complex services
and applications [13].

Among the reasons for the rapid increase on the quantity of IoT systems
is the availability of low-cost, energy efficient and powerful hardware for sens-
ing, acquiring, processing and transmitting data to the cloud. Ubiquitous equip-
ment in these systems are microcontroller units (MCUs), cost-effective devices
that meet the real-time needs faced by IoT applications with the lower-power
constraints of this kind of systems, including data-acquisition (DAQ) and com-
munication capabilities [3]. Also, single board computers (SBC) have become
increasingly present in IoT systems. These devices, capable of running a full
operating system, increase the capabilities of local nodes, namely by boosting
the processing power and data storage [10].
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From published reviews on the subject [5,14,18] three main subsystems stand
out in a smart water monitoring system: the data collection subsystem, at the
device layer; the data transmission subsystem, at the network layer; the data
management, including data storage and high level processing, subsystem, at
the service support, application support and application layers [9].

The data collection system includes the sensors and the DAQ and pre-
processing hardware (mainly built with MCUs and SBCs). The data transmission
subsystem includes the transmission hardware and communication protocols.
Finally, the data management subsystem includes the data storage, the data
visualization and analysis components.

A survey over published work presenting this kind of systems was carried
out to collect the most common options and their evolution within these three
subsystems. A synthesis of the survey results for the sensed parameters is pre-
sented in Table 1. The DAQ and pre-processing hardware is shown in Table 2
and Table 3 refers to data communications.

Table 1. Physical and chemical parameters commonly measured in recently proposed
smart water quality systems built within an IoT approach: potential of hydrogen
(pH), temperature (T ), turbidity (TU), electrical conductivity (EC), dissolved oxygen
(DO), water level (WL), water flow (WFl), oxidation and reduction potential (ORP ),
nitrates (NO−

3 ), ammonia (NH3), carbon dioxide (CO2), nitrites (NO−
2 ), total dissolved

solids (TDS), ammonium (NH+
4 ), sulfates (SO2−

4 ), carbon monoxide (CO), phosphates
(PO3−

4 ), water depth (Wd), water pressure (Wp), salinity (S). [15–18]

Sensed parameters # IoT Syst. Freq.

pH 41 55%

T 40 54%

TU 26 35%

EC 19 26%

DO 18 24%

WL 10 14%

WFl 7 9%

ORP 6 8%

NO−
3 4 5%

NH3 3 4%

CO2 3 4%

NO−
2 2 3%

TDS 2 3%

NH+
4 1 1%

CO 1 1%

PO3−
4 1 1%

Wd 1 1%

Wp 1 1%

S 1 1%
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The most commonly measured physical and chemical water parameters are
those that can be obtained from common commercial off the shelf (COTS) sen-
sors: potential of hydrogen (pH), temperature (T ), turbidity (TU), electrical
conductivity (EC), dissolved oxygen (DO), water level (WL), water flow (WFl),
oxidation and reduction potential (ORP ). The total dissolved solids (TDS)
parameter has a very low occurrence but this may be related to the fact that
it is usually obtained from the EC value. The same is true for salinity (S), a
parameter often present in water quality monitoring systems within aquaculture.
Less common measured water parameters are those obtained with more specific
sensors, namely ion-selective electrodes: nitrates (NO−

3 ), ammonia (NH3), car-
bon dioxide (CO2), nitrites (NO−

2 ), ammonium (NH+
4 ), sulfates (SO2−

4 ), carbon
monoxide (CO) and phosphates (PO3−

4 ). Also water depth (Wd) and water pres-
sure (Wp), parameters that are correlated, have a very low occurrence, though
they can be measured with commonly used COTS sensors.

Table 2. Devices used for sensor control, DAQ and data pre-processing in recently
proposed smart water quality systems built within an IoT approach: Microcontrol-
ers (MCU), Single Board Computers (SBC) and Field Programmable Gate Arrays
(FPGA). Though most of the MCUs are used in the form of development boards, the
specific chip is listed. [17,18]

Config. Line MCU Model SBC model FPGA model # IoT Syst. Freq.

MCU ATmega ATmega8 1 47%

ATmega16 1

ATmega128 1

ATmega328 7

ATmega2560 3

ATmega1281 3

ARM32 ESP8266 1 23%

ESP32 1

STM32F767 1

STM32F103 1

LPC1768 1

LPC2138 2

LPC2148 1

SBC Galileo GalileoGen2 1 3%

RPi RPi B+ 1

RPi 3 2

MCU+SBC ATmega+RPi ATmega2560 RPi 3 1 6%

ATmega1281 RPi 3 1

ARM32+RPi Kinetis K66 RPi Zero 1

FPGA CycloneV 1 9%

AlteraNiosII 1

PSoC 5LP 1
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MCUs used in these systems usually control the sensors and the data acqui-
sition. Sometimes they also preprocess the data, and send it to the transmission
subsystem. They are generally used in the form of development boards. Some of
these devices and/or development boards also feature wireless communication
capabilities. Most of the systems are made with 8 bits AVR MCUs from the
ATmega line. The ATmega328 series, which is the basis of the Arduino devel-
opment board is the most used. More recent systems include more powerful 32
bits ARM Cortex-M MCUs from several lines, used in the form of development
boards. Low-cost and low-energy MCUs from the SMT32 line and from the ESP
8266/32 line, featuring wireless communications capabilities, are used in the
most recent systems.

SBCs usually appear in two configurations: either replacing the MCUs for
sensors control and DAQ, or working as data aggregators and/or communication
gateways. In this latter configuration they receive data from MCU/SBC based
sensor nodes, process it and sent the result to a remote server. The majority of
these SBCs belong to the Raspberry Pi set of microcomputer boards.

A very small part of the systems use Field Programmable Gate Arrays
(FPGA) or a combination of MCU and FPGA for DAQ and pre-processing. It
is a solution that gives the possibility of system reconfiguration, but it typically
comes at a higher implementation cost.

Table 3. Communication technologies used in recently proposed smart water quality
systems built within an IoT approach: technology and range/classification. Local Area
Network (LAN), Wide Area Network (WAN), Low Power (LP). [15,17,18]

Technology # IoT Syst. Freq.

ZigBee Short-range/LPLAN 21 43%

WiFi Short-range/LAN 13 27%

Cellular Networks Long-range/WAN 14 29%

Ethernet Short-range/LAN 12 24%

LoRa Long-range/LPWAN 4 8%

Others − 4 8%

IEEE 802.15.4 Short-range/LPLAN 3 6%

Communication technologies used in these systems generally include short
and long range classes. Some systems use only one class, others include both of
them, depending on their configuration: single station, local or remote systems,
or multiple sensing nodes (sensor network) systems. All cases may include wired,
wireless or both types of communication.

Wired communications are mostly over Ethernet, though there are a few
cases of other types such as RS232, RS485, and SDI-12.

Most systems are based on a wireless sensor network, with low-power Zig-
Bee (and other variants of IEEE 802.15.4) being predominant for short-range
communications. LoRa technology, despite having a very small expression in the
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set of systems analyzed, is increasingly popular within the IoT community. It
is chosen, in particular, for water monitoring systems, because of its long range
and low power features.

We excluded from this description the communication at sensor components
and DAQ hardware level, with different protocols like UART, I2C or SPI.

3 IoT System Architecture for Water Monitoring

The subject of this section is the presentation and description of a general IoT
based system architecture for water monitoring. The layer based diagram is
discussed in Subsect. 3.1 and it shows how the data starts to be collected at the
lowest levels and flows through the system up to the point where it is presented to
the users. The system architecture is presented and discussed in Subsect. 3.2. It
uses the results of the state of the art analysis and incorporates several diverse
data input sources. Namely data collected from sensors, remote sensing and
asynchronous file based inputs.

3.1 IoT Based Architectures

An IoT system’s architecture may be represented using different types of dia-
grams [19]. A widely adopted IoT reference architecture organized on layers,
where each layer groups modules offering a cohesive set of services, is the one
defined by the International Telecommunication Union (ITU). It consists of four
layers: devices; network; service support and application support [9].

A layer based diagram for the proposed architecture of a general IoT sur-
face water monitoring system is represented in Fig. 1. At the lowest level, the

Fig. 1. A layer diagram of a general IoT water data collection system: each layer
encompasses modules that offer a cohesive set of services.



74 J. M. Santos et al.

nature level, we have the sources of data: surface water and the atmosphere. The
parameters information is collected at the device layer, which comprises sensors,
MCUs and SBCs. Sensors are at the lower level of the IOT water data collection
system. They are responsible for sensing the physical and chemical parameters
from the surface water and from the surrounding atmosphere, and convert them
to electrical signals. At the next level, MCUs and SBCs acquire these signals, in
digital or analog form, and convert them to an adequate digital format, ready
to be sent through data communication hardware, to the network layer.

The network layer comprises the communication technologies and data trans-
mission protocols. It is responsible for receiving the data from the data collection
subsystem and transport it to other smart things, network devices and servers.

The choice of communication technologies is defined by the existing condi-
tions at the data collection site, in particular the geographical conditions, the
communications infrastructure and the power sources. As depicted in the dia-
gram, it can be the long-range, low-energy LoRa transmission hardware or other
communication technologies: GSM, GPSRS, 3G, 4G, 5G. It may even be the
combination of more than one of these technologies. Data exchange protocols
are responsible for communications with the service support and the applica-
tion support layer. The diagram represents a series of application protocols like
LoRaWAN, MQTT, HTTP, WebSockets and COAP, commonly used in IoT sys-
tems.

The service and the application support layer, represents services that enable
IoT applications and services. This level comprises the treatment, analysis and
storage of the collected data. The data must be stored and used intelligently
for smart monitoring and actuation. In the field of database technology, there
are two primary types of databases to store data: relational databases and non-
relational databases. There are numerous commercial and open-source options
for each form. In certain instances, having different kinds for different tasks is
a better option. The use of an external blockchain technology system for data
storage and sharing, offers the benefit of providing a safe, easy-to-manage and
accessible mechanism to share data among multiple clients due to immutable
data and decentralization [22].

To extract high-level knowledge from the collected and stored data the infor-
mation quality is important. The quality of the information from each sen-
sor depends on several factors, namely errors in measurements, precision and
accuracy of the data collection, the devices’ environmental noise and the dig-
ital conversion of the observation and measurements [12]. Data analysis and
machine learning methodologies are nowadays common. IoT systems generate
large amounts of data. This is foreseen in this general system architecture. Based
on historical data, it is always possible to generate detailed perceptions into past
events by using advanced machine learning techniques. The prediction of future
events, namely due to climate change, is present in the architecture.

The top level includes the visualization of the collected and processed data. It
includes predictions and action suggestions. The integration of geographic infor-
mation system (GIS) and the usage of remote sensing tools and data provides a
rich integration of information from in-situ with that from satellite sources.
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3.2 A General Architecture for Smart Water Monitoring
and Analysis

The proposed general architecture of a water quality and quantity data col-
lection and analysis system is represented in Fig. 2. This may be divided into,
grosso modo, the following types of data processing subsystems: data collection,
data transmission and data management, which includes storage and high level
processing.

The data collection subsystems are: the water quality module; the water quan-
tity module; the evaporation module; the weather station module; the manual
data sources input and the GIS system. The water quality module includes the
acquisition of the most common physical and chemical water quality parame-
ters, as shown in Table 1, namely: total dissolved solids (TDS); dissolved oxygen
(DO); turbidity (TU); water temperature (TW ); oxidation and reduction poten-
tial (ORP ); potential of hydrogen (pH); electrical conductivity (EC). The water
pressure (Wp) is included to indicate at what depth the parameters are measured.
The MCU, already incorporating the SMBus/I2C protocol, collects data from
some of the sensors, namely: pH; T ; ORP ; DO and EC. The remaining param-
eters are converted to the digital form using analog to digital converters (ADC)
with I2C output. The water quantity module acquires the data relative to water
flow (WFl) and water level (WL), either in digital form or in analogue form with
proper ADC circuits. The weather station module collects air temperature, air
humidity, precipitation, wind velocity and direction, luminosity and UV radia-
tion data. The evaporation module, collects the water level variation in a class-A
evaporation pan and refills the pan with water when necessary. The manual data
sources subsystem allows the incorporation of non-periodic bio-chemical data,
resulting from water samples analyzed in the laboratory, in the DBMS data stor-
age. The data analysis system uses this data for more complex machine learning
procedures.

There are two types of data communications present in the system. The first
type is short distance wireless communication between local system’s compo-
nents. An example is the weather station. The sensors are placed some meters
away from the microcomputer unit. The sensors data is captured and decoded
with a software defined radio package installed at the microcomputer and after-
wards sent to the LoRaWAN gateway. The second type is a long distance wireless
communication based on the LoRa hardware and LoRaWAN software protocol
architecture. The water quantity, water quality and weather station modules are
each considered and registered as devices in the LoRaWAN network/application
server. The data sent by these modules is therefore ciphered and uniquely iden-
tified in the system. The data is sent through a LoRa gateway registered at the
LoRaWAN application server. The LoRa gateway receives the information from
the devices that can be placed at distances ranging from some tens of meters
to some kilometers away. The LoRa transmission frequency is in the 868MHz
band. The LoRa gateway forwards the data through the 3G/4G network using an
MQTT broker to publish the data and exchange control data with the LoRaWAN
network/application server.
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Fig. 2. The architecture of a water quality and quantity system based on the most
common elements of an IoT approach.

The servers are launched using a Docker container based infrastructure.
Namely the LoRa network/application server; the Node-RED data monitoring
and visualization subsystem; the data storing app; the blockchain storage; the
DBMS data storage and the data analysis system. The Docker container services
are run in a Linux system.

The Node-RED data monitoring and visualization system provides a real time
view of the status of the sensors using the Node-RED dashboard user interface.

The data storing app subscribes the MQTT broker for all the topics from
the sensors and stores the information using the DBMS data storage server.
The latter is a traditional relational model based server with geographical data
representation extensions.

The GIS system uses the data from the sensors and geographical information
data, like maps and remote sensing information, to enhance the data analysis
capabilities. A non corruptible data image is maintained using blockchain storage.
Critical data is kept by this subsystem.
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The most complex subsystem in the architecture is the data analysis system.
A large set of tasks are assigned to this system centralized around a Python
based web framework. The system takes the data made available by the DBMS
data storage server and using machine learning methods, provided by common
Python packages, provides high level analysis to the users. This system also
incorporates geographical data analysis with a Python based API for the GIS
system.

4 Conclusions

Water resources have always had primacy among social goods, particularly with
regard to water quantity and quality. With the accelerated pace of climate
changes, its judicious use becomes more and more pressing and it is crucial
to have immediate access to data that reliably characterizes it in order to bet-
ter manage such a precious resource. The IoT revolution has made possible the
collection of vast amounts of data from the physical world, in particular from
the environment. IoT-based water and resource quality sensing systems using
commercial off-the-shelf (COTS) components provide a fast and scalable way
to deploy real-time in situ monitoring and data collection solutions. From the
analysis of systems that comply with these characteristics a general IoT based
architecture is proposed that generalizes the applicability to water resources, not
only with a comprehensive set of water quality parameters, but also with water
quantity data from in situ continuous monitoring. The architecture goes further,
adding to the data collected continuously also in situ data from other sources:
manually collected; remote sensing originated and from GIS, and a modern data
analysis system.

The use of modern pattern recognition systems, machine learning and artifi-
cial intelligence software, together with techniques to guarantee the reliability of
the information, will provide a dynamic, easy-to-follow, insight into the evolution
of water quality and water quantity and the consequences of climate change and
other human-related activities, such as pollution sources. The concrete imple-
mentation of cost-effective devices under the framework of this general architec-
ture is underway in order to build a complete prototype of the proposed Smart
IoT System for Water Monitoring and Analysis. Future work includes the testing
of the prototype on location to begin the initial deployment of the whole system.
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