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Abstract. Quantum computing has shown great advancement in recent
times. With significant properties like Quantum superposition and Quan-
tum entanglement, the time required to evaluate a function in polynomial
time has reduced significantly. The meta stable nature of the Quantum
bits (Qubits), has opened doors for a wide research in network optimiza-
tion and security. This paper proposes a novel Multi-user Qubit sharing
scheme called the QSMA. Classical bits of information can be shared
among multiple transmit and receive users using minimal number of
Qubits. Protocols like superdense coding have been used to encode clas-
sical bits of information to Qubits. Mathematical transformation tools
like the Quantum Fourier transform (QFT) have been incorporated to
enhance the security of the QSMA system.
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1 Introduction

Quantum computation, derived from Quantum physics, is an emerging field
which has shown significant progress and applications in the field of network-
ing and security. Its inbuilt properties like superposition and entanglement have
made way for Quantum computers which can solve polynomial equations much
faster than a classical computer. The other important application called the
Quantum key distribution is widely used for security purpose.

1.1 Qubits and Measurement

Quantum computing is based on the Quantum bits or Qubits. They are a linear
combination of computational basis states. The spin of an electron or a photon
polarization can be considered as examples of Qubit. Mathematically, a Qubit
is defined as [1))= «|0) + B]1), where |0) and |1) are orthogonal computational
basis states. a and 3 are complex numbers. The Qubit exists simultaneously in
|0) and |1) states which is called the ‘superposition’. This is said to be in a quasi
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stable state and when ‘Measured’, gives a stable state |0) or |1) with probability
|a|? or |B|? respectively. Also,

o + 151" =1 (1)

Alternately, a qubit can be written in vector form as

H @

Multiple Qubits can be represented by tensor product of individual Qubits.
A system with n-Qubits can be represented as

n—1
|0z 1220 Tp 1) = Z ok |Tk) (3)
k=0
where,
n—1
> lakl?=1 (4)
k=0

In vector form qubits can be written as

Qg
(€3]
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1.2 Quantum Gates and Circuits

Just like classical gates, quantum computing uses quantum gates. For our refer-
ence, we have used the following quantum gates, Identity, Hadamard, Pauli-X,
Pauli-Z, Controlled-NOT and Controlled-Z gates. The matrix form of the gates
can be found in [1].

1.3 Quantum Fourier Transform (QFT)

In quantum computing, the quantum Fourier transform (QFT) is a linear trans-
formation on quantum bits, and is the quantum analogue of the inverse discrete
Fourier transform.

The quantum Fourier transform can be performed efficiently on a quantum
computer.

In case that |z) is a basis state, the quantum Fourier Transform can be
represented as

;N
VN k=0

Wi [k) (6)
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In case N = 4, the transformation matrix becomes

1 1 1
1 —1 —1

1.4 Inverse Quantum Fourier Transform (IQFT)

The inverse quantum Fourier transform (IQFT) is a linear transformation on
quantum bits, and is the quantum analogue of the discrete Fourier transform.

In case that |k) is a basis state, the inverse quantum Fourier Transform can
represented as

| Nl
ﬁ Z w;,"k |) (8)

k=0
In case N = 4, the transformation matrix becomes
11 1 1
1—i—1 1
IQFT,=1/2 1-1 1 -1 (9)
14 —1—i

1.5 Challenges in Multi-user Quantum Communication and
Quantum Internet

Security: The classical bits which are encoded to qubits must be secure through-
out the communication channel away from the risk of decoding by an evesdrop-
per. The main challenge is to ensure security at each intermediate node. Hence
the security algorithms used to encode must be complex and random in nature.
The idea is to transform the qubits over a computationally large eigen basis.

Scalability: The multi-user quantum communication system must be flexible for
upgradation to higher order system using minimal changes.

Optimization: The multi-user quantum communication system involves large
number of mathematical transformations. Hence more number of gates are
required to evaluate when compared to a classical communication system.

1.6 The Paper is Arranged as Follows

The proposed Multi-User Quantum Communication System Model using QSMA
is illustrated in Sect. 2. This section includes basic architecture for a n-user sys-
tem using QSMA. QSMA for 2-user system is described in Sect. 3. Mathematical
model for2-user system is provided in Sect. 4. Simulations are present in Sect. 5.
Section 6 lists the advantages of the proposed system. Results and Discussion
are in Sect. 7. Section 8 provides the conclusion and future works planned for
this proposed system. The last section provides acknowledgment followed by
references used in this paper.
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2  Multi-user Quantum Communication Using QSMA

A multi-user quantum communication network system for 2K transmitter users
and 2K receiver users is proposed. Figure 1 shows K transmitter side users send-
ing Classical Binary Bits to QSMA Transmitter 1 which converts these binary
bit sequence to Qubit using Super Dense Coding. The output of these are sent
to transmitter side switch which does QFT operation. At the receiver side the
IQFT is performed by Receiver side Switch and send the recovered qubits to
QSMA receivers, which in turn does Superdense decoding and send binary bits
to respective users.

Transmit-side Receier-side
Network Element Network Element
Like a Like a
Switch/Router Switch/Router

TRANSMIITER RECEIVER
Transmitter Receiver
domain Equipment domain Equipment
User 1 Bits i » User 1 Bits
QSMA "~ QsMA
User 2 Bits Transmit » Receiver »User 2 Bits
ter 1 1
User K Bits » User K Bits
QFT IQFT
User K+1 > » User K+1
Bits \ R Bits
User K+2 QSMA > QSMA » User K+2
Bits Transmit ‘ _ | Receiver Bits
ter 2 ' ™2
User 2K > User 2K
Bits Bits

Fig. 1. Multi user QSMA system

2.1 Qubit Share Multiple Access Scheme (QSMA)

The idea of QSMA is to multiplex the classical user bits using the proposed
QSMA circuit. The QSMA circuit contains multiple Superdense coding circuits
based on the number of Users. For example, let us consider the case where 4
classical data bits is considered. We need 2 superdense coding circuits to imple-
ment the same. Our Qubit sharing idea starts with a multiplexing unit say M
embedded in our QSMA circuit. Our theory is based on the fact that these four
data bits can come from different number of cases/Users as shown below
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1. Two users with two classical bits each.
2. Three Users, with Ul- 1bit, U2- 1 bit and U3- 2 bits.
3. Four Users with each one classical bit.

As we can see, all the above 3 cases can be accommodated using our proposed
QSMA circuit for 4 classical bits. Our following sections describe in detail about
case-1.

2.2 Super Dense Coding

The superdense coding can be divided into three steps as given below [4].

Transmitter Receiver

Fig. 2. Superdense coding circuit

Stepl: Entangled Bell Pair. The Superdense coding starts with a third party
say Charlie which has two Qubits. These two Qubits are processed to form an
entangled Bell pair. The step by step procedure to form an entangled Bell pair
state is given below. Both the Qubits are initially set to |00). Then, a Hadamard
gate (H) is applied on the first Qubit |0) to create the superposition |+). So we
get the state as,

1
V2

After that, a CNOT gate (CX) is applied using the first Qubit |+) as a
control and the second Qubit |0) as the target. Here we get the entangled bell
pair state as

+0) = —=(100) + [10)) (10)

—=(100) + 1) (1)
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Step2: Superdense Encoding. Charlie sends the entangled Bell pair Qubits
to two people, say Alice and BOB. Alice receives the first Qubit and BOB receives
the second Qubit. The main idea of this protocol is for Alice to send 2 classical
bits of information to Bob using her qubit. But before Alice sends, she needs to
apply a set of quantum gates to her qubit depending on the 2 bits of classical
information she wants to send to BOB. This is achieved using a controlled Z
and a controlled NOT gate in sequence as shown in Fig. 2.

The Table1 shows the Quantum gates required for encoding each pair of
classical bits:

There are 4 cases based on two-bit strings a and b:

Table 1. Superdense encoding table

a | b | Quantum gate | Final state

001 =5(100) + [11)) = |Boo)
01X 7<|01>+|1o>> |ou)
102 2-(/00) = [11)) = [B10)
11 X% —5(101) — [10)) = |B11)

Step3: Superdense Decoding. Alice then sends its encoded qubit to BOB
and BOB uses his qubit to decode Alice’s message. Bob applies a CNOT gate
using the Alice’s qubit as control and Charlie’s Qubit as target. BOB then applies
a Hadamard gate and performs a measurement on both qubits to extract Alice’s
message. The step by step decoding process is shown in Table 2.

Table 2. Superdense decoding table

Initial state After CNOT After H|a|b
i(|00>+|11>) L(\00>+\10>) |00) 0/0
—2(|01>+|10>) 7(\01}+\11)) |01) 01
=5(100) — [11)) | 25(100) — [10)) [[10) |10
—5(101) — [10)) | 75 (/01) — [11)) | [11) 171

3 Proposed Qubit Share Multiple Access Scheme
for 2-Users
3.1 Transmitter Side Modulation

For demonstration purpose we consider a 2-User system with two classical bits
ecach. Let a1 and b; be the classical bits of Userl and as and by be the classical
bits of User2.
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Superdense Encoding. Let the 3rd party provide four Qubits |Q1Q2Q3Q4)
for encoding the four classical data bits using super dense coding. For a n User
system we use n-Superdense coding circuits. Initially

|Q1Q2Q3Q4) = |0000) (12)

We use two superdense encoding circuits for 2-users as shown in Fig. 3. Based
on Sect. 2.2, let the classical bits [a1b;] of User-1 be encoded using the Qubits
|Q2Q1) using the quantum gates as specified in Table 1. Similarly let the classical
bits [azbs] of User-2 be encoded using the Qubits |Q3Q4). Let the system state
after superdense encoding be

|Q15Q25Q35Qus) (13)

Quantum Fourier Transform (QFT). Quantum fourier transform is used
as a channel encoding method to modulate the superdense encoded Qubits. For
a n-User system we use n-Qubit QFT model. For example for a 2-User system,
we use 2- Qubit QFT model. The superdense encoded Qubits |Q25) and |Q3s)
are passed through the QFT block as shown in Fig. 3. Please note that we send
only these two Qubits for QFT encoding as the transformation is required only
on these two Qubits. Then, the system state after QFT encoding becomes

|Q15Q255Q355Q4s) (14)

3.2 Receiver Side Demodulation

Inverse Quantum Fourier Transform (IQFT). The received signal is
passed through the IQFT block as shown in Fig. 3. After IQFT, the superdense
encoded Qubits |Q2s) and |Q3s) are recovered. So, the system state after IQFT
decoding becomes

|Q15Q25Q35Qus) (15)

3.3 Superdense Decoding

Based on Sect. 2.2, we decode the classical bits of User-1 and User-2. We use
two superdense decoding circuits as shown in Fig. 3. Let the system state after
superdense decoding be

|Q15pQ25pQ35pQ4sD) (16)

3.4 Measurement and User Bit Recovery

After measuring the four Qubits |Q1sp), |Q2sp), |Q3sp) and |Qisp) we get the
classical bits b1, a1, as and by respectively as shown in Fig. 3.
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Fig. 3. Proposed QSMA circuit for 2-users

4 Mathematical Example for 2-User System

Considering a 2-User system, where the transmit User-1 classical bits are [a1b1]
= [01] and transmit User-2 classical bits are [a2b2] = [10].
4.1 Superdense Encoding

Each User has a superdense coding circuit. Hence for each User, computation
can be done separately using two Qubits. The upper section

|Q2Q1) (17)

is for User-1 and the lower section

|Q3Q4) (18)

is for User-2.

Note: For Upper section as per Fig. 3, the superdense coding circuit is upside
down. Hence the order |Q2@Q1) is considered henceforth.
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For User-1, the initial state is

|Q2Q1) = [00) (19)
After applying Hadamard gate and C-NOT gate, we get the entangled state as
1
—(]00) + |11 20
\/5(\ ) +[11)) (20)
After applying ‘X’ gate on |Q2), we get the state as
|Q25Q15) = *(I10> +101)) (21)
V2
For User-2, the initial state is
|Q3Q4) = [00) (22)
After applying Hadamard gate and C-NOT gate, we get the entangled state as
1
—(]00) 4+ |11 23
\/5(\ )+ [11)) (23)
After applying ‘Z’ gate on |Q3), we get the state as
|Q35Qas) = *(|00> 11)) (24)
f

4.2 QFT

2-Qubit QFT is applied to the two superdense encoded Qubits |Q2s) and |Q3s).
let the system state after QFT be

|Q15Q25EQ355Q4s) (25)

4.3 IQFT

IQFT on the received signal will give the initial superdense coded Qubits because
QFT x IQFT = I as shown in Fig.4 So, then the system state after IQFT will
be

|Q15Q25Q35Qus) (26)

After IQFT, For User-1, the state is
|Q25Q15) = 7(|10> +101)) (27)

After IQFT, For User-2, the state is
|Q35Qus) = (|00> |11)) (28)

%\
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Fig. 4. Indentity property of QFT and IQFT blocks

4.4 Superdense Decoding

2l

For Superdense decoding, first a controlled-NOT is applied

For User-1, the state becomes

L (11) + o1)

Sl

2
For User-2, the state becomes
1
V2

Then, after applying Hadamard gate,
For User-1, the state becomes

(100) — [10))

|Q2spQ1sp) = |01)

For User-2, the state becomes

|Q3spQasp) = |10)

4.5 Measurement and User Bit Recovery

b1

az

ba

(30)

After measuring the four Qubits |Q2sp), |Q1sDp), |@3sp) and [Qisp) we get the
classical bits a1 = ‘0, by = ‘17, as = ‘1’ and by = ‘0’ respectively.

5 Simulation of 2 User System

The proposed Quantum communication network was simulated using Quirk

Quantum simulator tool [10] for 2 transmit users and 2 receive users.

In this simulation the classical data for user 1 is shown in the top two lines.
The classical data for user 2 is shown in the bottom two lines. Lines 3 and 4
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Fig. 5. Quantum communication network simulation for 2 transmit users and 2 receive
users with user data bits a1 =0 and by =0and ac =0 and bs = 0.
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Fig. 6. Quantum communication network simulation for 2 transmit users and 2 receive
users with user data bitsa; =0 and by =1and aso =0 and by = 1.

simulate the superdense codingcircuit for user-1 and lines 5 and 6 simulate the
superdense coding circuit for user-2. The 2 encoded qubits on one lines 4 and 5
are fed to the QFT module at the switch. The Output of the QFT is transmitted
to the receiver side router/switch over the Quantum Internet. At the receiver
side router/switch, Inverse QFT is performed and the first 2 qubits on lines 3
and 4 are sent to User 1 at receiver and the next 2 Qubits on lines 5 and 6 are
sent to user 2 at receiver side. At the receiver, C-NOT operation followed by
Hadamard is performed on lines 3,4,5 and 6. The resulting Qubits on lines 3,4,5
and 6 are measured. The 4 measured outputs are in classical form. As expected,
the receiver data is matching with classical data sent. These simulation results
show that the proposed multi-user Quantum Communication system using QFT
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Fig. 7. Quantum communication network simulation for 2 transmit users and 2 receive
users with user data bitsa; =1 and by =0and az =1 and by = 0.

) AR on . A
A I
|0) On on = l =
® oA
(h | [ ] - AN
& 2] ol )
: ® o—A— |-
|0) iy on on = L =
|0) On on = l =

@

Fig. 8. Quantum communication network simulation for 2 transmit users and 2 receive
users with user data bitsa; =1 and by =1and az =1 and bs = 1.

is secured and can be scaled for more number of users. Simulation results for
4 different combinations of classical bits are shown in Fig.5, Fig.6, Fig.7 and
Fig.8.

6 Advantages of the Proposed System
The following are the advantages of the proposed Multi User system.
1. Optimization: Minimal number of Qubit operations are required for imple-

mentation. With the help of super dense coding, only one qubit is modified by
the User Alice using quantum gates and QFT.
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2. Added security: The quantum fourier transform (QFT) adds additional secu-
rity over the standard super dense coding. It becomes highly difficult for the
evesdropper to decode the qubits.

3. Scaling: The proposed 2-User system can be scaled to a n-User system linearly.
One has to only use higher number of superdense coding circuits and higher order
QFT and IQFT blocks.

4. User data multiplexing using QSMA: The user data bits can be multiplexed
in various combinations using the proposed QSMA scheme. This enhances the
robustness of the Multi-user system.

7 Results and Discussion

In this paper, a multi user communication system is proposed using QSMA.
It is shown that the user classical bits can be transmitted and received using
superdense coding. The QFT/ IQFT encoding/decoding at the core network
provides extra security making it difficult for the evesdropper to decode the user
bits. Simulation results for various combination of classical bits are also shown.
The mathematical model for the proposed system is also shown. The QSMA
system for higher number of users can be implemented as the proposed system
is scalable. One has to only use higher number of superdense coding circuits and
higher order QFT and IQFT blocks. Different ways of combining user data using
a multiplexing unit is also shown.

8 Conclusion and Future Works

In conclusion, the paper has provided a novel multi-user scalable network for
the quantum internet. Though the practical implementation might take time,
but owing to the recent advancement in quantum physics, one can be optimistic
for realizing a physical system in near future. The future works would include
optimizing the total number of qubits used in the core network system. This
would reduce the complexity and time while keeping the security of classical
bits intact.
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