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Abstract. Smartphones and other mobile devices have seen an unprece-
dented rise in use among consumers. These devices are widely used in
public locations where traditional computers could hardly be accessed.
Although such ubiquitous computing is desirable for users, the use of
mobile devices in public locations has led to rising privacy concerns.
Malicious individuals can easily glean personal data from a mobile
device screen by visual eavesdropping without a user’s knowledge. In
this paper, we propose two schemes to identify and protect private user
data displayed on mobile device screens in public environments. The first
scheme considers generic mobile applications’ complex user interfaces as
an image, and uses a deep, convolutional object detection network to
automatically identify sensitive content displayed by mobile applications.
Such content is then blurred against shoulder surfing attacks. To allow
users to identify custom fields in applications that they think should
be hidden, we introduce methods for dynamic sample generation and
model retraining that only need users to provide a small number of seed
samples. The second scheme focuses on web applications due to the pop-
ularity of the web platform, and automates the detection and blurring
of sensitive web fields through HTML (HyperText Markup Language)
parsing and CSS (Cascading Style Sheets) style modification as show-
cased via a Chromium-based browser extension. Evaluations show the
effectiveness of our schemes.

Keywords: privacy * mobile phones + web browsing + obfuscation -
shoulder surfing attack

1 Introduction

Mobile devices such as smartphones and tablets have rapidly grown in popularity
in recent years. These types of devices offer unparalleled convenience and ease
of access for end users who increasingly need to be able to access applications
and services on the go. Estimates of smartphone sales trends have shown that
the market has rapidly grown since the early 2000s. In 2021 alone, smartphone
manufacturers sold an estimated 1.43 billion devices [1]. This was an enormous
increase over estimates in 2007 which placed sales at only 122 million units [2].
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With this saturation of mobile devices among consumers, usage has likewise
increased rapidly in public spaces.

Due to the convenience of having access to emails, text messages, and other
applications, individuals frequently utilize devices in scenarios such as eating,
riding a subway, or while walking where others behind or to the side of a user
can easily see or visually eavesdrop the content on their device screens [3]. This
clearly constitutes a privacy and security risk, as a majority of users are likely
to access sensitive apps in public [4] such as text or productivity.

Although there exist privacy screen filters and protector products for mobile
devices, they suffer from several drawbacks. They can only address visual eaves-
dropping attacks that come from the two sides of a user and are out of their view
angles (60°C or 90°C for most screen filters/protectors), but attackers behind
the user or within the view angle can still see the screen content (see illustration
in Fig.1). They are also known to cause darker screen all the time (since it is
uneasy or inconvenient to remove the screen protector) which hurts use experi-
ence. Lastly, such filters/protectors cost a user a few dollars to tens of dollars,
dependent on the brand and model.

To address the growing problem of visual eavesdropping, we explore software-
based solutions for mitigation of visual eavesdropping in public places to allow
users to still access their desired apps or websites while providing better protec-
tion for sensitive content. Specifically, we propose two schemes. The first scheme
considers general mobile applications. To have an easily-deployable solution that
does not rely on or make changes to an app’s source code, we propose the idea
of user-interface-as-an-image (Ulaal) to enable image processing and computer
vision techniques to be applied to process live app Uls without being hurdled
by the complexity of multi-layer Uls. A YOLO [5] style deep convolutional neu-
ral network (DCNN) is used to automatically detect sensitive content such as
text messages in apps. To improve real-world usability and allow users to cus-
tomize and dynamically adjust the model, we develop a method for dynamically
retraining the sensitive content detection model based on user-specified sensi-
tive content, without requiring too many seeding data samples from users. The
second scheme provides an alternative protection method for web browser-based
applications which are very popular among users, and provides accurate sensitive
content field detection and protection. Specifically, we propose a novel HTML
(HyperText Markup Language) parsing and CSS (Cascading Style Sheets) injec-
tion method to automatically detect and blur sensitive content on web pages,
and implement a prototype system as a Chromium web browser extension that
can protect web pages without requiring the pages to be modified by their devel-
opers.

The remainder of this paper is organized as follows. Section 2 provides an
overview of related work. Section3 describes the visual eavesdropping attack
scenario. Sections 4 and 5 present the two proposed schemes and their evaluation
results. Section 6 concludes the paper.
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Fig. 1. Visualization of a potential attack scenario. The vulnerable “danger areas”

relative to the user are shown in red with attacker gazes shown as black dashed lines.
(Color figure online)

2 Related Work

Privacy protection in mobile and ubiquitous environments has been widely stud-
ied [6-10]. In the area of mitigating shoulder surfing attacks, much work has
been done too. The majority of work relating to shoulder surfing attacks has
focused on protecting phone password and authentication credentials. Kumar
et al. [11] present a gaze-based password entry method for preventing shoul-
der surfing attacks by utilizing a user’s gaze rather than their hands to enter
password digits. Chakraborty and Mondal [12] present a honeypot-based scheme
whereby if a shoulder surfer attempts to enter a credential containing a tag digit
they would be detected. Yu et al. [13] propose an evolvable password protection
scheme using images as keys rather than digit-based authentication. Zhang et
al. [14] present an similar evolving password scheme using augmented reality
displays to present an input field that is only visible to a specific user. Sun et al.
[15] propose a graphical authentication scheme resistant to multiple attacks for
password entry. Some works obscure other content types present on the screen.
Zezschwitz et al. [16] distort photos on phones against unwanted observations.
Eiband et al. [17] convert the font of text messages to the user’s handwriting
based on the assumption that people’s handwriting is harder to read to strangers.
Different from them, our work is not limited to any single type of content and
attempts to mitigate attacks in more general cases.

Zhou et al. [18] present a scheme that can detect shoulder surfers, and respond
by grey-scaling the screen, dimming the screen, limiting the visible area to a small
view port that can be dragged, and replacing sensitive data with placeholders.
These protective measures do not differentiate private content and non-private
content, but our solutions only blur private content without affecting the usabil-
ity of non-private content. Some works [19,20] adopt eye tracking to display only
the portion of the screen that is gazed by the users. Rendering only users’ gaze
area could potentially expose information that users are reading to attackers,
which increases the risk of privacy leakage.
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Some works focus specifically on the detection and alerting of shoulder surfing
attacks for mobile devices. Saad et al. [21] study several different methods for
actually alerting mobile users such as through vibration or visual indication. Lian
et al. [22] leverage multiple types of sensors to detect shoulder surfing attacks. Ali
et al. [23] present a solution that detects the existence of bystanders, and develop
an Android application, iAlert, that notifies the user if content on the screen is
readable by bystanders. Our work does not focus on methods for alerting users,
but provides an option to automatically identify and protect private content in
public environments.

Other works detect or prevent shoulder surfing attacks on non-mobile plat-
forms. Watanabe et al. [24] develop a dummy cursor system for desktop or laptop
platforms to hide the true cursor from attackers’ views. Li et al. [25] present a
shoulder surfing detection scheme for ATMs by tracking human bodies and faces.
Brudy et al. [26] employ various sensors to detect shoulder surfing attackers and
protect data for large public displays. Our work primarily focuses on mobile
platforms due to their ubiquitous and uniquely susceptible nature.

3 Mobile Attack Scenario

In this work, we consider an attack scenario as any occasion where a mobile
device user is located in a public space with other individuals. In this envi-
ronment, the attacking party could be any person near enough to the user to
recognize the content displayed on the device screen. Attackers can be located to
the side or behind the user where the device screen is visible and not obstructed
by the user’s body. This work primarily aims to deal with these cases where the
user is uniquely vulnerable to being spied on. Figure 1 provides a visual repre-
sentation of a possible attack scenario. The attackers are featured behind and
to the sides of the user in the blind spots highlighted in red.

4 User Interface as an Image (Ulaal) for Private Content
Detection and Hiding

4.1 The Basic Idea

With modern mobile applications, there are often many complex layers of Ul
code to dynamically generate and present content to users in an accessible man-
ner. Because of this, it may be difficult for many mobile app developers to
add additional functionality for hiding private content dynamically. This could
present an enormous commitment of time for large mobile apps with complex
and nested user interface elements where it may be difficult to identify which
content is currently visible and needs to be hidden from visual eavesdroppers.
To help mitigate this issue and provide a standardised methodology for
dynamically hiding sensitive content on complex applications, we present Ul
as an Image (Ulaal). The basic idea of this concept is that, computer vision
techniques such as object detection and image filtering are highly applicable to
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the domain of private content detection, and could replace tedious and time
consuming code conversion of existing applications. Under Ulaal, dynamically
generated Ul views are presented to the user entirely as a pre-rendered, interac-
tive image rather than as direct views of the app UI. This approach offers sev-
eral benefits, namely the technique for converting applications to utilize Ulaal is
standardized for all applications no matter the underlying UI complexity, com-
puter vision techniques can be applied directly to existing views of Ul without
the need to directly program any content-hiding logic, and complex private con-
tent can be automatically identified. Although utilizing images as displayed UI
elements eliminates some interactivity, Ulaal can be used temporarily for situa-
tions where users are in public spaces. Apps can easily be switched back to their
normal behavior once a user no longer has to worry about eavesdropping.

4.2 The Framework

In order to make Ulaal as universally adoptable as possible, we use a simple
pipeline for providing conversion in apps. An application on iOS or Android
that needs to implement dynamic content protection can follow the following
general guidelines:

1. Implement a switchable mode which a user can activate content protection
via a button or other UI element.

2. Once a user has switched to Ulaal mode, the application should pre-render

its current Ul view as a single image frame.

The pre-rendered Ul view is displayed to the user on-screen.

4. A pass of content detection is performed over the image to identify any sen-
sitive content that should be hidden.

5. A Gaussian blurring filter is utilized to dynamically hide any sensitive content.
Note that other alternative blurring methods can be used here too.

6. Once a user has switched back to normal mode, the regular app display logic
can be used again.

w

Utilizing this general guideline, even highly complex app Uls will not require
complicated UI logic to enable dynamic hiding of sensitive content. The goal
of this is to enable developers to easily make their applications shoulder surf-
ing resistant and encourage adoption of content hiding to benefit end users.
Additionally, being able to operate on pre-rendered images enables a variety of
interesting computer vision techniques to be applied over the UI such as content
swapping to hide content from view with dummy content. Most importantly,
we propose that pre-rendered UI can be used to automatically detect private
content with an object detection network.

The drawback to this design is a slight loss in user-interactivity. This is due
to the fact that image-based views of complex Uls cannot directly emulate all
of the visual actions that a traditional Ul view is able to generate. For example,
although a user’s touch events and coordinates of the touch can be recorded
and translated into the activation of a button or other element, the normal
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Fig. 2. Architectural overview of the private content detection network.

visualization of a button being depressed would require an additional series of
pre-rendered views to be generated. Despite this, we maintain that for suitably
large applications, the ease of enabling private content hiding through Ulaal
outweighs this temporary lack of interactability.

4.3 Private Content Detection Network

In order to automate the detection of private content, we find that object detec-
tion networks such as YOLO [5] or EffecientDet [27], which have been used
to great effect in fields of object tracking or generalized object detection, are
uniquely useful in visually identifying user interface elements. This is due pri-
marily to the fact that user interface elements generally share very similar visual
attributes. For example, in an application which displays emails in an inbox,
each email summary view will feature the same general attributes (a subject
line, an icon representing whether the item has been read or not, and a brief
excerpt from the email text). These similarities in visual appearance which are
extremely common among Ul elements should be learnable by an object detec-
tion network.

We implement an object detection network based on the YOLOv5 [28] archi-
tecture. This type of network features high inference speed and smaller model
size relative to other state of the art networks. These features make it a prime
candidate for inclusion onto mobile platforms. Figure 2 provides an overview of
the implemented network architecture. The network relies on a feature extraction
backbone built around cross-stage-partial (CSP) network layers [29] along with
a spatial pyramid pooling (SPP) layer [30] for getting feature tensors of fixed
output size irrespective of input image size. The feature aggregation or neck
portion of the network is built around the path aggregation network (PANet)
architecture [31] which has been used to great success in competing object detec-
tion networks. The final output layers are output from different downsampled
feature spaces in the network. This is done to allow the network to identify spa-
tially larger or smaller objects in an input image at different levels of granularity.
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Resulting output vectors contain bounding box anchors, box width, box height,
class prediction, and confidence interval information.

4.4 An Image Augmentation Method for User-Defined Content
Retraining

We recognize that it is an impossible task to fully identify all forms of private
content that a user might wish to be protected across many different mobile
applications beforehand. Users may have a financial app which displays a sum-
mary of account balances which they would not want strangers in public to
see for example. To this end, we propose a scheme for dynamic training sam-
ple generation. Under this scheme, users can manually identify a UI element
they wish to automatically detect and hide within an app. Then many training
image samples of the same element will be automatically generated using visual
transformations. That way, the user does not have to manually generate many
training samples. This is more user-friendly.

Flip Transformation. In order to simulate the different orientations that Ul
elements might take on a mobile phone, random horizontal and vertical flipping
of pre-rendered views provides the model with variation in positioning that might
be encountered in the wild as a user accesses their app.

Rotation Transformation. Similar to the flip transformation, the rotation
transformation is proposed as a means to introduce more positional variation into
a generated dataset. Rotations in 90° intervals are used, as mobile Uls almost
never feature non-right angle rotations in the wild. The rotations combined with
flip transformations are found to offer a great deal of positional variety even for
very small numbers of original training samples.

Random Cropping and Tiling. To simulate the fact that many complex
mobile Uls stack or layer UI elements together in the same views, we utilize
randomized image cropping and tiling. This method is used to combine together
different views of the same elements to force the model to learn to identify ele-
ments at any region of a pre-rendered Ul view. Complementary slices of training
images are used to form a full-sized training sample.

Figure 3 shows sample augmented images generated from a subset of the
original text message dataset with only 10 images.

4.5 Private Content Blurring

Once private content is identified on a Ul view, a new image is generated with
areas containing private content rendered blurry. The obscured image is dis-
played on the phone screen as a means of defense against eavesdroppers.
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Fig. 3. Visualization of random transformations and augmentations applied over a
subset of the full text message dataset.

To reduce the details and noise in the Ul view image, we use OpenCV due
to its large collection of low-pass filters. The blurring algorithms aim to remove
high-frequency content present in an image, such as edges and noise, by con-
volving the image with low-pass filters. Some of the main blurring techniques
provided by OpenCV are Averaging, Gaussian Blurring, Median Blurring and
Bilateral Filtering [32]. Since our goal is to filter high frequencies and pass only
low frequencies, we find Gaussian Blurring to be the optimal technique. Com-
pared to other filters in OpenCV, Gaussian filters applies a smoother, blurrier
effect on the edges.

The Gaussian filter from the OpenCV API takes a kernel size as an input
to determine the amount of blurring to apply [33]. It allows a user to customize
their needed blurriness level based on the device screen size and use habit.
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Although Gaussian blurring is chosen in our implementation, it is worthy
to note that our framework is compatible with any blurring algorithms that fit
application needs.

4.6 Evaluation Results

Sensitive Content Detection. In order to evaluate the content detection
network’s ability to detect and classify different types of common UI elements
that would contain private content in the real world, a dataset for text messages
in the iOS Messages app was created for training the network. Text messages
were selected as the Ul element of choice in this case because they feature many
visual similarities to other common private elements such as email summaries or
phone call notifications. Text messages also have the potential to be challenging
for an object detection network due to the large variation in size across different
messages.

The created dataset contains 188 rendered text message conversations. The
network was trained over 1000 epochs to determine how quickly it was able to
converge. The resulting model was able to achieve 98.17% mean average preci-
sion at 0.5 intersection over union (mAP@0.5). The model was able to achieve
this performance after 450 epochs of training. The results for this training are
visualized in Fig. 4 along with precision and recall metrics. Sample forward pass
predictions are visualized in Fig. 5. These results generally show that the model
is highly capable of learning to distinguish UI elements even in a complex layout
such as text message stacks.

Training takes 14 min and testing over an image takes about 10ms on an
Nvidia Tesla T4.

mAP@0.5 mMAP@[0.5:0.95] Precision Recall

0 20 400 600 800 Tk 0 20 400 600 800 Tk 0 200 400 600 80 Tk 0 20 40 600 80 Tk

Fig. 4. Bounding box mean average precision (mAP), precision, and recall metrics over
progressive training epochs. Note that charts are smoothed with original data shown
as a shadow behind. The model is found to converge under all metrics after 450 epochs.

Gaussian Blurring. To achieve the proper amount of blurring effect and to
give users more options, we define three blurring levels for the Gaussian filter,
{LOW, MEDIUM, HIGH}. Figure6 displays an example Ul view image with
Gaussian filters applied. Note that the blurriness levels shown in the figure are
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Fig. 5. Sample text detection output with confidence metric. The network is capable
of accurately detecting text messages of varying sizes and positions.

Fig. 6. Gaussian blurring filters applied to private data detected on an Ul image of
the i0S Message App. The subsequent three images represent three levels of blurring:
LOW, MEDIUM, and HIGH.

for illustration purposes; they might be different from what a user sees on a
smartphone screen due to difference in image size. In practice, a user can adjust
the blurring parameter for their needs.

We conduct an experiment to evaluate the execution time of the Gaussian
Blurring program. A total of 90 test cases, allotting 30 for each of the three
blurring levels, are run in PyCharm IDE on a Windows 10 computer equipped
with a 11th Gen Intel Core i7-1165G7 processor. On average, Gaussian blurring
for one image takes 9.9ms of CPU time and 8.3ms of wall time to blur an image.
The CPU time exceeding the wall time is due to the fact that the computer uses
a multiprocessor.

Evaluation Results for Model Retraining. To validate the training data
generation scheme, we utilize a subset of the original text message dataset with
only 10 images. These images were used to generate a new dataset of 150 aug-
mented images (see samples in Fig. 3). The same model architecture as presented
in Sect. 4.3. The model was able to nearly match the validation average precision
of the model trained on the full dataset, reaching a mAP@0.5 of 95.65%. This
level of accuracy demonstrates that it is possible to train a robust model for Ul
recognition with much fewer training samples than are traditionally required in
object detection tasks. This is attributed primarily to the similarity in lighting
conditions, visual properties, and shape of most Ul views which are rarely so
similar for more generalized recognition tasks. The results show that a user only
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needs to manually label a small number of data samples to train an accurate
private Ul detection model.

5 Private Content Detection and Hiding for Web
Applications

Web users frequently access private services via web applications on mobile
devices, which can give strangers the opportunity to acquire sensitive personal
information. While the Ulaal approach applies to web browser applications too,
in this section, we explore an alternative method dedicated to web applications,
considering the unique characteristics of Web Uls.

To protect sensitive user input content in web pages, we develop an HTML
parsing approach for detecting user input fields that might contain sensitive
information and a CSS style modification approach for blurring sensitive field.
In the following, we describe our approach based on a Chromium web browser
extension that we implemented as a proof-of-concept. Our extension can be
loaded in all Chromium-based browsers, including applications for mobile devices
such as Safari on i0OS and Kiwi on Android. In 2021, among the top five browsers
making up the largest market shares worldwide, all but Firefox were chromium-
based [34]. Thus, an extension targeting the Chromium-based browsers can ben-
efit a majority of web users on mobile devices. It is worthy to note that our
general approach of HTML parsing and CSS style modification can be adjusted
and applied in other browsers too.

Our approach works as follows. Upon page loading, a content script runs on
any URL (Uniform Resource Locator) that starts with a permitted scheme (http,
https, file, or ftp, etc.). The sensitive data hiding process in the content script
begins with the discovery of private information displayed on the web page. If
sensitive data is identified, obfuscation techniques based on CSS style are applied
to the page sections that contain the data. This logic is also configured to run
dynamically to cover a wider range of browsing scenarios.

5.1 Background

Web pages in browsers are based on HTML. HTML uses tags to determine
the format of the displayed content. The tags are used to describe headings,
paragraphs, tables, link, etc. JavaScript code and CSS can also be embedded in
a web page using these tags.

When a user enters a URL, the HTML code is fetched from the server and
parsed by the browser. Parsing involves turning the data into tokens and building
a DOM (Document Object Model) tree, which mirrors the relationships of the
HTML tags. The root of the DOM tree is an < html > element, and a parent
node encompasses its child nodes.
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Combined with the CSS rules, the DOM tree is then converted to a render
tree where a set of computed styles is mapped to each visible node. During the
reflow step, the sizes and locations of these nodes are calculated, and in the paint
step they are converted to actual pixels on the screen. A page repaint could be
caused by additional reflows as the page continues to load and as resources, such
as images, get downloaded.

5.2 Identifying Sensitive Content

Private data on web pages, such as passwords, email addresses, phone num-
bers, and bank accounts, could frequently show up in log-in/sign-up forms and
online transactions requiring credit card information. In addition, it is common
for businesses to embed a single email address input field in their websites for
subscriptions. In order to capture such sensitive content, our solution considers
four generalized HTML patterns.

— The HTML < form > elements that use POST as the HTTP method. For
any < form > that requires inputs of sensitive data such as passwords, the
submitted data should not be exposed in the URL. Thus, these forms must
use POST as their HTTP methods.

— An < input > tag with a type attribute that specifies the input type. Among
a list of values for the type attribute, ‘email’, ‘password’ and ‘tel’ (short for
telephone) allow the < input > element to contain private data. Therefore,
these input fields need to be searched for individually if they are not wrapped
up in a < form > tag.

— An < iframe > is used to embed another HTML document into the cur-
rent website. Some web pages involving online payment enclose all the input
fields (such as a credit card number field) in an < iframe > for stronger
security protection. According to the Same Origin Policy, if the embedded
content comes from a different origin than the current window where the
extension script runs, the content inserted in the < iframe > tags cannot
be accessed by the script. This extension checks whether the allowpaymentre-
quest attribute of a captured < i frame > is set to true. If so, the < i frame >
must contain input fields that ask for input of credit-card-related information.

— Login buttons. Clicking these buttons changes the DOM tree. Sometimes, the
change displays input fields for users to enter their usernames and passwords.

5.3 Dynamic Detection of Sensitive Content

Sensitive content detection needs to be performed dynamically when the loaded
pages contain scripts or JavaScript events that generate private content.
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Our web browser extension carries out content detection when a page is first
loaded. The content script of the extension sets the run_at field to document_idle
indicating that either window.onload event or DOM ContentLoaded event has
been called. However, in either case, there might still be scripts running as the
event is triggered. Any additional node added into the DOM tree by these scripts
cannot be captured in time because it does not exist in the tree when the content
detection script is running.

To tackle this problem, we first explore the effectiveness of win-
dow.requestAnimationFrame which takes as an argument a callback function.
The browser calls the callback whenever a page repaint occurs. This implemen-
tation catches all freshly inserted nodes. However, since page repainting occurs
often to modify styling when a page is loaded, websites can suffer from severe
performance deterioration. A better approach is to invoke the setTimeout func-
tion. The content detection and CSS style injection logic can be directly passed
as a parameter callback to this function. This process is less costly, in terms
of performance, because the callback can be delayed a few milliseconds before
executing. This generally allows for enough time for all web page elements to
load before attempting to detect sensitive content.

Another scenario where a content detection pass occurs is when any
JavaScript event triggers a change in the DOM tree. This could occur when
a user interacts with an element on a web page which activates a login field.
To get around these interactive elements, a list of keywords is used: “login”,
“log in”, “signin”, “sign in”, “sign up”, “signup”, “register”, “join”, “create new
account”, and “try it free”. Any interactive element containing these keywords
is attached with a click event listener to the element’s event list.

5.4 Blurring Sensitive Content via Applying CSS Styles

Once sensitive content has been detected on a web page, the extension applies
a set of CSS styles including color, text-shadow and font-weight for text and
blurring for images to adjust their visual appearance, such that attackers will find
it significantly more difficult to identify specific content like letters or numbers.
The following algorithm applies the blurring CSS styles to sensitive content:

1. Apply styles to any captured HTML < form > elements that use POST
methods. These could include forms such as payment information submis-
sions.

2. If email input fields are the only captured elements, CSS styles are applied
to these and the associated submit buttons or links. Buttons or links are
identified as closest in the DOM tree rooted at the parent node of the email
address input field. A recursive search of the parent tree is performed until
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one is found. This step is vital for many online shopping websites, as they
often contain email address input fields to allow easy subscriptions.

3. If the discovered content contains any HTML elements other than email
address input fields, the CSS styles are simply applied to the entire page.
In this scenario the DOM tree could contain iframes, password fields, or tele-
phone fields.

5.5 Evaluation

Evaluation of Private Content Detection Accuracy. Our web browser
extension for private content protection was tested on both Android and iOS
devices. Kiwi Browser is a chromium-based browser available in the Play Store
on Android 12, and it supports most chrome desktop extensions. With its built-in
functionalities, we could easily load our extension in the browser. As for testing
in Safari on i0S 15.4.1, extra steps were required in converting our source file
to a Safari web extension using Xcode’s command-line tool.

We looked at a series of 100 websites with the highest traffic ranked by
RankRanger [35]. Except for four insecure and pornographic websites ytmp3.cc,
xnxx.com, xvideos.com and pornhub.com, the other 96 websites were visited
for testing, navigating a total of 483 pages which averages 5 pages per website.
Throughout the process, two categories of test cases, namely false negative and
false positive, are documented. False negative cases represent sensitive infor-
mation failing to activate the extension app, and false positives indicate that
blurring effects are applied to web pages that do not contain private data.

The results of Kiwi browser on Android and Safari on iOS prove to be con-
sistent. Out of a total of 483 browsed pages, 24 (5.0%) pages are false negative
and 18 (3.7%) are false positive. The main reasons that the extension fails to
capture sensitive content stem from sign-up and log-in forms. For those that are
triggered by JavaScript click events, some of the forms cannot be detected by
the extension because the list of keywords we incorporated (see Section IV.C)
does not cover all possible scenarios of web design. Additionally, some forms
containing private data are not configured by a POST method, and some blanks
that are not properly marked in the source code, such as an address input field
on a McDonald’s delivery service page. On the other hand, false positives are
primarily due to the fact that some websites wrap up certain HTML elements,
including search fields, ‘Add to Cart’ buttons or product options, with a POST-
method < form > element, which triggers the blurring effect application. We
leave these issues to future work.

Blurring with CSS Style. Fig. 7 displays example web pages with obfuscating
styling applied. In practice, a user can customize the blurriness level based on
their needs.
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Fig. 7. CSS blurring styles applied to the automatically detected user inputs. (a) to
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Fig. 8. Total Blocking Time measurements for web pages that contain private data
and those that do not contain private data.

Evaluation of Web Page Loading Time. The extension is applied when a
web page is loaded in the browser, which introduces JavaScript code to run at
the page load. Due to the critical importance of keeping web pages’ loading time
low [36], we evaluate whether the JavaScript code causes any significant delay.

The experiments are run on Chrome Lighthouse [37] in Windows 10, and
it emulates Moto G4 phone when loading web pages. Chrome Lighthouse is
designed to measure web page qualities automatically. For each run, it generates
a Lighthouse report that logs metrics indicating different aspects of the web
page’s performance.

To test web pages with the highest traffic, the top ten websites are selected
from the same list used for evaluating content detection accuracy [35]. For each
website, we picked two pages to run, one that contains private data and one that
does not. To increase the accuracy of the experiments and lower the variance,
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five lighthouse tests are run on every page, and the averaged speed is calculated
and exported as the final collected data.

Among the list of metrics, we choose Total Blocking Time [38] as the indica-
tor for whether the extension delays users from browsing and interacting with
the web page. Total Blocking Time records the duration of time before the page
can respond to any user actions, such as scrolling down the page and clicking
a button. The recording process begins when any part of the page content is
rendered on the screen, and ends when the page becomes fully interactive. The
results of the experiments are visualized in Fig. 8 with the orange line represent-
ing the Total Blocking Times of web pages when the extension is not applied,
and the blue line illustrates the metric of the same web pages when the extension
is run upon page load. For pages containing private content and those without
private content, the orange line and the blue line generally overlap each other in
both cases, which means that the extension does not increase the loading time
and does not block users from their normal browsing experience. The reason is
that the detection and blurring run fast, and they run as the web pages load
content.

6 Conclusion and Future Work

In this work, we presented solutions for protecting private content on mobile
device screens from visual eavesdroppers in public spaces. First, an automated
private content protection scheme for generic applications was proposed. The
scheme considers user interface as an image to simplify the detection of private
content and achieved 98.17% mean average precision at 0.5 intersection over
union. To allow users to more easily retrain the network to recognize custom
identified content, we presented a series of training image transformations which
allow for generation of new sample images from a small manually-labeled set.
Upon the Ul images containing private content, blurring is applied before they
are displayed to the users. Then, we proposed an alternative approach for pro-
tecting content on web applications and a Chrome browser extension capable of
automatically detecting and applying blurring to web page input fields which
could contain private user information. We evaluated this extension on 96 high-
traffic websites and found that the extension was able to perform well in most
scenarios for both log in, sign up, and payment forms. These results demonstrate
the potential for privacy protection against shoulder surfing attacks.

In future work, we will perform a user study to assess the effectiveness of
privacy protection in the real world, and explore the tradeoff between privacy
and usability by adjusting the blurriness level.
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