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Abstract. The previous leveled BGV-type MKFHE schemes (e.g. CZW17,
LZY"19) based on the standard RLWE assumption are implemented by using
key-switching and modulus-switching techniques. However, the frequent usage
of key-switching causes the low efficiency of homomorphic multiplication oper-
ation. The CDKS19 scheme proposed two new simpler and faster relinearization
algorithms, which supported the homomorphic computation with certain circuit
depth. However, the construction that satisfies the fully homomorphic computation
was not designed, and its relinearization performance can be further optimized.

In this paper, a more efficient leveled BGV-type MKFHE scheme without
key-switching is constructed. Firstly, the generation method of evaluation key is
improved, and two optimized generation algorithms of relinearization key are pro-
posed. Secondly, following the relinearization algorithm framework of CDKS19,
two efficient relinearization algorithms are proposed. The new algorithms are
much faster to re-linearize the product of ciphertexts. Finally, using the optimized
relinearization algorithms to replace the key-switching technology logically, and
combining the modulus-switching technology, an efficient leveled MKFHE is
constructed.

The results show that our MKFHE scheme is IND-CPA secure based on the
standard RLWE assumption, and supports any parties dynamically join the homo-
morphic computation at any time. Moreover, the time complexity of relinearization
and decryption is less than that of CDKS19. So it is a leveled BGV-type MKFHE
scheme with more efficient homomorphic computation.

Keywords: Multi-key fully homomorphic encryption - Key-switching
technique - Relinearization algorithm - The time complexity

1 Introduction

The typical FHE schemes can only support homomorphic computation of ciphertext
for a single party, that is, all ciphertexts participating in computation correspond to the
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one secret key. However, in many scenarios, it is usually necessary to calculate the data
uploaded to the cloud by multi parties in the network. In order to meet this practical
demand, multi-key fully homomorphic encryption (MKFHE) [1] has been proposed. It
can realize the effective integration of multi-party data under the condition of protecting
data security, which has important research meaning and high application value. One
of the most appealing applications of MKFHE is to construct on-the-fly multiparty
computation (MPC) protocols [2, 3].

1.1 Background

Multi-key fully homomorphic encryption can solve the problem of homomorphic oper-
ation between ciphertexts of different parties, and the results of the operation can be
jointly decrypted by the secret keys. MKFHE can realize the multi-party data security
calculation, which is mainly divided into four types: NTRU-type MKFHE, GSW-type
MKFHE, TFHE-type MKFHE, and BGV-type MKFHE.

In 2012, Lépez-Alt et al. first proposed the NTRU-type MKFHE based on the NTRU
cryptosystem [4], which was optimized later in DHS 16 [5]. In PKC2017, Chongchitmate
et al. gave a basic framework for constructing MKFHE with circuit privacy character-
istics and proposed an MKFHE scheme CO17 [6] that can protect the circuit privacy.
However, the security of NTRU-type MKFHE is based on a new and somewhat non-
standard assumption on RLWE. Based on the prime cyclotomic polynomial ring, Che
et al. constructed an efficient NTRU-type MKFHE scheme CZL*20 [7] by using the
ciphertext dimension extension technology, which eliminates the key-switching process
in the relinearization and effectively reduces the key size. But the ciphertext size of the
scheme increases.

In CRYPTO2015, Clear and McGoldrick proposed the first GSW-type MKFHE
scheme CM15 based on LWE problem [8], which proposes a transformation model
from FHE to MKFHE. This transformation model is widely adopted by most MKFHE
schemes based on LWE or RLWE problems. In EUROCRYPT 2016, Mukherjee and
Wichs presented a construction of MKFHE scheme MW 16 [9] based on LWE that sim-
plifies the scheme of CM15 and admits a simple 1-round threshold decryption protocol.
Based on this threshold MKFHE, they successfully constructed a 2-round MPC protocol
upon it in the common random string (CRS) model. The schemes CM15 and MW 16
need to determine all the involved parties before the homomorphic computation and
do not allow any new party to join in, which is called single-hop MKFHE [10]. In
TCC2016, Peikert and Shiehian proposed a notion of multi-hop MKFHE PS16 [10],
in which the calculated ciphertexts can be used in further homomorphic computations
involving additional parties. That is, any parties can dynamically join the homomorphic
computation at any time. However, the disadvantage is that the number of parties is
limited. In CRYPTO2016, A similar notion named fully dynamic MKFHE BP16 [11]
was proposed by Brakerski and Perlman. A slight difference is that the bound of the
number of parties does not need to be input during the setup procedure in fully dynamic
MKFHE. The length of extended ciphertext only increases linearly with the number of
parties. However, in the process of homomorphic computation, the scheme needs to use
the parties’ joint public key to run the bootstrap process, so the efficiency of ciphertext
computation is low.
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In ASTACRYPT2016, Chillotti et al. constructed the fully homomorphic scheme
CGGI16 [12] based on a variant of GSW13 [13] on the T = (0,1] ring. In the scheme,
the external product of TGSW ciphertext (matrix) and TLWE ciphertext (vector) is used
to replace the product of TGSW ciphertext (matrix) and TGSW ciphertext (matrix).
Therefore, the addition operation on polynomial exponent is more efficient, such that
the time of the bootstrap process and the size of the bootstrap key are greatly reduced.
In ASTACRYPT2017, Chilotti et al. optimized the accumulation process in the CGGI16
scheme and proposed CGGI17 [14], which reduced the bootstrap time to 13ms. In ASI-
ACRYPT2019, Chen et al. designed an efficient ciphertext expansion algorithm based
on CGGI17, realized the efficient expansion evaluation key, and proposed an MKFHE
scheme CCS19 [15]. The ciphertext length of the scheme increases linearly with the num-
ber of parties. And also, they compiled an MKFHE software library MKTFHE, which
has important guiding significance for the application of MKFHE schemes. However,
these TFHE-type MKFHE schemes do not support the packaging technique, thereby
resulting in a large expansion rate similar to TFHE.

In TCC2017, Chen et al. proposed the first BGV-type multi-hop MKFHE scheme
CZW17 [16]. They used the GSW-type expansion algorithm to encrypt the secret key
to generate the joint evaluation key of the party set. CZW17 supports the ciphertext
packaging technology based on the Chinese Remainder Theory (CRT) and can be used
to construct a 2-round MPC protocol. In 2019, Li et al. [17] put forward a nested cipher-
text extension method, which reduces the size of the evaluation key and the cipher-
text. In 2019, Chen et al. optimized the relinearization process and constructed an effi-
cient MKFHE scheme [18], that is called the CDKS19 scheme. Because of its efficient
homomorphic computation, it is applied to the neural network to perform the privacy
computation. Our work is focused on the BGV-type MKFHE scheme.

1.2 Our Contributions

Fully homomorphic encryption schemes [e.g. 13, 19, 20] are the very attractive cryptog-
raphy primitive, but they are limited to a single party. The multi-key FHE scheme can
realize the homomorphic operation of multiple parties, but its efficiency of homomorphic
operation is lower than that of single party FHE scheme. The RLWE-based FHE scheme
has high security and good operation speed, so it has numerous theoretical and practical
applications. For example, the CKKS17 [21] scheme has been widely applied for its effi-
cient homomorphic operation. However, Li and Micciancio [22] found the security prob-
lems existing in CKKS17 and gave remedial measures. Recently, Cheon et al. published
an announcement [23] and fixed the security loopholes of CKKS17. Another example
is the CDKS19 [18] scheme, which is applied to the privacy-preserving operation of
neural networks for its fast relinearization. Our work is to learn from the advantages of
BGV-type FHE, and further improve them to design a more efficient leveled MKFHE
scheme.

(1) Aiming at the CDKS19 scheme, we analyze the shortcomings of its specific relin-
earization algorithm. By reducing the public key and adding the auxiliary key, we
improve the generation method of the evaluation key and propose two efficient
generation algorithms of the relinearization key.
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(2) Using the optimized generation algorithms of relinearization key, we modify the
relinearization algorithm following the CDSK19 framework, so that the size of
evaluation key and relinearization key is greatly reduced, and the efficiency of
relinearization is higher.

(3) According to the optimized relinearization algorithms, we design a leveled MKFHE
scheme combining with the modulus-switching technology. The scheme does
not need to perform the key-switching process, so it is more efficient in the
homomorphic computation process.

1.3 Overview of Our Construction

The relinearization idea of CDKS19 scheme is as follows. For the party 1 < i,j < k,
the method combines the i-th evaluation key D; = [d;o|d; 1]|d;2] € Rg %3 with the
Jj-th public key b; ~ —s; - a(modg) € RZ to generate the relinearization key K;; €
RZX3 such that K;; - (1,s;,s;) ~ s;s; - g(modg). For the set with k parties, taking
the homomorphic multiplication of parties i and j as an example, the product of their
ciphertexts is ct=(¢;® ¢;) = {cijlo<ij<k» and the corresponding joint secret key for
decryptionis s = (1, s, s2,--- , Sx) € xk+1. The purpose of relinearization is to make
(ct,s ®s) = (cew. s) hold, where ¢pew € RZ“ is a new ciphertext. Only two parties’
keys are used in the relinearization, and it does not need to perform the RGSW ciphertext
expansion algorithm in CZW17 [16] and LZY*19 [17] schemes, so the computation
efficiency is high. However, the size of evaluation key D; € RgX3 is still large, and the
relinearization key K ; of evaluation key is also large.

In this paper, we choose the appropriate polynomial public parameter a < R, to
reduce the public key size, thatis bj ~ —s;j-a( mod g) € R,. By improving the generation
method of evaluation key, we reduce the size of evaluation key D; such that K; ; € R;,
which greatly simplifies the relinearization key and improves the generation efficiency
of evaluation key. The first method is to select another random vector a < U (R;’),
generate the party’s auxiliary key p; = s;a + e € R?, and then output the evaluation key
D; = [do|di] € RZ‘H. Combining with the j-th public key b; ~ —s; - a(modgq) € Rq,
we calculate [k;jolkij1] = g_l(bj) - [dola] and k; j» = di. Finally, we obtain the
relinearization key K;; = [kijolkij1lkij2] € Rz. The second method is to select a
modulus P and the random vector d < U (Rf,, q), generate the party’s auxiliary key
pi =sd+ee€ R;i)‘q. We calculate dgy = —p; + e + 7; - gmodP - g) and d; =
ri -a+ ex + P - u(modP - g), and then obtain the evaluation key D; = [dg|di] €
Rg“. By calculating [k; jolkij1] = g='(b)) - [dold] and k; j» = di, we finally get
K;;j = [kijolkijlkij2] € R;’,,q. Through the above two methods, by reducing the using
times of function g, we decrease the size of evaluation key and relinearization key, so
that to improve the generation efficiency of evaluation key. Furthermore, in Sect. 3,
two optimized relinearization algorithms are proposed. Combined with the modulus
switching technology, an efficient leveled MKFHE scheme is designed in Sect. 4.
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2 Preliminaries

2.1 Basic Notation

We denote vectors in bold, e.g. a, and matrices in upper-case bold, e.g. A. We denote
by (u, v)-the usual dot product of two vectors u, v. For a security parameter A and a
positive integer m, let ®,,(X) denote the m-th cyclotomic polynomial with the degree
n = ¢ (m), where ¢ (-) is the Euler’s function. We work over rings R = Z[X]/®,, and
R, = R/qR for a prime integer ¢ = ¢()). Addition and multiplication in these rings
are done component-wise in their coefficients, and the coefficients in R, are reduced in
[—q/2, q/2)(except for g = 2). Let v = y(\) be a B-bound error distribution over R
whose coefficients are in the range [—B, B]. For a probability distribution D, x <— D
denotes that x is sampled from D, and x <— U (D) denotes that x is sampled uniformly
from D. For a € R, we use ||all,c = maxXo<;<n—1la;| to denote the standard /,-norm
and use |jal|; = Z:l:_ol |aj| to denote the standard /;-norm.

2.2 Leveled Multi-key FHE

We now introduce the cryptographic definition of a leveled multi-key FHE, which is
defined in CZW17.

Definition 1 (Multi-key FHE) [16]. Let C be a class of circuits. A leveled multi-key
FHE scheme £ = (Setup, KeyGen, Enc, Eval, Dec) is described as follows:

e Setup(1*, 1X 15): Given the security parameter A, the circuit depth L, and the number
of distinct users K that can be tolerated in an evaluation, outputs the public parameters
pp-

e KeyGen(pp): Given the public parameters pp, derives and outputs a public key pk;, a
secret key sk;, and the evaluation keys evk; of party i(i = 1, ..., K).

e Enc(pk;,it): Given a public key pk; and message p, outputs a ciphertext ct;.

o Dec((sk;,, ski,, ..., sk, ), cts): Given a ciphertext ctg corresponding to a set of users
S = {i1, 12, ..., i} € [K], and their secret keys sks = {sk;,, ski,, ..., sk; }, outputs
the message .

e Eval(C, (cts,, pks,, evks,), ..., (cts,, pks,, evks,)): Oninput a Boolean circuit C along
with 7 tuples (cts,, pks;, evks,)i=1,....+, €ach tuple comprises of a ciphertext cts, corre-
sponding to a user set S;, a set of public keys pks, = {pk;, Vj € §;}, and the evaluation
keys evks,, outputs a ciphertext ctg corresponding to a set of secret keys indexed by
S =U_S C[K]

2.3 RLWE Problem

Refers [24] and [25] for explaining the RLWE problem in more details. We use this dis-
crete distribution as the RLWE error distribution. Here we define the RLWE distribution
and decisional problem associated with it. Let RV be the dual fractional ideal of R and
write R, = R /qR". For a positive integer modulus ¢ > 2, s € R/, and an error distri-
bution v, we define Ay 4 (s) as the RLWE distribution obtained by sampling a < R,
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uniformly at random, e < v and returning (a,a - s +e) € R; x RZ. The (decision)
ring learning with errors, denoted by RLWEy , (D), is a problem to distinguish arbi-
trarily many independent samples chosen according to Ay g4, (s) for a random choice
of s sampled from the distribution s <— x over R" from the same number of uniformly
random and independent samples from R, X RZ.

2.4 Two Techniques

Gadget Decomposition [18]. Let g = (9;) € Z¢ be a gadget vector and ¢ an integer.
The gadget decomposition, denoted by g~!, is a function from Ry to R‘zl which transforms
an element a € R, into a vector u = (ug, U, -+ , Ug—1) € R4 of small polynomials
such thata = Z?z_ol d; - uj(mod g). The gadget decomposition technique is widely used
in the construction of HE schemes, such as bit decomposition [13, 26], base decomposi-
tion [12, 14], and RNS-based decomposition [27]. Our implementation exploits the bit
decomposition for efficiency.

Modulus-Switching [19, 28]. Since the error involved in the ciphertext grows with
homomorphic operations, modulus switching which can change the inner modulus ¢;4 |
of ciphertext ¢; to a smaller number g; is used to reduce the error term roughly by the
ratio g;41/q;, while preserving the correctness of decryption under the same secret key.
e ModulusSwitch(cy, g;+1, ¢;): On input ¢; € RZ} ., and another smaller modulus ¢y,
output ¢; € Ry} which is the closest element to (g;/q;+1) - €1.

2.5 Relinearization Algorithm in CDKS19

The CDKS19 scheme provides two special relinearization methods. They have similar
structure patterns, so we only analyze the first method. The details are as follows. (See
refer [18] for details).

1. Parameter selection. For a given security parameter A, set the RLWE dimension
be n, ciphertext modulus be ¢, polynomial distribution y with small coefficients and
error distribution ¢ over R. Generate a random vector a < U (R‘ql ). For the party i,

Sample the secret key s; <— x. Sample an error vector e < ¢ and set the public key
asb; = —s; -a + e(modg) in RZ'
2. Evaluation key generation.

e EvkGen(s;): For the party i, input his secret key s; <— x, generate the ciphertext
D; =[d;old; 1]|d; 2] € RZX3 as the evaluation key.

(1) Sample r; < x;

(2)Sampled; | < U(Rj]’) ande; <« wd,and setd; o = —s;-d; 1+e;+r;-g(mod g);

(3) Sample e, «— W’ andsetd; > =r; - a4 ex+s; - g(modg).

Note: the reason of introducing function g is to control the error growth, and the
disadvantage is to increase the storage space.
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(3) Relinearization key generation. For every party, they need to provide his public
key and evaluation key to the cloud server. For the i-th party, he uses b; of j—th party to
generate his relinearization key as follows.

o Convert(D;, b;): It takes as the input a pair of an uni-encryption D; = [d; o|d; 1|d; 2] €
Rg“ and a public key b; € Rg generated by (possibly different) parties i and j.
Let k; j o and K; j 1 be the vectors in Rg such that K; j o[¢] = (g_l(bj[g]), d,-,()) and
kijils] = (g7 jlsD,dig) for 1 < ¢ < d, e, [kijolkiji] = M; - [diold; 1]
where M; € RZ is the matrix whose ¢-th row is g’l(bj[g]) € R, Let kij2 =d;>
and return the relinearization key K; ; = [K; j olk; j,11k;j 2] € RZ“.

g~ (b;[1])
. R . . . d x2 1 =Ta. d
1] 3Js - N 5 5 ’ 5Js - s
[k]()'kljl] [dz()ldzl] ER, [kzj2] [dz 2] €R,
g~ (bjld])

4. Relinearization algorithm. For the homomorphic multiplication of parties i and
J their ciphertexts follow the ciphertext expansion method in scheme LZY*19,e.g. ¢; =
(¢l ¢\l -+ le; ) € REFL. Their joint secret keys are all s = (1, 51,52, -+, 5) € Rit.
Decrypting their ciphertext product ¢t = (¢; ® ¢;) = {cijlo<ij<k, we can get

k
(et.s®s)=coo+ ) (coi+cio)si

i=1

k
+ Y g i) Kij- (Lsis) € RS
ij=1

The function of the relinearization algorithm is to make (ct, s ® s) = <E, s> hold

for the new ciphertext ¢f = (cg-€lo-ovcp) € Rg“ (corresponding to the joint secret

key S = (17 $1,82, -, Sk) € R](;-’_l)'
So, the relinearization algorithm is described as follows.

1.€5 ¢ Coy 5
2:for1 <i<kdo
¢ ¢,y +¢,,(modq)
3:for1<i,j<kdo
(c('),c;,c;.) — (c('),c;,c;.) + g_l(c,_b,‘) ) Ki,j(mOdq)

Chen et al. [15] and Li et al. [17] designed multi-key variants of BGV [19] by gener-
ating a relinearization key based on the multi-key GSW scheme. However, it consists of
O (k?) key-switching keys from s; - s; to the ordinary key each of which has O(k) compo-
nents. CDKS19 is an extension of these researches in the sense that our relinearization
method and other optimization techniques can be applied to BGV as well. Compared
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with CCS19 [15] and LZY*19 [17], the memory (bit-size) complexity of evaluation
key in CDKS19 reduces to O(kn), and the computational costs of the homomorphic
multiplication reduces to O (k%n).

3 Optimizations of the Relinearization

In the CDKS19 scheme, the main reason for increasing the dimension of ciphertext is
the introduction of function g, which is used to reduce the error to avoid generating
the wrong evaluation key. In this section, we optimize the relinearization algorithm of
CDKS19 to improve the efficiency of homomorphic multiplication decryption.

3.1 Two Optimized Generation Algorithms of Evaluation Key

1. Method 1

(1) Parameter reselection. For a given security parameter A, set the RLWE dimen-
sion be n and the modulus be g. The party set K contains k parties, for the party i € [K],
uniformly sample the polynomial s; at random with the coefficients {—1,0, 1} in R, gen-
erate his secret key sk; := (1, s;) € R%. Choose a < U(RZ), a < U(Rq) and e < ,
e < . Generate his public key pk; := (b;, a) € R(ZI, where b; = —s; - a + e(mod ¢q),
and his auxiliary key p; := s;a+ e € Rfl.

Output the (sk;, pk;, p;) of party i. Therefore, the memory space of sk; and pk; is
lower than that of the CDKS19 scheme.

(2) Evaluation key generation. The i-th party uses his auxiliary key p; to generate
the evaluation key.

e UniEnc(u; p;) : D = [dold]:
1) Sample r; < x.
2) Sample e} <« wd and setdg = —p; + e;+g - r;(modg).
3)Sample e; <— v andsetd; = —r;-a+ex+0; u(mod g), where0 < ¢ <d—1.
o EvkGen(s): Given the secret s;, return D; <— UniEnc(s;; p;). We call D; the evaluation
key of party i, that is ek; := D;.

Every parties provide their (pk;, p;, ek;) to the cloud server for homomorphic
computing.

Security. The evaluation key generation algorithm is IND-CPA secure under the
RLWE assumption of parameter (1, g, x, ¥). We prove it by showing that the distri-
bution {a, (pk;, p;), (do, a, d1)} is computationally indistinguishable from the uniform
distribution over R, x RI*T2 x RA***1 for an arbitrary u € R.

Firstly, we change the public key b; < U(R,) and auxiliary key p; < U (RZ)
according to the RLWE assumption.

Secondly, we change the partial evaluation key dy «<— U (RZ).

Thirdly, since d; is RLWE assumption hard about r; <— x, and is independent of the
choice of s;, we change di < U(R,). So, the new distribution {(pk;, p;) < U(Rg”),
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(do,dy) < U (Rg“)} is independent of the given plaintext u, we conclude that the
algorithm is IND-CPA secure.
(3) Relinearization key generation.

e Convert(D;, b;): Input an evaluation key D; = [d; o|d; 1] and a public key b; € Rq
generated by (possibly different) parties i and j. Let k; j o and k; j 1 be the polynomials
in R, such that ki jo = (g7 (b)), dio) and kij.1 = (g7 (b)), a) for 0 < ¢ <d — 1,
ie., [kijolkiji]l = g’l(bj) -[d;0lal. Let k; j» = d;1 and return the relinearization
key Kij = [kijolkij1l kij2l € RY.

Correctness. A shared relinearization key consists of encryptions of s;, s; for all pairs
1 <i,j < k. We first claim that, if D; is an uni-encryption of s; € R encrypted by the i-th
party and b; is the public key of the j-th party, then the output K; ; <— Convert(D;, b;) of
the conversion algorithm is an encryption of s;s; € R with respect to the secret (1, Si, sj).
It is derived from the following formulas:
_ 1
K;; - (l, Si, Sj) =g 1(bj)[do|a][€} + sjki j1
1
=g 'B)-[(g ri—si-a+e)+si-a] —ribj+sjex + 9 - sis;
= [g_l(bj)]lxd -[e1lax1 + bjri + riej — ribj + sjex + 0 - s;s;
g (b)) - € + sje; + riej + g - sis;
= 8g - 8iSj + €small

2. Method 2

This method is based on the encryption mode of CKKS17 scheme to improve the genera-
tion algorithm of evaluation key. In the first method, the traditional BGV-type encryption
is used, so the form of decryption is (c, sk) = m + te(modg). The function g used in
the relinearization algorithm is to reduce the error. However, if we get a decryption form
like (c, sk) = Pm+ te(modP - g), we can make the error P times smaller than that of
the original form so that the using times of function g can be decreased.

(1) Parameters reselection. For a given security parameter X, set the RLWE dimen-
sion be n, the modulus be ¢, and an integer P = P (A, q). For the party i € [K], uniformly
sample the polynomial s; at random with the coefficients {—1, 0, 1} in R, generate his
secret key sk; 1= (1, s;) € R%.Choosea <« U(Rq),d <~ U(Rf,.q) ande < Y, e <« wd.
Generate his public key pk; := (b;, a) € R2, where b; = —s; - a + e(modg), and his
auxiliary key p; ;== s;d + e € R%_q.

(2) Evaluation key generation. The i-th party uses his auxiliary key p; to generate
the evaluation key.

e UniEnc(u; p;) : D = [dp|d]:
1) Sample r; < .
2) Sample e} < l/fd, and setdg = —p; + e1+g - ri(modP - g).
3) Sample e; <— Y and setd; = —r;-a+ ez + P - u(modP - q).
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o EvkGen(s): Given the secret s;, return ek; := D; < UniEnc(s;; p;). Every parties
provide their (pk;, p;, ek;) to the cloud server for homomorphic computing.

Security. As the proof of method 1, the evaluation key generation algorithm
in method 2 is also IND-CPA secure under the RLWE assumption of parameter

(nv qf Xs Pa Ip)
(3) Relinearization key generation.

o Convert(D;, b;): Input the evaluation key D; = [d; o|d;,1] and a public key b; € Rq
generated by (possibly different) parties i and j. Let k; j o and k; ; 1 be the polynomials
in R, such that k; j o = (g7'(®). dio) and kij1 = (g7'(bj).d)for 1 < ¢ < d, e,
[kijolkij1] = g_l(bj) - [d;0|d]. Let k; j» = d;;1 and return the relinearization key
K = [kijolkij1l kij2] € R;q-

Correctness. A shared relinearization key consists of encryptions of s;, s; for all pairs
1 <i,j < k. We first claim that, if D; is an uni-encryption of s; € R encrypted by the i-th
party and b; is the public key of the j-th party, then the output K; ; <— Convert(D;, b;) of
the conversion algorithm is an encryption of s;s; € R with respect to the secret (1, Si, sj).
It is derived from the following formulas:

1
Kij- (L si,s)) = g_l(bj)[di,0|d]|:s'i| + sjd; 1
1

=g b)) -(e1+ri-g —ribj+sjex+P-si-s
= gfl(bj)-el + riej + sjey + P - s; - 5
=P s;i-sj+e,

small

3.2 The Optimized Relinearization

The goal of relinearization is to re-linearize the tensor product of ciphertexts. So in
this section, we design the optimized relinearization algorithm following the algorithm
framework of CDKS19.

Let K be an ordered set containing all indexes of users that the ciphertext corre-
sponding to, and we assume that the indexes are arranged from small to large and K has
no duplicate elements, thus we can describe a ciphertext as a tuple ct = {c, K, [}. For the

R‘(Ik+1)><(k+1)

ciphertext product et = (¢; ® ¢;) = {cijlo<ij<k € , we would re-linearize

ittoet = (c)o=izk € REHL.

e Relin(ct; {(D;, bj)}1<i<k): Given an extended ciphertext ct = (¢i,j)o<i j<k and k pairs
of evaluation/public keys {(D;, b;)}1 <<k, generate a ciphertext of € R’;H as follows:

1. Compute K;; < Convert(D;, b;) for all 0 < i,j < k and set the relinearization
key as rik = {K; j}o<ij<k- .
2. Run the following Algorithm to relinearize ct.
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Input: et =(c; )os; st » 7Tk ={K, Yoei je -
Output: et’ = (¢])y;; € R;H :
L Cp o
cfor1 <i<kdo
¢ ¢+ ¢y, (modg)
: end for
cfor1<i,j<kdo
: Method 1:
(cp» ¢l <= (cpnclC) + Z::)(CM )_ ‘K, ;(modq) ,where (c,._j. )g is a polynomial
with the coefficients of 0 or 1. ’
Method 2:
(ch-€lch) e (¢l )+ P ¢ K, (modP-q) .
7: end for

AN U AW N =

Correctness

For the method 1. Since the evaluation key D; <— UniEnc(s;; s;) of the i-th party is an
uni-encryption of u; = s;, we obtain that K; ; - (1, Sis sj) A 0. - 5i5j(modq). From the
definition of ¢t’ € R’;H and the joint secret key s = (1, 51, 52, - -+ , S¢) € qu‘H, we get

<ct,s >:c(’)+Zf:1c§-si
k
=¢0,0 + Y i (ci,o +co,i)isi
k d—1(. K (1. s s d
+ Xijmt Zeo (¢ij); - Kij - (1,51, 57) (modg)
k k
A €0,0 + iy (¢i0 +€0)isi + Dy iy Cij o 8iS
=<ct,s®s > (modg)

For the method 2. The evaluation key is D; < UniEnc(s;; 5;), and u; = s;. We
obtain that K; ; - (l, Sis sj) A P - sisj(modg). So we get

<t s>=cy+ YL ¢ s

= c0,0+ Yory (ci0 + co.)isi

+pP! Zﬁj:] cij-Kij- (1, si,5) (modP) (modgq)
~ co,0 + Zi-;] (ci,0 +co,)isi + Zfﬁjzl Cijj  8iSj
=<ct,s®s > (mod q)

3.3 Analysis of the Relinearization

The previous analysis showed that the security of our optimized algorithm is the same as
CDKS. Here we compare the memory space and time complexity between our improved
relinearization algorithm and that of CDKS19 to analyze the advantages of our optimized
algorithm. See Table 1 for details.

It can be seen from Table 1 that compared to the CDKS19 scheme, the memory
space of the evaluation key and relinearization key is reduced about times. Because the
public keys can be generated off-line, the slight changes of the public key in Table 1 have
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Table 1. Memory space and time complexity of the relinearization algorithm

Relinearization types | Space Time

Public key Evaluation key Relinearization | COmPplexity
key

CDKS19 2kdn([log q1 k(d x 3)nflogq] | 3dkn[logq] 0(d3n)

Our Method 1 | (kd + k(d + nllogq] | 3kn[logq] 0(d*n)

method 2k)n[logq|

Method 2 | kdn[log Pq] + |k(d + )n[logPq] | 3kn[log Pq] O(dn)

2kdn[log q]

neglected impact on the computation efficiency. Moreover, the time complexity cost in
the relinearization is smaller than that in CDKS19. So our relinearization algorithm is
more efficient than CDKS19.

4 New Construction of BGV-Type MKFHE Scheme

Our relinearization algorithm can be used as well as CDKS. It can also be designed
as a leveled MKFHE scheme. Firstly, the ciphertext of different levels is expanded.
Then the optimized relinearization algorithm is used to re-linearize the tensor product of
ciphertexts. Finally the modulus-switching is carried out to convert the result ciphertext
into the next level.

4.1 The Ciphertext Extension

In this subsection, we detail the ciphertext extension algorithm MKFHE.CTExt in Refs.
[16, 17], which converts a BGV-type ciphertext to a larger dimensional ciphertext cor-
responding to a common larger dimensional joint secret key. In fact, the joint secret key
is a concatenation of secret keys from a party set.

For the security parameter X, given a bound K on the number of parties, a bound L
on the circuit depth with L decreasing modulus q;, > gr—1 > - -+ > qo for each level
and a small integer p coprime with all ¢; (or an integer P = P(A, q)). For the i-th party
(I=0,...,L),output his key pairs (sk;, pk; ;, ek; ;) and the ciphertext ¢; ; € sz.

Let K be an ordered set containing all indexes of parties that the ciphertexts corre-
sponding to, and we assume that the indexes are arranged from small to large and K has
no duplicate elements, thus we can describe a ciphertext as a tuple ct = {¢;, K, I}, where
¢ = (cpipl il -+ leri) € R’;;rl corresponding joint secretkeys sy = (1, s;;, ..., 8;,) €
R§+1. Note that sx = (1, 54y, ..., Si,) € R§+1 satisfies all levels of ciphertext decryption.
That is 4 << ¢;, sk > (modg; mod p). So when the party set updates, the ciphertext
of party i also changes.

* MKFHE.CTExt(¢;, K'): On input a ciphertext tuple ¢t = {¢; € R’;l“ ,K =
{i1, ..., ix}, [} corresponding to k parties and another party set K’ = {ji, ..., jy} for
K € K/, output an extended tuple ¢’ = {¢; € Rg;“, K’ ={i1, ..., ix'}, I}. The extending
algorithm is as follows:
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1. Divide the ciphertext ¢; into k+1 sequential sub-vectors indexed by K = {iy, ..., i}
(except for the first sub-vector), i.e.,
¢ = (cipleriyl---lei) € qu‘l‘"l, where the corresponding secret key is sy =
k+1
(1, 80y, -oer 53,) € RS
2. The extended ciphertext ¢; consists of &’ + 1 sequential sub-vectors, which can
. T P e e (e e k'+1
be indexed by K’ = {ji, ..., ji'}, i.e.,€ = (cj0|cj1| |Cjk/) €ER,T.
If index j in K’ is also included in K, we set cj/. = cj,otherwise we set c; =
0 (except for the first sub-vector). The corresponding secret key for decryption is
K41
sk=(1, 55, ... 5j,,) € Ry

It’s easy to verify that <c, sKJ) = (C, sg’) mod ¢;.

4.2 Detail Construction

1. Structure of Our Scheme

The specific structure of our leveled MKFHE scheme is shown in Fig. 1. The scheme
architecture is mainly divided into two parts: key generation and homomorphic com-
putation of ciphertexts. Take two parties as an example. For the key generation part:
they select public parameters from the cloud server to generate their key pairs, and then
upload them. The cloud server uses the parameters and the uploaded keys to generate
the relinearization key. For the homomorphic computation part: all parties upload their
ciphertexts to the cloud server. Firstly, the ciphertexts are expanded by the ciphertext
extension algorithm. Then, homomorphic multiplication is performed on the ciphertexts,
and use the relinearization key to re-linearize the tensor product of ciphertexts. Finally,
output the computed ciphertext which can be decrypted as the resulting ciphertext or be
switched as a new input ciphertext in the next level.

Cloud Server

arameter @; | 0 — — o~ — — — — .
‘ | parameterar | ‘[ Generate |

I _relinearization key |
|

Il key pairs

i | (pk;,.ek;,.p,,)

re I
\ . [E— inearizati
= | (P, ,e/unn)_’% ciphertext ¢, Gk, B{ihriea,rlzftfrﬂ
!arty 1 T
with sk, | Ciphertext | cte R || new cgthertext
¢ C., €
aew € Iy,

| extension } ®

|
R
e B —
q (pk;,.ek; ,.p;,) ciphertext ¢, T eR™ I\E/ylo.deuglh_s;swnchmg:_
arty 2 | Cnew 9

Joint secret G)_c B 50;\
key ccryption,

= I

Fig. 1. The homomorphic multiplication structure of our leveled MKFHE

with sk,
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2. Detail Construction

According to the optimized relinearization, the general leveled BGV-type MKFHE is
designed as follows.

* MKFHE.Setup(1*, 1X, 1X): For the security parameter A, given a bound K on the
number of keys, a bound L on the circuit depth with decreasing modulus gz > gr—1 >
-+« > qo (Where gg > 3) for each level and a small integer p coprime with all ¢g; (or
an integer P = P (X, q;)). We work over rings R = Z[X]/®,, and R;, = R/q;R defined
above. Let v = /(1) be a B-bound error distribution over R whose coefficients are in
the range [—B, B]. Let x = x (1) be a distribution over R whose coefficients are in the
range (—B, B). Choose L + 1 random public vectors a; < U (Rgl) and polynomials
ap < UR,) forl € {0, ..., L}. All the following algorithms implicitly take the public
parameter pp = (R, B, x, ¥, {qi, a1, ai}icqo....1), p, P) as input.

* MKFHE.KeyGen(pp): Input the public parameter pp, and generate the keys of
circuit depth / for the i-th party.

1. Sample the polynomial s; at random with the coefficients {—1, 0, 1} in R, and set
the secret key sk; ; :== (1, s;) € R%.

2. Sample ¢;; < ¥, and set the public key pk; ; := (b1, a;) € RSI, where b; ; =
—ays; + pe;,; mod q;.

3. Sample ¢;; < wd, and generate the auxiliary key p;; = s;a; +e;; € Rg].

4. Sample r;; < ¥, generate the evaluation key ek; ; := Dy ;.

Output the key pairs of party i (sk;, pki i, P1.i)-

* MKFHE.Enc(pkg ;, ;): Input the plaintext u; € R, and the public key pkr ;.
Choose r;, e, e’ <« x, compute the ciphertext ¢ ; = (ciL’O, ciL’l) = (ribr; + pe +
Wi, rag; +pe') € RéL.

* MKFHE.CTExt(cy ;, K): Input the i-th party’s ciphertext ¢, ; € Rczu’ and output
the ciphertext tuple ct = {¢cr;, {i}, L} € R’;zfl.

* MKFHE.Dec(skg, ct = {cr;, {i}, L}): Input the tuple ¢t = (¢, ;, K, ) and the
joint secret keys s = (1, s1, ..., 5x) € Rg“, output u < {ct, ) mod ¢; mod p.

* MKFHE.Eval((pk; ;, ek i, cti)k,C): Let S be a subset of K, where 1 < [S| <
k. For another party j, performing the MKFHE.CTExt(¢; ;, K) and relinearization key
generation program %l,s < Convert(Dyg, b; ;). The homomorphism operation is as
follows:

1. MKFHE.EvalAdd(rik; s, €, i, €;,j): Input the ciphertexts €, €, € R5 ™ at the
same level-/.

1) Compute €;,dq := €;,; +¢€;,j mod g, corresponding the joint secret key s € Rg“.

2) Compute €';_1 add := ModulusSwitch(€; add, 1> Gi—1)-

2. MKFHE.EvalMult(%LS, €, €;): Input the ciphertexts ¢; ;, €;; € R’;I‘H at the
same level-/.

1) Compute € mut := €;,; ®¢; ; mod g, corresponding the joint secret key $=S®s €
R(k+1)2.

3

2) Perform €'; mue = Relin(€) mur; Dy, by j)), corresponding the joint secret key
serth

3) Compute E/l—l,mult S MOduluSSWitCh(E/limult, q1, qi—1)-
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4.3 Analysis of the Scheme

1. Security Analysis

Our optimized relinearization algorithm uses the single-key BGV-based encryption algo-
rithm like CDKS19, as mentioned earlier, the security of optimized relinearization algo-
rithm is based on RLWE assumption. Like most BGV-type MKFHE schemes [CZW 17,
LZY*19 et al.], our scheme security also rely on cyclic security assumption. And the
modulus switching does not affect security. Therefore, our MKFHE is IND-CPA secure
under the RLWE assumption of parameter ppREWE,

2. Correctness

In our scheme, the joint secret key § € R]3<Jr1 synthesized by all parties’ secret key
can satisfy all L levels ciphertext decryption. We take two ciphertexts’ homomor-
phic multiplication as an example to analyze the correctness of our MKFHE scheme
in the most complex case. That is, when the ciphertexts of parties i and j are homo-
morphiclly multiplied in level /, and there is a new party ¢ participating in homomor-
phic multiplication in level / — 1. For parties i and j, we get the product ciphertext
€/ 1.mur = ModulusSwitch(€'; mur, 91> qi—1) € RkJrl inlevel (I — 1). Set the new party
set K’ O K. The ciphertext of new party tis ¢;—| ; € qu_ .- So the multiplication in level
(I — 1) can be described as follows.

(1) Re-perform the ciphertext expansion algorithm €;_1yv € R’;;j‘ll

MKFHE.CTEXt(€|_1 muy. K') and €_1, € R +! < MKFHE.CTExt(c;,;. K'), which
R’§ .

<

corresponds to the new joint secret key §' €

(2) Use Method 1 to generate a new relinearization key of subset Y, where Y contains
the parties i and j. According to the auxiliary keys of parties i and j, cloud server carries
out a new auxiliary key pby of the subset Y, where pby = sya;_; +e;_; € Rsz . such
that sy = s;s;. Perform the program UniEnc(sy; pby) —Dy = [hg|h]:

1) Sample r;—1 < .

2) Sample €/_1,; < ¥, and set hg = —pby +€_1 1+7_1 - g(modg_1).

3)Samplee;_1 5 < ¥, and set hy = —r - a;—1 +€;—12+sy(modg;_1).

Then, we get the relinearization key of subset Y is Ky ; = [ky rolky.r1lky 2] €
R} . whereky o= (g7 (bi—1.1). ho). ky 11 = (g (bi-1), a—1) and ky 12 = hy.

(3) For the tensor product et” = €;_; M ® €1, we can get the following result
after relinearization.

<ct’§ >(m0dq; 1) =c —l—Zr e
_C00+Zr 1 (Cr0+00r)sf
Z\Y\t 12 ( Clyy, ,) Ky, - (1,sy,5) (modg;_1)

~ C60 +Y0 (Cro +co.0)se + Z|Y| 1=1 €y, SY St
=< 1M®€_1,,5 ®F > (modg;_1)
= (< @ mu § > (modg))) - (< €1, § > (modg;_))
XOWiy e Ut
Therefore, in the homomorphic operation process, when the party set updates, all
the parties do not need to regenerate their keys and ciphertexts, so our scheme satisfies
multi-hop.
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Table 2. The time complexity and error size between our scheme and CDKS19 in cloud server.

Relinearization types | Time complexity Error size
Relinearization | Homomorphic
key generation | multiplication
decryption
CDKS19 O(kd%n) 0(2d3n) 0(k2n2d2 Mog qﬂBz)
Our Method 1 | O (kdn) 0(K2d>n) 0(k2n2d2 Mog anZ)
scheme
Method 2 | O (kdn) O(K2dn) O(((ql Mog Pg;1) /2P)k2n2d32)

Note. Here, we only analyze the result of once homomorphic multiplication decryption by two
parties. See Appendix A and B for a specific computation.

3. Efficiency Analysis
Our MKFHE scheme realized the leveled fully homomorphic computation without using
the key-switching technology. As mentioned in Subsect. 3.3, our optimized relineariza-
tion algorithms are more efficient than that of CDKS19. So, we analyze the time com-
plexity of our scheme in the cloud server here to show the advantages. See Table 2 for
details.

As shown in Table 2, compared with the CDKS19 scheme, our MKFHE scheme takes
less time to generate the relinearization key and decrypt the multiplication of ciphertexts,
and the error size is also decreased. Therefore, our construction is more efficient.

5 Conclusion

In this paper, two optimized relinearization algorithms are proposed and applied to the
design of the leveled BGV-type MKFHE schemes. Compared to the prior MKFHE
schemes, our scheme uses the relinearization algorithm instead of the key-switching
technology to re-linearize the ciphertext more efficiently. In the next research content,
we will focus on how to break through the restriction of the number of parties on the
homomorphic computation efficiency.

Acknowledgments. This work was supported by National Key R&D Program of China
(Grant No. 2017YFBO080 2000), National Natural Science Foundation of China (Grant Nos.

U1636114, 61872384, 61872289), National Cryptography Development Fund of China (Grant
No. MMJJ20170112).

Appendix

A. Time Complexity

In this appendix, we calculate the time complexity in Tables 1 and 2.
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We define the time complexity as the scalar operation (addition or multiplication) of
a polynomial, denoted as A. For example, the time complexity of the product of two n-
dimensional polynomials a, b € R is defined as An. Also, our optimized relinearization
algorithm allows parties to generate their evaluation key D; offline, so we do not calculate
the time complexity of D; any more.

Al. Time Complexity Calculation in Table 1

(1) For the CDKS19 scheme, the cloud server needs to perform (2d 34d+ con)
(where con is a constant term) times polynomial multiplications to complete once
relinearization, so the time complexity of once relinearization is about O(d>n).

In the same way, we can calculate the time complexity of our optimized relineariza-
tion algorithms.

(2) For the Method 1, the cloud server needs to perform (2d2 +d+ con) times
polynomial multiplications to complete once relinearization, so the time complexity of
once relinearization is about O(d?n).

(3) For the Method 2, the cloud server needs to perform (2d + con) times polyno-
mial multiplications to complete once relinearization, so the time complexity of once
relinearization is about O(dn).

A2. Time Complexity Calculation in Table 2

(1) For the CDKS19 scheme

Every two parties need to perform (Zd 24 con) times polynomial multiplications to
generate a relinearization key. For k parties, at least |k/2] relinearization keys need to
be generated. So, the time complexity of generating all the relinearization keys is about
O(d*kn).

If the two parties decrypt the homomorphic multiplication of their ciphertexts suc-
cessfully, the cloud server needs to perform (2k2d 34 kPd+k+ con) times polynomial
multiplications, so the time complexity is about O(k’d>n).

(2) For the Method 1

Every two parties need to perform (2d + con) times polynomial multiplications
to generate a relinearization key. So, the time complexity of generating all the
relinearization keys is about O (kdn).

If the two parties decrypt the homomorphic multiplication of their ciphertexts suc-
cessfully, the cloud server needs to perform (2k2d 24 k*d+k+ con) times polynomial
multiplications, so the time complexity is about O(k%d*n).

(3) For the Method 2

Every two parties need to perform (2d + con) times polynomial multiplications
to generate a relinearization key. So, the time complexity of generating all the
relinearization keys is about O (kdn).

If the two parties decrypt the homomorphic multiplication of their ciphertexts suc-
cessfully, the cloud server needs to perform (Zkzd +2k%d + k + con) times polynomial
multiplications, so the time complexity is about O(k’d’n).
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B. Error Analysis

Set the bound of ¥ and y is B, so for the a, b € ¥, such that ||a - b||sc < nB>.

1. For the Method 1
As shown in Method 1 of Subsect.3.1, the error size of K; ; - (1, Si, sj) is as follows.
llesmanlloo = 187" (B)e1 + sje2 + riejllo < nfloggi1(d + 1)B + n[log ¢/1B*;
After relinearization and decryption, we can get the following results.

<ct, §>—co+zl 1€ Si
=co,0 + Zl 1 (cio +co,i)isi + Zl/ 1 Zg 0 (Clj) Ki,j : (1, Sis Sj) (modgqy)
= c0,0 + Zi:l (ci,0 +co,i)isi + Z,‘J:l Cij - SiSj + €mult

Therefore, after successful decryption, the final error size is as follows.

[lemultlloo = || Z” 1 Zg -0 (Cz]) - esmalllloo
= k’nd(n[log q;1(d + 1)B + n|'10g qi1B?) < 0(k*n*d*[log qﬂB2)

2. For the Method 2
As shown in Method 2 of Subsect.3.1, we have
lelmanlloo = 11(2 ™" Ber + rie; + sjez ) llg=nllog P - 4/1(dB + B + B)
After relinearization and decryption, we can get the following results.

llefpulloo = 11 25 jmi P71 - €ijelgman o
=((q:[log P - q/1)/2P)k*n*(dB + B> + B) < O(((q:[log P - ¢;1)/2P)k*n*dB*)

Note. we usually choose the P > ¢, thatis P/q; ~ 1. So

O(((ql Mog P - ¢1) /2P)k2n2d32) ~ 0<k2n2d Mog q,132).

3. For the CDKS19

As shown in Subsect. 2.5, the CDKS19 scheme completes once relinearization and
decryption generating the error as follows.

llecoislloo = Knd (nflog g1(d + DB +nflogar18?) < O(k*nd?[log ¢/1B%).
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