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Abstract. The privacy preservation in Bitcoin is increasingly impor-
tant, partly due to its huge market capitalization and potential appli-
cations in distributed architectures. To protect the privacy of users in
Bitcoin, a number of mechanisms have been proposed, where mixing
service is a simple and frequently-used mechanism. The work, named
Blindcoin, believes that an unlinkable blind signature scheme can help to
guarantee the anonymity of users at the mixer side. Recently, Sarde and
Banerjee presented an identity-based blind signature scheme. However,
we found their scheme is vulnerable to a linkability attack. In this paper,
we improve their scheme on this weakness and construct two unlinkable
identity-based blind signature schemes, where one is in the standard set-
ting and the other is in the proxy setting. Our approaches delinearize the
two blinding factors so that malicious signer or proxy signer cannot find
any helpful information from what she knows. The security, including
unlinkability, of our schemes relies on the computational Diffie-Hellman
assumption in the random oracle model as analyzed in this paper. We
typically show that this is of great important to hide the relationship
between message-signature pairs for the privacy-protecting in Bitcoin.

Keywords: Unlinkable blind signature * Privacy preservation -
Bitcoin - Proxy blind signature - Identity-based cryptography

1 Introduction

The continued interest in Bitcoin is evident by its market capitalization, for
example, it takes a market capitalization of $209,144,466,745 and has been
topped the ranking of cryptocurrency since its publication in 2008!. However,
Bitcoin provides a limited form of privacy preservation: static analysis attacks
to de-anonymize an user are possible, even if she always creates pseudonyms
when connecting to the Bitcoin system [4,20,25,28,30,31,35,44]. For example,

! See https://coinmarketcap.com/.
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Androulaki et al. [4] conducted an experiment in an university, where students
uses Bitcoin as the daily transaction currency. By utilizing cluster analysis based
on the transaction fingerprints, they finally profiled approximately 40% of the
participants, even some of them apply a fresh address for each transaction.

Some discussions of the importance and cryptographic mechanisms for pri-
vacy preservation in Bitcoin can be found in [10,11,18,24,27,41]. Mixing service,
the frequently-used mechanism for protecting privacy since it was proposed by
Chaum [8], allows users to mix the input/output relationship of their transac-
tions, within some anonymity set, so that cannot be linked to the correct origin
and destination [1-3,5,12,13,26,37]. Although many such mixing services exist,
Valenta and Rowan [37] argued the anonymity means that the users (including
sender and receiver of a transaction) should be the only entities that know the
mapping from their input address to their output address. It imposes tight con-
straint on these services, i.e., the mixer (who performs the mixing step) has no
information about the mapping from a transaction’s input to output address.

To alleviate the risk of deanonymization on the mixer side, Valenta and
Rowan [37] implemented a blind signature within Mixcoin [5]. They conceptually
defined a blind signature scheme with three procedures, i.e., blinding (hiding the
original message together with a random “blinding factor”), signing (signing the
blinded message) and unblinding (removing the “blinding factor” to get a valid
signature on the actual message). The core security assumption that the blind
signature works well in Valenta and Rowan’s protocol is that the blind signature
can be publicly verified while the signer has no information about the connection
between the pair of message and signature.

Up to now, a number of identity-based blind signature schemes [16,19,21,
23,42] and proxy blind signature schemes [34,38-40,43] have been proposed. All
of them have stated to be unlinkable, i.e., the original signer and proxy signer
(who is authorized to sign on behalf of the original signer) can use their private
keys to generate a valid signature on the blinded message, and cannot discover
which messages were signed by them after the unblinding phase. More recently,
Sarde et al. [32] also proposed a new identity-based blind signature scheme from
bilinear pairings. Unfortunately, we find that their schemes cannot guarantee
unlinkability and we will present this weakness more clearly later.

Therefore, in this paper, we firstly present an attack on the unlinkability of
the blind signature scheme by Sarde et al. [32], and construct two unlinkable
identity-based blind signature schemes, where one is in the standard setting and
the other is in the proxy setting. Our standard unlinkable blind signature scheme
improves the scheme presented in [32] by delinearizing two blinding factors such
that malicious signer cannot find any helpful information from what she knows.
This is of great important to hide the relationship between message-signature
pairs for the privacy-protecting in Bitcoin. Such an approach also works well in
our proxy blind signature, which maintains unlinkability between the message-
signature pair both on the original signer and proxy signer side. We theoret-
ically analyze the security and performance of our proposed schemes. While
our schemes are slightly slower compared to blind signature schemes presented
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in [32], we demonstrate their great practical value by an example of potential
application for privacy preservation in Bitcoin.

The rest of the paper is organized as follows. In the Sect. 2, we introduce some
preliminaries. Section 3 reviews the blind signature scheme presented by Sarde et
al. and Sect. 4 present a de-anonymizing attack on their scheme. Our improved
unlinkable blind signature and unlinkable proxy blind signature schemes are
described in (resp.) Sect.5 and Sect. 6. Section 7 focuses on the security of our
proposed schemes. In Sect. 8, we provide an theoretical evaluation of the pro-
posed schemes. Finally, we give an example of potential application to privacy
preservation in Bitcoin.

2 Preliminaries

In this section, we describe the relevant preliminaries required in the understand-
ing of the proposed scheme.

2.1 Tate Bilinear Pairings

Assume that G1, Go, G denote three cycle groups with the same order of prime
q. There exists a bilinear mapping e : G; x Go — G with following properties:

*

~ Bilinearity: For any elements P € G1,@Q € G2 and any integers z,y € Zg, the
equation e(zP,yQ) = e(P, Q)Y holds.

— Non-degeneracy: For some elements P € Gi,QQ € Gz, the inequation
e(P, Q) # 1g, holds.

— Computability: Given two elements P € G1,Q € G, there exist effective
algorithms to compute e(P, Q).

2.2 Computational Diffie-Hellman Assumption

Define G as a finite cycle group with the order of prime number ¢ = |G| and
generator of P. For unknown z,y € Z,, the advantage to compute zyP from the
tuple (P,zP,yP) for any probabilistic polynomial time (P.P.T) adversary A is
negligible.

2.3 System Model

The architecture of this paper is shown in Fig. 1.

There are four (or five) types of participants with an (proxy) blind signature
scheme: the key generation center, a user, a signer, a verifier, and a proxy signer
just within proxy blind signature scheme.

— KGC: It is a trusted third party and its task is generating system parameters.
Besides, it is also extract the private keys of the user, the signer and the proxy
signer according to their identities.

— User: He/She is a client who intents to get signature on message m.
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Fig. 1. The system model

— Signer: It is a server provider who gets his/her private key from the KGC and
uses it to sign on blinded message provided from the User. After the signature
process, he/she can not know any information about original message m.

— Proxy Signer: It is a proxy server provider being authorized to sign on behalf
the Signer when the Signer is off-line. It is a specific character within the
proxy blind signature scheme.

— Verifier: He/She can verify the signature on message m after the User publicly
publishing the unblinded signature.

3 Review of Sarde et al.” Blind Signature Scheme

In [32], Sarde et al.” ID-based blind signature consists of the following algorithms:

— Setup: Let G; denotes an additive group of generator P and order ¢ and
G2 denotes a multiplicative group of the same order, bilinear pairings e
defines e : Gy x G; — Go, three cryptographic hash functions are given
by Hi : {0,1} — G1, he : G1 — Zg, hy : {0,1}* x G2 — Z,. KGC
randomly samples master private key s «—p Z; and computes master pub-
lic key by Ppu, = s - P. Finally, system parameters are publicly set as
params = {G1,Go,e¢,q, P, Pyuy, H1, he, h3} and master private key s will be
kept securely by KGC.

— Extract:

1. On receiving signer’s identity information ID, KGC computes Q;p =
Hy(ID) as his or her public key.
2. Output S;p = s- Qrp to the signer as private key.

— Blinding Phase:

1. Signer randomly samples r «pg Z7, computes and sends R = r - Qp to
the user.
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2. User samples two random values ki, ks < g ZZ, computes u = ha(R) - k1
mod ¢, T = e(ke- R+ kiks-Qrp, Ppus) and h= hs(m,T)+wu mod ¢ and

sends h to the signer. ) R
— Signing Phase: Signer computes and returns the blinded signature S = (h +

r) - Srp to the user.
— Unblinding Phase: . )
1. User unblinds the signature by S = ky-S, h = h—wu mod g and d =

k‘Q . (il — k‘l) mod q.
2. Output the blind signature o = (S, h, d) of message m.
— Verify: On input a signature o of message m, public key Q;p and sys-

tem parameters params, the verifier accepts the signature if and only if
h= hg(m, 6(5, P) . G(QID, Ppub)_d) holds.

4 Attack on Sarde et al.’ Blind Signature Scheme

In this section, we show that a curious signer in their blind signature scheme can
link a signature with a signing requester:

1. Given a tuple of transcripts {r, R,Sip, ;L} and candidate signature
{S*, h*,d*} of message m*, the signer firstly computes

ki = (h—h*) - (ha(R) ™ ke =d* - (h— k1)
2. Now the signer can check whether
e(ky ' 9", P) = e(R+h-Qip, Pyus)
to discover the signing requester.

This attack is workable because {r, R, Ssp, ﬁ} and {S*, h*,d*} of message m*
are all known to the signer and

e(kyt- 8% P)=e(ky' - (k- (W + %)) - Sip, P)
= e((h" + 1) - 10, PY 5 = e((h* +17) - Qs Ppun) s 5
On the right side,
e(R+h-Qrp, Pous) = e((r +h) - Qrp, Pyus)

It is obliviously possible to discover the signing requester, because the probability
of ky - k3 - (h* +7*) = r+ h is negligible on the conditions of 1) signer’s random
number 7* # r; 2) user’s blinding factor ky # k3; 3) the blinded message h* # h
(defined jointly by signer’s random number, user’s blinding factor and one-way
hash function).

Thus after the user publishes message-signature pair in public, a curious
signer can link them to certain tuple that she keeps. Once we apply Sarde et al.’
scheme for the privacy preservation in Bitcoin, a malicious mixer can trace the
relationship between the transaction’s sender and receiver without being autho-
rized by the users. This attacks can work because the public u is multiplied by
two integers. So it is easily factorizable if one integer is known. Our improvement
is put the blind factor k; into the hash operation and guarantee security on the
basis of one-way hash function.
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5 Unlinkable ID-Based Blind Signature Scheme

In this section, we propose an improved version of Sarde et al.’s scheme, which
satisfies untraceability besides the merits of original scheme.

— Setup: The proposed unlinkable proxy blind signature scheme are parameter-
ized by params = {G1,G2,Gr,e,q, P, Pa, Ppyp, h1, ho} where G; and G, are
two group of the same order ¢, Tate bilinear pairing e : G; x Gy — Gr (an
asymmetric pairing which is faster than the Weil bilinear pairing that was
used in [32]), P, and P, denote the generators of G; and Go, Hy : {0,1}* —
Gi, ha : Gy — Z; and h3 : {0,1}* x Gy — Z; define three cryptographic
hash functions. The master private key s «p Z; is chosen by KGC and
Ppup = s P is the master public key. Finally, KGC publishes the system
parameter params and keeps s securely.

— Extract: On receiving signer’s identity string ID, KGC computes Q;p =
H{(ID) as his or her public key, and returns the corresponding private key
Sip = s-Qrp to the signer.

— Blinding Phase:

1. Signer randomly samples r «<—pg Z;, computes and sends R =17 -Qp to
the user.
2. User samples two random values k1, k2 <—pr Zj, computes

u = hg(lﬁ . R),

T =ce(ks-R+kik2- Qip, Poub), h = hs(m,T)+u mod ¢ and sends h to
the signer.
— Signing Phase: Signer computes and returns the blinded signature S = (71 +
r) - Srp to the user.
— Unblinding Phase:
1. User unblinds the signature by S = kQ'S, h = h—u mod q,d= k:2~(iL—k:1)
mod gq
2. Output the blind signature o = (S, h, d) of message m.
— Verify: On input a signature o of message m, public key Q;p and sys-

tem parameters params, the verifier accepts the signature if and only if
h = hg(m, 6(5, P) . e(Q1D7 Ppub)_d) holds.

Correctness. The correctness of our scheme can be verified following the prior
work of Sarde et al.. Thus it is omitted here for simplicity.

6 Unlinkable ID-Based Proxy Blind Signature Scheme

Proxy signature is such a blind signature that a proxy signer is authorized to
generate a blind signature on behalf of the original signer, and neither original
signer nor proxy signer know the message. In this section, we further propose a
unlinkable proxy blind signature scheme for convenience, economy and meet the
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cooperation demands of the modern companies, for example, multiple company’s
managers are assigned to answer the mixing services in turns.

Our construction is also built on the Sarde et al.’s proxy blind signature
scheme [32]. We can see that their scheme fails to satisfy the unlinkability, as for
a curious proxy signer, the hash value h received from user is exactly identical
to that parsed from signature. Here, we improve their version and fill in gap of
unlinkability.

Our unlinkable proxy blind signature scheme consists of following five phases:

— Setup: The proposed unlinkable proxy blind signature scheme has similar
definition around the system parameters params = {G1, G2, Gr,€,q, P1, Ps, g,
Py, H1, ho} as standard one, except the cryptographic hash function hg :
{0,1}* x Gy — Z;; and element g = e(P1, P»). Finally, KGC publishes params
and keeps s securely itself.

— Extract: On receiving original signer’s identity I D, and proxy signer’s iden-
tity 1D,, KGC computes Q;p, = H1(ID,) and Qrp, = H1(ID,) as their
corresponding public keys, and returns the private keys Srp, = s Qrp, and
Stp, = s+ Q1p, to the original signer and proxy signer respectively.

— Proxy Delegation:

1. Proxzy Generation: The original signer randomly samples o «pr Zg,
computes V = ¢g* A = Sip, -V +a- P, v = ho(w,e(4, P2)) and
U =~-Sp, + - P, where w is the proxy warrant which consists the
identity information of the original signer and the proxy signer, message
type to be signed by the proxy signer, the delegation limits of authority,
valid period of delegation and so on.

2. Proxy Delivery: The original signer sends (w, V,U) to a proxy signer and
publishes the warrant-voucher pair (w, V') in public.

3. Proxy Verification: Upon receiving secret values from the original signer,
the proxy signer accepts it if the following equations holds:

e(U, Py) = e(Qrp, , Ppup) 2 ¢@100 Bout) V) Ly (1)

— Proxy blind signature generation: When given the message m, user and proxy
signer execute the following steps to generate a proxy blind signature:
1. Blinding:

(a) The proxy signer randomly samples r «pg Z;, computes R = g",
K,=U+ R-S;p, and sends R to the user via secure channel.

(b) Now the user samples two random values k1, ko «—pg Z; and blind the
message by T = R-gkl LYk2 'S(QIDS s Ppub)w€2 'E(QIDI,’ Ppu(,)Rk2+k1k2,
h=hi(m,T)+ ki -k;', and sends h to the signer.

2. Signing: The proxy signer computes and returns the blinded signature

S’:B~Kp+r~P1 to the user.

3. Unblinding: Upon receiving S, user unblinds it by computing S = S+k -

P, h= h— ko and d = R-h — ky - k2. The proxy blind signature on the

message m is o = (S, h, d).
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— Verify: On input a signature o of message m, public keys Qip,,Qip,,
proxy warrant-voucher pair (w,V’), the verifier firstly recovers v =
ha(w,e(Q1p,, Ppus)" - V), then accepts the signature if

h = hi(m,e(S, Py) - e(Qrp,, Ppup) "7 - e(Qrp,, Pyp) v (2)
holds.

Correctness
The correctness of Eq. (1), i.e., the proxy verification can be proved as follows:

e(Q1p, ,Pyup) (@15 Pou)V V) = e(Qrp,, Ppup)t2(@e(S1os ViRV 7
)hz(w e(SIDé, VPQ) g ) g

=e(Qrp,, P,
ha(w,e(Sip.-V+a-Py,P:
Q1p., Pous) 2(w,e(SrpgV+o-P1,P2)) - g”

(
(
(Qrp. s Ppub g% =e(Qrp., Ppup)” - g*
e(y-Sip, +a- P, P) =e(U, P)

(&

—¢ )hg(w,e(A,Pg))

Furthermore, the correctness of Eq. (2), i.e., the proxy blind signature verifi-
cation can be proved as follows.

e(S, P2) - e(Qrp,, Pous) ™ - e(Qrp,, Pyup) - V"

- e(S’ +k- PPy e(QIDsaPpub)ihw -e(Qr1p,, Ppub)id Lyh
—e(h-Ky+7-Pi+ ki PP e(Qip., Put) ™™ - e(Qrp,, Ppup) ™ -V
=e(U+R-Sip,, P1)"™™ - g" - g" - e(Qrp,, Pyus) " - e(Qip,, Bpup) ™" - V"
=e(y-Sip, +a P+ R-Sip,, P)"™ - R-g" - e(Qrp,, Ppup) ™"

e(Qrp,, Ppub)id VR
= e(Sip,, Po) (k) gahha) (G | Py)(hR2) L R g

e(Qp,, Ppur) ™" - e(Qip,, Poup) - V"

= e(Qrp,, Pyuv)" "> - V¥ - e(Qip,, Ppup) T2~ R . g1
=T

7 Security Analysis

In this section, we will show that the proposed improved schemes meet the
security requirements, especially the unlinkability that plays a critical role for
the privacy preservation in Bitcoin.

7.1 Analysis of Blind Signature

A blind signature scheme should meet three security properties: blindness,
unforgeability, and unlinkability [7,9,15,17,33]. Now we examine the security
of our scheme described in Sect. 5 according to the property:
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Blindness: To protect the privacy of signed message, the signer should not
know the content of message when she signs. In our scheme, user securely
samples two random values ki, ko and calculates T' and u to randomize the
message m using one-way hash function. We can see that, at this point, the
signer has no information about 7" and w, thus she cannot obtain the content
of message.

Unforgeability: To guarantee authenticity and non-repudiation of signature,
no one, except the signer, can produce a valid blind signature without per-
mission. The unforgeability of our scheme is lying on signer’s private key
Sip = s Qrp (calculated by KGC’s master private key s) and random value
r. It is easy to prove that our scheme can be reduced to CDH assumption in
the random oracle model using Forking Lemma [29]. Thus, no one can forge
a valid signature without private key.

Unlinkability: To provide a fully preservation of message’s privacy, the signer
should not trace the connection between revealed signature and the blinded
message she signed before. In our scheme, before the message m and its sig-
nature o = {S, h, d} are published, the user will break the linear relationship
of blinding factors k1, ko among S and d, which means that the signer cannot
find any helpful information from the tuple of {r,Qrp,S ID,E} she knows.
Thus, it is hard for signer to link the blinded signature {S,h} with the public
message-signature pair.

7.2 Analysis of Proxy Blind Signature

A proxy blind signature scheme should meet seven security properties: distin-
guishable, identifiablity, prevention of misuse, non-repudiation, unforgeability,
verifiability and unlinkability [6,14,22,36]. Here, we analyze that our scheme in
Sect. 6 satisfies these properties:

Distinguishability: To maintain clear boundaries of responsibility, the proxy
blind signature generated by proxy signer should be distinguishable from the
normal one by original signer. In our scheme, the original signer’s private
key is Stp, calculated from 1D, while the proxy signer’s private key is St D,
calculated from different 1.D,. Furthermore, the warrant w, who consists the
detail proxy information, is one of the components of the proxy key W and
finally embedded into the proxy blind signature. Thus, one can distinguish
the proxy blind signature from a normal one easily by verifying the validity
of the proxy blind signature.

Identifiablity: For publicly verifiable accountability, the proxy signer, original
signer and their agency relationships should be efficiently identified. Using
the proxy warrant-voucher pair (w,V’) and both signer’s identities, one can
verify the validity of blind signature o = {5, h,d}. However, original signer’s
identity IDs and proxy signer’s identity ID, appear in different location
of the verification equation (2), it will be unacceptable if any one of them
is mismatched. Thus, the proxy signer can be efficiently identified from the
proxy signature.
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— Prevention of misuse: To protect the interests of the original signer, any
misuse of proxy key pair deviated from producing proxy signature could
be detected publicly. In our improved scheme, the original signer issues
U = hao(w,e(A, P)) - Sip, + a - P during the proxy generation, where the
warrant w consists the detail proxy information, such as identities of both
parties, message type to be signed by the proxy signer, the delegation lim-
its of authority, valid period of delegation and so on. Based on the security
of original signer’s private key S;p, and random value «, the proxy signer
cannot sign any messages deviated from the warrant w.

— Non-repudiation: The proxy blind signature is a proof of both proxy signer
and original, therefore, a proxy blind scheme should guarantee neither of them
can later deny their signatures. During the blinding phase of our scheme,
the proxy key K, is created by original signer’s private key S;p, and proxy
signer’s private key Syp,. Cooperating with the identifiablity analyzed before,
we can say that neither of them can sign in place of the other party nor both
of them can deny having signed the message.

— Unforgeability: To guarantee authenticity of signature, no one, except the
proxy signer, can produce a valid proxy blind signature without permission.
The unforgeability of our scheme is lying on original signer’s private key
Stp, = s+ Qrp,, proxy signer’s private key Syp, = s - Qip, (both are cal-
culated by KGC’s master private key s) and random values «,r. Similarly,
based on CDH assumption, it is easy to prove that an P.P.T adversary (even
a original signer or signature receiver) cannot forge in our improved scheme
without private key.

— Verifiability: The proxy blind signature should be verified by anyone. Our
improved blind signature can satisfy verifiability as the verifier can check the
validity of the proxy blind signature using Eq. (2). The correctness of it is
already shown by Eq. (1).

— Unlinkability: To protect the privacy of message, the signer (including prozxy
signer and original signer) should not trace the connection between revealed
signature and the blinded message she signed before. In the proposed scheme,
on one side, the original signer or a verifier has no information about ran-
dom factor r and blinding factors ki, ko, so it’s difficult for them to find
the relationship between the blinded signature {iL, S } and proxy blind sig-
nature o = {S,h,d}. On the other side, given all the signature transcript
{}Azi, R;, S’Z}, it is still unable for proxy signer to link a published proxy blind
signature o = {5, h,d} with one she signed before because she still has no
helpful information of blinding factors k1, k2 (including e(Qrp,, Ppup)*2, Ve,
e(QIDp,Ppub)kl'kQ, e(Qrp,, Pyup)*2, e(P, P)*' and so on). Thus, our improved
proxy blind signature scheme can achieve perfectly unlinkability.

8 Performance Analysis and Comparison

To show the practicality of our protocols proposed in Sect.5 and 6, we ana-
lyze their performance and compare them with Sarde et al.” schemes [32]. The
notations used in this section are as follows:
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— Tpp: the execution time of the bilinear pairing.

— T the execution time of scalar multiplication over group Gj.

— Tgpm,: the execution time of multiplication of two elements over group G (and
Go in Sarde et al.).

— Tyq: the execution time of addition of two elements over group G;.

— Tiny: the execution time of inversion of an integer under modulo g.

— T;m: the execution time of integer multiplication modulo q.

— Th: the execution time of hashing.

Table 1. Comparison of computational cost of blind signature

Phases Sarde et al. [32] This paper
Extract Tom +Th Tom +Th
Blinding Top +3 X Tom +2 X Ty +2 x T, Top +4 X T + Tirn + 2 X T,
Signing Tom Tsm
Unblinding Tom + Tim Tom + Tim
Verification 2% Typ + Tsm + Tinw +Th 2 X Top + Tsm + Tino + Th

The comparison of algebraic operations required for different phases are sum-
marized in Table 1 and Table 2. We mark that the computational cost for unlink-
ability of blind signature is T%,, in the binding phase. The computational cost
for unlinkability of proxy blind signature is Ty, 4+ 2 X Ty, + 2 X Ty, in the
blinding phase and T;;, in the unblinding phase of proxy blind signature gener-
ation. However, our proposed schemes still benefit from the higher-performance
of Type-3 bilinear pairing, which has been optimized many years and can be
executed faster than the symmetrical pairing used by Sarde et al.

9 Application for Privacy Preservation in Bitcoin

We review the Blindcoin project [37] in this section, which utilizes a blind sig-
nature scheme to hide the mapping between a user’s input and output addresses
from mix.

According to the transaction architecture (i.e., UTXO or unspent transac-
tion outputs) of Bitcoin, it is linkable between senders and receivers within a
transaction, therefore, by analyzing the public content (e.g., analytical attack),
one can infer some privacy information. Some analysis attacks have succeed to
extract users’ identities [4,20,25,28,30,31,35,44|. The simplest solution to mit-
igate this attack is to obfuscate the transaction’s relationships with the help of
mixer. Senders wrap transactions with the output addresses of mixer, and then
mixer wrap other irrelevant transactions with the output addresses of receivers.
When a massive of transactions engage in this mixing task, the relationships
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Table 2. Comparison of computational cost of proxy blind signature

Phases Sarde et al. [32] This paper
Extract 2 X (Tsm + Th) 2 %X (Tom +Tn)
PrOXy Proxy . pr+4><Tsm +Tgm+Tga +Th pr+4><Ts7n+Tgm +Tga+Th
. generation
delegation
P
I‘O.Xy . 3Xpr+Tsm+3><Tgm+Th 3Xpr+Tsm+3><Tgnz+Th
verification

Proxy blind/Blinding

3 X Tpp +4 X Tsm +4 X 4 X Top +6 X Tom +4 X
Tqm+Tqa+Th Tqm+Tga+2XTim+Th

signature

generation Signing 2 X Tsm 2 X Tom
Unblinding 2X Tom +2 X Tya 2 X Wepro, A 2 X Uy - Wip
Verification 4 X Top +4 X Tym +4 % 4 X Top+4 X Tgm +4 X

Tsm+3><Tinv+2><Th, Tsm+3xﬂnv+2XTlL

between each transaction’s origin and destination are hided well. Blindcoin, pre-
sented by Valenta et al., followed the mixing mechanism and combine the blind
signature scheme to hide the user’s privacy at the mixer side. There are three
kind of participants in Blindcoin, i.e., sender S, mixer M and receiver R. Sender

S

anonymously transfers a mount of Bitcoin to receiver R with the assistance

of mixer M by executing following steps:

Setup: The mixer M publishes the mix parameters mixparams into the public
ledger including the expiry date t1,to, t3,t4, the value v of Bitcoin put into a
transaction, the mixing fee p, block chunk w and so on.

Sender Submits Offer: The sender S sends its offer to M including mixparams
and blinded token [T" = {addroyut, n}giind. This token T' contains the output
address addr,,; and secure random number n, and being masked using the
blinding phase of blind signature scheme.

Mixer Answers Partial Warranty: If M accepts this offer, then it wrap partial
warranty using blinded token 7', an escrow address addres. for the sender to
pay to, and mixparams. This partial warranty will be signed using signing
algorithm of blind signature scheme, i.e., forming PriW = {[T]gjind, addresc,
mixparams}sg.

Sender Pays: Sender S then transfer v amount of Bitcoin from any input
address addr;, to addresc by time ;.

Mixer Completes Warranty: Once the sender pays the funds, mixer M must
complete the warranty by signing the blinded token, i.e., forming PubW =
{[Tgiind }sig and publishes it to the public ledger by time t,. This public infor-
mation allows any third party to verify that the sender did indeed transfer
their funds to the escrow address on time and the mixer has completed the
warranty by time to.

Sender Anonymously Unblinds Output Addresses: After seeing PubW in the
public ledger, S can apply unblinding phase to recover the signed token,
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formed as {T' = {addrou,n}}sig. The sender (anonymously connects with
another identity S’) posts the signed token to the public log by time ¢3.

— Mixer Pays to Output Address: Once the signed output address being pub-
lished in public ledger by time t3, M computes a beacon function with the
inputs of t3, n and block chunk w for each token T' = {addrout, n}. The chunk
destined for that output address will be kept by M if Beacon(ts,w,n) < p;
else, M pays v amount of Bitcoin to all unblinded output addresses before
time t4.

— One Party Cheats: If M fails to pay a chunk to each of the output addresses
that are passed the beacon function by time ¢4, then S can publish the partial
warranty PriW = {[Tgjind, addresc, mixparams}sg, and all the public informa-
tion (e.g., transaction tx(v,addr;,,addrec) presented by time ¢, the signed
token {T" = {addrou, n}}sig) to incriminate M. Every verifier can check the
public log and blockchain to see if both parties followed the protocol honestly.

Discussion and Conclusion. Based on the unlinkability of blind signature
scheme, M can check the validity of output address but cannot link the output
address addr,,; to the corresponding input address addr;,. This is why unlinka-
bility is a core feature to guarantee privacy of Bitcoin even a mixer (who knows
many information) is curious or malicious. Therefore, our proposed protocols are
extremely valuable for the privacy preservation in Bitcoin.
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