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Abstract. Anantimicro and small unmanned aircraft system (AmsUAS) is a radio
technology used for civil micro and small unmanned aircraft systems (msUASs)
control. Alongwith blocking the communication link of themsUAS, theAmsUAS
also interferes with other radio communication systems such as civil aviation and
mobile communication systems. In this study, an analysis method based on the
interference-to-noise ratio (INR) criterion is proposed and interference analysis
is performed on AmsUAS and code division multiple access (CDMA) systems.
First, to control msUASs, it is necessary to calculate the minimum transmit power
of the AmsUAS in the corresponding frequency band according to the uplink and
the radio wave propagation distance of the msUAS. Second, to avoid harmful
interference to other radio systems (such as CDMA), the frequency and distance
separation between the AmsUAS and CDMA radio systems should be calculated
according to factors such as application scenarios, radio wave propagation dis-
tance, and working frequency band. Finally, a simulation analysis provides the
transmit power, off-axis angle, frequency separation, and distance separation of
the AmsUAS and CDMA systems in different environments.

Keywords: Anti micro and small unmanned aircraft system · Code division
multiple access · Interference analysis · Interference-to-noise ratio criterion

1 Introduction

With the development of civil unmanned aircraft systems, micro and small unmanned
aircraft systems (msUASs) have been widely used in various fields [1–3]. With their
low cost, low volume, and light weight, msUASs can perform remote operations conve-
niently, acquire high-resolution images, access hard-to-reach areas, and obtain flexible
response to complex geographical environments. Owing to such advantages, msUASs
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are widely used in aviation filming [4], infrastructure detection monitoring [5], accident
scene investigation [6], disaster assessment, and other fields [7].

However, with the increase in the number of msUASs held by general public, the
problem of disorderly flight is becoming increasingly serious, and the corresponding
flight safety problem of civil msUASs is gaining prominence [2]. Incidents of msUAS
flight affecting the take-off and landing safety of civil aviation aircraft and threatening
the security of important areas and facilities occur from time to time. To reduce the
existing or potential security problems of civil msUASs to other facilities and areas, the
control technology of msUASs has emerged and has been widely used [8].

An antimicro and small UnmannedAircraft System (AmsUAS) is a radio technology
for civilian msUAS control [9], which is closely related to the msUAS radio communi-
cation system. The common AmsUAS [10] is mainly the radio-based msUAS control
technology, which achieves control by blocking the communication link of the msUAS,
thus hindering its normal operation and forcing landing. According to the Report ITU-
R M.2171 [11], the communication links of civil msUASs generally include the uplink
remote control link, downlink information transmission link, telemetry link, and satellite
links such as GPS, Beidou, and GLONASS used for navigation. Therefore, in general,
the AmsUAS aims to block one or more of the above communication links to divert or
force the landing of civil msUASs to realize the control of civil msUASs.

However, in the process of controlling the radio links of msUASs, high-power signal
suppression is usually adopted, which causes interference not only to the communication
link of msUASs but also to other radio systems that use the same frequency band or
adjacent frequency band, such as the GPS altitude measuring equipment on aircraft,
GPS positioning equipment of mobile communication base stations, and the uplink
and downlink of mobile communication systems. The civil GPS signal is the spread
spectrum signal with a frequency of 1575MHz, a bandwidth of 2.046MHz, and a spread
spectrum gain of 43 dB [12]. The high spread spectrum gain of the GPS signal results in
poor performance of some frequency band interference of the AmsUAS. Therefore, the
AmsUASwill normally control the uplink remote control link and downlink information
transmission link of msUASs.

In general, the msUAS is easier for controllers to find than the UA control station
(UACS), and the radio transmission conditions between the controller and themsUASare
better. Therefore, it is easier to control the msUAS by suppressing its uplink. According
to the report ITU-R M.2237 [13] and the frequency division of ITU region 3, as well as
the frequency usage of the existing civil msUASs, the operating frequency of the uplink
remote link of msUASs is 840.5–845.0 MHz. In the process of controlling this link,
harmful interference will be generated to the code division multiple access (CDMA)
mobile communication system in adjacent frequency bands.

Therefore, this paper aims to conduct interference analysis and determine the mini-
mum frequency and distance intervals required for bothAmsUAS andCDMAsystems to
coexist. Thus, the study aims to prevent the high-power repressive interference generated
by the AmsUAS from affecting the uplink of CDMA.



Interference Analysis of Anti Micro and Small Unmanned Aircraft Systems 471

The rest of this paper is organized as follows. The system model is presented in
Sect. 2, and the proposed interference analysis of AmsUAS and CDMA system is pre-
sented in Sect. 3. Section 4 presents numerical examples to verify the derived result.
Finally in Sect. 5 we conclude the main results of this paper.

2 System Model

We consider the interference between the AmsUAS and CDMA system as shown in
Fig. 1, where the AmsUAS operates in the adjacent frequency band of CDMA. The
msUAS comprises a msUA and a UACS, which is a type of remote control equipment
and usually fixed on the ground or handheld. The CDMA system is equipped with a base
station and mobile terminals. The AmsUAS controls the msUAS by high-power noise
interference on the uplink remote control link. In Fig. 1, Line 1 is the control link of the
AmsUAS to the msUAS, Line 2 is the interference link of the AmsUAS to the uplink of
the CDMA system, and Line 3 and Line 4 are the communication links of the msUAS
and CDMA systems, respectively.

Fig. 1. System model

3 Interference Analysis of AmsUAS and CDMA System

Wireless interference always exists in the radio system [14–15]. The power of the inter-
ference signal is closely related to the distance between the transmitter and the receiver.
As the distance increases, the interference signal decreases. Whether one radio system
is harmful to another is assessed by interference analysis, which is usually based on a
simple relationship [16–17]. A jamming signal with power within the allowable range
of the receiver will generally not cause harmful interference to the receiver [12]. In this
paper, interference analysis of a wireless communication system is performed based on
the interference-to-noise ratio (INR) criterion to determine the ranges of frequency and
distance separation for the two systems to coexist in time, frequency, and space domains
[18].
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3.1 Interference-To-Noise Ratio Criterion

Due to msUASs generally use frequency hopping and spread spectrum technology, and
frequency hopping parameters can be self-adaptive, they have a certain ability of anti-
jamming. In general, the controller does not know any other parameters other than the
frequency band of themsUASs, so a high-power noise can only be used for full frequency
band coverage.

When the AmsUAS controls the uplink of the msUASs, the power of the noise must
be increased such that it exceeds the INRprotection requirements of themsUASs, thereby
allowing it to block the control of theUACSover themsUASs.According to report ITU-R
M.2119 [19], the long-term protection requirement for anmsUAS is−3 dB and the short-
term protection requirement is 0 dB. To avoid harmful interference to the CDMA system
of an adjacent channel, the power of the interference signal received by the CDMA base
station must meet the INR protection requirements of normal communication. The INR
protection requirement for the CDMA base station is ηCDMA < −7dB. INR is defined
as

INR = I

N
, (1)

where I and N denote the interference and noise power in W, respectively. The units of
power can be converted into dB as INR(dB) = I −N . The INR criterion can be defined
as

INR =

{
ImsUAS − NmsUAS ≥ ηmsUAS msUAS
ICDMA − NCDMA < ηCDMA CDMA

, (2)

where ImsUAS and NmsUAS are the interference and noise power received by the msUAS
receiver, respectively. ηmsUAS is the msUAS’s INR protection requirement. For the
AmsUAS to block the msUAS communication system, the requirement INR ≥ ηmsUAS
must be met. ICDMA and NCDMA are, respectively, the interference and noise power
received by the CDMA system. To ensure the normal quality of service, the requirement
INR < ηCDMA must be met.

3.2 Calculation of Interference Power

In case of either the msUA or CDMA base station, the received interference power is a
function of the gain and path loss. The interference power received by the jammed radio
receiver is expressed by

I = Pt + Gt − Lt + Gr − Lr − Lp(d) − FDR(�f ). (3)

Here, Pt is the transmit power of the interference source (dBm); Gt and Gr are the
antenna gain of the transmitter and the receiver, respectively; Lt and Lr are the feeder
loss of theAmsUAS andCDMA, respectively; andLp(d) is the transmission path loss for
a separation distance d between the interferer and receiver (dB).FDR(�f ) is a frequency-
dependent rejection of a certain frequency separation�f (dB), which is a measure of the
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rejection produced by the receiver selectivity curve on an unwanted transmitter emission
spectra, defined as

FDR(�f ) = −10 log

+∞∫
−∞

P(f )|H (f + �f )|2df
+∞∫
−∞

P(f )df

dB. (4)

Here, P(f ) is the power spectral density of the interfering signal equivalent intermediate
frequency (IF); H (f ) is the frequency response of the receiver; �f is the frequency
separation between jammed receivers and interfering transmitters, defined as �f =
ft − fr , where ft is the interferer-tuned frequency and fr is the receiver-tuned frequency.
In particular, �f = 0 indicates co-channel interference.

As can be seen from (4), the interference signal power is Pt = ∫ +∞
−∞ P(f )df ,

|H (f + �f )|2 reflects the characteristics of the receiver spectrum mask, and
FDR(�f ) ≥ 0.

It is evident from (4) thatFDR(�f ) is strongly dependent on the extent of overlapping
between the receiver passband and the power spectrum of the interfering signal. As �f
increases, the extent of overlapping diminishes, thus resulting in lower interference
power, and, equivalently, higher FDR(�f ).

Considering the effect of the off-axis angle on the antenna gain, the off-axis angle
of the transmitting antenna is defined as θ1 and that of the receiving antenna is defined
as θ2. Then the interference power is

I = Pt + Gt(θ1) − Lt + Gr(θ2) − Lr − Lp(d) − FDR(�f ), (5)

where, Gt(θ1) is the antenna gain of the AmsUAS in the direction of the receiver when
the off-axis angle is θ1 (dBi); Gr(θ2) is the antenna gain of the jammed receiver (e.g.,
msUAS) in the direction of interference when the off-axis angle is θ2 (dBi).

According to the calculationmethod of a 100MHz–70GHz antenna radiation pattern
given in ITU-R F.699–7 and ITU-R F.1245–1 recommendations, D is the diameter or
length of the antenna and λ is the wavelength,Gmax is the maximum gain for the antenna
and G1 is the first side lobe gain, and θ3dB is a 3 dB beam width. Then, the antenna
gain G�(θi)(� = t,r; i = 1, 2, 3) corresponding to different off-axis angles θi is given
as follows.

When D/λ > 100,

G�(θi) =

⎧⎪⎪⎨
⎪⎪⎩

Gmax − 2.5 × 10−3(Dθi/λ)2, 0◦ < θi < ϕm

G1, ϕm ≤ θi < max(ϕm, ϕr)

29 − 25 log θi, max(ϕm, ϕr) ≤ θi < 48◦
−13, 48◦ ≤ θi ≤ 180◦

(6)

whereGmax = 20 log(D/λ)+ 7.7, ϕm = (
20D

√
Gmax − G1

)
/λ,G1 = 2+ 15 log(D/λ)

and ϕr = 12.02(D/λ)−0.6.
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When D/λ ≤ 100,

G�(θi) =
⎧⎨
⎩
Gmax − 2.5 × 10−3(Dθi/λ), 0◦ < θi < ϕm

39 − 5 log(D/λ) − 25 log θi, ϕm ≤ θi < 48◦
−3 − 5 log(D/λ), 48◦ ≤ θi ≤ 180◦

. (7)

3.3 Calculation of Path Loss

A spatial factor is used in the computation of distance-related signal attenuation; it is
closely related to the radio propagation model adopted in this study and the statistical
distribution of the interfering signal at the front end of the interfered receiver [22].

Path loss is calculated by radio propagationmodels. In this study, a radio propagation
model is selected according to the system configuration, system bandwidth, operating
frequency band, and geographical environment surrounding the service area [23].

Considering that theAmsUASgenerally uses high-power signal suppression, in order
to minimize its effect on other surrounding radio services, directional antenna is used for
jamming the msUAS. To attain the minimum interference power of the AmsUAS, the
free-space radio propagation model is used to calculate the path loss by the following
formula:

Lp(d) = 32.4 + 20 log d + 20 log f . (8)

In the interference analysis of the AmsUAS and CDMA systems, path loss calcu-
lation methods of urban, suburban, or open scenarios in the Okumura–Hata model are
adopted according to different application scenarios. The formulas of path loss in the
three scenarios are as follows.

Radio propagation model in the urban scenario:

Lp(d) = 49.55 + 26.16 lg f − 13.82 lg h1 − α(h2) + (44.9 − 6.55 lg h1) lg d , (9)

Where f is the operating frequency; h1 is the effective height of the base station antenna
(m); h2 is the effective height of the mobile station antenna (m); and α(h2) is the height
factor of the mobile station antenna (dB), and when f > 400 MHz, it is defined as

α(h2) = 3.2
[
log(11.75h2)

]2 − 4.97 (f > 400MHz). (10)

Radio propagation model in the suburban scenario:

Lp(d) = 69.55 + 26.16 log f − 13.82 log h1 − α(h2) + (44.9 − 6.55 log h1) log d .

(11)

For the suburbs scenario, α(h2) is defined as

α(h2) = 2
[
log(f /28)

]2 + 5.4. (12)

Radio propagation model in the open scenario:

Lp(d) = 28.6 + 26.16 log f − 13.82 logHb

+[
44.9 − 6.55 log(Hb)

]
log d − 4.78(log f )2 + 18.33 log f ,

(13)

where Hb is the base station height.
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3.4 Calculation of Minimum Interference Power

The transmit power of the AmsUAS is closely related to the transmit power, bandwidth,
antenna gain, and anti-interference threshold of the receiver of the msUA. In practice,
the maximum power received by the receiver is

Pr_max = max
{
Pt + Gt(θ1) − Lt + Gr(θ2) − Lr − Lp(d1)

}
, (14)

where Pr_max is the maximum power received by the msUA and d1 is the propagation
distance between the UACS and msUA.

To realize the effective interference of the AmsUAS to the msUAS uplink, the
following inequation must be satisfied:

Pt_AmsUAS + Gt(θ1) − Lt + Gr(θ2) − Lr − Lp(d2) − ThmsUAS ≥ Pr_max, (15)

where Pt_AmsUAS is the transmit power of the AmsUAS, ThmsUAS is the anti-jamming
threshold of the msUA, d2 is the propagation distance between the AmsUAS and msUA.
In general, d2 is greater than d1.

Suppose the UACS and AmsUAS have the same Gt(θ1) and Lt, then for a given d2,
the interference power must satisfy

Pt_AmsUAS ≥ Pr_max − Gt(θ1) + Lt − Gr(θ2) + Lr + Lp(d2) + ThmsUAS . (16)

3.5 Interference Analysis

With the high-power noise emitted by the AmsUAS, not only does the bottom noise in
the surrounding airspace greatly increase but the main and side lobes of the antenna also
cause interference to other nearby radio services, thus seriously affecting their normal
operation.

The interference power received by the disturbed receiver is closely related to the
operating frequency of the transmitted signal, the transmit power, and the distance
between the transmitter and the receiver [25]. According to the INR criterion, measures
that should be taken to avoid harmful interference include increasing the frequency sepa-
ration, reducing the transmit power, increasing off-axis angles, or increasing the distance
between transmitters and disturbed receivers [26, 27].

According to (2) and (5), when the AmsUAS generates interference, the receiver
of adjacent frequency bands can only work normally when the following equation is
satisfied.

I − N = Pt_AmsUAS + Gt(θ1) − Lt + Gr(θ3) − Lr − Lp(d3) − FDR(�f ) − NCDMA < ηCDMA
(17)

Where, d3 is the propagation distance between AmsUAS and CDMA. Gr(θ3) is the
antenna gain of the jammed receiver (e.g. CDMA) in the direction of interference when
the off-axis angle is θ3. NCDMA is mainly generated by the thermal motion of charged
particles, and its power is.

NCDMA = −174 + 10 logB + NF dBm, (18)
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where B is the medium frequency bandwidth (Hz) and NF denotes the noise figure (dB).
In case when the radio wave propagation distance d3 is given, the relationship

between the transmit power of the AmsUAS and frequency separation can be obtained
as follows.

Pt_AmsUAS < ηCDMA − Gt(θ1) + Lt − Gr(θ3) + Lr + Lp(d3) + FDR(�f ) + NCDMA

(19)

Then, themaximum transmitting power isPt_max=max
{
Pt_AmsUAS

}
. As can be seen

from (14), Pt_AmsUAS ∈ [
Pt_min,Pt_max

]
.

In case Pt_AmsUAS is given, according to (17), the frequency and distance separation
between the AmsUAS and CDMA systems can be obtained as follows.

20 log(d3) ≥ Pt_AmsUAS + Gt(θ1) − Lt + Gr(θ3) − Lr
−FDR(�f ) − NCDMA − 32.4 − 20 log f − ηCDMA

(20)

4 Numeric Simulation and Discussion

In this section, we present the simulation results to verify the proposed interference
analysis method. The simulation scenario includes an msUA, a UACS, an AmsUAS,
and a CDMA base station. DQPSK modulated signals are transmitted by the msUAS.
The flight altitude of the msUAS is less than 1000 m, and the simulation parameters of
the msUAS are shown in Table 1.

Table 1. Simulation parameters of msUAS.

Bandwidth
(MHz)

Transmit
power
(dBm)

Antenna
gain (dBi)

Antenna
height
(m)

Feeder
loss
(dB)

NF
(dB)

INR
Requirements
(dB)

Transmitter 50 33 20 1.5 2 5 /

Receiver 50 / 3 <1000 1 5 −3

To determine themaximum power received by themsUAS, as the propagationmodel
of the msUAS, the free space model is used to calculate the path loss. Figure 2 shows
the signal power received by the msUA at different propagation distances and receiving
off-axis angles.

When θ2 = 0
◦
, there is no off-axis angle between the receiving antenna and the

main beam direction of the UACS. θ2 �= 0
◦
indicates that the receiving antenna deviates

from the main beam direction at θ2. When θ2 = 0
◦
, the power of the received signal

is maximum; the larger the off-axis angle, the smaller the received signal power. For
a given transmit power, the greater the transmission distance, the smaller the received
signal power.



Interference Analysis of Anti Micro and Small Unmanned Aircraft Systems 477

Fig. 2. Power of the received signal corresponding to different propagation distances, where
θ1 = 0

◦
.

Figure 3 shows comparison of the minimum interference power of the AmsUAS for
different propagation distances and off-axis angle θ1. To block the uplink communica-
tion system of the msUAS, the minimum noise interference signal power transmitted
by the AmsUAS should be greater than or equal to the sum of the maximum received
signal power and the anti-interference threshold of the msUAS. In general, when the
main beam direction of the AmsUAS is directly opposite to the msUA, i.e., θ1 = 0

◦
, the

transmitted power is the least. However, to avoid interference with other radio commu-
nication systems in the same direction, the main beam direction can be deviated from
the msUA, i.e., θ1 �= 0

◦
. A short communication link between the AmsUAS and msUA

ensures less interference power, and thus a low possibility of interfering with other radio
services. Considering the effect of path loss, the minimum interference power obtained
by the free space radio propagation model is the least. With other radio propagation
models, the minimum interference power will be larger.

Fig. 3. Minimum interference power of the AmsUAS corresponding to different propagation
distances.

A high-power noise-jamming signal transmitted by the AmsUAS will interfere with
radio equipment located within a certain distance. To avoid harmful interference, the
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AmsUAS and CDMA systems need to meet certain frequency and distance separation
as mentioned in Subsect. 3.5. Figures 4 and 5 show frequency separation versus distance
separation for different off-axis angles in an urban scenario. The simulation parameters
of CDMA are shown in Table 2. The Okumura–Hata urban propagation model is used
to calculate the path loss. When the main beam direction of the AmsUAS is directed
toward the CDMA base station, i.e., θ3 = 0

◦
, a larger distance separation is required

to ensure that the CDMA base station is not subject to harmful interference. Increasing
the off-axis angle θ3 can also effectively reduce the distance separation. Comparison
of Figs. 4 and 5 indicates that reducing the transmit power Pt_ min can also effectively
reduce the distance separation. Therefore, in practical applications, the transmit power
of the AmsUAS and off-axis angle should be reasonably selected.

Table 2. Simulation parameters of CDMA.

Bandwidth
(MHz)

Antenna
gain (dBi)

Antenna
height (m)

Feeder loss
(dB)

NF (dB) INR
requirments
(dB)

Base station 1.25 15 30 2 5 −7

Fig. 4. Frequency separation with respect to distance separation under different off-axis angles
in an urban scenario with Pt_ min = 38.02 dBm.

According to the radio propagation theory, path loss is an important factor in the
analysis of interference between different wireless communication systems. Figures 6
and 7 show frequency separation versus distance separation in suburban and open sce-
narios, respectively. Path loss is calculated using the Okumura–Hata suburban and the
open environment propagation models, respectively. The figures indicate that the path
loss of a suburban scenario is greater than that of an open scenario. Therefore, under the
condition of the same frequency separation, the distance separation of an open scenario
is greater than that of a suburban scenario. Therefore, in an open scenario, the power
of the interference signal should be carefully selected to avoid harmful interference to
other radio systems.
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Fig. 5. Frequency separation with respect to distance separation under different off-axis angles
in an urban scenario with Pt_ min = 52.12 dBm.

Fig. 6. Frequency separation with respect to distance separation under different Pt_ min in a
suburban scenario

Fig. 7. Frequency separationwith respect to distance separation under differentPt_ min in an open
scenario
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5 Conclusions

In practice, the AmsUAS not only interferes with msUAS communication links but also
can cause harmful interference to civil aviation andmobile communication systems. This
study analyzed the radio interference of the AmsUAS and CDMA. First, the minimum
transmit power of the AmsUAS in the corresponding frequency band was calculated on
the basis of the parameters of the controlled msUA and the wave propagation distance.
Second, according to the working frequency band, application scenario, and distance
between AmsUAS and CDMA base stations, interference analysis was performed on
the basis of the INR criterion to obtain the frequency and distance separation that must
be satisfied for both systems to coexist. Finally, the simulation verified the feasibility
and effectiveness of the proposed method.
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