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Abstract. In order to improve the security of the distributed optical fiber
sensing network, the self-adaptive detection of the fiber sensing network needs
to be carried out, and an overlap detection algorithm under the APT attack of the
distributed optical fiber sensing network based on the spectral characteristic
component and the big data analysis is proposed. the large data sampling model
of the network APT attack is constructed, the attack characteristics and the
related properties of the distributed optical fiber sensing network virus are
simulated by adopting the spectrum correlation characteristic detection and the
large-data quantization characteristic coding, and the large-data fusion and
feature extraction of the APT attack information are realized, the output
abnormal characteristic detection of the distributed optical fiber sensing network
is carried out through the feature extraction result, a distributed optical fiber
sensing network intrusion large data statistical analysis model is constructed,
and a narrow-band signal spectrum offset correction method is adopted, And
calculating the connection probability density and the individual infection
probability of the APT attack node, and improving the detection capability of
the network APT attack. The simulation results show that the algorithm can
effectively implement the network APT attack detection, improve the security
detection capability of the network APT attack, and has a good network security
protection capability.
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1 Introduction

With the development and popularization of the network technology, the network
security is becoming more and more concerned. The Internet has the characteristics of
openness, no competence and non-security, and the network attack network virus is on
the rise of the number and the degree of harm [1]. The present situation of network
security is worrying due to the direction and non-regularity of the virus and the
invisibility. according to the results of the American VIRUS official statistics, the
average global average of 30 million computers has been attacked by various viruses,
and the detection of network attack is an important means to protect the security of the
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computer system, and how to establish a high-efficiency network APT attack detection
method, It is a focus of many experts in this field [2]. At present, the new type of
network virus’s invasion and propagation is carried out in a normal way for continuous
attack. It is difficult to detect, and it is necessary to effectively detect the APT attack. It
is of great significance to study the detection algorithm of distributed optical fiber
sensing network virus under continuous attack [3].

The aggressive behavior of the network virus is a distributed optical fiber sensing
network APT attack signal in the data of the computer network, and the intrusion attack
is carried out on the network user in the form of data information. The traditional
method is difficult to realize the effective detection, and the main detection method is
based on the detection method of the ant colony algorithm, the detection method based
on the immune genetic algorithm and the detection method based on the neural network
algorithm. Among them, the most common is the overlapping detection method of APT
attack based on the neural network algorithm [4]. Distributed optical fiber sensing
network APT attack detection algorithm with any large frequency, Which is suitable for
realizing large-frequency signal detection, but has limited detection performance for
multi-frequency network intrusion signals, high calculation complexity and difficulty in
implementation [5]. Interference attack location method is proposed to optimize the
state transition feature of the intrusion tolerant system, and the intrusion path of the
virus is analyzed and analyzed. The structure level characteristic decomposition of the
potential intrusion signal is realized, and a certain effect is obtained. However, the
algorithm cannot effectively realize the overlapping detection of the continuous attack
virus, and proposes an overlap detection algorithm under the APT attack of the dis-
tributed optical fiber sensing network based on the spectral characteristic component
and the big data analysis [6]. By the improved design of the algorithm, the test per-
formance of the network APT attack is improved, and the performance verification of
the simulation experiment shows its effectiveness.

2 APT Attack Model of Distributed Optical Fiber Sensing
Network

In order to extract the continuous attack signal model of virus, it is necessary to
construct the continuous attack model of distributed optical fiber sensor network virus,
design the virus state transition model of distributed optical fiber sensor network,
describe the virus system of distributed optical fiber sensor network as five states of
Markov chain HMM, and analyze the security attributes of intrusion tolerance system
[7]. Spectrum correlation feature detection and big data quantitative feature coding are
used to simulate the attack characteristics and related properties of distributed optical
fiber sensor network virus, and big data fusion and feature extraction of APT attack
information are realized. described by Langevin equation, the APT attack of distributed
optical fiber sensor network is a bistable nonlinear driving multi-frequency resonance
model, and the expression of Langevin equation is as follows:
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dx
dt

¼ ax� bx2 þ s tð ÞþC tð Þ ð1Þ

In the formula, a, b is the system parameter. By adjusting the system parameters,
the interference noise can be described by mathematical model as follows:

f xð Þ ¼ sgn z
Xl1
i¼1

aþ
i yiKðxi; xÞþ

Xl2
i¼1

a�i yiK xi; xð Þþ b

( )
ð2Þ

In the process of APT attack in distributed optical fiber sensor network, assuming
that the amplitude of APT attack signal is A, the amplitude adjustment coefficient of
input signal is as follows:

xðtÞ ¼
Xp
i¼0

aðhiÞsiðtÞþ nðtÞ ð3Þ

Firstly, the local extreme point of the signal in the stochastic resonance system is
determined. In order to improve the detection performance of the continuous attack, the
APT attack behavior is transformed into a convex combinatorial optimization problem.
Using the wrapper feature selection model and the method of marking the average
value of the upper and lower envelope lines, the EMD difference component of the
APT attack signal is obtained by the nonlinear mapping function x1; y1ð Þ; x2; y2ð Þ; . . .f
xi; yið Þ; . . . xn; ynð Þg of the sample set u xð Þ:

�~u�ejv;k ¼ ~uejv;k þ hðxkÞ ð4Þ

The optimal classification hyperplane structure is carried out in the high dimen-
sional feature space:

f xð Þ ¼ w � u xð Þþ b ¼ 0 ð5Þ

In the formula, w represents a weight vector, and b represents a threshold value. In
order to minimize structural risk, the optimal classification plane should meet the
following constraints:

yi � w � u xið Þþ bð Þ� 1 ð6Þ

The label information of the APT attack file block and the file block is correlated to
the S-Table, a normal resonance function is introduced, the non-negative relaxation
variable ni is adopted to improve the classification SVM generalization ability of the
learning method, and each grid point can only be occupied by one virus intrusion
adsorption chain node, then the attack detection and optimization problem of the virus
under the continuous attack is changed to:
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min 1
2w � wþ c

Pn
i¼1

ni

s:t:yi w � xi þ bð Þ� 1� ni; ni � 0; i ¼ 1; 2; . . .; n
ð7Þ

In the formula, the artificial immune method is used to carry out the transmission
impedance and immunity of the virus [8], and the Lagrange multiplier is introduced to
transform the above optimization problem into dual form.

min
1
2

Xn
i;j¼1

aiajyiyj u xið Þ � u xj
� �� �þ Xn

i¼1

ai ð8Þ

At the same time, the following conditions need to be met:

Xn
i;j¼1

aiyi ¼ 0; c� ai � 0 ð9Þ

The algorithm calculation process is realized by MPI interface based on chain
growth. The APT attack model of distributed fiber sensing network is constructed. The
block diagram of model design is shown in Fig. 1.

3 Propagation Probability of APT Attack in Distributed
Optical Fiber Sensor Networks

The probability model of APT attack propagation in distributed optical fiber sensor
network is analyzed to realize the overlapping detection of continuous attack signals.
The APT attack of distributed optical fiber sensor network is connected to mobile
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Fig. 1. APT attack detection model of distributed optical fiber sensing network
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devices through a single connected virus. The success of transmission is related to the
time of connection establishment and the propagation time of virus. The classification
attribute based on information entropy is used to describe the population size of virus
transmission [9]. The time-frequency analysis Viterbi algorithm is used to estimate the
instantaneous frequency under APT attack, which can expand the frequency of APT
attack on distributed optical fiber sensor network and reduce the attack efficiency. The
single frequency signal of continuous attack signal of distributed optical fiber sensor
network is described as follows:

sðtÞ ¼ aðtÞ cos/ðtÞ ð10Þ

Since the instantaneous frequency of the distributed optical fiber sensing network is
time-varying, the instantaneous spectrum corresponding to the instantaneous frequency
should be present, the time-frequency analysis Viterbi algorithm is adopted, the
average frequency of the continuous attack signal spectrum of the distributed optical
fiber sensing network virus is equal to the time average of the instantaneous frequency,
then:

f ðtÞ ¼ 1
2p

d
dt
½arg zðtÞ� ð11Þ

Thus, the average frequency of the instantaneous spectrum is the instantaneous
frequency, and the instantaneous frequency is the derivative of the phase of the ana-
lytical signal. Assuming that the time required for virus transmission is tvirus, the
probability of successful transmission of the virus is the probability that the connection
is established at tvirus or longer:

Ptvirus ¼ 1� Fv1
link tvirusð Þ ¼ 1

p b� að Þ
Z p

0

Z 2R
tvirus

0
v

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� vtvirus

2R

� �2
r

g v;/; v1ð Þdvd/ ð12Þ

Many viruses are targeted only for specific vulnerabilities, such as for a particular
bluetooth version, a particular operating system’s vulnerable point, or even a particular
vendor’s device. Therefore, under the invasion of APT, the normal resonance of the
network is suppressed, the time-frequency characteristic of the non-stationary contin-
uous attack signal is extracted by using the time-frequency analysis method, the
instantaneous frequency is estimated, and the frequency expansion is realized [10, 11].
As shown in Fig. 2, a continuous attack model from A to B in the coverage of the virus
is obtained, as shown in Fig. 2, and is defined as a signal model and a propagation
probability model in the distributed fiber-sensing network APT attack by the time from
the node A to the node B through all the distances, And provides a signal basis for
realizing the APT attack detection.
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3.1 Improved Implementation of Detection Algorithm

The traditional detection method realizes the detection of the APT attack by using the
hierarchical detection algorithm of the interference attack positioning state transfer
feature extraction, and the algorithm does not adapt to the feature selection parameters
under the continuous attack, and the detection performance is not good. In this paper,
an overlapping detection algorithm based on a distributed optical fiber sensing network
(APT) attack based on spectral characteristic component and big data analysis is pre-
sented [12, 13]. On the basis of the above-mentioned APT attack signal design, it is
assumed that the amplitude of the continuous attack signal is A, and if the ck is a
fraction, the phase /ðtÞ is a non-uniform sample. the effect of the phase difference of
the sampling interval is different, where S is the time sampling step (corresponding to
Dt), and the spectrum characteristic of the narrow-band signal is as follows:

g v;/; v1ð Þ ¼ u h v;/;v1ð Þ�að Þ�u h v;/;v1ð Þ�bð Þ
h v;/;v1ð Þ

h v;/; v1ð Þ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
v2 þ v12 þ 2vv1 cos/

p ð13Þ

Where the Fv1
link represents the accumulated time of the connection, v1 represents the

mobile speed of the node, the sg represents the relative movement speed of the node,
and the selection of the class 1 in the model may be a “Smartphone X ‘using the’
Bluetooth V2”. It is assumed that the virus is moving at a constant speed under a
continuous attack, then:

vaverage ¼ aþ b
2

ð14Þ

As a kind of narrowband signal, APT attack signal produces spectrum offset
through normal resonance. In this paper, the narrowband signal spectrum offset cor-
rection method is used to improve the detection performance, and the connection
probability of APT attack node and the infection rate of individual can be expressed as
a matrix [14–17]. Thus, the connection probability of the same class is allowed to be
different, and the maximum propagation probability is defined as:

Fig. 2. Attack node distribution range of distributed optical fiber sensor networks
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transrateMax ¼ 1
tvirus

ð15Þ

Therefore, the connection probability can be defined as:

Contactrate ¼ min noderate; transrateMaxf g ð16Þ

Finally, the dynamic system equation of the overlapping detection under the APT
attack of the distributed optical fiber sensing network based on the spectral charac-
teristic component and the big data analysis can be generalized as follows:

dSk tð Þ
dt

¼Ok tð Þ Pos1k þPos2kð Þþ Tk tð ÞPtsk � Sk tð ÞPspk

� Sk tð Þbak � Sk tð Þ buk tð Þ þ blk tð Þ
� �

� Sk tð Þ Pso1k þPso2kð Þ
ð17Þ

dEk tð Þ
dt

¼ Sk tð Þ buk tð Þ þ blk tð Þ
� �

þXk tð ÞPxek � Ek tð ÞPexk � Ek tð ÞPetk

� Ek tð Þ Pei1k þPei2kð Þ ð18Þ

dPk tð Þ
dt

¼ Tk tð ÞPtpk þ Sk tð ÞPspk ð19Þ

dTk tð Þ
dt

¼ Ik tð ÞPitk þEk tð ÞPetk � Tk tð ÞPtpk � Tk tð ÞPtsk � Tk tð Þ Pto1k þPto2kð Þ ð20Þ

Through the improved design of the above algorithm, the overlapping detection
algorithm under the APT attack of the distributed optical fiber sensing network based
on the frequency spectrum characteristic component and the big data analysis is real-
ized, and the next step is to perform the performance verification through the simu-
lation experiment [18–20].

4 Simulation Experiment and Result Analysis

In order to test the detection performance of this algorithm under APT attack on
distributed optical fiber sensor network, the virus database is DARPA database, which
is the real simulation and reproduction of distributed optical fiber sensing network data,
and contains a wealth of continuous attack signal types. The decision threshold
GT ¼ 20r2, adopts constant false alarm probability pf ¼ 0:1. With the collected net-
work continuous signal, the signal is preprocessed by noise reduction filter, and the
narrowband signal spectrum offset correction is used to detect and optimize the signal.
The distribution of big data of the network attack is shown in Fig. 3.
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The gain node tree with self-interference channel is set as L = 2, N = 4. For the
convenience of calculation, the influence of APT attack probability of distributed
optical fiber sensor network under different propagation time is shown in Fig. 4
through the design of the above simulation environment, the influence of APT attack
infection probability of distributed optical fiber sensor network under the condition of
fixed average node speed is obtained through the design of the above simulation
environment.

As you can see from Fig. 4, the time required for all users to infect is 50 days; when
the action distance is 100 m, the time required for all people to infect is only 5 min. In
order to further compare the detection performance of the algorithm under APT attack,
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Fig. 3. Big data distribution of network attacks

Fig. 4. Infection probability of APT attack in distributed optical fiber sensor networks
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the overlap detection algorithm designed in this paper is compared with the traditional
method, and the detection performance curve is shown in Fig. 5. It can be seen from
the diagram that the proposed algorithm effectively improves the detection performance
of network APT attacks and improves the overlapping detection ability of APT attacks.

5 Conclusions

The traditional network attack detection methods have the problems of weak security
and poor detection results. An APT detection algorithm of the distributed optical fiber
sensing network is proposed based on the spectral characteristic component and the big
data analysis. The large data sampling model of the network APT attack is constructed,
the attack characteristics and the related properties of the distributed optical fiber
sensing network virus are simulated by adopting the spectrum correlation characteristic
detection and the large-data quantization characteristic coding, and the large-data
fusion and feature extraction of the APT attack information are realized, the output
abnormal characteristic detection of the distributed optical fiber sensing network is
carried out through the feature extraction result, a distributed optical fiber sensing
network intrusion large data statistical analysis model is constructed, and a narrow-
band signal spectrum offset correction method is adopted, And calculating the con-
nection probability density and the individual infection probability of the APT attack
node, and improving the detection capability of the network APT attack. The simu-
lation results show that the algorithm can effectively implement the network APT
attack detection, improve the security detection capability of the network APT attack,
and has a good network security protection capability. This method has good appli-
cation value in network security protection and virus intrusion detection.

Fig. 5. Detection performance
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